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Abstract—Tag scanning is an important issue to dynamically manage tag IDs in Radio Frequency IDentification (RFID) systems.
Different from tag identification that collects IDs of all the tags, tag scanning first verifies whether or not a responding tag has already
been identified and retrieves its ID when the answer is yes, and collects the tag’s ID only when it is unidentified. In this paper, we present
the first study on spot scanning with a handheld reader, which aims to scan tags in the reader’s interrogation range at an arbitrarily
specified position in the system. Existing studies mainly focus on continuous scanning, and they are highly time inefficient in performing
spot scanning. The inefficiency stems from the small overlap between tag populations in different spot scanning operations, in which
case existing solutions cannot efficiently recognize unidentified tags. We develop a novel technique called LOCK to efficiently recognize
unidentified tags even when the overlapped tags are few. LOCK does not simply use a tag’s reply slot index but also compact short
responses from tags to efficiently distinguish unidentified tags from identified ones. The valuable compact short responses are firstly
investigated, which are the keys for efficient tag identification in the paper. Based on LOCK, three tag scanning protocols are proposed
to solve the spot scanning problem. Simulation results show that, for spot scanning, our best protocol reduces per tag scanning time
by up to 70% when compared with the state-of-the-art solution. Moreover, the proposed protocols can also be employed to perform
continuous scanning with better time efficiency than the best existing solutions.

Index Terms—RFID; spot scanning; handheld reader; time-efficiency; tag scanning

F

1 INTRODUCTION
The Radio Frequency IDentification (RFID) technology
brings revolutionary changes to many industry fields
and improves their management efficiency, e.g., ware-
house management, inventory control, and logistics [1],
[2]. In practical applications, RFID tags are attached to
products to store the products’ information and trace
their state changing history. The information stored in
tags (e.g., tag IDs) are retrieved using RFID readers
in a wireless manner, without needing to move each
individual object close to the reader as in traditional
barcode systems. The process of collecting tag IDs is
usually called tag identification [3], [4]. After the tag
IDs are collected, they are stored in a back end server
for further processing such as profit statistics and data
mining. Tag identification is one of the most frequently
executed tasks in RFID systems, and thus it should
promise high time efficiency [5]–[9].

Different from tag identification that collects IDs of all
the tags, tag scanning [10], [11] first verifies whether or
not a responding tag has been identified and recorded
in the system, and collects its ID only when the tag
is unidentified. Tag scanning is helpful to efficient and
timely inventory management and tag population moni-
toring. For example, consider periodical tag inventory in
a dynamic RFID system where tags may enter and leave
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the system frequently. As only a small part of tags enter
or leave the system during two consecutive inventory
operations, it is highly time inefficient to collect IDs of
all the tags in every inventory operation. Only IDs of
unidentified tags need to be collected. For the majority
tags that have been identified in previous inventory
operations, we only need to verify whether or not they
are still present in the system.

Existing studies mainly focus on continuous scanning
[6], [7], [10], [11], which uses a series of scanning
operations cooperatively performed at different posi-
tions to scan all the tags in the system. Different from
existing studies, we present the first investigation on
time-efficient spot scanning with a handheld reader, i.e.,
scanning tags in the reader’s interrogation range at an
arbitrarily specified position in a large RFID system. Spot
scanning provides a flexible way to make customized tag
inventory for different purposes. For example, consider
a salesman who is in charge of managing products of
a specified category. As products in the same category
are usually placed at adjacent positions, the salesman
can make inventory of the products by executing a spot
scanning at the position where the products are placed.
There is no need to scan other tags in the system as
done in the continuous scanning. The difference between
continuous scanning and spot scanning is that there
are many overlapped tags between adjacent scanning
operations in continuous scanning, but there are only
few or even none overlapped tags between different spot
scanning operations, as spot scanning can be executed at
arbitrary positions in the system. This greatly degrades
the performance of existing continuous scanning proto-
cols when they are applied to spot scanning.
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Existing solutions to continuous scanning are time
inefficient in solving the spot scanning problem. These
solutions commonly first distinguish unidentified tags
from identified ones, and collect IDs of only unidentified
tags to improve time efficiency. Distinguishing uniden-
tified tags and identified tags incurs additional time. In
case of continuous scanning in which there are many
overlapped tags, this additional time can be offset by
the time saved in not recollecting IDs of overlapped
tags. However, in case of spot scanning, there are only
few or even none overlapped tags, and thus the time
spent in recognizing unidentified tags will overwhelm
the time saved in not recollecting IDs of overlapped
tags [11]. Existing solutions to continuous scanning [10]–
[14] thus perform poorly in solving the spot scanning
problem. Moreover, they might perform even worse than
the baseline approach that directly collects IDs of all the
tags in the reader’s interrogation range.

We develop a novel technique called LOCation
Key matching, namely LOCK, to efficiently distinguish
unidentified tags from identified ones in spot scanning.
LOCK combines a tag’s reply slot index (location) and a
compact short response (key) to quickly verify whether
or not a responding tag has already been identified.
With LOCK, the reader can quickly confirm the existence
of identified tags and collect IDs of only unidentified
tags. Based on LOCK, three protocols are proposed to
solve the spot scanning problem. These protocols achieve
high time efficiency even when there are few overlapped
tags between different scanning operations, and thus are
suitable to solve the spot scanning problem.

To summarize, we make the following main contribu-
tions in this paper:

• A novel technique called LOCK that can quickly
distinguish unidentified tags from identified ones in
spot scanning scenarios. LOCK helps build efficient
spot scanning protocols due to its high time effi-
ciency even when there are only a few overlapped
tags between different scanning operations.

• Three LOCK-based protocols to solve the spot
scanning problem. These protocols can be used
to perform spot scanning with much higher time
efficiency than existing solutions. They can also
improve time efficiency in performing continuous
scanning.

• Extensive simulation experiments to evaluate the
performance of the proposed protocols. Simulation
results demonstrate that, compared with state-of-
the-art solutions, our best protocol saves up to 70%
per tag scanning time in spot scanning, and up to
38% total scanning time in continuous scanning.

The rest of the paper is organized as follows. Section
2 discusses related work. Section 3 gives system model
and problem statement. The detailed design of LOCK
is described in Section 4. Based on LOCK, three tag
scanning protocols are proposed in Section 5. Simulation
results are presented in Section 6. Finally, Section 7 gives

some conclusion remarks.

2 RELATED WORK
Tag identification: Tag identification protocols can be clas-
sified into two categories [3]: Aloha-based protocols [2],
[5], [15]–[19] and tree-based protocols [8], [20], [21]. In
Aloha-based protocols, the optimal frame size setting
was investigated to enhance the time efficiency [15], [16]
and energy efficiency [5] in tag identification. Different
from them, the DDC protocol [17] used a novel ran-
dom number (RN) pattern to arbitrate channel access
contentions when multiple tags transmit simultaneously.
With the new RN pattern, DDC can separate colliding
RN signals and collect more than one tag IDs in a slot,
and thus greatly improves identification throughput.
The FACT protocol proposed in [18] exploited analog
network coding to separate tag IDs from mixed signals
received in collision slots, and thus improved tag identi-
fication throughput. Recently, compress sensing was also
used to improve time efficiency in tag identification [2].

Tree-based tag identification protocols mainly focus on
reducing collisions by designing smart tree traversing
approaches. In [20] the authors proposed AQS and ABS,
which respectively assign reply slots for tags adaptively
according to information obtained in previous identi-
fication process in query tree protocol and binary tree
protocol. The tree hopping (TH) protocol proposed in [8]
first estimates the optimal level to start a query, which
effectively reduces collision slots and thus improves time
efficiency in tag identification. The QQTT protocol [21]
estimates the number of colliding tags and uses the
first colliding bit in IDs to separate colliding tags, and
consequently improves identification efficiency.

Continuous scanning: Continuous scanning aims to scan
all the tags in the system by performing a series of scan-
ning operations cooperatively at different positions. In
[10] the authors proposed a two phase solution called CU
to perform continuous scanning. CU first distinguishes
unidentified tags from identified tags, and then collects
IDs of only unidentified tags. However, the performance
of CU degrades when the overlapped tags between
two adjacent scanning operations are few, as pointed
out in [11]. The ACOS protocol proposed in [11] thus
first estimates the number of overlapped tags between
adjacent scanning operations and then chooses the most
efficient way to scan tags, e.g., either use CU or directly
collect IDs of all the tags in the reader’s interrogation
range. In [6], [7] the authors investigated how to move
a handheld/mobile reader to implement continuous
scanning with high time and energy efficiency. They
mainly focused on planning the optimal trajectory for
the handheld reader, but paid little attention to avoiding
ID recollection of overlapped tags.

Several unknown tag identification protocols [12]–[14]
were proposed in recent years. These protocols aim to
collect IDs of unidentified tags and prohibit replies from
identified tags to improve time efficiency. The FUTI pro-
tocol [14] exploited the high efficiency of the bit vector
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TABLE 1
Main notations used in this paper.

Notation Meaning
N Total number of recorded tags
M Number of the reader’s local tags
tid Time to transmit a tag’s ID
t1 Time to transmit a one bit response
tk Time to transmit a key
tb Time of a search opeartion
tl Time to transmit a key plus the offset in segment
α Collection probability of unidentified tags
η The ratio of unidentified tags to all tags
l Length of a tag’s key

KSj The key set associated with the j-th slot
kmax(α, l) Maximum number of allowed KEYs in one slot

to guarantee α when key length is l
fmin(N,α, l) Minimum frame length to guarantee α

technique [22] to quickly filter out identified tags and
label unidentified tags. After being labelled, the IDs of
unidentified tags are collected with Aloha-based identi-
fication protocols. The MUIP protocol [13] can guarantee
collecting IDs of all the unidentified tags. However, these
protocols achieve high time efficiency only when all the
recorded tags are covered by the reader, while in spot
scanning the reader could cover only a very small part of
recorded tags. These protocols thus cannot promise high
time efficiency in spot scanning. Moreover, they cannot
tolerate missing tags and need to detect them with
missing tag detection protocols [23]–[25] before starting
the protocols. In contrast, the protocols proposed in this
paper achieve high time efficiency in spot scanning and
tolerate missing tags well.

Tag cardinality estimation: Rather than collecting tag
IDs, there were some works on estimating the number
of tags in the system [26]–[33]. The UPE algorithm
proposed in [27] uses the ratio of empty or collision slots
in the frame to estimate the total number of tags. Instead
of using the ratio of empty slots, the FNZB algorithm [26]
uses the index of the first non-empty slot in the frame to
obtain an estimate of tag number, and the ART algorithm
[30] uses the number of consecutive non-empty slots to
perform estimation. In [28], the authors proposed a tree-
based approach to obtaining the tag number estimation.
In a recent work [31], the authors established the lower
bounds on tag estimation overhead for both single set
and multiple set estimation problems. Energy efficiency
of tag estimation was also investigated in [29]. These
algorithms can be used to obtain accurate estimation of
the number of tags in the reader’s interrogation range,
and can help set the optimal frame size in our protocols.

3 SYSTEM MODEL AND PROBLEM STATEMENT
In this section, we describe the system model and define
the spot scanning problem to be solved. The notations
used in this paper are summarized in Table 1.

3.1 System Model
As shown in Fig. 1, we consider an RFID system that
contains a large number of tags. A handheld reader is

Tag Handheld 
reader

Backend 
server

Fig. 1. Illustration of spot scanning in a large RFID
system. The reader needs to scan tags in its interrogation
range, but it needs not to scan other tags in the system.

used to scan tags in its interrogation range at a specified
position in the system. The reader covers only a small
part of tags in the system, and these tags are referred to
as the reader’s local tags. There is a back end server that
stores IDs of all the tags that have already been identified
up to the latest tag scanning operation. These tags are
called recorded tags. During two consecutive tag scanning
operations, new tags may enter the system and some
recorded tags may leave the system. The former tags
are called unidentified tags, and the latter tags are called
missing tags. The back end server has no knowledge of
these unidentified tags and missing tags. It has to collect
IDs of unidentified tags and determine which tags are
missing. After each tag scanning operation, the back end
server updates the list of recorded tags according to the
scanning result.

The handheld reader can obtain the set of all the
recorded tags up to the latest scanning operation by
querying the back end server, but it has no priori knowl-
edge about which of these recorded tags are in its interrogation
range, as the reader can be at any position in the system.
Note that existing solutions to collecting IDs of uniden-
tified tags [10]–[14] all implicitly assume that the reader
knows which recorded tags are in its interrogation range.
We assume that the reader knows the rough number of
its local tags, which could be easily obtained by using
tag cardinality estimation algorithms [27], [30]–[32].

The communications between tags and the reader
adopt the frame slotted Aloha protocol [34]. The com-
munications consist of a series of frames that are divided
into many synchronized time slots. At the beginning of
each frame, the reader first broadcasts a query command
containing the frame size f and a seed number r with
which tags determine their reply slot indexes. After
receiving the query command, a tag randomly selects
a slot s in the range [0, f − 1] with a hash function H ,
i.e., s = H(ID, r) mod f where ID is the tag’s ID. Only
when exactly one tag replies in a slot, the reader can
successfully identify that tag’s ID. Otherwise, when two
or more tags select the same slot, a collision occurs and
both tags cannot be correctly identified. When there are
collisions, the reader starts a new frame to separate the
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colliding tags and try to identify their IDs. This process
is repeated until all the tags are identified.

When the tag replies to the reader, it can transmit
either its tag ID or a short response. The time duration
of a slot depends on how many tags reply in the slot
and what information the tags transmit to the reader. A
slot in which no tag replies to the reader is called an
empty slot, and its duration is denoted as te. The time to
transmit a tag ID is denoted as tid.

3.2 Problem Statement

With the system model given in Section 3.1, we define
the spot scanning problem as follows.

Definition 1 (Spot scanning): Given the set of all the
recorded tags in the system, the reader executes a spot
scanning at an arbitrarily specified position to: 1) de-
termine which of its local tags have been identified
and retrieve their IDs from the recorded tags list; and
2) collect IDs of unidentified tags in its interrogation
range. The objective is to minimize the time spent in
the tag scanning process, and meanwhile guarantee that
the probability of unidentified tags being collected is no
smaller than a pre-defined threshold α.

For example, imagine an RFID system containing
100,000 recorded tags. Assume that there are 500 local
tags in the reader’s interrogation range, among which
50 are unidentified tags and the other 450 are recorded
tags. The reader can make inventory of these tags by
collecting IDs of all the 500 tags. However, as most tags
have already been identified, this simple approach is
highly time efficient (the IDs of the 450 recorded tags are
collected multiple times). On the other hand, the reader
has no way to know which 450 of the 100,000 recorded
tags are in its interrogation range, because the scanning
position is arbitrarily specified. Moreover, it even cannot
know the number of recorded tags in its range. It needs
to verify identified tags and recognize unidentified tags,
but what it has in hand is the only knowledge that the
recorded tags in its range must belong to the set of the 100,000
recorded tags in the system. Determining a small set of
target tags (450) from a very large set of candidate tags
(100,000) is the intrinsic difficulty in solving the spot
scanning problem.

It is meaningless to detect missing tags with the result
of a single spot scanning due to two reasons. First,
the reader does not know which recorded tags should
be present in its interrogation range as the scanning
position is arbitrarily specified. Second, the reader has no
way to differentiate between a missing tag and a tag out
of the reader’s range but still in the system, because they
act the same in the perspective of the reader. However,
solutions to spot scanning should guarantee that the
collection probability of unidentified tags is higher than
the required threshold even when there are tags missing
from the system. Moreover, solutions to spot scanning
should be able to be leveraged to perform continuous
scanning by move the handheld reader along a well

planned trajectory [6], [7]. The protocols proposed in this
paper can meet these requirements.

4 LOCK: THE LOCATION-KEY MATCHING
MECHANISM

In this section, we first describe the design of LOCK in
Section 4.1, then discuss how to set optimal parameters
in Section 4.2, and finally discuss its limitations and
improvement directions in Section 4.3.

4.1 Description of LOCK

LOCK consists of two phases. In the first phase, LOCK
predicts the reply slots of the recorded tags and divides
them into different subsets according to their reply slot
indexes. Then for every slot, LOCK calculates its associ-
ated key set according to the recorded tags selecting this
slot. In the second phase, LOCK starts a query frame and
collects responses from the reader’s local tags. According
to the received response in a slot and the key set asso-
ciated to that slot, LOCK differentiates unidentified tags
from recorded tags. Recoded tags are simply confirmed;
only unidentified tags’ IDs are collected. We give the
details of the two phases below.

In the first phase, LOCK calculates the expected reply
slot for every recorded tag according to the tag’s ID.
Denote by TR the set of all the recorded tags in the
system, where TR = {t1, t2, . . . , tN}. Given the frame
size f and the random seed r, the reply slot index of ti
(1 ≤ i ≤ N ) is calculated as H(ID(ti)||r) mod f , where
ID(ti) represents ti’s ID. Note that because the reader
knows all the recorded tags, it can predict the reply slot
index for every recorded tag.

The reader then divides the recorded tags into dif-
ferent subsets according to their reply slot indexes, and
calculates the associated key set for every slot. A tag’s
key is an l-bits random number generated based on
that tag’s ID. For example, ti’s key is generated as
Key(ti) = Hkey(ID(ti)) mod L, where L = 2l is the
total number of possible keys, and Hkey is a uniform
hash function known by both the reader and tags. All the
recorded tags that select the j-th slot are grouped into the
same subset TRj , i.e., TRj = {ti|H(ID(ti)||r) mod f =
j, 1 ≤ i ≤ N}. For every tag in TRj , the reader calculates
its key and constructs the key set associated to the j-th
slot. Denoting the key set associated with to the j-th slot
as KSj , we have KSj = {Key(t)|t ∈ TRj}.

Fig. 2 shows how the associated key set for different
slots in the frame are calculated. The reader predicts that
t1 and t2 will reply in the first slot, and concludes that
TR1 = {t1, t2}. It then calculates the keys for tags in TR1

and constructs the key set associated to the first slot. In
this example, the keys of t1 and t2 are KEY 1 and KEY 3,
respectively. Thus the key set associated to the first slot is
KS1 = {KEY 1,KEY 3}. Note that because the number
of recorded tags is usually much larger than the total
number of possible keys, different tags may have the
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Fig. 2. Illustration of LOCK. The bottom part shows the
associated key set of each slot calculated according to
TR. Tags in the ellipse are covered by the reader.

same key. However, the number of tags selecting a given
slot is far smaller than the total number of possible keys,
and thus we can assume that tags mapped to the same
slot have distinct keys. (How to guarantee this will be
discussed in Section 4.2.) The bottom part of Fig. 2 shows
the associated key set for every slot after all the recorded
tags are considered.

In the second phase, the reader broadcasts the frame
size f , the random seed r, and the key length l to its local
tags to start a new frame. These parameters are the same
as in the first phase. After receiving these parameters,
every local tag first determines its reply slot index, then
generates its key and transmits the key to the reader in
its reply slot. After receiving a key in the j-th slot, the
reader acts as following:
• If the key belongs to KSj , the tag is recognized as a

recorded tag. As all the recorded tags mapped to the
j-th slot have distinct keys, the reader can determine
which recorded tag the responding tag is. It then
retrieves the tag’s ID from the recorded tag list and
replies an acknowledgement to make the tag silent.

• If the key is not in KSj , the tag is recognized as an
unidentified tag. The reader then sends an ID query
command to collect its ID.

For example, assume that tags u1, u2 and tN are the
reader’s local tags, as shown in Fig. 2. The reader re-
ceives KEY 5 in the second slot. Because KEY 5 belongs
to K2 and among all the recorded tags in TR2 only
tN has key KEY 5, the reader knows that the reply is
from tN . In contrast, the reader receives KEY 4 in the
fourth slot and KEY 2 in the fifth slot, both are not
in corresponding associated key sets. The reader thus
knows that these replies are from unidentified tags and
collects their IDs.

It is possible that the unidentified tags might be in-
correctly recognized as recorded tags and thus cannot
be successfully collected. For example, if u2 transmits
KEY 4 rather than KEY 2 in the fifth slot, then LOCK
will treat it as a recorded tag and make it silent. In this
case, u2’s ID will not be collected. To guarantee that the
collection probability of unidentified tags is higher than
the threshold α, we should carefully set the frame length
f and the key length l. We will discuss how to set these

parameters to guarantee α in the next section.

4.2 Parameter Settings
For an unidentified tag u that chooses the j-th slot, it
could be correctly recognized and identified only when
its key is different from all the keys in KSj . To guarantee
the collection probability of unidentified tags, the frame
size f and the key length l should be carefully chosen
in order to make the probability that tags selecting the
same slot have distinct keys is higher than the desired
probability α.

Consider an arbitrary slot j. Assume that there are k
tags choosing this slot and the key length is l bits. Let
nkey be the number of distinct keys generated by these k
tags. Then the probability that all the k tags have distinct
keys equals the probability that k numbers randomly
chosen from [1, L] are different from each other, where
L = 2l is the total number of possible keys. It is easy to
conclude that

Pr(nkey = k) =

k∏
i=1

L− i+ 1

L
. (1)

There are totally N recorded tags in the system. Without
loss of generality, we assume that there are k = dN/fe
recorded tags that choose the j-th slot. For an uniden-
tified tag u, the probability that it could be successfully
recognized and identified equals the probability that u
chooses a key different from all the k keys associated
with slot j, which is

pd = Pr(nkey = k)× L− k
L

=

k+1∏
i=1

L− i+ 1

L
. (2)

To guarantee that tag u could be identified with proba-
bility higher than α, it requires that

pd ≥ α. (3)

According to Eqs. 1 and 3, we can computer the maxi-
mum number of distinct keys that could be associated to
each slot when the key length is l. Denote the maximum
number of distinct keys that could be associated to each
slot by kmax. It is obvious that kmax is determined by l
and α, and it determines the frame size f .

The key length l should be large enough such that
the reader could detect collisions when multiple tags
transmit their keys in the same slot. As pointed out
in previous studies [35], a minimum length of 10 bits
is required for the reader to successfully detect the
collision. TABLE 2 lists kmax for different combinations
of collection probability α and key length l. It shows
that kmax increases when the key length l increases, and
decreases when the collection probability α increases.

The minimum frame size fmin is the ratio of the total
number of recorded tags N to kmax, i.e., fmin = N/kmax.
TABLE 3 lists the frame size corresponding to kmax
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TABLE 2
kmax for different probability (α) and key length (l).

α 0.9 0.95 0.96 0.97 0.98 0.99

l = 10 14 9 8 7 5 4
l = 12 28 19 17 15 12 8
l = 14 58 40 36 31 25 17
l = 16 116 81 72 62 50 35

TABLE 3
Minimum frame size fmin when N = 100, 000.

α 0.9 0.95 0.96 0.97 0.98 0.99

l = 10 7143 11112 12500 14286 20000 25000
l = 12 3572 5264 5883 6667 8334 12500
l = 14 1725 2500 2778 3226 4000 5883
l = 16 863 1235 1389 1613 2000 2858

given in TABLE 2. It could be observed that fmin is
large when α approaches 1, and becomes smaller when
longer keys are used. In fact, the key length l affects
LOCK’s performance from two aspects. On one hand,
when l becomes large, the frame size becomes small
and thus the time to complete the frame would be
shorten. On the other hand, a longer key takes more
time to be transmitted, which would increase the time
to complete the frame. When setting the frame size, we
should consider both of the two factors.

4.3 Improvement Directions
From Table 3 we observe that when N is large, LOCK
needs to use a very long frame to guarantee the collec-
tion probability of unidentified tags. For example, when
there are 100,000 recorded tags in the system and 10
bits keys are used, the frame size needs to be larger
than 25,000 to guarantee that the collection probability
of unidentified tags is larger than 0.99. In practice, the
number of local tags (M ) covered by the handheld reader
is very limited. Assume that M is 500. In this case, most
slots in the frame (more than 98 percent) will be empty.
It is waste in time to poll these empty slots because they
provide no useful information. In the next section, we
propose three protocols that could drastically improve
the time efficiency of LOCK by polling only non-empty
slots in the frame.

4.4 Resistance to Missing Tags
LOCK is resistant to missing tags, making it different
from previous approaches that require all the recorded
tags to be in the system during the scanning operation
[10], [12]–[14]. In LOCK, although the associated key
sets for slots in the frame are calculated according to
all the recorded tags in the system, the recognition of
unidentified tags is based on responses from only local
tags. When some recorded tags are missing, they will not
change the associated key set for slots. Thus LOCK still
guarantees the collection probability of unidentified tags.
Furthermore, LOCK could also be used to detect missing

tags. For example, the reader can roam the whole system
along a planned path to perform continuous scanning.
After scanning all the tags in the system, the reader
can determine which recorded tags are still present
in the system and which are not, and the latter ones
must be missing tags. Note that missing tags cannot be
determined with result of a single spot scanning opera-
tion, because the reader cannot differentiate between a
missing tag and a tag out of the reader’s interrogation
range but still in the system.

5 TAG SCANNING PROTOCOLS BASED ON
LOCK
In this section, we develop three LOCK-based protocols
to solve the spot scanning problem.

5.1 Binary LOCK

To avoid wasting time in polling empty slots, we could
poll only non-empty slots to collect keys from the lo-
cal tags. In this section, we propose the Binary LOCK
protocol, namely BinLock, which uses binary search to
quickly pinpoint non-empty slots in the frame.

5.1.1 Protocol Description
BinLock consists of multiple rounds. In each round, the
reader starts a new frame in which local tags transmit
their keys to the reader. However, different from the
basic LOCK mechanism, in BinLock the reader polls only
non-empty slots, i.e., those slots in which there is at
least one local tag transmitting. The reader collects keys
in non-empty slots, recognizes unidentified tags and
collects their IDs. If in some non-empty slots there are
more than two local tags transmitting simultaneously,
the key could not be correctly received. In this case, the
reader will start a new frame to scan those colliding tags.

The details of each round in BinLock are as follows.
The reader first determines the frame size f , the key
length l, the random seed r, and broadcasts these pa-
rameters to local tags. After receiving these parameters,
a local tag calculates its key and determines its reply slot
as in LOCK. When collecting replies from local tags, the
reader pinpoints the first non-empty slot in the remain-
ing frame. To quickly determine the index of the first
non-empty slot, the reader broadcasts a query containing
a searching range [lb, ub]. Upon receiving the searching
range, a local tag checks whether its reply slot index s
is in the range. If lb ≤ s ≤ ub, the tag transmits a one
bit short response to the reader immediately. Otherwise,
it keeps silent. The reader listens replies from tags. If it
receives responses, it divides the searching range into
two halves, namely [lb, b lb+ub2 c] and [b lb+ub2 c+1, ub], and
uses the first half as the new searching range and the
second half as the candidate searching range. The reader
then broadcasts the new searching range and repeats the
searching process until the searching range contains only
one slot. If it receives no response from the searching
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Fig. 3. Pinpointing non-empty slots in BinLock. Non-
empty slots are marked with gray boxes.

range, the reader broadcasts the candidate searching
range to tags and repeats the searching process until it
locates the index of the first non-empty slot in the frame.

When the reader finds the first non-empty slot in the
frame, it issues a key query to collect the keys of tags
transmitting in this slot. When there is only one local tag
selecting this slot, the reader can successfully receive the
key. In this case, the reader first determines whether the
replying tag is a recorded tag or an unidentified tag by
using LOCK. If the tag is an unidentified tag, the reader
issues an ID query command to collect its ID. If the tag
is a recorded tag, the reader first determines which tag it
is by using LOCK and confirms its existence. The reader
also sends an acknowledgement to make the tag keep
silent in the rest of the current scanning operation. If a
collision happens in the slot, in which case the reader
cannot successfully receive the keys, the reader sends
an “NAK” to keep the replying tags active to participate
the following rounds. The reader then locates the next
non-empty slot in the frame and repeats the process
described above. When the whole frame is scanned and
there are still active local tags (when there are collisions
in the frame), the reader starts a new frame to scan the
remaining local tags. Otherwise, the protocol terminates.

We use Fig. 3 to show how BinLock pinpoints non-
empty slots. There are totally 16 slots in the frame,
among which only 3 are non-empty. The reader first sets
the searching range as [0, 15] and broadcasts the range
to tags. All the four tags will reply to the reader, and
hence the reader detects responses. It then generates the
new searching range [0, 7] and broadcasts it to tags. The
reader receives replies from tags t1 and t2, thus gen-
erates the new searching range [0, 3] and the candidate
searching range [4, 7]. The reader first broadcasts [0, 3].
No tag will respond and the reader will not receive any
responses. Thus it broadcasts the candidate searching
range [4, 7] to tags. The reader repeats this process until
it detects responses in the interval [5, 5]. As there is only
one slot in this range, the reader finds that the index of
the first non-empty slot is 5. It then issues a key query
command, upon receiving which t1 and t2 transmit their
keys to the reader. In this example, the reader detects
a collision and cannot receive the keys successfully. It
sends a “NAK” to t1 and t2 to make them participate

the next round. When searching the second non-empty
slot, the reader sets the new searching interval as [6, 15]
and repeats the searching process.

The time efficiency could be further improved by
broadcasting only the right endpoint of the searching
range rather than the whole range. Assume that the
previous non-empty slot is j and the current searching
range is [j+1, ub]. Note that tags selecting slots before j
will not participate in the current round. Thus the reader
could broadcast only the right endpoint of the range, i.e.,
ub, to tags. A local tag replies to the reader when the
index of its reply slot is smaller than the received value.
For instance, in the example given in Fig. 3, the reader
should broadcast the following ranges: [6, 15], [6, 10],
[6, 8], [9, 10], and [9, 9] to find the second non-empty slot.
Actually, because the reader knows in which interval
there are no responses from tags, it could broadcast only
the right endpoints of these ranges, namely 15, 10, 8, 10
and 9, to tags. u1 will always respond in these intervals
(note that t1 and t2 will not respond because they are
acknowledged when searching the first non-empty slot),
according to which the reader can correctly find that slot
9 is the second non-empty slot.

5.1.2 Optimal Load Factor

The frame size affects BinLock’s performance from two
aspects. On one hand, if the frame size is very large, the
reader needs many searching operations to locate a non-
empty slot. On the other hand, if the frame size is small,
there would be a lot of collisions and thus more rounds
are needed to scan all the local tags. In this section,
we analyze how to set the frame size to minimize the
average time needed to find a non-empty slot. Note that
the analyses in Section 4.2 give the minimum frame size
to guarantee the collection probability α. We should take
the larger one between the two obtained frame sizes
to guarantee the collection probability, and meanwhile
minimize the polling time.

Let the frame size be f in the i-th round. We define the
load factor as the ratio of the number of active local tags
to the frame size, i.e., ρ =Mi/f , where Mi indicates the
number of active local tags which decreases after every
round. Let Nb be the total number of binary searching
operations needed to locate all the non-empty slots in
the frame, and let Ns be the number of singleton slots in
the frame. Then the amortized cost to successfully locate
a singleton slot and receive a tag’s key is

c =
Nb
Ns

. (4)

Our objective is to minimize c in every round.
To calculate Nb, we first calculate the total number of

non-empty slots in the frame, denoted as N1, when the
load factor is ρ, as

N1 = f ∗ (1− (1− 1

f
)Mi) ≈ Mi

ρ
(1− e−ρ). (5)
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Fig. 4. Optimal load factor (ρ) in BinLock for different Mi.

Each non-empty slot requires approximately lg f binary
searching operations to be located. Thus we have

Nb ≈ N1 ∗ lg f =
Mi

ρ
(1− e−ρ) lg Mi

ρ
. (6)

The number of singleton slots is approximately

Ns = f ∗ Mi

f
(1− 1

f
)Mi−1 ≈Mie

−ρ. (7)

Substituting Eq. 6 and Eq. 7 into Eq. 4, we get

c =
Nb
Ns

=
1

ρ
(eρ − 1) lg

Mi

ρ
. (8)

The minimum value of c is obtained when

∂c

∂ρ
= 0. (9)

By solving Eq. 9, we get

1

ρ2

[
ρeρ(lgMi − lg ρ)− eρ − 1

ln 2
− (eρ − 1)(lgMi − lg ρ)

]
=0.

(10)
Figure 4 plots the optimal load factor for different

active tag number Mi. When the reader sets the frame
size, it computes the optimal frame size according to
the number of remaining active tags. If the frame size
is larger than fmin determined in Section 4.2, this frame
size is used. Otherwise, fmin is used to guarantee the
collection probability.

5.2 Segment LOCK

In BinLock, the reader needs lg f searching operations
to pinpoint a non-empty slot. When f is large, it will
take very long time to locate all the non-empty slots. In
this section, we propose Segment LOCK, which further
reduces time needed to find non-empty slots by dividing
the whole frame into some short segments and search
non-empty slots in only non-empty segments. We name
this protocol as SegLock.

5.2.1 Protocol Description

In SegLock, the reader divides the whole frame into S
fixed-length segments. Each tag determines the index of
the segment it maps to. Before polling the frame, the
reader starts a segment polling phase that consists of S
slots, one slot for each segment, to determine which seg-
ments contain non-empty slots. A tag whose reply slot is
in the j-th segment transmits a one bit short response to
the reader in the j-th slot of the segment polling phase.
The reader polls only non-empty segments to search for
non-empty slots. Because most slots in the frame are
empty, only a small part of segments would be non-
empty, and thus SegLock can avoid searching in empty
segments. Furthermore, denoting the segment length as
Ls, searching non-empty slots in a segment incurs only
lgLs binary searching operations, far less than the lg f
binary searching operations in BinLock.

The details of SegLock are as follows. In each round,
the reader broadcasts the segment length Ls to tags along
with other parameters used in BinLock. After receiving
parameters from the reader, a tag calculates its slot index
s and its segment index as h = b sLs

c. Before polling
the frame, the reader first uses a segment polling phase
to determine which segments are non-empty. There are
totally S = d fLs

e segments, thus the reader polls S slots
in the segment polling phase. The tag whose segment
index is h transmits a one bit short response in the h-th
slot of the polling phase. If the reader receives replies in
the h-th slot of the segment polling phase, it knows that
the h-th segment contains non-empty slots. Otherwise, it
knows that there would be no non-empty slots in the h-
th segment. After the segment polling phase, the reader
knows which segments are non-empty and polls only
those non-empty segments to find non-empty slots.

After figuring out which segments are non-empty, the
reader uses binary searching to pinpoint non-empty slots
in only those non-empty segments. Because a segment is
much shorter than the whole frame, finding a non-empty
slot in a segment incurs much less searching operations
than finding a non-empty slot in the whole frame.

We take Fig. 5 as an example to illustrate how SegLock
works. The segment length is set at 4. After receiving
parameters from the reader, t1 and t2 determine that
they should reply in slot 5 which belongs to the second
segment. Thus they will transmit a one bit short response
to the reader in the second slot of the segment polling
phase. Similarly, u1 and u2 know that their reply slot
are in the third and fourth segments, and thus transmit
in the third and fourth slots of the segment polling
phase, respectively. After the segment polling phase, the
reader knows that the first segment is empty and thus it
searches non-empty slots in only the last three segments.
In this example, BinLock uses 12 searching operations to
find all the three non-empty slots, while SegLock uses
only 6 searching operations plus 4 very short segment
polling slots to complete the task.

SegLock reduces the time cost in two aspects. First,
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Fig. 5. Polling non-empty slots in SegLock. Before polling
the original frame, the reader first polls the four slots
related to the four segments. It then polls only the last
three non-empty segments to find non-empty slots.

the reader searches in a segment instead of in the whole
frame, which involves much less searching operations
to locate a non-empty slot. Second, the reader skips the
empty segments, which further shrinks the searching
scope. However, the segment polling process induces
extra cost. The smaller Ls is, the more slots are needed in
the segment polling phase, and the less time are needed
to pinpoint non-empty slots in each segment. On the
other hand, if we use a large Ls, the time incurred in
the segment polling phase will decrease but the time to
pinpoint non-empty slots in each segment will increase.
We discuss how to set the optimal Ls in the next section.

5.2.2 Optimal Segment Length
Compared with BinLock, the average time to locate a
non-empty slot in SegLock changes in two aspects. First,
the segment polling phase in SegLock incurs additional
time. There are d fLs

e slots in this phase, in each slot at
most a one bit short response is transmitted. Assume that
there are totally Ni non-empty slots in the frame. The
increased time in the segment polling phase is shared
by all the Ni non-empty slots. Second, the searching
operation needed to locate a non-empty slot is reduced
from lg f to lgLs. Compared with BinLock, the saved
time to locate a non-empty slot in SegLock is

Tsave = (lg f − lgLs) ∗ tb −
f

Ls ∗Ni
∗ t1, (11)

where t1 is the time that a tag transmits a one bit
response to the reader, tb is the time of a searching
operation that includes a query from the reader and a
one bit response from tags, and Ni ≈Mi(1− e−ρ) is the
number of non-empty slots.

To maximize Tsave, we let
∂Tsave
∂Ls

= 0. (12)

Then we get that the optimal Ls is

Ls = ln2
f

Ni

t1
tb
≈ ln 2

1− e−ρ
t1
tb
. (13)

Ls is affected by the load factor ρ and the ratio of t1 to
tb. Fig. 6 plots the optimal segment length for different
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Fig. 6. Optimal segment length (Ls) for different load
factor (ρ). According to [34], t1=0.2ms and tb=0.46ms.

load factors when t1 and tb are set according to the EPC
C1G2 specification [34].

5.3 FinalLock

In SegLock, even when a segment contains only one non-
empty slot, the reader needs lgLs searching operations
to find that slot. To further improve the time efficiency,
we can let the tag directly transmits its key plus the index
of its slot in the segment to the reader in the segment
polling phase. With this method, the reader can simul-
taneously obtain the tag’s key and its slot index in one
transmission. We call this protocol as FinalLock. As most
segments contain only one non-empty slot, FinalLock
avoids the searching process and hence reduces time to
locate non-empty slots.

FinalLock works as follows. At the beginning of the
i-th round, the reader broadcasts four parameters to tags
as in BinLock and SegLock, including the frame size f , a
random seed r, the key length l, and the segment length
Ls. Tags determine their reply slots and corresponding
segment indexes as in SegLock. However, different from
SegLock in which tags transmit a one bit short response
to the reader in the segment polling phase, in FinalLock
each tag transmits the combination of its key and the
offset of its slot in the segment to the reader. For instance,
as shown in Fig. 7, u1 maps to the second slot of the
third segment. Thus u1 transmits ’KEY4’||’1’ to the reader
in the third slot of the segment polling phase. After
receiving this information, the reader knows that ’KEY4’
is received in the ninth slot (2*4+1=9). Similarly, u2 will
transmit ’KEY2’||’2’ in the fourth slot of the segment
polling phase, and the reader knows that it receives
’KEY2’ in the 14th slot (3*4+2=14).

FinalLock uses only segment polling phase to collect
keys from tags. Compared with BinLock and SegLock,
the phase to poll the original frame is completely elim-
inated. When there are two or more tags transmitting
in the same slot, the reader replies “NAK” to keep
these tags active and participate in the next round. For
example, t1 and t2 both transmit in the second slot, and
thus the reader cannot successfully receive the data. In
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Fig. 7. Illustration of FinalLock. A tag transmits its key
plus the offset of its slot in corresponding segment to the
reader. The frame polling phase is removed.

this case, the reader replies “NAK” to t1 and t2. Upon
receiving the “NAK” from the reader, t1 and t2 will keep
silent in this round and participate in the next round.

We now analyze the performance of FinalLock. In the
i-th round, there are Mi active local tags and fs = f/Ls
slots in the segment polling phase. So the probability
that a tag can be successfully scanned in this round is

p =
fs ∗ Mi

fs
(1− 1

fs
)Mi−1

Mi
≈ e−ρLs . (14)

According to Eq. 13, we have

ρLs =
ρ

1− e−ρ
t1 ∗ ln 2
tb

. (15)

It is easy to know that ρLs monotonically increases when
ρ increases, and thus p monotonically decreases when ρ
increases. Furthermore, numerical results show that ρLs
does not change a lot when ρ varies (0.306 ≤ ρLs ≤ 0.386
when ρ changes from 0.01 to 0.5), and thus p also does
not change a lot when ρ varies (p =0.737 when ρ = 0.01
and p =0.680 when ρ = 0.5). For simplicity in analyses,
we treat p as a constant1. Denote the time to transmit a
combination of a key and the offset in a segment by tl.
If a tag is scanned in the i-th round, it needs to transmit
exactly i times. Thus, the expected time to scan a tag is

T =

∞∑
i=1

p(1− p)i−1 ∗ i ∗ tl =
tl
p
. (16)

For example, if we take ρ = 0.5 (in which case p = 0.68)
and take tl =0.84ms as specified in Section 6, T is
approximately 1.24ms, which well coincides with our
simulation results to be reported in Section 6. Moreover,
T does not change much when ρ changes. For example,
T ≈1.16ms when ρ = 0.001, and T ≈1.39ms when ρ = 1.

6 SIMULATION RESULTS

We develop a simulator with Java to evaluate the per-
formance of the proposed protocols. We mainly focus
on spot scanning scenarios, e.g., when the reader lo-
cates at an arbitrarily specified position in a large RFID
system. To our knowledge, LOCK-based protocols are
the first solutions to the spot scanning problem. Thus
we compare the proposed protocols with the baseline
ID-collection solution, which directly collects IDs of all

1. It is easy to calculate the bounds of the execution time of FinalLock
by using the lower bound and the upper bound of p.

the tags in the reader’s interrogation range. To demon-
strate the advantages of LOCK, we also implement FUTI
[14], the state-of-the-art solution to collecting IDs of
unidentified tags, and make comparison between FUTI
and LOCK-based protocols. We also evaluate the perfor-
mance of LOCK in performing continuous scanning at
the last part of this section.

We use per tag scanning time as the performance metric
in spot scanning, and use the total scanning time as the
performance metric in continuous scanning2. We con-
sider three parameters that may affect the performance
of different protocols, namely the key length (l), the
collection probability of unidentified tags (α), and the
ratio of unidentified tags to all the tags in the system
(η). In the default setting, l = 10, α = 0.95, and η = 0.5.
Because missing tags do not affect the performance
of LOCK-based protocols as discussed in Section 4.4,
we assume that there are no missing tags, i.e., all the
recorded tags are present in the system.

6.1 Simulation Scenarios and Time Setting
Spot scanning: In spot scanning scenarios, we deploy tags
in a 20r×20r square region, where r is the interrogation
radius of the reader. In the default setting, 64,000 tags are
deployed (i.e., N = 64, 000), resulting approximately 500
local tags in the reader’s interrogation range (i.e., M =
500). In each simulation, we randomly select one position
in the region to place the handheld reader and perform
spot scanning. For each combination of parameters, we
randomly generate 100 positions of the reader and report
the averaged data over the 100 runs.

Continuous scanning: In continuous scanning scenarios,
tags are also deployed in a 20r × 20r square region. We
move the reader in a grid pattern to cover the whole
system and perform continuous scanning. Similarly, for
each parameter setting, we randomly generate 100 in-
stances and report the total scanning time of different
protocols averaged over the 100 runs.

Time setting: We set the time duration of different slots
according to the specification of EPC Class-1 Generation-
2 UHF RFID tags [34]. The data rate between the reader
and tags is set at 62.5Kbps. Under this data rate, the
time of different slots are as follows: tID = 2.42ms, t1 =
0.2ms, tk = 0.68ms (l=10), tl = 0.84 ms, and tb = 0.46ms.

6.2 Impact of Key Length on LOCK’s Performance
Fig. 8 plots the per tag scanning time in BinLock and
FinalLock when the key length l increase from 10 to
16, assuming that there are no unidentified tags in the
system (η = 0). It can be observed that when l increases,
the per tag scanning time in BinLock slightly decreases
when l ≤ 14 and then becomes stable. The reason
is as follows. As pointed out in Section 4.2, the key
length affects BinLock’s performance from two aspects.

2. Tags may be scanned more than one times in continuous scanning,
thus it is more meaningful to compare the total scanning time.
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Fig. 8. Per tag scanning time in BinLock and FinalLock
when the key length (l) varies.

When l is large, the required frame size to guarantee
the collection probability becomes small, and thus the
searching operations needed to locate each non-empty
slot decreases. However, a longer key takes more time
to be transmitted, which in contrast increases the per
tag scanning time. Different from BinLock, FinalLock
uses nearly constant time to scan a tag as it removes
the frame polling phase and directly collects keys in the
segment polling phase, which avoids binary searching
operations that is affected by the frame length. As we
mainly focus on the performance of FinalLock, in the
following simulations we set the key length at 10bits.

6.3 Spot Scanning Scenarios

6.3.1 Scanning Time of Recorded Tags

This section studies per tag scanning time of recorded
tags when there are no unidentified tags in the system
(η = 0). We tune the the interrogation radius of the
reader to change the number of local tags (M ). TABLE 4
lists per tag scanning time in different protocols when
M varies. When M increases, the per tag scanning time
in BinLock slightly increases, while in SegLock and Fi-
nalLock the per tag scanning time keep nearly constant.
The reason is that when M increases, the frame size
also becomes larger, and thus BinLock needs to spend
more time in locating non-empty slots. In contrast, Se-
gLock and FinalLock effectively reduce the time needed
to locate non-empty slots by segmenting. The per tag
scanning time in FUTI decreases when M increases. In
FUTI, the reader broadcasts multiple vectors of length
N , i.e., the total number of tags in the system, and thus
its execution time is mainly affected by N . When M
becomes larger, the execution time of FUTI is amortized
by more local tags, and thus in FUTI per tag scanning
time decreases. Compared with ID-collection and FUTI,
FinalLock reduces per tag scanning time by up to 70%
and 98%, respectively.

TABLE 4
Per tag scanning time (ms) when M varies.

M 200 600 1000 1400 1800
ID-collection 4.33 4.33 4.33 4.33 4.33

FUTI 56.08 18.70 11.22 8.01 6.23
BinLock 5.11 5.97 6.35 6.62 6.78
SegLock 2.02 2.03 2.04 2.06 2.06

FinalLock 1.34 1.32 1.32 1.33 1.33

TABLE 5
Per tag scanning time (ms) when η changes.

η 0.1 0.2 0.3 0.4 0.5
ID-collection 4.33 4.33 4.33 4.33 4.33

FUTI 22.87 23.30 23.73 24.17 24.60
BinLock 6.17 6.49 6.87 7.22 7.59
SegLock 2.24 2.51 2.74 2.97 3.19

FinalLock 1.55 1.79 2.04 2.28 2.54

6.3.2 Impact of Unidentified Tag Ratio

We define the ratio of unidentified tags as

η =
Nu

Nu +N
, (17)

where Nu is the number of unidentified tags in the
system. Table 5 gives per tag scanning time in different
protocols when η changes. When η increases, the per
tag scanning time in all the considered protocols in-
creases except ID-collection, because they need to spend
more time to collect IDs of unidentified tags. BinLock
performs worse than ID-collection, but still beats FUTI
significantly. SegLock and FinalLock significantly out-
perform ID-collection. Even when η = 0.5, which means
that half of tags in the reader’s interrogation range are
unidentified, SegLock and FinalLock reduce per tag time
by 26%-48% and 41%-64%, respectively, when compared
with ID-collection.

It can be observed that FinalLock outperforms ID-
collection by a factor of over 40% even when η is as high
as 0.5. The intrinsic reason is that LOCK can quickly
detect an unidentified tag and locates its transmitting
slot. Then the reader can collect the tag’s ID imme-
diately without collision. In contrast, in ID-collection,
a tag needs to transmit its ID more than one times
before it could be successfully collected due to collisions.
Moreover, LOCK outperforms ID-collection even when
all the M local tags are unidentified tags. Table 6 shows
that, compared with ID-collection, FinalLock reduces per
tag scanning time by 13.4% and 11.4% when α = 0.95
and α = 0.99, respectively, when all the local tags are
unidentified tags.

FUTI performs much worse than other protocols. In
FUTI, the time used to recognize unidentified tags dom-
inates the total scanning time, and thus its per tag
scanning time is mainly affected by the ratio of N/M ,
and is not affected a lot by the ratio of unidentified tags.
Table 7 lists the ratio of the time spent in recognizing
unidentified tags to the total scanning time in FUTI and
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TABLE 6
Per tag scanning time (ms) for different α (η = 1).

α 0.95 0.96 0.97 0.98 0.99
ID-collection 4.33 4.33 4.33 4.33 4.33

FUTI 26.76 29.97 29.97 33.17 39.58
FinalLock 3.72 3.65 3.77 3.79 3.81

TABLE 7
Ratio of unidentified tag recognition time to the total

scanning time in FUTI and FinalLock (α = 0.95).

η 0.1 0.2 0.3 0.4 0.5
FUTI .981 .963 .945 .928 .912

FinalLock .859 .752 .666 .597 .540

FinalLock. In FUTI, more than 90% time is spent in
recognizing unidentified tags even when η = 0.5, while
the corresponding ratio in FinalLock drops to 54% in the
same case.

6.3.3 Impact of Collection Probability
Table 8 gives the per tag scanning time of different
protocols when the collection probability α varies. We
observe that when α increases, in all the considered
protocols (except ID-collection) the per tag scanning time
increases. For BinLock and SegLock, a long frame is
needed to guarantee a large α, and thus more time is
spent to locate non-empty slots in the frame. However,
the performance of FinalLock is nearly not affected by
α because it removes the searching phase to find non-
empty slots. The performance of FUTI degrades signif-
icantly when α increases, because it needs to execute
more rounds to achieve the desired collection probabil-
ity of unidentified tags. Compared with ID-collection,
FinalLock reduces per tag scanning time by 41% when
α = 0.95 and by 39% when α = 0.99, respectively.

6.3.4 Impact of Reader Occupy Ratio
We define the reader occupy ratio as the ratio of M
to N . The reader occupy ratio affects the frame size
and consequently per tag scanning time in FUTI and
LOCK-based protocols. Fig. 9 plots per tag scanning
time of different protocols when the reader occupy ratio
varies, assuming that η = 0.05. When M/N is small,
as shown in Fig. 9(a), FUTI and BinLock perform worse
than ID-collection, while SegLock and FinalLock perform
better than ID-collection. The performance of FUTI and

TABLE 8
Per tag scanning time (ms)e when α changes (η=0.5).

α 0.95 0.96 0.97 0.98 0.99
ID-collection 4.33 4.33 4.33 4.33 4.33

FUTI 24.60 27.80 27.80 31.01 37.42
BinLock 7.56 7.67 7.84 8.08 8.57
SegLock 3.18 3.20 3.51 3.64 4.10

FinalLock 2.54 2.57 2.62 2.61 2.64
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(b)

Fig. 9. Per tag scanning time with different reader occupy
ratio (η = 0.05).

SegLock gradually improve when M/N increases, while
FinalLock keeps nearly the same per tag scanning time.
When M/N is very small, FUTI uses very long time
to scan a tag. For example, when M/N = 0.01, FUTI
spends 28.41ms to scan a tag, while FinalLock uses only
1.47ms, about 95% less that in FUTI. This demonstrates
FinalLock’s superior performance in performing spot
scanning.

Fig. 9(b) plots per tag scanning time in different pro-
tocols when M/N ≥ 0.1. In this case, FUTI performs
better than ID-collection, and even outperforms Final-
Lock when M/N > 0.6. This owes to the high efficiency
of the bit vector technique adopted in FUTI that delivers
frame arranging information to tags. When M/N is large,
there are no significant differences between spot scan-
ning and continuous scanning, and thus FUTI performs
well. However, in practical large scale RFID systems, the
reader occupy ratio would be very small, in which case
FinalLock will significantly outperform FUTI.

6.4 Continuous Scanning
Although LOCK-based protocols target at spot scanning
scenarios, they can be used to perform continuous scan-
ning by roaming the handheld reader to cover all the
tags in the system. In this set of experiments, we divide
the deployment region into grides with side length of
r ∗
√
2/2, and move the reader to visit all the grid points

to cover the whole system.

6.4.1 Impact of Collection Probability
Fig. 10 plots the total scanning time of different protocols
when the collection probability α changes. The total
scanning time of ID-collection is not affected by α, while
the other protocols are affected by α. In continuous
scanning, BinLock performs better than ID-collection
because it collects each unidentified tag’s ID only once,
while ID-collection might collect a tag’s ID more than
once. FUTI significantly outperforms ID-collection in
performing continuous scanning, because it also avoids
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Fig. 10. Total scanning time when α changes (η=0.5).

recollecting of recorded tags’ IDs. SegLock performs
slightly better than FUTI. FinalLock is also not sensitive
to the collection probability α, and it outperforms all
other protocols. Compared with FUTI and ID-collection,
FinalLock saves total scanning time by 28% and 58%,
respectively.

6.4.2 Impact of Unidentified Tag Ratio
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Fig. 11. Total scanning time when unidentified tag ratio
changes (α=0.95).

Fig. 11 plots the total scanning time of different pro-
tocols when unidentified tag ratio changes from 0 to 0.5.
In all the protocols, the scanning time increases when η
becomes larger. FUTI performs very well when η is very
small. When η ≤ 0.05, FUTI performs even better than
FinalLock. However, when η ≥ 0.1, FinalLock signifi-
cantly outperforms FUTI. Compared with ID-collection
and FUTI, FinalLock saves total scanning time by up to
77% and up to 38%, respectively.

7 CONCLUSION

Spot tag scanning is an important and practical problem
in large RFID systems. It provides a flexible way to scan
tags in the reader’s range at any specified position in
the system, and is also helpful to conducting continuous
scanning to scan all the tags in the system. We present
the first set of protocols to solve the spot scanning
problem. Both theoretical analyses and simulation results

demonstrate the superior of the proposed protocols in
performing spot scanning. Compared with state-of-the-
art solutions, our best protocol reduces per tag scanning
time by up to 70% in performing spot scanning. It
also improves time efficiency in continuous scanning
by up to 38%. We consider only one handheld reader
in this paper. In the future, we plan to coordinate and
schedule multiple handheld readers to further improve
the time efficiency of both spot scanning and continuous
scanning.
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