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In this Letter, we propose physically-enhanced ghost
encoding by exploring optical channel characteristics, i.e.,
physically- and dynamically-generated scaling factors. It
is found that scaling factors can be physically and
dynamically generated to serve as security keys in ghost
encoding scheme, which can dramatically enlarge the key
space and enhance security of optical ghost encoding
schemes. To the best of our knowledge, it is the first time
to control dynamic scaling factors in the optical path to
realize physically-enhanced ghost encoding. In addition
to illumination patterns used in optical ghost encoding
schemes, the proposed method applies a variable beam
attenuator and an amplitude-only spatial light modulator
(SLM) to physically generate dynamic scaling factors as
keys. Nonlinear variation of scaling factors is achieved in
different free-space wave propagation environments in
the proposed method. A series of optical experiments are
conducted to verify feasibility and effectiveness of the
proposed physically-enhanced ghost encoding scheme.
The proposed method could open up a new research
perspective for optical ghost encoding.

Information transmission plays an important role in modern
society, and information security is facing great challenges than
ever before. Optical encryption has attracted increasing attention
in recent years due to its inherent properties, ie, parallel
processing and multi-dimensional characteristics [1,2]. Réfrégier
and Javidi [3] first proposed double random phase encoding
(DRPE) based on a 4f'lens system, in which two random phase
masks are placed respectively in the object plane and Fourier
plane to transform object information into a noise-like pattern.
Inspired by the DRPE, much effort has been made to develop
various optical cryptosystems [4-9]. The DRPE-based techniques
usually transform a plaintext into complex amplitude, and a
reference wave is usually applied in optical experiments to store
ciphertext in the form of intensity.

Different from optical encryption schemes using pixelated
sensor arrays [3-9], ghost encoding employs a single-pixel
detector without spatial resolution to extract two-dimensional (2D)

object information [10,11]. Ghost encoding provides a promising
alternative for conventional optical encryption schemes, and has
remarkable advantages in the different wave propagation
environments (e.g, scattering environments and weak light levels).
In conventional ghost encoding schemes, illumination patterns and
the collected single-pixel intensity values usually serve as security
keys and ciphertext, respectively. However, ghost encoding
scheme may be attacked [12-14] due to its fundamentally linear
property, and the attacking methods provide an insight for the
cryptoanalysis of ghost encryption. It is desirable that high security
can be achieved in ghost encoding to withstand the attacks.
Physical layer security is one of the most promising solutions for
security enhancement owing to the properties of unbreakable,
provable and quantifiable secrecy [15-18]. The existing ghost
encoding schemes do not fully explore channel characteristics in
optical process to conduct physical layer encryption. In the optical
ghost encoding process, scaling factors physically exist and can be
used. However, scaling factors have been simply considered as a
constant in previous works. Until now, no any research has been
conducted to investigate the property of dynamic scaling factors in
optical encryption schemes. It is believed that it is significant to
explore the application of dynamic scaling factors in optical ghost
encoding.

In this Letter, we propose physically-enhanced ghost encoding
by exploring optical channel characteristics, i.e., physically- and
dynamically-generated scaling factors in the optical encoding
process. To the best of our knowledge, it is the first time to
physically control dynamic scaling factors in optical encoding
process to realize physically-enhanced ghost encoding. In the
proposed method, in addition to illumination patterns, scaling
factors are physically and dynamically generated in optical ghost
encoding process to serve as keys. These dynamic scaling factors
dramatically enlarge the key space and enhance security of optical
ghost encoding schemes to withstand the attacks. A variable beam
attenuator and an amplitude-only spatial light modulator (SLM)
are applied to control intensity of the light source and the light
intensity recorded at the receiving end. Our design using these two
devices can dynamically generate scaling factors in ghost encoding
process, and it is found that nonlinear variation of the scaling
factors can be achieved in different free-space wave propagation
environments. Principle of the proposed method is schematically
shown in Fig. 1.
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Fig. 1. Principle of the proposed method. P: [llumination pattern; O:
Object; P’: Modulation pattern; B: Single-pixel (bucket) detector.

In conventional optical ghost encoding schemes, a series of
illumination patterns are used to sequentially illuminate an object,
and then the optical wave is collected by a single-pixel detector. In
the proposed method, as shown in Figs. 1 and 2, the light source
adjusted by a variable beam attenuator modulates the illumination
pattern P, and then the optical wave propagating through the
object O is further modulated by using modulation patterns P’
before single-pixel detection. Conventional optical ghost encoding
scheme without a modulation pattern P’ can be described by

B=k3 PO, &)

where B denotes the intensity value collected by a single-pixel
detector and k denotes a scaling factor. In conventional ghost
encoding schemes, this scaling factor existing in the optical path is
simply considered as a constant, which have no any effect on ghost
encoding. In the proposed method, by flexible adjustment of
intensity of the light source and the usage of modulation patterns,
it is feasible to physically and dynamically generate scaling factors
in the optical ghost encoding process. For instance, when three
different modulation strategies (i.e, a combination of different
intensities of light source and different modulation patterns) are
individually used, the detected intensity values Bi, B2 and Bs are
different and there are three different scaling factors (ie, k;, K,
and k; ). A relationship can be obtained and described by
R - e - ko k
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where the first scaling factor ki is selected to serve as a reference
without loss of generality. As can be seen in Eq. (2), when a
reference is chosen and applied, other scaling factors can also be
calculated. In the proposed optical ghost encoding scheme, the
series of recorded single-pixel values is further physically encoded,
when different modulation strategies (ie, a combination of
different intensities of light source and different modulation
patterns) are applied. In conventional optical ghost encoding
scheme, original object information can be correctly decoded,
when illumination patterns and ciphertext (i.e., a series of single-
pixel intensity values) are known. In the proposed method, it is
impossible to obtain information of plaintext without further
knowledge of the physically- and dynamically-generated scaling
factors in optical ghost encoding process. Therefore, dynamic
scaling factors generated in optical ghost encoding process also
serve as keys to enhance security of ghost encoding. Here, a series
of optical experiments have been conducted to verify feasibility
and effectiveness of the proposed physically-enhanced ghost
encoding.
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Fig. 2. A schematic experimental setup for the proposed physically-
enhanced ghost encoding scheme. V: Variable beam attenuator; M:
Mirror; S: Scattering medium (i.e,, a diffuser).

A schematic experimental setup for the proposed physically-
enhanced ghost encoding scheme is shown in Fig. 2. A He-Ne laser
with power of 17.0 mW and wavelength of 633.0 nm propagates
through a variable beam attenuator (Newport, VA-CB-633-
CONEX). The variable beam attenuator is used to adjust intensity
of the light source. Then, the laser is expanded by an objective lens
and collimated by a lens with a focal length of 100.0 mm. The
collimated laser illuminates the first amplitude-only SLM (Holoeye,
LC-R720) with pixel size of 20 pum. In the first SLM (SLM1), a series
of illumination patterns are used to sequentially illuminate an
object (Edmund, negative 1951 USAF target) through a 4f lens
system. The optical wave propagating through an object
illuminates the second amplitude-only SLM (Holoeye, LC-R720).
Here, the second SLM (SLM2) is applied to further modulate
intensity of optical wave. The modulated optical wave is collected
by a single-pixel (bucket) detector (Newport, 918D-UV-OD3R).

The variable beam attenuator placed in the optical setup can
provide continuous power adjustment for the laser via a control of
its angle values. As the angle value increases, intensity attenuation
of light source is less. The angle can be automatically controlled to
be rotated with a precision of 0.1 degree. The SLM2 placed in the
optical setup displays different 2D modulation patterns which are
used to modulate intensity of the optical wave. The modulation
patterns can be arbitrarily designed and applied, and there is no
need to align modulation patterns with the illumination patterns
embedded in the SLM1. By using the variable beam attenuator and
the SLM2, flexibly generating dynamic scaling factors is realized in
the proposed physically-enhanced ghost encoding scheme.

In optical experiments, regarding illumination patterns
embedded into the SLM1, different types of illumination patterns
can be flexibly applied, e.g, random patterns [10], Hadamard
patterns [19] and sinusoidal patterns [20]. Here, a series of
Hadamard patterns with 128x128 pixels are used as illumination
patterns, ie, as a typical example, to illustrate the proposed
method. Three different types of modulation patterns, i.e., white
pattern, random pattern and dark pattern, are designed and used
as a typical example. The size of modulation patterns is 1280x768
pixels. The white pattern means that the value of all elements is 1,
and the random pattern means that the elements are distributed
randomly in a range from 0 to 1. The dark pattern means that most
elements have small values, i.e,, close to 0. The modulation patterns
have effect on adjusting intensity of optical wave collected by the
single-pixel detector, and nonlinear variation of scaling factors can
be achieved in the proposed optical ghost encoding scheme. It is
worth noting that other types of modulation patterns P’ can be
flexibly designed and applied to modulate intensity of the optical
wave in the proposed scheme.
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Fig. 3. (a) Linear and (b) nonlinear variation of scaling factors in free
space without scattering media, and (c) linear and (d) nonlinear
variation of scaling factors in free space with a scattering medium.

The proposed method is verified in two different environments,
i.e, free space without scattering media and free space with a
scattering medium (ie, a diffuser, Thorlabs DG10-1500). The
scattering medium is used to construct a complex environment, in
which effectiveness and robustness of the proposed method are
demonstrated. Other types of diffusers can also be flexibly applied
in practice [21]. In free space without scattering media, angle of the
variable beam attenuator is tuned dynamically from 2 to 30
degrees in optical experiments. In free space with a scattering
medium, angle of the variable beam attenuator is tuned
dynamically from 4 to 32 degrees. In free space without scattering
media, the reference is obtained by using an angle of 2 degrees in
variable beam attenuator and the dark modulation pattern. In free
space with a scattering medium, the reference is obtained by using
an angle of 4 degrees in variable beam attenuator and the dark
modulation pattern. In these two free-space wave propagation
environments, when the modulation pattern embedded in the
SLM2 remains unchanged, sequentially changing the angle of
variable beam attenuator leads to a nearly linear variation of
scaling factors, as shown in Figs. 3(a) and 3(c). When intensity of
the light source and the modulation pattern embedded in the
SLM2 are dynamically changed at the same time, nonlinear
variation of scaling factors can be achieved as shown in Figs. 3(b)
and 3(d). In this case, the variation of scaling factors is random and
dynamic, and the variation range of scaling factors is large as
shown in Figs. 3(b) and 3(d).

Since scaling factors are physically and dynamically generated
in our optical experiments, they can be further applied in ghost
encoding scheme. Figures 4(a)-4(d) show how to use dynamic
scaling factors as keys in the two different wave propagation
environments. In optical experiments, a series of Hadamard
patterns are sequentially applied to illuminate the target object,
and the collected single-pixel values correspond to Hadamard
spectrum coefficients. Then, it is demonstrated that dynamic
scaling factors generated in the optical path further encode these
Hadamard spectrum coefficients into random ones. For a
comparison, 43 Hadamard spectrum coefficients are first
measured, when the angle of variable beam attenuator and the

modulation pattern embedded in the SLM2 remain unchanged.
These measured Hadamard spectrum coefficients serve as a
reference without loss of generality. In the proposed method, these
Hadamard spectrum coefficients are also measured, when the
proposed modulation strategies are applied. A comparison
between the encrypted Hadamard spectrum coefficients and
original Hadamard spectrum coefficients (ie. the reference) are
respectively shown in Figs. 4(a) and 4(c). As can be seen in Figs.
4(a) and 4(c), physically-generated dynamic scaling factors in the
optical channel can further encode Hadamard spectrum
coefficients into random ones. When all dynamic scaling factors
(ie, keys) are correctly applied, the decrypted Hadamard
spectrum coefficients overlap with the reference, as shown in Figs.
4(b) and 4(d). The experimental results in Figs. 4(a)-4(d)
demonstrate that the physically- and dynamically-generated
scaling factors can also serve as keys in ghost encoding schemes.
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Fig. 4. A comparison between the encrypted Hadamard spectrum
coefficients and original Hadamard spectrum coefficients in (a) free
space without scaling media and (c) free space with a scattering
medium. A comparison between the decrypted Hadamard spectrum
coefficients and original Hadamard spectrum coefficients in (b) free
space without scaling media and (d) free space with a scattering
medium.



Fig. 5. The encrypted images obtained in (a) free space without
scattering media and (c) free space with a scattering medium, and the
decrypted images obtained in (b) free space without scattering media
and (d) free space with a scattering medium.

Based on the optical experimental results in Fig. 4, it is feasible
to conduct physically-enhanced ghost encoding by using the
proposed method. Here, ghost encoding of two different images
with 128x128 pixels is further conducted and realized respectively
in free space without scattering media and in free space with a
scattering medium, as shown in Figs. 5(a)}-5(d). Only 10.0%
Hadamard spectrum coefficients are measured and further
physically encoded by the generated dynamic scaling factors. The
total number of realizations is 3200 due to the use of differential
measurement, and the refreshing rate of SLM is 1.25 Hz. As can be
seen in Figs. 5(a) and 5(c), original object information is fully
encrypted by using the proposed method. It is worth noting that
the results in Figs. 5(a) and 5(c) are obtained when inverse
Hadamard transform is directly applied after the light intensities
are collected. When the Kkeys, ie, illumination patterns P and
dynamic scaling factors, are correctly applied, decoded images are
obtained as shown in Figs. 5(b) and 5(d). It is fully demonstrated
that the proposed method is valid.

Performance of physically- and dynamically-generated scaling
factors is further analyzed in the proposed ghost encoding scheme.
Figures 6(a) and 6(b) show performance of the dynamic scaling
factors in the decoding process in two different free-space wave
propagation environments. Here, all the illumination patterns P
are assumed to be correctly applied. As shown in Figs. 6(a) and
6(b), when the eavesdropping percentage of dynamic scaling
factors decreases, correlation coefficients [22] calculated to
quantify quality of the decoded images decline dramatically. When
the eavesdropping percentage of scaling factors is lower than
90.0%, the decoded images cannot render any information about
the plaintexts, as shown in the insets of Figs. 6(a) and 6(b). It is
experimentally verified that physically- and dynamically-
generated Keys, ie., dynamic scaling factors, can provide another
security layer for ghost encoding, and make the proposed optical
ghost encoding scheme to be able to fully withstand the attacking
methods.

In conclusion, we have proposed physically-enhanced ghost
encoding by physically- and dynamically-generating scaling factors
in optical ghost encoding process. Channel characteristic in optical
ghost encoding process has been fully explored. Nonlinear
variation of scaling factors has been achieved by using a variable
beam attenuator and an amplitude-only SLM. It is demonstrated
that the dynamically- and physically-generated scaling factors can
also serve as keys in the proposed ghost encoding scheme. The
proposed method has been experimentally verified, and high

security is achieved in ghost encoding schemes by using the
proposed method. The proposed physically-enhanced ghost
encoding scheme could open up a new research perspective for
optical encryption.
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Fig. 6. Eavesdropping analysis of the scaling factors in (a) free space
without scaling media and (b) free space with a scattering medium.
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