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Although blockchain is regarded as a promising and revolutionary technology, not everyone, particular
non-technical students, can effectively understand and appraise its mechanism. To spread knowledge
of blockchain technology, an online educational game for learning blockchain concepts named ‘Block-
TrainHK’ is designed and developed from the React Native framework. Users from multi-disciplinary
backgrounds can experience the block mining process, where the whole journey of building the
blockchain and other advanced concepts, including immutability, Merkle tree, and zero knowledge
proof, can be revealed, such that technical barriers of learning blockchain can be overcome.
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1. Motivation and significance

Starting from 2008, blockchain is deemed as a means to
strengthen the anonymity, immutability, and distributed con-
trol in a wide range of computer applications, such as financial
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services and supply chain traceability [1]. Beyond data decen-
tralisation in a peer-to-peer network, the presence of blockchain
has created several innovative business models, such as cryp-
tocurrencies and non-fungible tokens (NFT), for the exchange of
electronic cash, artwork, music and so on [2,3]. It brings not only
technical value to revamp existing vulnerable computer systems,
but also market value to the public. Although the blockchain has
been gradually popularised in the market and academia, only
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Fig. 1. System architecture of the BlockTrainHK.

a limited group of users who are completely familiar with the
computer science concepts can comprehensively understand its
functions and mechanisms. Other users from multi-disciplinary
backgrounds, basically laymen, may blindly believe the advan-
tages of the blockchain without comprehensively understanding
the technology itself. Therefore, there is a need for a learning
tool to teach blockchain concepts to laymen such that they can
know why the blockchain is secure and trustworthy in the peer-
to-peer network, which is an essential step for popularising the
blockchain technology in multi-disciplinary education.

In April 2019, a game for teaching blockchain concepts was
built to demonstrate the entire block mining process so as to
learn the distributed ledger technology (DLT) with transparent,
append-only, and immutable characteristics [4]. In the game,
the blockchain mechanism is illustrated using a case of building
the data chain for students’ grades in different courses. More
importantly, the concept of the one-way hash function is re-
placed by the complete division rule so that the ease of com-
pleting block mining process has been greatly improved. The
characteristic of the hash algorithm, namely difficult to pro-
duce but easy to verify, can be effectively maintained. Since
the above game is paper-based and involves role-playing, it is
challenging to completely motivate students to participate in
the game, and not environmentally-friendly to prepare certain
amount of paper-based game materials. Furthermore, amid the
COVID-19 pandemic, current teaching activities are conducted in
a hybrid/blended learning mode, in which only a few students
attend face-to-face classes, so the existing game cannot match the
current learning mode.

In view of the above situation, the paper-based and role-
played blockchain game is therefore revamped on an online
learning platform, while a competition-based learning approach
is incorporated to enhance students’ engagement for learning
blockchain concepts. In this work, an online learning platform,
named as ‘BlockTrainHK’, is designed and developed to address
the aforementioned concerns for learning blockchain in the field
of engineering education. Students, under the control of teachers,
can participate in the game through the web browsers on their
devices anywhere. Under the game settings, students are the tar-
get for experiencing and learning the journey of building blocks
in the blockchain, along with essential concepts from the original
blockchain game and additional concepts, including immutability,
Merkle tree and zero knowledge proof for data authenticity. In
summary, the significance of the proposed learning software
can be depicted in two-facets. Firstly, the learning environment
for blockchain technology can be further enriched to stimulate
the attention and interest of students who find it difficult to

understand the complicated computer science theories. Through
the learning platform, their understanding on blockchain can
be deepened through the solid foundation in appraising the
functions and mechanisms. Secondly, the proposed platform can
contribute to educational research in adopting game-based learn-
ing pedagogy for learning computer science concepts, namely
blockchain, where the learning performance, motivation, and
satisfaction can be evaluated.

2. Software description

In this section, the software ‘BlockTrainHK’ is comprehensively
illustrated with the aid of its architecture and functionalities.
Moreover, essential user interfaces are extracted to explain the
game logic behind the platform.

2.1. Software architecture

In order to reveal the blockchain concepts in the learning and
teaching platform, the software ‘BlockTrainHK’ is built as a react
application with the serverless framework on the AWS platform,
where AWS Lambda functions are embedded to perform event-
driven services and programs, as shown in Fig. 1. Teachers and
students can start the react application through web browsers in
their client devices, for example computers, tablets and phones.
Through the API gateway, the AWS Lambda functions can be
activated to execute customised codes in response to specific
events, which are connected with the database for data storage
and retrieval. The software functionalities and game logic pre-
sented in the next section are revealed to support the teaching
and learning activities.

2.2. Software functionalities

Based on the above software architecture, two games, namely
(i) POW mining process and (ii) PoW mining process with Merkle
tree, are designed and developed to reveal the entire journey
of the blockchain. The blockchains formulated in both games
are related to the case scenario of supply chain traceability for
wine transactions. Before illustration of the game logic, several
basic functionalities in the learning platform are constructed to
smoothen the game operations, including (i) access control man-
agement, (ii) spreadsheet model for the blockchain data, and (iii)
visualisation of the competition results. For access control man-
agement, the role of the teacher role is to generate the passcode
through inputting the game settings such that clients, namely
students, can be effectively partitioned and under the control
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Fig. 2. Game logic process flow of BlockTrainHK.

of teachers. In other words, the learning platform supports in-
dependent control of multiple groups of clients simultaneously.
Secondly, for smoothing the learning progress during the class, a
spreadsheet model of pre-calculated block data is established to
set up the game environment, in which correct hash and nonce
values for all the rounds of block mining process are known.
Thirdly, the mining rewards are graphically visualised in the plat-
form to show the computational capability of the clients, which
contributes to the competition-based learning environment.

Beyond the above basic functionalities, two games are devel-
oped in the learning platform to experience the block mining
process and the data structure of Merkle tree for handling mul-
tiple transactions. When the clients enter the game, the set of
public and private identities (IDs) are provided to make the trans-
actions transparent but anonymous. In the game environment,
teachers and students play the roles of nodes and miners, respec-
tively, and the generic flow chart of the game logic is shown in
Fig. 2. The entire game logic is designed according to the proof of
work (PoW) algorithm with the given set of transaction data. The
major difference between games 1 and 2 is the number of wine
transactions to be handled, where students are required to mine
multiple transactions in a block under game 2 settings. Due to
the above difference, the hash algorithms and target difficulties
are customised for teaching and learning purposes.

In Game 1 (block mining), the nodes are responsible for creat-
ing wine transactions containing (i) customer ID, (ii) product ID,
(iii) product quantity, (iv) product name, and (v) delivery date,

while miners are needed to calculate the correct hash and nonce
values. As shown in Table 1, the transaction data are converted
into a set of variables for the customised hash algorithm, while
the conversion between the characters and decimal values fol-
lows the American Standard Code for Information Interchange
(ASCII) [5]. Therefore, the hash value can be calculated by using
the hash algorithm expressed in Eq. (1), where the last three
digits of the current hash in the block t — 1 are extracted for
the previous hash (H;_1) in the block t. Through the increment
of the nonce, for Nonce € [1, 21], the target difficulty for block
mining is that correct hash values should be completely divisible
by 3 and 7 simultaneously. Once the miners have completed the
hash calculation and uploaded the results, the formulation of the
consensus in the whole network is achieved. If the consensus
cannot be properly established, the authorised nodes (i.e. teach-
ers) can forcedly complete the block mining process by using
the correct hash and nonce values. Moreover, the current hash
value is stored as the previous hash value in the next round
of block mining. The above steps of transaction creation, hash
calculation, and consensus establishment are repeated until all
the wine transactions are mined and chained in the blockchain.

6
H; =10 (Z xl) + H;_1 + Nonce (1)

i=1
In Game 2 (block mining with the Merkle tree structure), most

of the game logic and operations are similar to Game 1, in which
the hash calculation process is different due to the presence of
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Table 1
Game variables for the hash calculation.
Data field Variable Variable setting in Game 1 Variable setting in Game 2
Data index X1 - Full value
Customer ID X First letter Full value
Product ID X3 First letter Full value
Product quantity X4 Full value Full value
Product name X5 First letter Full value
Delivery date X6 First two digits Full value
‘ Merkle Tree Root ‘
| H/(H,(d). H/(d)) | = |H, (H,(d,..). H,(d,))|
Hash function Hash function Hash function ITash function
| Hd) | | H@d) | e | Hi(d) | | Hi(d) |
/|\
Hash Iiunuli«»n Hash l;unclwn Hash I;un\;lion Hash I;Llnclmn
d, 4 | . dy | d,
| i | i
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_____________________________ -

Fig. 3. Merkle tree data structure in the hash calculation.

the Merkle tree data structure. To better mimic the real-life hash
algorithm, like SHA-256, the full values of all the data fields are
considered such that the digit sum of the data is used to calculate
the hash value. Given data D = {d;, d>, ..., d,}, the hash values
of the data can be calculated by using Eq. (2), where each datum
is represented by a string of numerical digits related to the six
aforementioned data fields {x1x, X2k, X3k, Xak, X5k, Xg } for datum dj,
in Game 1. After calculating the hash values of all the data, the
Merkle tree root can be aggregated as shown in Fig. 3 [6], while
the same target difficulty as in Game 1 is adopted. To be specific,
the times of hash calculation () for handling n transactional
data are expressed in Eq. (3). When the number of transactional
data is an odd number, a dummy datum which is a replica of the
datum d, is considered for calculating the Merkle tree root. After
calculation of the Merkle tree root, the new block can be validated
and added into the blockchain when more than half of the nodes
verify the calculation, and the current Merkle tree root is set as
the previous hash value in the next block. According to the pre-
defined blockchain data, the above steps are repeated so as to
mine all the transactional data in the blockchain.

6 | Log(xik)]

xixkmod 10+ — x;mod 10!
Hodo =103 > = o +Re
i=1 | j=0
+ Nonce (2)

(n) Y08 (%) , where n is an even number
The =
(n + 1)) &mD (%) , where n is an odd number

3

3. Illustrative examples

In this section, the processes of the proposed learning platform
for teaching blockchain concepts are illustrated in Figs. 4 and 5

for the role of teachers and students, respectively, where only the
essential user interfaces are shown.

To initialise the game, the teachers are required to specify
the game settings together with the blockchain data file, and
thus the corresponding virtual room with a specific passcode, for
example 20470941594. Students can participate in the game by
inputting their own student ID and the corresponding passcode.
When the number of miners (i.e. students) is larger than 3, the
nodes (i.e. teachers) can propose a new block of wine transac-
tions for the block mining and validation process. Regarding the
transaction (customer ID: STcus0003; product ID: D9838; product
quantity: 215; product name: Gamay; delivery date: 080ct21),
the correct hash and nonce values are 5082 (i.e. [83(S) + 68(D) +
215 4+ 71(G) + 8] + 623 + 9) and 9, given that the previous hash
value is 623, in accordance with Eq. (1). Students can upload their
answers for verification until reaching at least 51% consensus in
the network such that a new block is added into the blockchain
and the rewards are distributed to students who provide the
correct answers. The first successful student can obtain the score
which is equal to the total number of successful miners, and the
second successful student can get the first successful student’s
score minus 1, and so on. Afterwards, the teachers can propose
another block of wine transactions for repeating the above steps
until the end of pre-defined blockchain data. At the end of the
game, the scores obtained by students can be visualised in bar
chart and data table form. In Game 2, as mentioned above, the
major difference is the incorporation of the Merkle tree data
structure in the hash calculation. Regarding the transaction (data
index: 1; customer ID: TPO1; product ID: W1021; product quan-
tity: 250; product name: Merlot; delivery date: 15Sep2020), the
digit sum of the transactional data is 172 such that the hash
and nonce values are 1764 and 14, respectively, given that the
previous Merkle tree root is 21.

Apart from the block mining process, both games 1 and 2 also
offer additional experience on data integrity through showing the
immutable characteristics and applications of the Merkle tree,
as shown in Fig. 6. After completion of the games, the entire
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blockchain can be exported, which can demonstrate the effect of
changing data/hash values. Moreover, the concepts of zero knowl-
edge proof are applied to verify specific data without disclosing
any of the other hashed data.

In summary, specific blockchain concepts and features learnt
from the games 1 and 2 are described as follows. In Game 1,
students can have the first-person experience for PoW mecha-
nism and public-private key pairs, while features of immutability,
decentralisation, security, immediate finality, and network con-
sensus are involved. In Game 2, apart from the above concepts
and features, students can additionally experience (i) the Merkle
tree construction with its root calculation and (ii) zero knowledge
proof for data verification.

4. Impact

In the context of educational research, game-based learning
approaches are always popular for enhancing the teaching effec-
tiveness and learning engagement, for example the beer game
for learning supply chain management concepts [7] and Run
Marco for learning programming concepts [8]. The above educa-
tional games generally lead to a number of research questions
for examining students’ interest, performance, and satisfaction
towards enriching science, technology, engineering, and mathe-
matics (STEM) education [9]. Although there are some existing
blockchain learning tools available in the market, including a
paper-based blockchain game [4], board game [10] and technical
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cryptographic links between blocks are visualised; in (b), the zero knowledge proof can be experienced to validate the authenticity of the given data after the
completion of Game 2, when the transactions were mined in the Merkle tree structure.

self-learning materials [11], they are difficult to implement in the
STEM subjects under the blended learning pedagogy targeted for
multi-disciplinary students. Through the learning platform, the
students can be involved in building a blockchain of wine trans-
actions among their peers with various blockchain concepts. In
addition, the effectiveness of the proposed platform for students
without a technical background, such as business management
and the arts, can be investigated to assess the popularisation of
STEM education through the proposed platform in higher ed-
ucation. It is essential to facilitate the formulation of synergy
from multi-disciplinary knowledge. Therefore, the correspond-
ing educational research model for measuring (i) prior and post
student interest, (ii) prior and post student performance, and
(iii) student satisfaction can be pursued based on the proposed
learning platform.

Apart from effectively propagating blockchain knowledge in
higher education, the proposed learning platform can also be a
STEM education tool to refine the relevant teaching and learning
pedagogies. Instead of learning all the essential concepts from
the games, classes with hybridised lecturing and game-playing
approaches can be designed, while the games are seen as tools
to deepen students’ understanding on complicated concepts and
knowledge. Subsequently, experiments are required to measure
the teaching and learning effectiveness with respect to the course
content arrangement. With various course design settings, the
student interest, performance and satisfaction can be investi-
gated to determine the appropriate game-based pedagogy for
disseminating advanced computer science knowledge. Due to

the presence of the COVID-19 pandemic, the blended learning
pedagogy is widely applied in various disciplinary subjects, while
several online learning tools should be built to assist the teaching
and learning activities. Therefore, the above experiments on the
course content design can support to revamp traditional lecturing
approaches to stimulate students’ attention and interest in an
online learning environment.

Overall speaking, the proposed learning platform can be ben-
eficial in the blockchain education in higher education for both
technical and non-technical students. Differing to building the
blockchain using programming codes, the games are regarded
as another approach for disseminating the corresponding knowl-
edge to students who can experience the block mining process
and other mechanisms. To commercialise the proposed learning
platform, subscription-based services can be provided to intended
users (e.g. lecturers) to set up their own games with the cus-
tomised blockchain data. Corresponding passcodes can be gen-
erated to effectively control their own group of students such
that multiple groups of students can participate in the games
simultaneously. Consequently, more talent in the market can
be cultivated to support the rapid development of blockchain
technology.

5. Conclusions
In summary, an educational platform, namely ‘BlockTrainHK’,

is designed and developed to promote blockchain concepts in
higher education, in which two games are established for building
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a blockchain of wine transactions during classes with the con-
cepts of consensus algorithm, hash function, Merkle tree, and zero
knowledge proof. In order to popularise the educational platform
for students with both technical and non-technical backgrounds,
the entire game logic is simplified and structured to reach con-
sensus among peers step by step, where the hash function is
specifically customised by using simple mathematical calculation,
instead of the real-life secure hash algorithms. By doing so, what-
ever the background of students, they can effectively participate
in learning blockchain concepts so as to facilitate the future de-
velopment of blockchain technologies is various industries, such
as the arts and business management.
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