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Abstract: Optics has provided a promising means for the development of information hiding
in recent years. However, conventional optical information hiding systems can only hide a
limited number of images, and optical implementation complexity is usually high in conventional
methods. In this paper, we propose a new scheme to implement optical information hiding based
on single-input multiple-output (SIMO) and binary amplitude-only holograms (AOHs) using
the modified Gerchberg-Saxton algorithm (MGSA). Different from conventional optical hiding
methods with the limited multiplexing capacity, the proposed scheme can retrieve a large number
of different secret images from one single host image during optical retrieval. In addition, it
is also illustrated that optical implementation complexity is reduced in the proposed method.
Simulations and optical experiments are conducted to verify feasibility, security and robustness of
the proposed method. It is expected that the proposed method could open up a different research
perspective for optical multiple-image hiding.

© 2021 Optical Society of America under the terms of the OSA Open Access Publishing Agreement

1. Introduction

In recent years, we have witnessed a great stride made in optical technologies and their applications
in the field of optical security for data transmission and data storage [1–4]. Optical encryption and
hiding usher in a new era of information security, which promotes the evolution of cryptography
and steganography. The prevalence of optical means widely applied for cryptography and
steganography can be ascribed to its major properties, i.e., parallel processing and intrinsic
parameters of optical setups (e.g., amplitude, phase, polarization and wavelength) [2–4]. Double
random phase encoding (DRPE) [5] was the first optical method implemented by using two
random phase-only masks respectively located at the input plane and the Fourier plane. Over
the decades, DRPE scheme has been developed and extended to various domains, e.g., Fresnel
domain, Gyrator domain and fractional Fourier domain [6–8]. Many studies related to optical
cryptography and steganography have also been conducted based on computational ghost imaging,
computer-generated hologram, diffractive imaging and other optical techniques [1–4,9–12].

The optical technologies aforementioned are usually applied to optical single-image encoding
and hiding, which are inadequate for the coming age of data explosion. To meet the requirement of
large-data hiding and transmission, optical multiple-image encoding and hiding have to be studied
[13–20]. In a comparison with optical single-image hiding, optical multiple-image hiding conceal
some different secret images into a host image, which overcomes the challenges existing in data
storage and data transmission. Current optical multiple-image hiding schemes originate from
multiplexing techniques. Multiplexing provides the possibility to store big data on a single crystal,
and massive hiding strategies have been developed attributing to sensitivity to various optical
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parameters. Similarly, optical multiplexing was proposed to implement optical multiple-image
encoding and hiding by exploiting sensitiveness of optical parameters [13–20]. Over the past
decades, optical multiple-image encoding and hiding have drawn great attention owing to some
striking properties, e.g., the enlarged hiding capacity, facile transmission and effective storage
etc. For the multiplexing, information of secret images is superposed to generate a host image,
and then each secret image can be retrieved from the host image by using its corresponding
optical keys or parameters. For instance, wavelength multiplexing was proposed for optical
multiple-image encoding, in which different images can be retrieved by using the corresponding
wavelengths. Similarly, position multiplexing, polarization multiplexing, spectral multiplexing,
angular multiplexing, aperture modulation and theta modulation based multiple-image encoding
and hiding have been developed by using the intrinsic properties of optical techniques [14–20].
However, these multiplexing strategies are restricted by optical calibration problems and the
limited number of secret images to be hidden. In addition, optical multiple-image encoding and
hiding have also been reported by using iterative phase retrieval algorithms [6,18]. However,
these iterative algorithms are usually complex and time-consuming, and the hiding capacity is
still limited. Hence, traditional optical multiple-image hiding methods suffer from a limited
number of secret images to be processed, difficult calibration of optical setups and the relatively
complicated hiding procedure. It is still impossible to retrieve a large number of different secret
images from a single host image. Moreover, it is highly desirable that optical implementation
complexity can be reduced.

In this paper, a new optical hiding method based on single-input multiple-output (SIMO) and
binary amplitude-only holograms (AOHs) via the modified Gerchberg-Saxton algorithm (MGSA)
is proposed. The SIMO means that one and only one host image is transmitted, and multiple
outputs (i.e., different secret images) can be retrieved from the single host image by using security
keys or parameters. In the proposed method, the host image is a binary AOH which is directly
generated by using MGSA. In contrast to traditional optical multiple-image hiding methods, the
proposed method provides an approach for generating the host image without a superposition of all
secret images. Note that the proposed method is different from image sharing and watermarking
concepts. When size of the host image is large enough, a large number of different secret images
can be retrieved from the host image as verified by our simulations and optical experiments.
Moreover, eavesdropping analyses, noise contamination and occlusion contamination have also
been numerically and experimentally conducted to demonstrate feasibility and robustness of
the proposed method. It is demonstrated by the simulations and optical experiments that the
proposed method using the SIMO and binary AOHs via MGSA can greatly enhance the hiding
capacity with the reduced optical implementation complexity.

2. Optical hiding based on SIMO and binary AOHs via MGSA

2.1. MGSA

It was shown in conventional Gerchberg-Saxton algorithm [6,18] that the approximate phase
distribution of a target image can be iteratively retrieved through a randomly initialized phase
distribution and a predefined propagation function, e.g., Fourier transform and Fresnel transform.
The Gerchberg-Saxton algorithm has also been developed to retrieve the propagation function.
However, there are few studies to apply or modify the Gerchberg-Saxton algorithm to retrieve
amplitude information. Amplitude information is usually omitted in conventional Gerchberg-
Saxton algorithms, and it is meaningful to explore the field of amplitude holography [19]. In the
Gerchberg-Saxton algorithm [6,18], wave propagation from the hologram plane to the Fourier
plane can be described by

E(x, y) =
exp(jkf )

jλf
exp

[︃
jk
2f

(x2 + y2)
]︃
× FT{exp[jφ(xh, yh)]}, (1)
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where (xh, yh) and (x, y) denote coordinates respectively in the hologram plane and the Fourier
plane, φ(xh, yh) denotes phase distribution of a hologram, FT denotes Fourier transform, k
denotes wavenumber, λ denotes the wavelength, j =

√
−1, and f denotes focal length. To remove

imaginary part for generating amplitude-only hologram, conjugate of the hologram can be used.
Then, wave propagation from the hologram plane to the Fourier plane can be described by

FT{ exp[jφ(xh, yh)] + exp[−jφ(xh, yh)]} = FT{ 2cos[φ(xh, yh)]} , (2)

where the image obtained at the Fourier plane contains the retrieved (real) image and a twin
image.

Figure 1(a) shows a flow chart of the proposed MGSA for generating AOHs. It starts with
an inverse Fourier transform (IFT) of a target image T with a randomly initialized phase φn
to generate an intermediate phase φ’n. Subsequently, phase pattern φ’n is constrained by a
cosine function to generate an AOH cos(φ’n), and then the generated AOH cos(φ’n) is Fourier
transformed to obtain an updated phase pattern φn+1. Finally, the target image T with the updated
phase pattern φn+1 is further inverse Fourier transformed in a new iteration. Once the preset
number of iterations is completed, the final AOH is used as the approximated AOH of the target
image T. In the case that amplitude retrieval would be too challenging to optically implement,
binarization operation is further proposed in the iterative process to reduce the complexity as
shown in Fig. 1(b). The generated AOH cos(φ’n) is binarized by using a simple method as
follows:

cos(φ′nm) =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
1 if cos(φ′nm) ≥

∑︁
m

cos(φ′nm)

0 if cos(φ′nm)<
∑︁
m

cos(φ′nm)
, (3)

where m denotes each pixel position in the generated AOH cos(φ’n),
∑︁

denotes summation of
all the pixel values, and

∑︁
m

cos(φ′nm) denotes mean value of all the pixel values. The binarized

hologram φ’’n is further Fourier transformed in the iterative process to update the phase pattern.
After the preset number of iterations is completed, an approximated binary AOH of the target
image T is generated.

Figures 2(a)–2(i) show typical examples for the binary AOHs generated by using the proposed
MGSA and the corresponding retrieved images. Figures 2(a)–2(c) show three different target
images, i.e., a simple binary image, a complex binary image and a grayscale image. The
corresponding binary AOHs of the target images are generated by using the proposed MGSA with
30 iterations, as shown in Figs. 2(d)–2(f). The correspondingly recovered target images by using
Fourier transform are shown in Figs. 2(g)–2(i). Peak signal-to-noise ratio (PSNR) and correlation
coefficient (CC) are used to evaluate quality of the retrieved images. Only area of interest in
the retrieved images (i.e., the top left corner) is used to calculate PSNR and CC values. PSNR
values of the retrieved images (256×256 pixels) respectively corresponding to Figs. 2(g)–2(i) are
15.21 dB, 13.09 dB and 15.57 dB. CC values of the retrieved images in Figs. 2(g)–2(i) are 0.88,
0.95 and 0.88, respectively. In view of the PSNR and CC values, quality of the retrieved images
is sufficiently high for information visualization in the optical hiding field.

2.2. Redundancy of binary AOHs

Hologram has shown excellent performance in the conditions of diffuse illumination, scattering
and reflections without severe loss of effective information [20–22]. It can be attributed to an
extraordinary property of holograms, called redundancy. Holograms have been theoretically and
experimentally verified to have a great potential for noise resistance [20–22]. Here, redundancy
of binary AOHs generated by using the proposed MGSA is also investigated as shown in
Figs. 3(a)–3(i). Binary AOHs contain only 0 and 1 respectively representing black blocks and
white blocks in Fig. 3(b). When some white blocks are changed to be black blocks (i.e., changing
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some pixel values in the generated binary AOH from 1 to 0), a degraded binary AOH is further
generated as shown in Fig. 3(a). Similarly, an upgraded binary AOH in Fig. 3(c) can be generated
by changing some black blocks to be white blocks (i.e., from 0 to 1). According to redundancy
characteristic of the holograms, effective information of the target image can still be retrieved
from the degraded binary AOH and the upgraded binary AOH at the expense of recovery quality.
A typical example of binary AOH generated by using the proposed MGSA is shown in Fig. 3(e)
with 512×512 pixels, containing 50% of white blocks (i.e., pixel value of 1) and 50% of black
blocks (i.e., pixel value of 0). Its degraded binary AOH in Fig. 3(d) is obtained by randomly
selecting 20% of white blocks in Fig. 3(e) to be changed to black blocks. Similarly, its upgraded
binary AOH in Fig. 3(f) is obtained by changing 20% of black blocks in Fig. 3(e) to be white
blocks. Although the binary AOHs in Figs. 3(d)–3(f) contain different ratios of 0 and 1, effective
information of the target image can still be retrieved, as shown in Figs. 3(g)–3(i). PSNR values
of Figs. 3(g)–3(i) are 14.18 dB, 18.56 dB and 14.31 dB, respectively. CC values of the retrieved
images in Figs. 3(g)–3(i) are 0.57, 0.91 and 0.57, respectively. Compared to quality of the images
retrieved by using original binary AOH, that of the images retrieved by using the degraded and

Fig. 1. Flow charts of the proposed MGSA: (a) Flow chart of the proposed MGSA for
generating AOHs, and (b) flow chart of the proposed MGSA for generating binary AOHs.
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upgraded binary AOHs decreases slightly and effective information is still visually rendered.
Therefore, redundancy provides high robustness for image recovery by using the degraded and
upgraded binary AOHs in the proposed method.

To further illustrate effect of redundancy, PSNR and structural similarity index measure (SSIM)
are used to evaluate reconstruction quality by using different degraded and upgraded binary
AOHs, as shown in Figs. 4(a) and 4(b). The original binary AOH is generated by the proposed
MGSA, which contains 50% of white blocks and 50% of black blocks. The reconstructed image
is shown in Fig. 4(a1) with PSNR of 12.16 dB and SSIM value of 0.32. It can be seen in Fig. 4(a1)
that quality of the recovered image by using original binary AOH is the highest, i.e., the peaks
in the curves of PSNR and SSIM versus the percentage. When the degraded AOHs are used,
the PSNR values decline with the increased number of black blocks. Figures 4(a2)–4(a6) show
the recovered images, when 49%, 40%, 28%, 17% and 8% white blocks are respectively used.
The PSNR values of Figs. 4(a2)–4(a6) are 11.83 dB, 9.57 dB, 8.64 dB, 7.90 dB and 7.58 dB,
respectively. With the increase of white blocks, upgraded binary AOHs are generated, and PSNR
values decrease steadily from the peak by nearly 5.0 dB. When the percentage of white blocks
is respectively set as 51%, 60%, 72%, 83% and 92%, PSNR values decline to be 10.91 dB,
9.42 dB, 8.40 dB, 8.32 dB and 7.62 dB in Figs. 4(a7)–4(a11), respectively. Once the percentage
of black blocks in the degraded binary AOH or that of white blocks in the upgraded binary AOH
approaches a critical value (i.e., 8% and 92%, respectively), effective information of the target
image cannot be visually recognized and is contaminated by white stationary noise. In addition,
different percentages of white blocks on SSIM values are also studied, as shown in Fig. 4(b). It is

Fig. 2. Typical examples for the binary AOHs obtained by using the proposed MGSA
and the corresponding retrieved images: (a)-(c) Target images, (d)-(f) the generated binary
AOHs respectively corresponding to (a)-(c), and (g)-(i) the retrieved target images by using
the generated binary AOHs respectively in (d)-(f).
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Fig. 3. Redundancy of binary AOHs: (a) schematic of a degraded binary AOH, (b) schematic
of original binary AOH, (c) schematic of an upgraded binary AOH, a typical example of (d)
the degraded binary AOH, (e) original binary AOH and (f) the upgraded binary AOH, and
(g)-(i) the retrieved target images by using the binary AOHs respectively in (d)-(f).

also demonstrated that redundancy of the binary AOHs generated by using the proposed method
achieves high robustness.

In this study, AND operator and OR operator are proposed and applied to generate the degraded
binary AOHs and the upgraded binary AOHs respectively as shown in Figs. 5(a) and 5(b). In
the logistics, AND and OR operators are used to determine a relation between the objects. For
AND operator, the expression will be true only if expressions of two objects are true. For OR
operator, the expression will be true if one of the expressions is true. AND operator denotes
multiplication of expressions, and OR operator denotes summation of expressions. The degraded
binary AOHs can be generated by using the AND operator. As shown in Fig. 5(a), an AND
operator is applied between each binary AOH and a random binary pattern to generate the
degraded binary AOHs, and then the reconstructions are correspondingly conducted by using
these degraded binary AOHs with Fourier transform. Figure 5(b) shows that the upgraded binary
AOHs can be generated by applying an OR operator between each binary AOH and a random
binary pattern, and the reconstructions can be further conducted by using the upgraded binary
AOHs with Fourier transform.

2.3. Optical hiding using SIMO and binary AOHs via MGSA

We have verified the redundancy of binary AOHs generated by using the proposed method, and a
new optical hiding strategy based on SIMO and binary AOHs via MGSA is further proposed as
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Fig. 4. PSNR and SSIM changed with different percentages of white blocks in binary AOHs.
(a) PSNR values changed with different percentages of white blocks in original binary AOH,
and (b) SSIM values changed with different percentages of white blocks in original binary
AOH. The insets (a2)-(a6) show the recovered images respectively corresponding to 49%,
40%, 28%, 17% and 8% white blocks. The insets (a7)-(a11) show the recovered images
respectively corresponding to 51%, 60%, 72%, 83% and 92% white blocks.
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Fig. 5. AND (&) and OR (| |) operators enabled generation of the degraded and upgraded
binary AOHs: (a) schematic of AND operator (&) for generating the degraded binary AOHs,
and (b) schematic of OR operator (| |) for generating the upgraded binary AOHs.
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shown in Figs. 6(a)–6(c). The proposed optical hiding scheme is described as follows: Figure 6(a)
shows the generation of a single host image, and Fig. 6(b) shows a flow chart for security key
generation. Figure 6(c) shows the image retrieval process in the proposed method. Without
usage of any multiplexing technique, one single host image is directly generated via the proposed
MGSA as shown in Fig. 6(a). Two randomly selected images, called arbitrary image (A) and base
image (B), are sent to the developed MGSA, and the corresponding binary AOHs are generated
as HoloA and HoloB, respectively. It is worth noting that images (A) and (B) are randomly
selected images. Subsequently, HoloB is further processed by adding noise, which means that
some pixel values in the HoloB are converted from 0 to 1 leading to noisy HoloB. Then, an OR
operation is implemented between HoloA and the noisy HoloB to generate a host image. In
essence, the host image (C) can be considered as the upgraded binary AOH of HoloA or HoloB.
As discussed above, it is feasible to retrieve effective information from the upgraded binary
AOHs. To avoid information disclosure of images (A) and (B), additive noise is applied onto
HoloB. Then, original information of images (A) and (B) cannot be extracted from the host image.
In other words, direct retrieval from the host image cannot provide any effective information
related to images (A) and (B). In fact, noise can also be added to HoloA, or to both HoloA and
HoloB. Here, it is an exemplification to add noise to HoloB for the demonstration of the proposed
method. In this study, generation of the single host image is independent from the secret images,
and a large number of different secret images can be retrieved by using the single host image
with the corresponding security keys. In the proposed method, security key is generated for each
secret image, as shown in Fig. 6(b). The security key generation procedure is as follows: An
arbitrary secret image (Pn) is sent to the proposed MGSA to retrieve its corresponding binary
AOH HoloPn. Then, an AND operation is implemented between HoloPn and the single host
image (C) to obtain a degraded binary AOH (HoloP’n). As discussed in Section 2.2, the degraded

Fig. 6. The proposed scheme based on SIMO and binary AOHs via MGSA: (a) a flow
chart for the generation of one single host image (C), (b) a flow chart for the generation of
security keys Dn (n=1,2,3,. . . ), and (c) a flow chart for optical image retrieval process in the
proposed method.
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binary AOH (HoloP’n) can also be used to retrieve effective information of the secret image
(Pn). When accurate information of HoloP’n is obtained, information of Pn can be effectively
recovered. Therefore, security key (Dn) for the secret image (Pn) retrieval can be generated by

Dn = C−1HoloP′
n, (4)

where C−1 denotes the inverse of C, and n denotes an arbitrary number of different secret images.
Since the single host image is analytically generated, reversibility of the single host image can be
easily realized. When an authorized person possesses correct key Dn, HoloP’n can be obtained by

HoloP′
n = CDn. (5)

Figure 6(c) shows that a large number of different secret images can be effectively retrieved
by using only one single host image, i.e., Eq. (5) with security keys. In the proposed method,
for different secret images, different security keys can be generated by using Eq. (4). In other
words, many different secret images can be retrieved from the same host image (C) by using their
corresponding security keys. Therefore, it is proposed that a large number of different secret
images can be extracted from one single host image, when correct security keys are respectively
used in the image retrieval process, as shown in Fig. 7. When correct keys (i.e., D1, D2, . . . ,
Dn) are used in Eq. (5), their corresponding binary AOHs (i.e., HoloP’1, HoloP’2, . . . , HoloP’n)
can be retrieved. Then, the secret images (i.e., P1, P2, . . . , Pn) can be effectively extracted from
the retrieved binary AOHs by using Fourier transform. As can be seen in Fig. 7, different secret
images can be retrieved from the generated single host image by using correct security keys.
This proposed scheme is called as SIMO in this study, which means that there is one and only
one input (i.e., the single host image) and many different outputs can be obtained by using the

Fig. 7. A schematic for optical image retrieval process (n=1,2,3,. . . ) in the proposed
method.
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corresponding security keys. Instead of the multiplexing techniques in conventional methods, it
is feasible in the proposed method to implement optical multiple-image hiding. The proposed
method is advantageous over conventional methods in practical applications, since it is feasible to
hide a large number of different secret images and optical implementation complexity is reduced.
One point to be highlighted is that security keys change with the secret images.

3. Simulations and optical experiments

3.1. Simulation results and discussion

Simulation work is first conducted to verify feasibility and effectiveness of the developed optical
hiding scheme based on the proposed SIMO and binary AOHs via MGSA. The arbitrary image
(A) and base image (B) used to generate a single host image (C) are shown in Figs. 8(a) and
8(b), respectively. As discussed above, images (A) and (B) are randomly selected. Here, it is
an exemplification that image (A) is a binary image with 512×512 pixels, and image (B) is a
grayscale image with 512×512 pixels. Using the steps given in Fig. 6(a) with additional noise of
90%, a host image is generated as shown in Fig. 8(c).

Fig. 8. Arbitrary image (A) and base image (B) used to generate a single host image (C):
(a) an arbitrary image (A), (b) a base image (B), and (c) a single host image generated by
using the proposed method.

A large number of different secret images can be concealed by using the proposed method, and
here 4 secret images in Figs. 9(a)–9(d) are used as a typical example to illustrate the proposed
method. Size of the secret images is 512×512 pixels. Security keys for each secret image are
generated by using Eq. (4), i.e., those in Figs. 9(e)–9(h) respectively for the secret images in
Figs. 9(a)–9(d). Then, during the process of optical image retrieval, the corresponding binary
AOHs can be first retrieved from the single host image using Eq. (5) with correct security keys,
i.e., those in Figs. 10(a)–10(d) for the secret images respectively in Figs. 9(a)–9(d). Finally,
Fourier transform is implemented to extract the secret images from the retrieved binary AOHs,
and the correspondingly retrieved images are shown in Figs. 10(e)–10(h). PSNRs for the retrieved
secret images in Figs. 10(e)–10(h) are 13.69 dB, 17.84 dB, 15.18 dB and 19.86 dB, respectively.
The CC values for the retrieved secret images in Figs. 10(e)–10(h) are 0.71, 0.86, 0.83 and 0.86,
respectively. When wrong security keys Dn are used during the process of optical image retrieval,
the retrieved binary AOHs are Fourier transformed and then information of the secret images
cannot be visually rendered as shown in Figs. 11(a)–11(d). Feasibility and effectiveness of the
proposed method are fully verified. A large number of different secret images (including binary
images and grayscale images) can be retrieved from the single host image by using the proposed
SIMO scheme. Compared to traditional optical multiple-image hiding methods, the proposed
method using SIMO and binary AOHs via MGSA can recover a large number of different secret
images from the single host image (C). In addition, the retrieval quality is not affected by the
number of secret images to be concealed in the proposed method.
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Fig. 9. The secret images and the corresponding security keys: (a)-(d) Secret images, and
(e)-(h) the generated security keys respectively corresponding to (a)-(d).

Fig. 10. Optical image retrieval results using the proposed scheme: (a)-(d) The retrieved
binary AOHs for the secret images respectively in Figs. 9(a)–9(d), and (e)-(h) the retrieved
secret images obtained by using (a)-(d) with correct security keys and Fourier transform.

Fig. 11. Optical image retrieval results obtained by using the proposed method with wrong
security keys Dn respectively for each of the secret images in Figs. 9(a)–9(d).
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3.2. Security and robustness analyses

Eavesdropping analysis is further conducted to evaluate the proposed method. Figure 12 shows
the effect of security keys used in the optical image retrieval process, when a grayscale image
is used as the secret image. In Fig. 12, PSNR value of the retrieved images decreases from
the highest point (19.86 dB), and then remains steady at around 10 dB. Figures 12(a1)–12(a8)
show several retrieved images using different eavesdropping percentages (i.e., 100%, 99.996%,
99.991%, 99.986%, 99.981%, 99.976%, 99.971% and 99.966%), and PSNR values of the
retrieved images are 19.86 dB, 14.40 dB, 11.14 dB, 10.83 dB, 10.47 dB, 10.29 dB, 10.23 dB and
10.32 dB, respectively. As can be seen in Fig. 12, when the eavesdropping percentage of security
keys is lower than 99.966%, retrieved images cannot visually render any effective information of
the secret images. Hence, the eavesdropping analyses demonstrate that high security can be fully
guaranteed in the proposed method.

Fig. 12. Eavesdropping analysis of security keys: PSNR values versus eavesdropping
percentages when a grayscale image is used as the secret image in the proposed method.

After the proposed method is vetted through eavesdropping analyses, robustness of the proposed
optical hiding scheme against noise is also investigated. Figure 13 shows the effect of noise
contamination on security keys Dn, when a grayscale image is respectively used as the secret
image. In this study, Gaussian noise with mean of 0 and standard deviation of 1 is used and
added to security keys Dn. Figure 13 shows the performance of the proposed method with noise
contamination on security keys, when a grayscale image is used as secret image. In Fig. 13, there
is a sharp decrease of PSNR values for the retrieved images with the increased magnitude of
Gaussian noise on security keys. In Figs. 13(a1)–13(a3), PSNR values of the retrieved images
are 15.18 dB, 8.48 dB and 7.93 dB, respectively corresponding to the magnitude of Gaussian
noise of 0, 0.001 and 0.002. Figure 13(a4) shows a full relationship between PSNR values and
the magnitudes of Gaussian noise on security keys Dn. It is demonstrated that security keys in
the proposed optical information hiding scheme are robust against noise contamination.

Influence of noise contamination on the single host image (C) is also studied to verify
effectiveness and robustness of the proposed method. When a grayscale image is used as secret
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Fig. 13. Relationship between PSNR values and magnitudes of Gaussian noise on security
keys Dn: PSNR values versus magnitudes of Gaussian noise on security keys when a
grayscale image is used as the secret image.

image as shown in Fig. 14, PSNR values for the retrieved images in Figs. 14(a1)–14(a4) are
17.84 dB, 12.34 dB, 10.79 dB and 10.56 dB, respectively corresponding to the magnitude of
Gaussian noise of 0, 0.01, 0.02 and 0.03. When the magnitude of Gaussian noise on the single
host image is higher than 0.03, the retrieved images cannot visually render useful information
about the secret image. Figure 14(a5) shows the relationship by further increasing the magnitude
of Gaussian noise on the single host image (C) to 1, and there is a downward trend of PSNR
values with the continuously increased noise magnitudes. It is demonstrated again that the
proposed method has high robustness against noise contamination.

Occlusion contamination on the single host image (C) is also studied to demonstrate the
performance of the proposed optical hiding scheme. As shown in Fig. 15, the single host image
is occluded with the increased percentages, and the occluded region is from the upper left to the
lower right. With the increase of occlusion percentage, PSNR values decrease and then remain
steady as shown in Fig. 15. When the occlusion percentage increases from 0.000381% to 0.99%,
quality of the retrieved images (i.e., the PSNR values) decreases from 17.90 dB to 9.52 dB when
a grayscale image is used as the secret image, as respectively shown in Figs. 15(a1) and 15(a2).
When the single host image is occluded by 78% as shown in Fig. 15(a3), it can still be feasible to
retrieve the secret images and the corresponding PSNR value of the retrieved secret image is
9.14 dB. It is demonstrated that partial loss of the single host image will not affect secret image
acquisition during the process of optical image retrieval. This phenomenon can be ascribed to
redundancy of the generated binary AOHs. However, when the occlusion percentage reaches
96%, the secret images cannot be recognized from the retrieved image, as shown in Fig. 15(a4)
with PSNR value of 9.56 dB.

Based on the above analyses related to eavesdropping, noise contamination and occlusion
contamination, it is demonstrated that the proposed optical hiding scheme has high key sensitivity
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Fig. 14. Relationship between PSNR values and magnitudes of Gaussian noise on the single
host image: PSNR values versus magnitudes of Gaussian noise on the single host image
when a grayscale image is used as the secret image.

Fig. 15. Occlusion analysis of the single host image: PSNR values versus occlusion
percentages of the single host image when a grayscale image is used as the secret image.
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and high security. Moreover, the proposed method shows high robustness, since it is resistant to
noise contamination and occlusion contamination.

3.3. Optical experiments and result discussion

To fully demonstrate feasibility and effectiveness of the proposed optical hiding scheme based
on SIMO and binary AOHs via MGSA, optical experiments are also conducted for optical
retrieval (i.e., de-multiplexing) [18,23,24]. In the optical experiments, images (A) and (B) used
to generate a single host image are shown in Figs. 16(a) and 16(b), respectively. Using the steps
in Fig. 6(a), a host image is generated as shown in Fig. 16(c) with additional noise of 90%. Due
to the limitation of high-resolution optical devices in the lab, four binary images are used to be
secret images as a typical example for verifying the proposed method in our optical experiments
as shown in Figs. 17(a)–17(d). Security keys Dn for these secret images are correspondingly
generated and shown in Figs. 17(e)–17(h). To retrieve different secret images from the single host
image (C) in optical experiments, it is necessary to retrieve their corresponding binary AOHs
(HoloP’n) by using HoloP’n=CDn with correct security keys (Dn), and then Fourier transform
can be experimentally conducted to extract or record secret images from the retrieved binary
AOHs. By using correct security keys, the corresponding binary AOHs are retrieved from the
single host image as shown in Figs. 18(a)–18(d), respectively corresponding to the four different
secret images in Figs. 17(a)–17(d).

Fig. 16. Information hiding process in the proposed optical hiding scheme based on SIMO
and binary AOHs via MGSA: (a) An arbitrary image (A) with 512×512 pixels, (b) a base
image (B) with 512×512 pixels, and (c) a single host image (C) with 512×512 pixels.

Fig. 17. The secret images and the corresponding security keys: (a)-(d) secret images, and
(e)-(h) the generated security keys Dn respectively corresponding to (a)-(d).
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Fig. 18. The retrieved binary AOHs from the single host image using correct security keys.

Optical experiments are conducted to extract the secret images from the retrieved binary AOHs,
and a schematic experimental setup is shown in Fig. 19. A He-Ne laser with wavelength of 633
nm (Newport, R-30993) is expanded by an objective lens (Newport, M-40X, 0.65 NA), and then
is collimated by a lens. The collimated light is reflected by a mirror to illuminate a spatial light
modulator (SLM, Holoeye LC-R720). The retrieved binary AOHs are sequentially embedded into
the SLM, and then the modulated wave transmits through a lens (f=10 cm) before being recorded
by a CCD camera with 1280×1024 pixels and pixel size of 5.30 µm (Thorlabs, DCC3240M).
Finally, the images recorded by CCD, i.e., the retrieved secret images, are shown in Fig. 20. It
can be seen in Figs. 20(a)–20(d) that the secret images have been successfully extracted from
the retrieved binary AOHs. It is experimentally verified that a large number of different secret
images can be retrieved from the single host image by using the proposed SIMO scheme with
security keys. Due to misalignment of CCD and difficulties of pixel-to-pixel calibration, shape of
original secret images is changed. Hence, visibility rather than PSNR is calculated to evaluate
quality of the retrieved secret images, which is defined as [25,26]

Visibility =
<Is> − <Ib>

<Is> + <Ib>
, (6)

where Is and Ib denote intensity respectively in the signal part (indicated by the red block with
effective information of the retrieved secret images) and the background part (noisy part without
any effective information of the retrieved secret images), and< Is> and< Ib> respectively denote
average intensity of the signal part and the background part. Visibility values for the retrieved
secret images in Figs. 20(a)–20(d) are 0.96, 0.94, 0.94 and 0.97, respectively. It is illustrated that
information of the secret images is fully recognized and visually rendered, which is sufficient in
the optical hiding field.

Fig. 19. Schematic experimental setup for the proposed method based on SIMO and binary
AOHs via MGSA. SLM: spatial light modulator; CCD: charge-coupled device.
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Fig. 20. The four secret images recorded in optical experiments using correct security keys.
The signal part is indicated by red block.

When wrong security keys Dn are used for optical image retrieval, the retrieved binary AOHs
are shown in Figs. 21(a)–21(d). The retrieved binary AOHs are sequentially embedded into
the SLM, and Figs. 21(e)–21(h) show the retrieved images recorded by the CCD which cannot
visually render any information of the secret images respectively in Figs. 17(a)–17(d).

Fig. 21. Optical experimental results using wrong security keys Dn: (a)-(d) The retrieved
binary AOHs using wrong security keys Dn, and (e)-(h) the secret images recorded by the
CCD respectively corresponding to (a)-(d).

Eavesdropping analysis of security keys Dn is also conducted by using optical experimental
results to verify the proposed optical hiding scheme. Figure 22 shows the eavesdropping analysis
of security keys Dn for a secret image. The binary AOHs in Figs. 22(a)–22(e) are retrieved by
using the different eavesdropping percentages (i.e., 99.999%, 99.959%, 99.919%, 99.879% and
99.839%) of security keys Dn, and the corresponding secret images are extracted by the CCD as
shown in Figs. 22(f)–22(j). Visibility values for the retrieved secret images in Figs. 22(f)–22(j)
are 0.96, 0.95, 0.91, 0.85 and 0.71, respectively. It can be seen in Figs. 22(f)–22(j) that quality of
the retrieved secret images decreases with the decreased eavesdropping percentages of security
keys Dn. When the eavesdropping percentage of security keys is lower than 99.839%, the
retrieved image cannot visually render any effective information about the secret image, as shown
in Fig. 22(j). It is experimentally verified that high security is fully achieved in the proposed
method.

Influence of noise contamination on security keys and the single host image is also investigated
to verify the proposed method, as shown in Figs. 23 and 24. Figures 23(a)–23(h) show the
influence of Gaussian noise (mean of 0 and standard deviation of 1) on security keys Dn. When
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Fig. 22. Eavesdropping analysis of security keys Dn in optical experiments: (a)-(e) The
retrieved binary AOHs with eavesdropping percentages of 99.999%, 99.959%, 99.919%,
99.879% and 99.839% of security keys when the “MIE” image is used as the secret image.
(f)-(j) The recorded secret images respectively corresponding to (a)-(e).

the magnitude of Gaussian noise added to security keys Dn is 0.001, the retrieved binary AOHs
are shown in Figs. 23(a) and 23(c). The corresponding secret images are retrieved as shown in
Figs. 23(e) and 23(g), and visibility values for the retrieved secret images in Figs. 23(e) and 23(g)
are 0.92 and 0.89, respectively. When the magnitude of Gaussian noise is 0.002, the corresponding
binary AOHs are retrieved and shown in Figs. 23(b) and 23(d). The correspondingly retrieved
secret images are shown in Figs. 23(f) and 23(h), and visibility values for the retrieved secret
images are 0.75 and 0.64, respectively. As can be seen in Figs. 23(a)–23(h), quality of the
retrieved secret images decreases with the increase of the magnitude of noise added to security
keys Dn.

Fig. 23. Noise contamination on security keys Dn: (a) and (c) The retrieved binary
AOHs when the magnitude of Gaussian noise is 0.001, and (b) and (d) the retrieved binary
AOHs when the magnitude of Gaussian noise is 0.002. (e) and (g) The retrieved secret
images respectively corresponding to (a) and (c), and (f) and (h) the retrieved secret images
respectively corresponding to (b) and (d).
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Fig. 24. Noise contamination on the single host image: (a)-(d) The retrieved binary AOHs
when magnitude of Gaussian noise is 0.001, 0.01, 0.02 and 0.03, respectively. (e)-(h) The
retrieved secret images recorded by the CCD respectively corresponding to (a)-(d).

Figures 24(a)–24(h) show the performance of the proposed method, when there is noise
contamination (mean of 0 and standard deviation of 1) on the generated single host image. When
the single host image is contaminated by a sequentially increased magnitude of Gaussian noise
(i.e., 0.001, 0.01, 0.02 and 0.03), the retrieved binary AOHs for a random secret image are
shown in Figs. 24(a)–24(d), respectively. The corresponding secret images are extracted by
using the CCD, as shown in Figs. 24(e)–24(h), respectively. Visibility values for the retrieved
secret images in Figs. 24(e)–24(h) are 0.94, 0.89, 0.76 and 0.65, respectively. With the increase
of magnitude of Gaussian noise added to the single host image, quality of the retrieved secret
images decreases. When the magnitude of Gaussian noise increases to be 0.02, the images
recorded by the CCD cannot visually render any information about the secret image as shown in
Fig. 24(g). Compared to security keys, the single host image can possess the higher robustness
against noise contamination during data storage or transmission, which is in accordance with
simulation results.

Since the generated host image (C) could also be occluded during data storage or data
transmission, occlusion contamination is also experimentally studied as shown in Figs. 25(a)–25(l).
Figures 25(a)–25(d) show the occluded host images generated by respectively using different
occlusion percentages of 1.00% (50×50 pixels), 46.73% (350×350 pixels), 77.25% (450×450
pixels) and 95.37% (500×500 pixels). The corresponding binary AOHs retrieved from the
occluded host images are shown in Figs. 25(e)–25(h) when the “star” image is used as the secret
image. Then, the corresponding secret images recorded by CCD are shown in Figs. 25(i)–25(l).
Visibility values for the retrieved secret images in Figs. 25(i)–25(l) are 0.97, 0.96, 0.90 and 0.85,
respectively. It can be seen in Fig. 25 that quality of the retrieved secret images decreases with
the increased occlusion percentages of the single host image. Even when occlusion percentage of
the single host image approaches 77.25%, some information related to the secret image can still
be recognized as shown in Fig. 25(k). It is experimentally demonstrated that the proposed optical
hiding scheme can effectively withstand occlusion contamination. This is also in accordance with
simulation results to prove redundancy of the generated binary AOHs in the proposed method.

Effectiveness and robustness of the proposed optical hiding scheme based on SIMO and
binary AOHs via MGSA are fully demonstrated by using optical experiments. Without using any
multiplexing techniques, a single host image is generated. The proposed method can realize the
retrieval of a large number of different secret images using one single host image which can fully
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Fig. 25. Occlusion contamination on the single host image (C): (a)-(d) The occluded host
image respectively using occlusion percentages of 1.00%, 46.73%, 77.25% and 95.37%.
(e)-(h) The retrieved binary AOHs corresponding to (a)-(d) for the “star” secret image. (i)-(l)
The retrieved secret images respectively corresponding to (e)-(h).

overcome the challenge existing in conventional methods. In addition, the optical implementation
complexity is dramatically reduced.

4. Conclusions

We have proposed a new method for optical hiding based on SIMO and binary AOHs via MGSA.
Instead of using multiplexing techniques to superpose all the secret images, a single host image,
i.e., one binary AOH, is directly generated by using the proposed MGSA. When size of the host
image is sufficiently large, a large number of different secret images (including binary images,
grayscale images and color images) can be retrieved by using the single host image with security
keys. Simulations and optical experiments have been conducted to fully illustrate validity of
the proposed method, and security and robustness of the proposed method have also been fully
verified in the simulations and optical experiments.
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