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Abstract

Cities are becoming more complex as their population, size and diversity increases, as well as
incorporating a growing range of networks that permeate them. Many such systems are emergent
phenomena, arising from the interactions between people and place, while others have been deliberately
created (e.g. power grids and transport networks) to manage the city. Furthermore, the governance of
urban centres and regions amid the challenges of climate change, environmental impacts, economic
crises, increasing inequality and social unrest demands an appreciation of the complexity of the city and
its challenges. It also requires building resilience on many scales to deal with current and future
challenges.

In this paper we focus on fostering urban resilience within a smart city and propose various principles
to link these two concepts. The proposed principles draw on the characteristics of complex systems
which facilitates our understanding of modern multifaceted urban environments. Furthermore, we
discuss the ways in which multiple urban systems operate and interact at different spatial-temporal
scales, which is essential to understand, as the nature of change varies, depending on the area’s context.
Through examples from the global South, we also point out the vulnerabilities of urban systems which
smart city planning could have helped address.

From this foundation we proceed to develop principles for the governance of smart and resilient cities
that extend beyond disaster risk management, to build general resilience through sound planning and
governance.
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1. Introduction

Cities are complex socio-ecological systems comprising multiple interacting systems. These include
social (people, governance and political), economic, infrastructure (transport, information and
communication technology (ICT), water, electricity, sanitation etc) and environmental systems. The
entire socio-ecological system (SES) contains networks of energy and material flows linking people,
processes and infrastructure. All complex systems are non-linear and dynamic. The numerous
interactions and feedback connections allow information to move through the SES enabling both change
and stability. SES operate at multiple spatial and temporal scales, with smaller systems moving more
quickly within smaller areas in relation to larger systems. Complex systems are built from the bottom
upwards, enabling them to respond to their environments, to adapt and self-organise, a process dubbed
emergence. Unlike complicated systems (such as a computer), SES are not easy to control and if control
is exerted, it tends to stifle the adaptability of the system (Cilliers, 2002; Gunderson and Holling, 2002;
Holland, 1998).

Although complex systems can adapt, such adaption may not always be to a desired state if the resources
to the system are eroded. ‘Slow burn’ or stress events may tip a system into an impoverished state from
which it difficult to recover (Coaffee & Lee, 2016). Urban SES are under immense pressure at present
and facing various social, economic and environmental challenges. Rapid urbanisation has exacerbated
environmental problems of pollution, land degradation, social inequality and deprivation and stressed
infrastructure (Bibri & Krogstie, 2017). Smart cities are both a response to these challenges and a means
to manage the complexity.

There are many definitions of smart cities, each with a different focus, but generally they fall into two
broad groups, one with a technological perspective and the other placing more emphasis on people
(Albino, Berardi, & Dangelico, 2015; Kummitha & Crutzen, 2017; Mora, Bolici, & Deakin, 2017). The
former views a smart city as “one that can be monitored, managed and regulated in real-time using ICT
infrastructure and ubiquitous computing” (Kitchin, 2015:131). They use “smart urban technology
solutions to improve liveability of communities and sustainability of cities—these technologies also
include infrastructural ICTs that serve as the backbone such as internet and world wide web”
(Yigitcanlar and Kamruzzaman, 2018: 50).

While technology, particularly ICT is central to a smart city, other authors place more emphasis on the
human dimension. For Kummitha and Crutzen (2017), well educated citizens (smart people) are
essential. Smart governance has a strong technological foundation which supports participatory
governance and improves the quality of life and liveability of the city (Baron, 2012). A holistic concept
of smart cities that includes ICT and related technologies but also a “balanced combination of human,
social, cultural, environmental, economic, and technological aspects” (Mora et al., 2017:20). Social
inclusion and equity form part of a smart and sustainable city. Sustainability is considered a key element
and goal for smart cities by (Ahvenniemi et al., 2017; Bibri and Krogstie, 2017; Mora et al., 2017;
Yigitcanlar and Kamruzzaman, 2018).

Smart cities thus seek to be equitable and socially just, environmentally sustainable economically
prosperous, innovative and safe, and are supported by ICT and related technology. However, they also
need to deal with the challenges of the modern city. A city must be able to survive crises and endure
disruptions, yet still continue serving their citizens and remain competitive. Smart cities must be
resilient!

Currently there is limited literature on the resilience of smart cities. In this paper we begin to explore
this gap by applying the concepts of resilience to smart cities. This is the subject of the next section
where we discuss the concept of resilience in more detail and examine how social and ecological capital
and technology can contribute to resilience or reduced vulnerability, Thereafter, we suggest some
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principles for the governance of smart and resilient cities that extend beyond disaster risk management
followed by a some concluding remarks.

2. Unpacking resilience

The concept of resilience, like those of sustainable development and smart cities has many definitions.
Early and more basic definitions of resilience, often called engineering resilience, saw resilience as the
ability of a system to withstand a disturbance. The speed of the recovery back to the systems equilibrium
was the measure of the systems resilience (Holling, 1986). The engineering resilience perspective was
later replaced by the ecological resilience approach. The ecological resilience defined resilience as the
amount of disturbance that a system could absorbed before collapsing or moving into a different or
stability domain (Folke, 2006).

The more recent and most widely endorsed evolutionary resilience perspective (sometimes called
social-ecological resilience), views the resilience of a system as the ability to recover, adapt in the face
of stresses and disturbances and maintain their function. Meerow et al (2016:45) sum up urban resilience
as “the ability of an urban system-and all its constituent socio-ecological and socio-technical networks
across temporal and spatial scales to maintain or rapidly return to desired functions in the face of a
disturbance, to adapt to change, and to quickly transform systems that limit current or future adaptive
capacity”.

According to Carpenter et al. (2001), the evolutionary resilience perspective emphasises several
important elements. First, that a system must be able to absorb a disturbance. Second that a resilient
system is able to self-organise (as opposed to organisation forced upon by external factors, or complete
lack of any organisation), adapt to change and if needed and to transform in the face of a disturbance.
Third, evolutionary resilience emphasises that resilient SES are able to learn from the past and plan for
the future (Coaffee & Lee, 2016; Walker & Salt, 2012). This confirms that resilience has become more
than just planning for and minimising risk and potential disasters; resilience is also about seeing
opportunities in crises, while actively seeking to improve the system (Peres, 2016). Finally, evolutionary
resilience acknowledges that all complex systems consist of sub-systems which interact with each other
across different spatial-temporal scales. Because of the non-linear interactions within these systems,
small changes can have large, and unexpected effects across all scales (Gunderson & Holling, 2001).

With the increasing popularity of resilience in recent years (Zhang & Li, 2018) some scholars are
concerned that resilience will be used interchangeably with sustainability (see Lu and Stead 2013).
However, it should be noted that resilience and sustainability are not the same thing. Unlike suitability,
resilience is a value neutral concept, meaning that resilience can imply both ‘good’ and ‘bad’ system
states (Barnes & Nel, 2017). For example, an authoritarian regime which maintains power through fear
and power could be regarded as being just as resilient, even more so, when compared to a liberal society
which embraces democracy and freedom of speech (EImqvist, Barnett, & Wilkinson, 2014). Thus, when
resilience is seen as a non-normative concept, it can be better understood as an emergent characteristic
of a complex system which reinforces and maintains some behaviours, whether good or bad. Therefore,
to fully leverage the potential that resilience thinking offers cities, resilience must be framed within a
normative position such as sustainable development (Peres, Landman, & Du Plessis, 2016). If framed
within sustainable development, then resilience offers a theoretical framework to identify those aspects
of the city- system whose resilience needs to be eroded while at the same time aiding in identifying the
characteristics and behaviours which should be reinforced to further enhance the sustainable, resilient,
development of a city (ibid).

Assuming that resilience is approached within the normative position of sustainability, how is a resilient
city created and what is the role of smart city planning in creating smart resilient cities? Cities, like all
complex systems, exhibit a set of common characteristics. When seen through a resilience perspective,
these system characteristics become a means to assess and facilitate the formation of resilience.
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Described here are some of the system characteristics which are regarded as having the greatest potential
to build the resilience of cities.

1. Diversity

Diversity is critical in resilient systems as it creates complexity while providing the system with a
multitude of options (S Salat, 2011). Diversity is normally studied as variation between types (e.g. land
uses), within types (as different form of residential use) or in the arrangement of types. (Ferreira, 2016)
distinguishes between functional and response diversity. Functional diversity, also known as structural
diversity, pertains to the variation of functions that different elements of a system perform (e.g. shelter,
commerce, transport). Response diversity is the variation within each function and can be considered
as the scope of reactions to change within a system (Page, 2010). Spatial diversity considers the size
and spatial distribution of functions and corresponding response (Salat & Bourdic, 2012). More diverse
systems have more ways to deal with stresses, for example a more diverse economy will fare better than
one with a narrow economic base. If there are acceptable public transport options, people will be more
willing to use them instead of private cars. This can also relate to energy (e.g. solar, wind, gas or
electricity).

2. Redundancy

Redundancy is the extent to which different systems elements can perform the same or similar functions
either through exact duplication/ backups or through degeneracy (structurally different elements
performing the same function) (Page, 2010; United Nations and Asian Development Bank, 2012).
Redundancy is routinely built into ICT systems to ensure that the system can continue to function even
if one part fails. Diversity, specifically response diversity, can also lead to redundancy (Cumming,
Wilson, Walker, & Ostrom, 2008). When a system component is able to duplicate a function, it enhances
its responsive capacity. Diversity further supports redundancy, such as in places with a range of
alternative transport systems and routes, or sources of water, can cope under stress, whereas dependence
on a single option makes a place vulnerable. Redundancy includes stores and capitals, including social
and human capital. Simone (2004, 2010) writes of the informal relationships — social capital — that
enables poor urban people to survive in the city. A smart city will ensure that there is redundancy in its
critical urban services such as water, electricity and increasingly, ICT. As we write this paper, South
Africa has been experiencing regular blackouts due to the national electricity supplier’s inability to
generate enough electricity to meet the country’s needs arising from a lack of capacity in the system
(Eskom, n.d.). Clearly the electricity generation system has neither redundancy nor resilience.

3. Modularity

Modularity forms when a system has sub-units that are weakly connected externally but contain strong
internal connection, which enable the sub-units to function independently. This means, for example,
that if part of a power grid is knocked out by lightning or a storm-surge, other parts of the system can
continue to provide power. Furthermore, because the systems are still connected, it would still be
possible to reroute power to affected areas, provided there was spare capacity Together with redundancy,
modularity provide the means to mitigate and respond to disasters. However, both redundancy and
modularity reduce efficiency. Thus, there is a need for balance between safeguards and efficiency.

4. Connectivity

Cities are often regarded as complex networks which facilitate the flow of goods and interaction
between people (Batty, 2013). Through the strength and structure of the network, new locations are able
to emerge (Salat, 2017). A lack of connectivity is often credited as a cause of failure after a shock
(Ahern, 2011), such as Haiti after the 2010 earthquake when the harbour, airport and other transport
infrastructure was damaged. High degrees of connectivity allow the system to quickly access, reorganise
and redistribute resources and information should there be a failure. While good connectivity is
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paramount, the structures of the connections are also important. Networks whose structures are ‘tree
like’ tend to be very efficient, however they are also very vulnerable should their capacity be exceeded
or there is a failure on one of the main connections. In contrast networks whose structures are more
‘leaf like” tend to have a multitude of connections, providing a greater degree of network redundancy.
Networks which have a balance in their connectivity are both efficient and resilient (Salat & Bourdic,
2012). Connectivity, in the form of social media has been critical in helping people in disasters (Gao,
Barbier, Goolsby, & Zeng, 2011)

5. Foresight & learning

Evolutionary resilience emphasises the ability of SESo learn from the past while also planning for
possible future scenarios (Hassler & Kohler, 2014). Cities can learn from their own past as well as the
history of other cities. This allows them to better plan for similar circumstances (Barnes & Nel, 2017).
Advances in technology including sensors, communication technology and remote sensing can provide
cities with real-time data. Other advances, such as artificial intelligence (A.l.) and machine learning,
can aid cities in making sense of the all the information as well as providing deeper insights into the
functioning of the city. Overall, smart cities build resilience as they enable more informed decisions to
be made by studying past information, understanding the current situation, and helping to plan for the
future with the information at hand.

6. Adaptability

Adaptability is one of the defining characteristics of a resilient system. Broadly speaking, adaptability
is the ability of the system to adjust to changes in the environment. This is due to the ability of the
components to either change their behaviour or structural characteristics in response to changes in other
system components or in the environments (Holland, 1996). The response of the system to change can
vary greatly and is largely dependent on the initial stimulus. Adaptive capacity is the ease with which
the various system component can respond to an event or even anticipate future possible events (Coaffee
& Lee, 2016; Folke et al., 2010). For example, some cities are slowly adapting their existing building
stock to better deal with the increasing impact of climate change, or seismic events. By providing
incentives to speed up the adaption, governments are improving cities’ adaptive capacity. Smart cities
can use advanced sensors to aid in identifying which areas need what type of adaption, or even
developing buildings that are more responsive to the real-time needs of the inhabitants. However,
caution should be taken to not over-adapt to a specific threat as this can reduce the systems overall
capacity to respond to unknow threats (Walker & Salt, 2012)

Because the focus of resilience is on adaption, it shifts the attention away from an ‘end state’ to now be
more focussed possible futures which are built on principles and not pragmatism (Eraydin & Tasan-
Kok, 2013, p. 6). With this in mind, the next section introduces a set of principles for the governance
of smart resilient cities

3. Principles of resilient governance in smart cities

While ‘government’ pertains to formal institutions and their right to use force, the concept of
governance extends beyond the state and includes stakeholders from business, communities and other
organisations (Healey, 2004; Stoker, 2008). It also includes the norms and standards of a society that
inform and determine how decisions are made and how resources are allocated. Consequently, value
judgements and their resulting impacts on investment choices, social justice and the environment are
important and raise issues of accountability, participation and representation (Galaz, Duit, Eckerberg,
& Ebbesson, 2010; Goodspeed, 2015; Kemp, Parto, & Gibson, 2005; Lebel et al., 2006).

Governance includes authority and constraint, but can also be generative and creative (Healey, 2004).
Pierre, (2005: 452) defines urban governance as the “the pursuit of collective goals through an inclusive
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strategy of resource mobilisation”. Appropriate structures and institutions are required, that can uphold
a long-range commitment to resilience and regeneration using appropriate technologies to achieve this
goal. As change is an intrinsic element of SES, strengthening the ability of all stakeholders to adapt and
innovate and build their resilience is an essential role of governance. In this section we consider
principles or policy approaches that can assist a smart city becoming more resilient

1. Smart cities are for people (not only technology)

Cities are created by people for people: technology is a tool to ensure health, safety and liveability of
citizens. Consequently, technology should be used to enhance the quality of life of all residents.
Connectivity does not necessarily equate with inclusion, particularly in environments where not all
residents are literate or can afford the hardware required to access a city’s e-services (Odendaal, 2003).
Furthermore, smart cities cannot rely on private companies to meet all needs as they may not have the
necessary local knowledge, or it may not be profitable for them. In such circumstances, the onus is on
local government to find innovative ways of serving poor and marginalised citizens.

Smart, sustainable and resilient cities involve their residents in participatory planning and inclusive
decision-making. This promotes commitment to the proposals as well as enriching their experiences
and encouraging stakeholders and citizens to creatively solve their problems (Kemp et al., 2005;
Kummitha & Crutzen, 2017; Lebel et al., 2006). Technology can be useful in collaborative planning,
using social media and through improved methods of data sharing (Brabham, 2009; Goodspeed, 2015;
Silva, 2013).

2. Social inclusion

Smart cities not only include smart people, but others who have not had the opportunity to learn the
skills and knowledge valued in technically advanced cities. Research conducted by Baud et al, (2014)
in the global South indicates that the application of ICT and knowledge management focussed more on
the middle class but excluded the poor. “The ICT-based perspective, before it is adopted more
universally, needs to address questions about how ICTs negotiate between social realities and the
utopian promises of achieving an inclusive social order” (Kummitha & Crutzen, 2017:46). It is therefore
essential that smart, resilient cities acknowledge crucial social issues such as housing and essential
services, to ensure that they do not become more unequal which entails negotiating between the
requirements of business, government and social needs.

3. Sustainability and regenerative development

An unsustainable city cannot be smart; hence, smart, resilience cities should strive to be sustainable and
regenerative (Du Plessis, 2012; Kemp et al., 2005). Smart technology can play an important role in
conserving resources, reducing greenhouse gasses and increasing the efficiency. Furthermore, the
innovation and creativity associated with smart cities can develop novel ways of dealing with challenges
(Bibri & Krogstie, 2017; De Jong, Joss, Schraven, Zhan, & Weijnen, 2015). Critically, sustainable
development must address social issues of equity and economic opportunity (Jabareen, 2008).

4. Learning, foresight and planning in the context of complexity

Innovation and learning contribute to resilience, while systems are at their most resilient where there is
flexibility and creativity (Holling, 2001; Trembaczowski, 2012). Acknowledging uncertainty and the
reality of change is crucial, given the nature of urban challenges, the volatility of financial markets and
unpredictability of climate change (Jabareen, 2013). Knowledge systems and artificial intelligence can
contribute to prediction and appropriate planning to enhance sustainability, improve resilience and
prevent disasters.

Accepting complexity and uncertainty implies new ways of planning and governance, where the focus
of control should only be on the critical, permitting emergence of new self-organised social and
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governance structures. Where possible, self-regulation should be encouraged. Control must be balanced
to permit flexibility, adaptability and transformation to a desired situation (Meerow et al., 2016).

5. Managing vulnerabilities

Smart cities need to manage their vulnerabilities. Besides the risks related to natural disasters, economic
vagaries and social calamities that must be avoided or mitigated, there are also risks pertaining to smart
cities. Hyper-efficiencies can lead to the loss of redundancy and thus resilience. Heavy reliance on ITC
and connectivity rather than paper-based information (e.g. transport time-tables, maps and books) can
leave people stranded if the system is unavailable for any reason (Yigitcanlar & Kamruzzaman, 2018).
Moreover, the ability to restore infrastructure and services rapidly after disruptions, manmade or natural
is critical in a smart city. Foresight and planning are pertinent in this regard. Additionally, the fear of
“surveillance, technocratic and corporate forms of governance, technological lock-ins, profiling and
social sorting, anticipatory governance, control creep, the hollowing out of state” (Kitchin, 2015: 132)
must be managed. Collaborative planning and participatory, accountable governance are suggested as
a means of reducing citizens’ concerns.

4. Conclusion

Although there is a significant literature on smart cities and sustainable cities, as well as sustainable
smart cities, there is very little literature on resilient, smart cities. This paper has made a small
contribution to filling this gap. We have briefly described resilience and the building blocks for
developing resilience and explained them in relation to smart cities. Building on this understanding of
resilience we suggest five principles that can contribute to the sound governance of resilient smart cities.
However, there are still many avenues of research open around the building of resilience in smart cities.
These include the design of the urban form, the infrastructure and buildings for robustness, and the
ability to restore ecological infrastructure, support greater inclusion and equity of access to the city as
well and a prosperous and healthy economy.
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