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(57) ABSTRACT

The present invention provides a new method and a device
for the contactless human identification using biometrics
images. The present invention develops a robust feature
extraction algorithm to recover three-dimensional (3D)
shape information from biometrics images. Further, it pro-
vides significantly improved performance than what is pos-
sible from the state-of-art methods, adding practicality for
real applications on mobile platform, smartphones, and also
as add-on system for conventional fingerprint system. The
present invention’s unique advantages are based on its
computational simplicity, efficient matching and requiring
least storage. Experiments were conducted to confirm very
high accuracy and reliability on a number of biometric
modalities including iris, palmprint, and finger knuckle
images.
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1
METHOD AND DEVICE FOR
CONTACTLESS BIOMETRICS
IDENTIFICATION

COPYRIGHT NOTICE

A portion of the disclosure of this patent document
contains material, which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent Office patent file or
records, but otherwise reserves all copyright rights whatso-
ever.

CLAIM FOR DOMESTIC PRIORITY

This application claims priority under 35 U.S.C. §119 to
the U.S. Provisional Patent Application No. 62/032,528 filed
Aug. 2, 2014, the disclosure of which is incorporated herein
by reference in its entirety.

FIELD OF THE INVENTION

The present invention relates generally to biometrics
based human identification. More particularly, the present
invention relates to methods and devices providing contact-
less biometrics identification.

BACKGROUND

The following references are cited in the specification.
Disclosures of these references are incorporated herein by
reference in their entirety.
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Biometrics based human identification is one of the most

critical and challenging tasks to meet in the growing demand
for stringent security. Traditional acquisition of contact-
based handprints or finger prints by pressing the hands or
fingers against the hard surface of a sensor or scanner often
results in partially degraded images due to deformations,
slippages, smearing or due to sensor noise. As a result, full
potential of biometric modality is not realized. Therefore
contactless imaging of hand biometrics has emerged to
provide a solution to aforesaid intrinsic problems. Contact-
less imaging of biometrics like face, iris, or knuckle patterns
is also perceived to be more hygienic and provides more
accurate personal identification as rich information is avail-
able from the three-dimensional (3D) imaged biometrics
surfaces.

The main obstacles of these emerging 3D biometrics
technologies to replace the conventional two-dimensional
(2D) biometrics systems are generally their bulky size and
high cost, which mainly resulted from the usage of struc-
tured lighting system and/or multiple cameras. The present
invention primarily addresses such limitations in the state-
of-the-art for 3D biometrics technologies. Capability to
recover 3D shape information from 2D images delivered
from the present invention will have multifaceted applica-
tions in many disciplines from law-enforcement to elec-
tronic commerce.

Stevens [1] classified the scale of measurement into four
stages: nominal, ordinal, interval, and ratio measure. Mea-
surement which is relative to ordering or ranking is referred
to as the ordinal measure. Ordinal measure is very simple
and describes relative information. For example, given two
persons, it can easily be found out which person is taller but
it can hardly be told how tall they are exactly.

Sinha [2] believed that ordinal measure can only be used
for simple detection or classification task and it should be
impossible to use ordinal measure alone to solve complex
object recognition problems, since ordinal measure loses
some numerical information. However, Sun et at. [7]-[8]
demonstrated that the ordinal measure can play a defining
role for the complex iris recognition and palmprint recog-
nition problems. They achieved significant performance
improvement over competing results developed in the lit-
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erature. In the palmprint matching, feature or template of a
palmprint image is usually a feature matrix [4]-[6], [8], [11].
Each entry on the matrix is an encoded feature code.
Distance between two templates is defined as the sum of
distance between such codes. Hamming distance is usually
employed to measure the codes’ distance as the codes are
often binarized. In ordinal measure, the number of encoding
classes for each code is 2 while in CompCode [6] or BLOC
[4], the encoding classes is 6. US Patent office has issued a
number of patents for palmprint identification. U.S. Pat. No.
7,496,214 describes a system for palmprint identification
using CompCode [6]. This method is also used in palm-vein
identification system detailed in U.S. Pat. No. 8,229,178
[12]. U.S. Patent Application Publication No. 2008/0101664
[13] describes a new non-contact means for 3D fingerprint
identification. Some other conventional contactless 2D bio-
metrics matching methods appear in [14]-[16].

In order to improve the accuracy of fingerprint identifi-
cation, new touchless fingerprint identification techniques,
that reconstruct and exploit the 3D distribution of finger
ridge pattern discontinuities, have been recently proposed.
These techniques essentially view the scanning of live 3D
fingerprints as a 3D surface reconstruction problem. The
techniques emerged so far for recovering 3D fingerprint
features employ common vision-based 3D reconstruction
algorithms, including stereo vision using structured lighting
and shape from silhouette

In the frontier of developing touchless 3D fingerprinting,
two universities (Carnegie Mellon University and Univer-
sity of Kentucky) and their respective start-up companies
(TBS Holding and Flashscan 3D) have recently developed
such commercial solutions. The core technology of TBS is
based on the shape from silhouette, which uses a multi-view
system to acquire images of the finger under different
viewpoints and illuminations. The corresponding silhouettes
are extracted for the 3D modeling of the fingerprint images.
The core technology of Flashscan 3D is based on the
high-speed structured lighting through phase measuring
profilometry which is constructed for the 3D scanning of
finger surface. Both of these systems have demonstrated to
achieve high-speed response time and higher recognition
rates than the current 2D fingerprint systems.

There are several promising references [13]-[14] which
detail such contactless 3D fingerprint techniques and also
the proposed fingerprint unwrapping models for correspond-
ing approaches. The main obstacle of these emerging 3D
fingerprint technologies to replace the conventional 2D
fingerprint system is related their bulk and high cost, which
mainly results from the usage of structured lighting system
or multiple cameras. In TBS’s Surround Imager System, 5
cameras are required. While in Flashcan3D’s system, a
specialized projector and a high-speed camera to implement
the 3D scanning. Therefore, advanced capability to develop
low-cost solution for recovering 3D shape information will
significantly enhance the applicability of contactless bio-
metrics technologies in wide range of civilian and commer-
cial applications.

Regardless of few recent innovations, the main obstacle in
replacing conventional 2D biometrics systems with the
touchless 3D biometrics technologies, is their cost and bulk,
which is mainly contributed from the usage of (i) structured
lighting system or (ii) multiple cameras. This invention is to
address such key limitations of the current 3D biometrics
technologies by developing a novel 3D feature descriptor
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4

and matching model that can recover 3D shape from bio-
metrics characteristics being imaged.

SUMMARY

It is an objective of the present invention to provide a
more accurate, compact, and faster method and device of
feature recovery algorithms for contactless biometrics iden-
tification. In the context of advancements in the matching of
2D biometrics images, the present invention introduces new
algorithms to significantly improve feature extraction and
matching techniques for the contactless palmprint identifi-
cation.

In accordance to an embodiment of the present invention,
a 3D feature descriptor is provided based on relative algo-
rithmic measurements, which can be extracted from con-
tactless 2D biometrics image(s) (palmprint, iris, finger
knuckle, face, etc.). This kind of feature describes the 3D
shape information on the surface of 3D biometric imaged. It
is robust to illumination changes, which are frequent in
contactless biometrics imaging. The outperforming experi-
mental results, presented in Section G of this document on
multiple publicly available biometric databases, verify the
theoretical arguments, which are used to develop new 3D
information descriptor.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention are described in more
detail hereinafter with reference to the drawings, in which

FIG. 1 illustrates that contactless palmprint imaging often
requires that the illumination source be positioned in the
front (no illumination from the back);

FIG. 2 illustrates the summation of points on an arbitrary
palm line under typical palmprint imaging;

FIG. 3a illustrates a first configuration of a filter in
accordance to one embodiment of the present invention,
FIG. 35 illustrates a second configurations of the filter, FIG.
3¢ illustrates a third configurations of the filter; FIG. 3d
illustrates a forth configurations of the filter, FIG. 3e illus-
trates a fifth configurations of the filter, and FIG. 3f illus-
trates a sixth configurations of the filter;

FIG. 4a shows a typical palmprint ROI image, and FIG.
4b shows its encoded feature representation extracted by the
filter in accordance to one embodiment of the present
invention and of which configurations are shown in FIGS.
3a-3f;

FIG. 5a depicts a first sample palmprint image, and FIG.
5b depicts a second sample palmprint image retrieved from
the PolyU Contactless 2D/3D Palmprint Data-base and used
in an experiment conducted to evaluate the identification and
verification performance of the present invention;

FIG. 6a depicts the ROC curve, and FIG. 65 depicts the
CMC curve of the experiment conducted using sample
palmprint images in the PolyU Contactless 2D/3D Palmprint
Database;

FIG. 7a depicts the ROC curve, and FIG. 75 depicts the
CMC curve of the experiment conducted using sample
palmprint images in the IITD Palmprint Database;

FIG. 8a depicts the ROC curve, and FIG. 85 depicts the
CMC curve of the experiment conducted using sample
palmprint images in the PolyU Palmprint Database;

FIG. 9 depicts the ROC curve of the experiment con-
ducted using sample palmprint images in the CASIA Palm-
print Database;

FIG. 10 shows the feature code of faces from the
Extended Yale Face Database B;



US 9,734,165 B2

5

FIG. 11a depicts the ROC curve of an experiment con-
ducted using finger knuckle images of index fingers from
501 subjects, and FIG. 115 depicts the ROC curve of a
similar experiment conducted using finger knuckle images
of middle fingers from the 501 subjects;

FIG. 12a shows a graphical user interface of a joint
finger-knuckle and fingerprint system in accordance to one
embodiment of the present invention, and FIG. 125 shows a
photograph of an imaging device connected to a slap-
fingerprint scanner for simultaneous finger knuckle imaging
with fingerprint in accordance to one embodiment of the
present invention.

DETAILED DESCRIPTION

In the following description, methods, systems, and
devices of contactless biometrics identification and the like
are set forth as preferred examples. It will be apparent to
those skilled in the art that modifications, including addi-
tions and/or substitutions may be made without departing
from the scope and spirit of the invention. Specific details
may be omitted so as not to obscure the invention; however,
the disclosure is written to enable one skilled in the art to
practice the teachings herein without undue experimenta-
tion.

In accordance to one aspect of the present invention, the
low-cost contactless biometrics matching system uses low-
cost imaging camera, which can also be integrated with
existing slap fingerprint devices used for the law-enforce-
ment (immigration crossings, Nation ID cards, etc.). This
system uses an unique feature recovery and matching algo-
rithm, which recovers 3D shape information from contact-
less 2D images and efficiently encodes using specially
designed filters.

A. RELATIVE PIXELS MEASUREMENTS IN
ORTHOGONAL DIRECTIONS

The present invention explores relative measurements,
referred to as explore ordinal measurements [1]-[2]. The
Lambertian model is utilized to describe typical contactless
imaging for the palmprint biometric modality. Using the
Lambertian model, the pixel value I(i, t) in image I at point
P, is jointly determined by reflectance k , illumination inten-
sity 1,, illumination direction vector L' and point normal
vector N,.

1G,8)=k L LN, (6]

The objects like palmprint or human faces, whose imaged
surface can be considered close to being flat, a reasonable
assumption' for the illumination direction L is that the object
is not illuminated from behind the surface (front lighting
shown in FIG. 1 for palm imaging). The acquired images
from x-y plane, using Cartesian coordinates, are analyzed

with the normal of image surface 1 representing z-axis as
shown in FIG. 1. An assumption is made which mandates

that the product of vector L and T will always be positive.
! Assuming that the illumination from all point sources are the same, i.e.,
L(it)=L.

2 Especially for biometrics imaging/applications where camera is placed
normal to the X-Y plane.

In order to minimize or eliminate the adverse impact of
illumination variations during the contactless biometrics
imaging, recovery of relatively stable features using ordinal
measurements in the same direction as the surface normal or
opposite to the surface normal is considered. In other words,
if the feature represents the direction approximate to the
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6

direction of image plane normal, this feature is represented
or encoded with the value 1 otherwise 0. Under the Cartesian
coordinate representation shown in figure, the direction of

vector Z is same as the image plane normal n. Therefore, the
z-component of point normal vector N, is chosen to repre-
sent our feature.

It is further defined point normal N,(X,,y,,,) s.t. X7 +y, >+
z°=,. According to the above analysis, it is encoded the
feature F, at point p, as follows:

Fa(Z,~Z;5) (2)

where (o) is the encoding function and is defined as

0, <0 (3)
(@) =
{1, az0

Z,; represents the z component of N,,

Q)

Z17Tp es; Ful e{1.2}

. -th . . .
S, is the j” subset of the neighboring points of P,.

B. 3D BIOMETRIC SHAPE FROM TEXTURE
DETAILS

To systematically describe how the 3D shape information
(z-component of information as described above) is recov-
ered in the present invention from the texture-like details
observed in the 2D images: firstly, Lambertian surface
assumption is used to build 2D imaging model for the shape
recovery analysis; then a reliability constraint is developed
to ascertain the reliability in recovering such 31) shape
information; finally, the developed {feature extraction
method is described.

C. RELATIVE PIXEL MEASUREMENT WITH
LAMBERTIAN MODEL

Further to the analysis in Section A, the feature to be
recovered is a kind of relative or ordinal measurement and
is defined in the following. Suppose there are two images
1(t,) and I(t,) acquired from the same object, under different
illumination L(t,) and L(t,) respectively at time t, and t,. R,
R, are two small regions on the subject, the ordinal mea-
surement between R, and R, in image I(t,) can be defined as

®
where S(R), t,) is some arithmetic function of pixel values in
region R, on image I(t,) and can also be manually defined.
In previous work which is related to ordinal measure for the
recognition [7]-[8], S(R,, t;) is defined as weighted summa-
tion function

OMu(R . RS)=USRy, 1) -S(Ro, 1))

(6
IfOM,(R,, R,) is always equal to OM,(R |, R,), the impact
of illumination will be eliminated. When R, and R, are small
and close, it is assumed k, and 1, are unchanged and can be
seen as constants. Combining Equation (1), OM(R,, R,)
can be rewritten as

SR, lk)ZEPieRj W, A5

OM(R 1, Ry)=v(L(1)d(R , Ry))- @]

where

SR 11R2):2P1-5R1 VVi,lIVi_EPieRZ W; 2N; (®)

The results from the ordinal measurements OM, (R, R,) are
determined by the angle between illumination vector L(t,)
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and d(R;, R,). In the present invention all the weights are
fixed as one for two key reasons:

1. L(t,) in (13) is the illumination direction vector and can
be arbitrary. Therefore different weights for different
points are not useful to robustly recover ordinal mea-
sure (13) while making the analysis more difficult,

2. The weights are for the point normals in essence. All
points normal should be treated equally and it is not
meaningful to give the point normals different weights.

D. RELIABILITY CONSTRAINT

Defining, R,) for the region (AX, AY, AZ), where

AX=Tp. p X~ Zp ¥
AY=Tp R YVi~Zper;)i

©

AZ=Tp R ZiZp Ry
Let L(t,)=(a;, b, c;), then

TL{)OR L R))=t(AXa+A YD +AZcy) (10)

According to the assumption for [(t,), under the frontal
illumination from the coordinates shown in FIG. 1, ¢,>0.
When [AZc,|>IAXa,+AYb,| is satisfied, the recovered or
encoded feature is determined by the sign of AZ, i.e.,

T(S(R |, )-SR, 1)) =T (AXa,+A YD+ AZc,)=t(AZcy)=T

(AZcy=t(AZ) (11)

where AZ is same as (Z, ,-Z,,) in Equation 2. It may be
noted that S(R,, t,)-S(R..t,) effectively represents texture-
level computation because AZ recovers the 3D shape infor-
mation in the region R, and R,. Therefore it can reasonably
be said that when constraint in (11) is satisfied, the available
texture-level information can be used to recover the 3D
shape information.

Without loss of generality, for the case when
IAXa,I>IAYb,l, the constraint can be rewritten as

| 2x]
|AZ]

lcil (12

e

The experimental result on database with significant illumi-
nation changes as presented in Section G suggests that the
present inventive feature of recovering the shape informa-
tion is more robust to the illumination changes.

E. FEATURE EXTRACTION

The feature extraction approach is computationally sim-
pler. The spatial regions corresponding to the given filter are
divided into two subset say R, and R, in an MxN size spatial
filter. All the entries in region R, are set as I and the entries
in region R, are set as —1. The original image I is convoluted
with this filter and the filtered image is encoded according
the sign of ordinal measurement using Equation 3. Formally,
the feature matrix or template from image I is generated
from the feature code F(i, j) at position j) as follows:

FQj)=(f*1G.))) 13)
f is the filter, * is convolution operator and I(i, j) is the pixel
value at point (i, j) on image 1. The division of the filter into
region R, and R, can vary to accommodate for the object
and/or imaging characteristics. This invention develops such
a division strategy for common biometrics, such as palm-
print, in Section F.
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F. PALMPRINT VERIFICATION

This section focuses on the contactless palmprint verifi-
cation problem. First, the geometrical properties of typical
palmprint data are introduced. Then the strategy for the
division the filter regions is discussed. The computation of
the distance between two feature matrixes is also detailed in
this section.

F.1 The Characteristics of Palmprint Data

Human palm surface is a complex 3D textured surface
consisting of many ridges, wrinkles and lines [5]. The spatial
extents of these key elements are different from each other.
Generally ridges represent the smallest element while the
wrinkles are larger than ridges, and the lines are the most
remarkable features. All these key elements share the shape
like a valley. The valley typically represents a symmetrical
shape whose symmetry axis is the valley bottom.

A 3D palm surface can be seen as a combination of
several such symmetrical units, If the point normals N,
which are largely symmetric to each other are combined, the
azimuth components will be cancelled out or eliminated and
a dominant orthonormal vector is generated, i.e., 2, X,~0,

i~k
2pery~0 and 25 7, is relatively very large as Ny(X;, ¥,
7,) 1s the normal of point P,. FIG. 2 illustrates the summation
result of normals from the points on a typical palm line. For
a small region on palmprint, when the orthogonal vectors for
each pixel point are combined, the summation result will
almost be vertical.

Considering the inequality® in (12), it can be rewrite as

2I1X; - Xsl
12y - Z,|

le:| 14

la|

where X,-X,=AX and Z ,-Z,=AZ.
3For other kind of object surfaces, such as face surface, the constraint remains
unchanged while the filter division (R}, R,) should be carefully designed.

According to above analysis, for most of the patches* on
palm surface, it is reasonable to write that X,;, X,~0, and
therefore AX~0. Analysis suggests that AZ is expected to be
effective addition of several positive values. The additive
result is mainly determined by size and length of effective
addition of several positive values. The additive result is
mainly determined by size and length of valley. Such
additive result will however be irregular since the distribu-
tion of valley’s is irregular and Z,, Z, is not expected to be
the same. Therefore, it is assumed that AZ>¢ (¢ is a positive
constant). In summary, for the patches on palmprint,

2I1X; - Xa|
121 - 7|

are largely expected to be zero and the inequality (14) is

always satisfied.
4The rectangular region on palmprint image is referred to as patch (FIG. 4)
while R; and R, are two regions on this patch.

F.2 Filter Designing

Considering the fact that binarized feature template is
generated from the (contactless imaging) noisy images, the
operator or the filter should be designed in such a way to
even out the positive and negative filtered results from
multiple pixels. This implies that the sum of all the entries
in the filter be zero and the spatial distribution of 1 or -1 be
symmetric and orderly. FIGS. 3a-3fillustrates some possible
configurations for this filter. FIGS. 3a-3¢ shows three such
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spatial divisions with the cross or number of partitions
increasing from left (1) to right (3). FIGS. 34-3f illustrates
spatial distribution of values for the three different directions
of a subset when the cross number is fixed to 2. The areas
of different shades of gray represent different subsets (R, and
R,) in the filter.

The increase in number of cross in the partitions is
expected to help in suppressing the photometric distortions
by balancing the filtered results from the positive and
negative values. However, too many cross will make the
filter rotationally sensitive, introduce asymmetry, by reduc-
ing the symmetrical property of corresponding small patches
on palmprint, which will make the assumption “X;,X,~0"
unreliable or invalid. Besides, too many cross will also make
AZ—0.

It may be noted that the symmetrical units (such as ridges,
wrinkles and lines) representing dominant palmprint fea-
tures are expected to have some width. The direction of
intersection boundary (center or white line of the filter
configurations shown in FIGS. 34-3 also has width. In order
to ensure that such inequality (20) holds good as much
possible, on such symmetrical units on small patches (i.e. the
small region as shown in FIG. 2), the white line in the filter
configuration should be located orthogonal or parallel to the
dominant symmetrical units on palmprint. Additional
experimental results also support these arguments.

In accordance to one embodiment of the present inven-
tion, the second configuration (FIG. 354) is chosen to con-
struct the feature extractor or the filter. This filter can be
defined as follows:

Lol > 1s)

fij=9-1 11 <lj

0 otherwise

where 1, j is the index, 1,je[-B,B]. The filter size is (2B+1)x
(2B+1). FIG. 4 shows a typical palmprint ROI image and its
encoded feature representation extracted by this specially
designed filter.

F.3 Template Denoising and Matching

In feature extraction stage, the convolution ion is applied
between the filter and acquired 2D image. Analysis in
previous sections suggests that it is quite unlikely that for
some patches the constraint formulated in (18) may not be
satisfied for two key reasons: (i) some of the patches can still
have chance where Z,~7,, and (ii) when the valley falls
exactly on the boundary or the edges of the filter, the filter
response from the small patches (i.e. the small region as
shown in FIG. 2) will no longer be symmetrical, i.e., X, and
X, will not approximate to zero. In these two cases the
inequality (12) will not hold good. Therefore, a denoising
strategy is incorporated, for generating final matching scores
from the resulting feature templates, as detailed below.

The noisy perturbations due to the limitations of the
feature extractor are expected to be discretely distributed in
the feature templates. In order to alleviate the unreliable
codes caused by such noise, morphological operations, i.e.
opening operation and closing operation, are performed
since the proposed feature is binary and has spatial conti-
nuity. It is noted that this step does not increase the template
size.

The final matching distance is computed by the weighted
combination of three distances,

Distance(Fr, Fs)=w, Dis(F . F g+ w,Dis(F g, F g)+w;Dis

FpFs) (16)
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where 7 and P are the original feature matrix of T and S,
F are I are the results after applying closing and opening
operation on feature matrix F. Dis(A, B) is defined as:

T(A®B & M(A) & M(B))
[(M(A) & M(B))

an

Dis(A, B) =

where @ and & are XOR and AND operation, A(A)
computes the number of non-zero value in matrix A, M(*) is
the mask matrix indicating the valid region on palmprint
images and is define as:

0, I, ) =0 (background) (18)

M(P)i, ) ={

1, otherwise

15(i,j) is the pixel value of image P at position (i,j), wl, w2,
w3 are the weights. In all the experiments, the weights are
set as wl: w2:w;=3:1 to consolidate the contributions from
respective components. This implies that the contribution
from the noise is expected to be relatively less® than the
details. Horizontal and vertical translations are also incor-
porated during the matching to improve the alignment

between the images/tem plates.
SThe experimental results without using the demising strategy also validate
this argument.

G. EXPERIMENTAL VALIDATION AND
RESULTS

G.1 Experimental Results from the Developed Method
In this section, four different publicly available palmprint
databases are used to evaluate the identification and verifi-
cation performance of the present invention. These four
databases are: IIT Delhi Touchless Palmprint Database (Ver-
sion 1.0) provided by The Hong Kong Polytechnic Univer-
sity, Hong Kong; The Hong Kong Polytechnic University
Contac free 3D/2D Hand images Database (Ver 1.0) pro-
vided by The Hong Kong Polytechnic University, Hong
Kong; The Hong Kong Polytechnic University (PolyU)
Palmprint Database provided by The Biometric Research
Centre, The Hong Kong Polytechnic University; and CASIA
Palmprint image Database provided by Center for Biomet-
rics and Security Research National Laboratory of Pattern
Recognition Institute of Automation, Chinese Academy of
Sciences. In order to facilitate fair comparisons with prior
work, different protocols on these palmprint databases are
employed. Three competing methods: competitive code [6],
ordinal code [8], and robust line orientation code (RLOC)
[4], are implemented to ascertain performance comparison.
G.1.1 PolyU Contactless 2DD/3D Palmprint Database
This contactless palmprint database is acquired from 177
different subjects (right hand) and has 20 samples from each
subject with 10 for 2D images and 10 for depth images. It
also provides segmented palmprint image of 128x128 pix-
els. The experiments were performed on 2D part of this
database. The 2D images were acquired under poor (ambi-
ent) illumination conditions and FIG. 5 depicts two sample
images of two different subjects retrieved from this database.
In the experiment, the first five samples of each subject
acquired during first session are enrolled as training set and
the rest five from second session as the test set. There are
885 samples for training/gallery and 885 samples for the
probe. The receiver operating characteristics (ROC), equal
error rate (EER) and cumulative match characteristics
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(CMC) are used to evaluate the performance. Table 1
provides the EER and average rank-one recognition com-
parison with the three competing methods in the literature.
FIGS. 6a and 65 depict their ROC and CMC curves respec-
tively. The poor or ambient illumination in this database,
along with contactless imaging, makes it most challenging
among other databases. The experimental results from pro-
posed method achieve outperforming results over other
methods, both for the verification and identification perfor-
mance.

TABLE 1

The EER and rank-one recognition accuracy from different methods on
PolyU 2D/3D Palmprint Database

The
present
Method invention’s RLOC CompCode  Ordinal Code
EER (%) 0.72 1.7 0.82 1.2
Accuracy (%) 98.98 97.97 98.77 98.47

G.1.2 IITD Palmprint Database

The IITD touchless palmprint database provides contact-
less palmprint images from the right and left hands of 230
subjects. There are more than five samples for right hand or
left hand images in this database, which also provides
150x150 pixels segmented palmprint images. All the 1,376
right hand palmprint images are employed for the experi-
ments.

The IITD touchless palmprint database provides contact-
less palmprint images from the right and left hands of 230
subjects. There are more than five samples for right hand or
left hand images in this database which also provides
150x150 pixels segmented palmprint images. All the 1,376
right hand palmprint images are employed for the experi-
ments.

In the experiment, for each subject, one image is
employed for the test and the rest of the images are
employed for training and compute the average perfor-
mance. The ROC, EER and CMC are used to ascertain the
performance. Table 2 presents the EER and average rank-
one recognition accuracy on this database using different
methods. FIGS. 7a and 76 depict the corresponding ROC
and CMC curves respectively. These comparative results
also illustrate outperforming results from the proposed
method using this database.

TABLE 2

The EER and average rank-one recognition accuracy from different
methods on IITD Palmprint Database

The
present
Method invention’s RLOC CompCode  Ordinal Code
EER (%) 0.22 0.64 0.68 0.33
Accuracy (%) 100 99.77 99.21 99.77

G.1.3 PolyU Palmprint Database

The PolyU palmprint database contains 7,752 palmprint
images from 386 different palms. These images are auto-
matically segmented to 128x128 size. In this database, there
are several images, which are poorly aligned due to their
rotational variation. In the experiments, the same protocol as
reported in [4] is used. Only the first sample of each
individual is used to construct the training set. The training
set is enlarged by rotating each image in training set 9, 6, 3,
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-3, -6, -9 degrees respectively. Consequently, there are a
total of seven training samples for each subject. FIGS. 8a
and 85 depict respectively the comparative ROC and CMC
performances in the experiments using RLOC, competitive
code and ordinal code. Table 3 summarizes the EER and
rank-one recognition accuracy from different methods.

TABLE 3
The EER and rank-one recognition accuracy from different methods
on PolyU Palmprint Database
The present
Method invention’s RLOC CompCode  Ordinal Code
EER (%) 0.033 0.089 0.076 0.038
Accuracy (%) 100 99.95 99.76 100

The achieved results from the method of the present
invention and the ordinal code are better than the other two
methods. In the PolyU Paimprint database, all the images are
well illuminated and acquired under special contact based
imaging device. It may therefore be noted that under such
illumination conditions, what the ordinal code method rep-
resents is a special case in accordance to an embodiment of
the present invention. However when the illumination is
poor (say uncontrolled or ambient), the performance from
ordinal code will significantly deteriorate. The results on the
other three palmprint databases in this document (presented
in Sections G.1.1-2 and G.1.4) also validate this argument.

G.1.4 CASIA Palmprint Database

The CASIA palmprint database contains 5,239 palmprint
images from 301 individuals. It is the largest publicly
available database in terms of the number of individuals. In
this database, the individual “101” is the same as the
individual “19” and therefore these two classes were there-
fore merged into one class. The 11% image from the left hand
of individual “270” is also misplaced sample posted in the
tight hand, The 3’¢ image from left hand of individual «76”
is a distorted sample whose quality is very poor. These two
samples can also be automatically detected by a palmprint
segmentation program. These two images are eliminated in
the experiment. Therefore, all experiments with this data-
base employed 5,237 images belonging to 600 different
palms.

The resulting images in the database to 128x128 pixels
are segmented and scaled. The segmentation algorithm is
based on the method reported in [11]. In the experiment, the
total number of matches is 13,692,466, which includes
20,567 genuine and 13,689,899 imposter matches. FIG. 9
depicts the ROC results, RLOC, competitive code and
ordinal code. Table 4 summarizes EER and rank-one accu-
racy of these methods. The method provided by the present
invention significantly outperforms three state-of-art three
methods considered in evaluation.

TABLE 4

Comparative results using (EER) CASIA Palmprint Database

The present

Method invention’s RLOC CompCode  Ordinal Code

EER (%) 0.53 1.0 0.76 0.79

G.1.5 Computational Requirement and Discussion

Table 5 lists the computational time for the method
provided by the present invention, RLOC [4], Competitive
Code [6] and Ordinal Code [7]. The feature extraction speed
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of the method provided by the present invention is much
faster than the Competitive Code, Ordinal Code and a little
slower than RLOC. However, the matching speed of the
method provided by the present invention is among the
fastest while RLOC is much slower. Considering the feature
extraction time and matching time, it can be concluded that
the present invention also has a speed advantages.

TABLE 5

Comparative computational time requirement

Method Feature Extraction Matching
The present 1.1 0.054
invention’s

RLOC 0.13 1.2
Competitive Code 4.0 0.054
Ordinal Code 3.2 0.054

Note:
The experimental environment is: Microsoft ® Windows ® 8 Professional, Intel ®

Core ™ i5-3210M CPU@2.50 GHz, 8G RAM, VS 2010,

The Ordinal code [8] can be considered as a special case
of'the developed feature of the present invention. For ordinal
code, it uses three 2D Gaussian filters to perform convolu-
tion with the image. The difference is that the ordinal code
assigns different values for the weight W, ; and W, in the
Equation 8 while the developed feature of the present
invention sets all the weights as one, which results in § from
Equation 8. As a result, the ordinal code output is not as
orthogonal to the palmprint surface as from the method of
the present invention. Thus, according to the earlier analysis,
the recovery using ordinal code will be sensitive to the
illumination changes. In the experiment on the PolyU Palm-
print Database, all the images in this database are well
illuminated, i.e., the illumination direction is orthogonal to
palmprint surface. According to Equation 7, the recovered
feature is determined by illumination direction and 3D shape
information 9; if illumination is orthogonal to palmprint
surface, the recovered feature will be reliable. This is the
reason why the method of the present invention achieves
similar performance on the PolyU Palmprint Database as
from the ordinal code. it may be noted that the ordinal
measure [8] uses three times larger template size than the
method of the present invention, however, the method
provided by the present invention outperforms such ordinal
measure.

G.2 Experimental Results from Face Recognition Appli-
cations

In this part of experiments, Extended Yale Face Database
B [3] is employed to verify the effectiveness of the present
invention for the face recognition. These experiments are
intended to evaluate the effectiveness of the feature of the
present invention to support® the arguments that the feature
of the present invention is indeed describing the 3D shape
information, which is insensitive to illumination changes.
The Extended Yale Face Database B [3] is chosen to do
identification primarily for the three reasons:

1) For face data, the surface of face is almost flatten
similar to the palmprint surface. Therefore, the assumption
of illumination directions made during the imaging (in FIG.
1) reasonably holds true.

2) There are few palmprint images acquired under
extremely varying lighting conditions. In order to
evaluate the effectiveness of the robustness of the
feature of the present invention to illumination
changes, this database is used, which has with extreme
illumination changes (samples in FIG. 10).
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3) The matching strategy of the method of the present
invention is a simple point-to-point matching and can
be sensitive to the surface deformations. The faces in
this database do not contain any view or expression
variations.

The Extended Yale Face Database B contains 38 subjects
and each subject is imaged with 64 illumination conditions.
The cropped faces with the resolution of 168x192 are also
provided. In the experiment, the most neutral light sources
(A+000E+00) images are used as the gallery, and all the
other frontal images are used as probes (in summary, 38
images constituted the training set and 2,376 images are
employed for the testing). This database is used to evaluate
the identification performance.

S It may be noted that the identification considers relative matching score but
not absolute matching score. In identification, the intra-class objects are
expected to be more similar in shape information than inter-class ones. Since
the feature of the present invention is encoding shape information, it is
expected to have relatively (not absolutely because it cannot be assured the
exact number of unreliable codes on certain matching since it depends on the
feature extractor and whether the reliable constrain is satisfied as mentioned
in previous part) more reliable codes than inter-class ones. The state-of-the-art

performance from this experiment also supports above arguments.

No additional filter is designed according to the geometri-
cal properties of the face surface but simply the same
division strategy is used as for the palmprint. Besides, the
denoising matching strategy is not employed to underline
the robustness of the feature of the present invention to the
extremely varying illumination conditions. Therefore in the
matching stage, the distance computations in Equation (22)
is replaced by:

Distance(F ; Fs)=Dis(F Fs) (19)

The rank-one recognition accuracy is 99.3%. Table 5 sum-
marizes the comparative results with another two state-of-art
methods on this database. These results demonstrate that the
developed feature of the present invention is also robust to
the illumination changes and can validate the presented
argument.

TABLE 6

Identification Rate Comparison with the State-of-Art Methods for
Extended Yale Face Database B

The present

Method invention’s PP+ LTP/DT [15] G-LDP [16]

Rank-one rate (%) 99.3 99.0 97.9

FIG. 10 shows the feature code of faces from the
Extended Yale Face Database B. The first row and third row
are the original face images from two individuals. The first
image of each row is the training sample and the remaining
are probes. The second row and forth row are their corre-
sponding feature codes from the method provided by the
present invention.

The experiments also achieved similar outperforming
results while matching Iris images (publicly available TUD
Iris images Database) and Finger Knuckle images (using
publicly available PolyU Contactless Finger Knuckle
Images Database).

(.3 Experimental Results from Finger Knuckle Experi-
ments

In this part of experiments, finger knuckle images from
501 subjects are employed to comparatively ascertain the
performance. The experimental results using receiver oper-
ating characteristics are illustrated in FIG. 11 and confirm
the superiority of developed method over existing methods
[17] in the literature. it should be noted that the method
provided by the present invention is also significantly faster
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(Table 5) than other existing methods. FIG. 12 illustrates the
graphical user interface and imaging interface of the joint
fingerprint and finger knuckle system using this invention.

H. CONCLUSIONS

The present invention provides a new method of contact-
less biometrics identification using 2D images. In accor-
dance to one embodiment, a new feature, which is based on
ordinal measure is developed. This feature recovers 3D
shape information of the surface while it is extracted from
pixel level information in the contactless images. The fea-
ture extraction and matching is very efficient and the imple-
mentation is simple, which emphasizes on its practicality.
The template size from this feature is also very small while
it achieves excellent performances on multiple biometrics
databases.

The developed feature is suitable to be integrated with
other features to further improve the matching performance
due to two key reasons: 1) it has lower storage requirements
while being efficient to recover/extract and match, and most
importantly its effectiveness in achieving accurate perfor-
mance, 2) most of the 2D features mentioned in previous
sections extract the texture information while the developed
feature of the present invention recovers 3D shape informa-
tion, which means it is likely to have less redundancy with
other features.

The prototype of hand dorsal image based system using
the invented feature achieves excellent performance on
finger knuckle biometric matching. The present invention
has successfully developed joint add-on system which can
be integrated with existing slap fingerprint devices, or work
as standalone, to reveal additional matches from knuckle
biometrics for enhancing accuracy from fingerprint based
matches.

The embodiments disclosed herein may be implemented
using general purpose or specialized computing devices,
computer processors, or electronic circuitries including but
not limited to digital signal processors (DSP), application
specific integrated circuits (ASIC), field programmable gate
arrays (FPGA), and other programmable logic devices con-
figured or programmed according to the teachings of the
present disclosure. Computer instructions or software codes
running in the general purpose or specialized computing
devices, computer processors, or programmable logic
devices can readily be prepared by practitioners skilled in
the software or electronic art based on the teachings of the
present disclosure.

In some embodiments, the present invention includes
computer storage media having computer instructions or
software codes stored therein which can be used to program
computers or microprocessors to perform any of the pro-
cesses of the present invention. The storage media can
include, but are not limited to, floppy disks, optical discs,
Blu-ray Disc, DVD, CD-ROMs, and magneto-optical disks,
ROMs, RAMs, flash memory devices, or any type of media
or devices suitable for storing instructions, codes, and/or
data.

The foregoing description of the present invention has
been provided for the purposes of illustration and descrip-
tion. It is not intended to be exhaustive or to limit the
invention to the precise forms disclosed. Many modifica-
tions and variations will be apparent to the practitioner
skilled in the art.

The embodiments were chosen and described in order to
best explain the principles of the invention and its practical
application, thereby enabling others skilled in the art to
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understand the invention for various embodiments and with
various modifications that are suited to the particular use
contemplated. it is intended that the scope of the invention
be defined by the following claims and their equivalence.

What is claimed is:

1. A computer implemented method for performing bio-
metrics identification, comprising:

acquiring one or more biometrics images of a person;

extracting one or more features using a specially designed

filter for recovering three-dimensional (3D) shape
information from the biometric images to generate an
acquired original feature template;
denoising the acquired original feature template to gen-
erate an acquired denoised feature template; and

generating a consolidated match score using a combina-
tion of a first weighted distance between the acquired
original feature template and a stored original feature
template, and a second weighted distance between the
acquired denoised feature template and a stored
denoised feature template;

wherein the stored original feature template is generated

from a previously acquired one or more biometrics
images of a person and stored in a registration database;
and

wherein the stored denoised feature template is generated

from denoising the stored original feature template and
stored in the registration database.

2. The method according to claim 1, wherein the biomet-
ric images being aligned to locate one or more common
regions using special domain techniques or spectral domain
techniques.

3. The method according to claim 2,

wherein the special domain techniques include correla-

tion; and

wherein the spectral domain techniques include 2D FFT.

4. The method according to claim 1, wherein biometric
modality in the biometric images represent two-dimensional
(2D) information including iris, palmprint, face, and finger
knuckle, or 3D information.

5. The method according to claim 1, wherein the consoli-
dated match score is generated using a dynamic combination
of a first distance between the acquired original feature
template and a stored original feature template, and a second
distance between the acquired denoised feature template and
a stored denoised feature template.

6. The method according to claim 1, where a mobile
phone is used to acquire the biometric images under multiple
illuminations using one or more illumination sources includ-
ing natural or ambient light source, LED, and camera flash.

7. The method according to claim 1, wherein the acqui-
sition of the biometrics images of a person comprising
automatically and simultaneously acquiring hand dorsal
images containing one or more finger knuckle patterns, and
one or more fingerprint images.

8. The method according to claim 1, wherein the acqui-
sition of the biometrics images comprising using a slap-
fingerprint system to acquire one or more fingerprint images
along with the acquisition of hand dorsal images.

9. The method according to claim 8, wherein a first
consolidated match score corresponding to the acquired
fingerprint images and a second consolidated match score
corresponding to the acquired hand dorsal images are com-
bined to more reliably identify the person.
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10. A device for biometrics identification, comprising:

a first means to automatically and simultaneously acquire
hand dorsal images containing one or more finger
knuckle patterns and one or more fingerprint images;
and

a computing device to identify a person using the method
according to claim 1.

11. A system for biometrics identification, comprising:

a slap-fingerprint system for acquiring one or more fin-
gerprint images; and

a computing device for acquiring one or more hand dorsal
images and identifying a person using the method
according to claim 1 with the input of the fingerprint
images and the hand dorsal images:

wherein the fingerprint images and the hand dorsal images
are acquired simultaneously.

12. The system according to claim 11, wherein a first
consolidated match score corresponding to the acquired
fingerprint images and a second consolidated match score
corresponding to the acquired hand dorsal images are com-
bined to more reliably identify the person.
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