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Abstract

Reliability and maintenance serve as pivotal factors in safeguarding safety, enhancing
efficiency, optimizing costs, and fostering sustainable development. They permeate all
facets of industry, daily life, and society, thereby constituting a crucial foundation for
achieving long-term, stable development. The rapid evolution of data-driven methods
and artificial intelligence (Al) has revolutionized reliability and maintenance practices,
driving a shift from reactive to predictive maintenance (PdM) and ultimately intelligent
maintenance strategies. Unlike existing reviews that focus on single technologies or tasks,
this paper adopts a system-level integration perspective to construct a closed-loop frame-
work connecting data-driven reliability analysis, maintenance optimization, and intelligent
decision-making. It further elucidates the integrated logic between prediction and decision-
making through formalized mechanisms. This article systematically reviews the research
progress and practical applications of data-driven methods and Al in reliability and main-
tenance. First, it classifies and summarizes data-driven reliability analysis methods based
on existing literature. Second, a reliability-oriented maintenance optimization framework
is proposed, comprehensively integrating economic, reliability, resource efficiency, and
multi-objective collaboration considerations, while analyzing the characteristics of diverse
maintenance systems. Furthermore, the innovative applications and performance advan-
tages of Al algorithms in complex system maintenance are synthesized, and a comparative
analysis of the applicability of different methods across various operational scenarios is
conducted. And conducted a multidimensional comparison of the applicability scenarios
for different methods from an engineering selection perspective. In addition, this review
examines the current status and challenges of applying data-driven and Al technologies
across multiple real industrial settings and identifies common obstacles encountered during
project implementation. We further elucidate the research positioning of this work and
provide a comparative discussion with existing review articles. Finally, the article conducts
a bibliometric analysis to map the research landscape, provides quantitative support for
the development trends in the field. Limitations in this field are also discussed.
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1. Introduction

As the complexity of industrial systems continues to grow, reliability and maintenance
management have emerged as pivotal factors for maintaining secure performance and
operational cost-efficiency of machinery [1]. Traditional maintenance strategies primarily
rely on periodic inspections and static models, rendering them inadequate to address
dynamic operational environments and unexpected failures [2]. Consequently, the swift ad-
vancement of data-driven methodologies and Al technology has ushered in newprospects
for the fields of reliability and maintenance. By leveraging real-time data analysis, ma-
chine learning (ML), and deep learning (DL) methodologies, industrial systems enable a
transition from passive maintenance to PdM, thereby significantly enhancing equipment
availability and operational efficiency [3,4].

In contrast to traditional approaches, data-driven approaches can mine fault patterns
hidden in massive operational data [5,6] and dynamically adjust maintenance strategies
through adaptive models. In recent years, substantial progress has been achieved in
deep-learning-based PdM and fault diagnosis techniques. For instance, fault diagnosis
technologies leveraging ML and DL have exhibited high precision and robust performance
in sectors such as wind power and rail transit [7-10].

In terms of monitoring device health status, long short-term memory networks
(LSTMs) are frequently employed to estimate remaining useful life (RUL) by capturing
long-term dependencies in operational time-series data [11-13]. The variational autoen-
coder effectively addresses data distribution shifts in cross-domain fault pattern recognition
through probabilistic generative modeling [14,15]. Additionally, research has proposed
hybrid models integrating metaheuristic algorithms, such as the sparrow search algorithm,
gravity search algorithm, and dipper throat optimization algorithm, significantly improving
parameter optimization efficiency and model convergence speed [16,17]. For example, El-
kenawy et al. [18] utilized a novel metaheuristic technique combining gravitational search
with dipper-throated optimization to improve power transformer defect identification ac-
curacy. Liu et al. [19] constructed an ISSA-optimized LSTM method for predicting the RUL
of lithium-ion batteries. Validated across multiple datasets, this approach demonstrated
superior accuracy and robustness.

The proposal of various technical frameworks such as intelligent maintenance sys-
tems (IMS) further demonstrates the ability of Al to provide core algorithms, enabling
continuous real-time tracking and decision-making enhancement for equipment health
conditions [20,21]. To address maintenance challenges, Zhang et al. [22] developed an
anomaly prediction model by utilizing thermal energy optimization techniques, and subse-
quently integrated it with the ML algorithm to further improve fault diagnosis accuracy.
Riccio et al. [23] developed a maintenance framework focusing on product performance,
leveraging ML to identify the optimal PdM strategy in line with specified product quality
and production performance benchmarks.

Despite significant progress in both theory and application, there remains a lack of
systematic and multi-level review that integrates data-driven methods and Al technologies
within the domain of reliability and maintenance. Existing surveys often focus on singular
technical pathways, such as fault diagnosis or maintenance optimization, and generally
lack a systematic analysis of data governance, algorithmic interpretability, adaptability to
dynamic systems, and the closed-loop nature of maintenance decision-making. This review
aims to address this gap by pursuing three key objectives: (i) to comprehensively survey
the current application landscape of data-driven methods and Al in reliability analysis
and maintenance, covering methodological classifications, typical application cases, and
practical challenges related to data, models, and deployment; (ii) to construct a reliability-
oriented maintenance optimization framework that systematically integrates factors such
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as cost-effectiveness, reliability, resource efficiency, and multi-objective synergy, thereby
providing a structured reference for the scientific allocation of maintenance resources;
and (iii) to employ bibliometric methods to reveal research trends, track the evolution of
hotspots, and identify future directions in this field, offering a quantitative foundation for
subsequent studies.

Existing review studies in the field of reliability and maintenance can be broadly
categorized into three types. The first category concentrates on specific ML or DL tech-
niques applied to tasks like fault diagnosis or RUL prediction, primarily focusing on model
performance enhancement while paying less attention to the systemic integration with
maintenance decision-making. The second category centers on maintenance optimization
and scheduling models, which often rely on simplified degradation assumptions or prede-
termined reliability inputs, with insufficient discussion on the practical dependencies and
applicability conditions of data-driven methods. The third category includes studies that
provide general overviews of Al applications in industrial settings but lack a systematic
analytical framework specifically tailored for reliability and maintenance tasks. Overall,
there is a scarcity of reviews that systematically integrate data-driven reliability analysis,
maintenance optimization, and intelligent decision-making. This is particularly true for
research that examines these methods from a system-functional perspective, defining their
roles and comparing their applicability. To address the aforementioned gaps, this paper
makes innovative contributions in four key areas: First, it integrates reliability analysis,
maintenance decision-making, and intelligent algorithms into a unified framework, eluci-
dating the closed-loop integration logic between prediction and decision-making through
the formal mechanism outlined in Section 3.3 (system-level integration). Second, it em-
ploys a function-oriented organizational logic to map methods to specific maintenance
tasks, conducting multidimensional horizontal comparisons to bridge the gap between
algorithm performance and engineering selection (function-oriented organization). Third,
it systematically examines common obstacles in real industrial deployments, providing
problem-oriented insights for technology implementation (engineering obstacle induc-
tion). Fourth, bibliometric analysis is introduced to provide quantitative support and trend
insights for the aforementioned qualitative analysis (quantitative analysis support).

The organization of the present study is delineated in the following sections. Section 2
provides an overview of data-driven reliability analysis methods. Section 3 proposes a
reliability-oriented maintenance optimization framework and in Section 3.3, establish a
closed-loop integration logic between prediction and decision-making through a formal
mechanism. Section 4 discusses the frontier applications of Al algorithms in complex
system maintenance. Section 5 summarizes core methods and compares multi-dimensional
applicability from a maintenance task perspective. Section 6 analyzes the current applica-
tion status and associated challenges in real-world industrial settings. Section 7 clarifies
the research positioning of this review and presents a comparative analysis with related
surveys. Section 8 conducts a bibliometric analysis of the field. Finally, Section 9 concludes
the paper and suggests directions for future research.

2. Data-Driven Reliability Analysis Methods
2.1. Characteristics of Data-Driven Methods

The data-driven approach dynamically captures system degradation characteristics
through real-time collection and analysis of heterogeneous data from multiple sources,
providing support for reliability assessment and maintenance decisions. Its core advantage
lies in the ability to utilize ML and big data technologies to process high-dimensional,
nonlinear, and complex data streams, and to reveal potential fault mechanisms through
feature extraction and pattern recognition [24-26]. The fundamental approach involves au-
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tomatically learning representations of degradation patterns directly from data to construct
a mapping model that infers system health states from observed data, thereby enabling dy-
namic perception and prediction of equipment health. Additionally, data-driven methods
support multi-objective optimization [27]. Wang et al. [28] proposed two multi-objective
MILP-based PdM scheduling models that incorporate a DL ensemble for predicting system
RUL. Currently, such methods have been widely applied for equipment condition assess-
ment and PdM in sectors including power systems (e.g., transformers, wind turbines),
manufacturing (e.g., computer numerical control machine tools), rail transportation (e.g.,
bearing diagnosis), and aerospace. These applications aim to enhance system reliability
and optimize maintenance resources.

2.2. Common Data-Driven Methods
2.2.1. Statistical Analysis

Statistical analysis, as the foundation of data-driven methods, plays an impor-
tant role in equipment status monitoring, fault diagnosis, life prediction, and model
prediction [29,30]. Its core lies in employing mathematical tools to process and inter-
pret operational data, aiming to solve engineering problems such as reliably inferring
system health status, quantifying degradation trends, and assessing failure risks from
limited and noisy observed data [31]. Methodologically, it primarily involves establishing
parametric or non-parametric models (e.g., life distribution models, regression models,
Bayesian models) to describe data distributions, trends, and correlations, thereby enabling
state assessment, anomaly detection, and life prediction [32].

In industrial scenarios, operational parameter attributes such as vibrational data,
temperature measurements, and pressure values serve as key inputs for instantaneous
system surveillance and fault detection [33,34]. For instance, Wang et al. [35] introduced an
approach integrating kernel principal component analysis (PCA) combined with rolling
data and support vector data description. Furthermore, distribution analysis is particularly
important in reliability modeling. The Weibull distribution is commonly observed in the
lifespan deterioration of insulating paper within electrical transformers. Wang et al. [36]
demonstrated that the service longevity of oil-paper insulation conforms to a Weibull
distribution under eight distinct thermal conditions configured via Weibull probability
plots, with the failure mechanism remaining temperature-invariant.

Regression analysis achieves dynamic prediction of RUL by establishing a mathemati-
cal relationship between dependent variables (such as equipment life) and independent
variables (such as sensor data and operating parameters). In complex industrial systems,
multiple linear regression and the Cox proportional hazards model are two mainstream
methods. Ghoneim [37] established a multivariate regression model integrating correlation
analysis techniques to quantify both the degree of polymerization and 2-Furfuraldehyde
content in oil-paper insulation systems, enabling accurate prediction of power transformer
remaining lifespan. Li et al. [38] proposed a hybrid methodology combining fuzzy C-means
clustering with multivariate regression analysis for assessing cellulose degradation in
transformer insulation through polymerization degree quantification. A survival analysis
approach based on the Cox proportional hazards model was implemented by Equeter
et al. [30] to predict the service life degradation trajectory of industrial cutting equipment.

The Bayesian method provides a probabilistic expression for uncertainty in reliability
assessment by combining prior distributions with likelihood functions [39,40]. Xu et al. [41]
proposed a bivariate Wiener model, combining it with a data-driven Bayesian framework
to process sparse degradation datasets for assessing the operational reliability of permanent
magnet brakes. Tian et al. [42] addressed the analysis of limited data by adopting a
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Bayesian inference approach, which integrates prior distributions with likelihood functions
to achieve a probabilistic representation of uncertainty in reliability parameter estimation.

From the perspective of real-world industrial deployment, the core advantages of
statistical analysis methods lie in their high interpretability, low data requirements, and
computational lightness. This enables them to play an irreplaceable role in scenarios with
limited data, relatively clear failure mechanisms, and high demands for model transparency:
the models provide explicit physical meaning and traceable mathematical forms, facilitating
engineering review and standardization. Meanwhile, Bayesian methods achieve robust
probabilistic inference even under limited data conditions by integrating prior information
and quantifying uncertainty. However, statistical methods also exhibit notable limitations:
they typically assume data follows specific distributions or satisfy linear/additive relation-
ships, making it difficult to capture complex nonlinear, multimodal degradation patterns;
When equipment operating conditions fluctuate frequently and sensor data exhibits highly
coupled data characteristics, the generalization capability of pure statistical models of-
ten falls short, leading to a significant decline in prediction accuracy. This explains why
statistical methods are increasingly being replaced by ML or DL approaches in complex
dynamic scenarios such as manufacturing equipment vibration analysis. Therefore, the
successful application of statistical methods hinges on whether the inherent complexity
of the problem aligns with their modeling capabilities. In scenarios characterized by clear
mechanisms, limited data, and prioritized interpretability, statistical methods remain a
reliable first choice. Conversely, in environments with complex data, unknown patterns,
and requirements for automatic feature extraction, relying solely on statistical methods
may lead to performance bottlenecks or even failure.

2.2.2. ML

Supervised learning aims to address the core problem of establishing a mapping from
input features to explicit outputs—such as fault categories or remaining life values—using
labeled data. Its approach involves training a parametric model to minimize prediction
error, thereby achieving precise classification or regression for equipment condition as-
sessment [43]. Wang et al. [44] developed a two-layer attention framework integrating
convolutional neural networks (CNNs) modules and gated recurrent units to estimate RUL
in aviation propulsion systems.

Unsupervised learning operates under conditions of no or limited labeled data, un-
covering the intrinsic structure of data through approaches such as representation learning,
clustering, or probabilistic modeling to achieve feature extraction and anomaly detec-
tion. Typical methodologies include learning low-dimensional compressed representations,
grouping samples via clustering, or constructing anomaly scores based on reconstruction
error or likelihood. These techniques support the identification of deviations from normal
behavior and provide insights into equipment health status, making them particularly
valuable in scenarios where failure patterns are unknown, labeling costs are high, or fault
samples are scarce [45]. For example, autoencoders and PCA can effectively reduce feature
space complexity and identify abnormal patterns in systems. Givnan et al. [46] employed
an autoencoder to learn low-dimensional feature representations from industrial motor
sensor data and effectively identified abnormal patterns in equipment operation through
reconstruction error. Yin et al. [47] proposed a PCA-based anomaly monitoring scheme
for power grid equipment. By analyzing device log data and using PCA for dimension-
ality reduction and anomaly detection, abnormal behavior during device operation was
effectively identified.

Within the data-driven prognostics and health management (PHM) paradigm, research
has primarily focused on supervised and unsupervised learning methods for health state
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assessment and RUL prediction; reinforcement learning (RL) is more commonly applied to
subsequent maintenance decision optimization and is generally regarded as a technology
at the smart maintenance system level.

In practical industrial deployments, supervised learning excels at achieving high-
precision fault classification and remaining life prediction by leveraging labeled data,
performing exceptionally well when fault modes are known and labeled data are abundant.
However, its success heavily relies on consistency between training data distributions
and operational conditions. When equipment operating conditions change or out-of-
distribution data scenarios emerge, the model’s generalization capability sharply declines.
Moreover, the high cost of labeling restricts its rapid deployment in dynamic production
lines. Unsupervised learning, requiring no labeling, detects anomalies by uncovering
inherent data structures, offering unique value in scenarios with unknown failure modes
or limited data. Its limitations include difficulty distinguishing anomaly types, threshold
settings reliant on experience, sensitivity to operational fluctuations leading to false posi-
tives, and inability to directly quantify failure severity, typically confining it to auxiliary
monitoring roles. The complementary nature of these approaches is driving the adoption
of hybrid strategies in industrial practice, such as semi-supervised and transfer learning, to
strike a balance between performance and deployment costs.

2.2.3. Data Mining

Data mining technology aims to automatically discover hidden, previously unknown,
yet potentially useful patterns, associations, and sequences from massive volumes of histor-
ical or real-time operational data, addressing engineering problems such as root cause anal-
ysis of faults, mining correlations within maintenance activities, and predicting long-term
performance trends [48]. Its core methodology involves applying algorithms like associa-
tion rule learning, clustering, anomaly detection, and sequential pattern mining to explore
interesting relationships and temporal orders among data items, thereby providing deeper
insights to inform maintenance decisions. These insights and techniques have been inno-
vatively applied in fields such as energy, manufacturing, and transportation—including
association rules, anomaly detection, and sequential pattern mining—and significantly
improved maintenance efficiency and system reliability. Fragassa [49] conducted extensive
statistical checks on production and delivery time to extract temporal features and optimize
spare parts management for fault prediction. To optimize nuclear system reliability, Dui
et al. [50] proposed a loss-significance indicator that evaluates component maintenance
urgency in main coolant systems during different failure modes.

2.3. Reliability Evaluation Indicators
(1) Mean Time Between Failures (MTBF)

The failure-free operational capacity of technical systems is measured by MTBF as a
key reliability metric. This metric is a core indicator that quantifies the average normal
operating time of a repairable system between two failures, serving as a key metric for
equipment reliability. A higher MTBF value indicates stronger system stability [51]. The
calculation of MTBF is expressed as follows:

Total Operational Time

MIBF = Number of Failures

1)

(2) Mean Time to Repair (MTTR)
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MTTR quantifies the average time span necessitated for restoring system functionality
post-failure, serving as a metric for maintenance efficiency. The lower its value, the stronger
the maintenance response and technical capability [52]. As shown in Equation (2):

Y Repair Time

MTIR = Number of Failures

()

(3) Availability

Operational availability quantifies the proportion of time a technical asset remains
functional within a given timeframe, relative to its total operational period. Based on this
definition, the metric is computed using the formula below [51]:

MTBF

(4) Overall Equipment Effectiveness (OEE)

OEE can comprehensively measure the overall efficiency of equipment in terms of
time, performance, and quality, with higher values indicating better equipment utilization
and reliability [53-55]. As shown in Equations (4)—(7):

OEE = Availability’ x Performance x Quality, 4)
g Actual Operating Time
/ —_—
Availability’ = Planned Operating Time’ ©)
Actual Output
Performance = Theoretical Output’ ©)
Quality — Number of Qualified Products 7)

Total Number of Products

Specifically, Availability’ denotes time utilization rate, Performance represents performance
utilization rate, and Quality corresponds yield rate.

(5) Failure Rate
This metric quantifies the failure likelihood per operational time unit, demonstrating

reliability evolution patterns across service periods. As shown in Equation (8):

Number of Failures
Failure Rate =
arlure Rate = & ral Operational Time’ ®

The theoretical definition of reliability can be expressed as follows [56]: Reliability =1 —
Failure Rate.

2.4. Evaluation Method

Data-driven reliability assessment aims to address modeling and inference challenges
under conditions of incomplete data, for systems whose underlying physical mechanisms
are not well understood (i.e., unclear systemic mechanisms), or under high complexity, in
order to achieve an accurate, quantifiable, and as interpretable as possible evaluation of
system health status. Within the data-driven framework, depending on whether domain
prior knowledge is explicitly introduced, the primary solution paths can be divided into
two categories: one is the hybrid model-based approach, which improves the accuracy,
generalization capability, and physical consistency of assessment results by integrating
physical mechanism models with data-driven models; the other is the purely data-driven
approach, which relies entirely on historical or online operational data to learn the statistical
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patterns of system degradation and state mapping relationships. These methods have been
widely applied in reliability analysis and remaining life prediction for power equipment,
mechanical manufacturing, civil infrastructure, and other complex industrial systems.

(1) Hybrid model-based methods

By integrating data-driven models with physical knowledge (e.g., mechanism models
or domain expertise), the accuracy and interpretability of reliability assessment can be
improved through the integration of their complementary advantages. For example, Zhou
et al. [57] proposed a physics-informed generative adversarial network (GAN) framework
to assess uncertainty within system reliability, integrating domain-specific physical con-
straints into adversarial learning. Liu et al. [58] integrated physical knowledge with deep
neural networks in tunnel excavation scenarios, quantifying ground subsidence risk via
Markov chain importance sampling. Xu et al. [59] Kapusuzoglu et al. [60] enhanced the
accuracy and interpretability of reliability assessment under limited data conditions by
explicitly introducing prior domain knowledge, such as physical priors or mechanistic
constraints, into ML frameworks, thereby fusing data-driven models with physical knowl-
edge. Tian et al. [61] learns semantic information of requirement text through bidirectional
encoder representations from transformers and combines domain-knowledge-based heuris-
tic features to achieve cross-level requirement tracking link updates. Rodriguez-Obando
et al. [62] constructed a dynamic degradation model using data-driven methods while
embedding physical wear mechanisms and industrial domain knowledge.

(2) Pure data-driven methods

The purely data-driven approach relies entirely on historical or monitoring data, using
statistical analysis, ML, DL, and other technologies to directly model without incorporating
physical failure mechanisms or domain knowledge. For example, Mo et al. [63] employed
an evolutionary-based genetic algorithm framework to discover associative patterns within
defect data in distribution network equipment, quantifying the importance of rules via
confidence and support metrics, obviating the need for pre-set physical fault models. Pichler
et al. [64] employed a fault modeling approach based on monitoring data using statistical
features and supervised learning, which is completely data-driven and does not rely on
physical mechanisms. Li et al. [65] proposed a functional subspace variational autoencoder
to address traffic data fault diagnosis through domain adaptation technology. Similarly,
Esaki Muthu Pandara Kone et al. [66] employed a CNN model based on monitoring data
for fault diagnosis, with the method also being entirely data-driven and independent of
physical mechanisms.

2.5. Summary

Data-driven reliability analysis is a technique that dynamically evaluates the functional
health of technical assets through continuous acquisition of live performance metrics from
field devices. Its core lies in using ML and big data technologies to identify critical patterns
within complex multidimensional datasets, revealing the degradation laws and fault mech-
anisms of equipment. These analytical approaches may be classified into three primary
groups: (1) statistical analysis, such as regression-based prediction of remaining service
life; (2) ML, primarily centered on supervised and unsupervised learning; (3) data mining,
which optimizes spare parts management through association rules or temporal patterns.
To measure effectiveness, industries commonly use indicators such as MTBF, MTTR, and
OEE to quantify reliability. Reliability assessment methods are conventionally divided
into two distinct classes: hybrid model-based approaches and purely data-driven methods,
extensively utilized across sectors including energy generation, industrial production, and
transportation infrastructure.
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3. Maintenance Optimization Frameworks for Reliability
3.1. Maintenance System

Maintenance strategies are categorized into six primary types: corrective maintenance
(CM), preventive maintenance (PM), PdM, condition-based maintenance (CBM), hybrid
maintenance system (HMS), and IMS based on their technical characteristics and application
scenarios. Their characteristics and a related research summary are systematically compiled

in Table 1 for comparative analysis.

Table 1. Features and related research of different maintenance systems.

Maintenance

Features Related Research
System
a. Passive maintenance post-malfunction Levitin et al. [67];
CM p, Assisting in performance improvement or cost Levitin et al. [68];
" reduction Yu et al. [69]; Yu et al. [70]
a Devel(?ping rr{aintenance plans based on fixed time or Basri et al. [71];
PM operation cycles Alsyouf et al. [72]; Liu et al. [73];
b. Suitable for devices with stable failure modes Robatto Simard et al. [74]
Nguyen et al. [75]; Lu et al. [76];
PdM a. Integrates sensor data to predict failure timing Makridis et al. [77];
Zonta et al. [78]; Dinh et al. [79];
b. Dynamically adjustable strategies Shi et al. [80]
. o . Tian et al. [81]; Tan et al. [82];
a. Real-time monitoring of equipment health status
CBM ! ng quip Tulsyan et al. [83];
Requires high-precision sensors and real-time analytics Bousdekis et al. [84]
a Integrating multiple strategies (e.g., preventive and ) .
HMS " predictive approaches) Liu etal \[{ii]é Ef};i)s[l;c;]et al. [8o];
b.  Enhances system adaptability and reliability '
a Util.izgs AI algorithms (e.g., DL, RL) for decision Thongtam et al. [88];
IMS optimization Cinar et al. [89]; Wang et al. [90];
b Supports autonomous learning and dynamic Guo et al. [91];

adjustments

Davar et al. [92]

3.1.1.CM

CM is a “post-maintenance strategy” that denotes repair actions taken to repair or
replace damaged components of equipment or systems when a malfunction, performance
degradation, or operational failure occurs. Levitin et al. [67] proposed that such mainte-
nance occurs after performance impact events, modeling CM to restore system performance
to a higher level. Levitin et al. [68] further developed an optimal maintenance strategy
minimizing expected task losses, demonstrating that CM can recover systems to improved
performance states. Yu et al. [69] introduced failure data and CM effects to update fault
distribution functions. Additionally, Yu et al. [70] developed a dynamic CM scheduling
framework aimed at minimizing total operational maintenance expenditures and energy
consumption costs within probabilistic sequential manufacturing systems.

3.1.2. PM

PM triggers maintenance actions through fixed cycles or operating hours, suitable
for equipment with clear failure patterns. According to Basri et al. [71], the primary
objective of PM is establishing maintenance protocols predicated on regular timeframes
or functional cycles, emphasizing that the efficacy of PM tactics is contingent upon the
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stationarity of asset failure mechanisms. Alsyouf et al. [72] compared different PM strategies
through the implementation of multi-criteria decision-making (MCDM) and multi-goal
optimization techniques, verifying the robustness of periodic strategies under stable failure
mode scenarios. Liu et al. [73] developed a maintenance optimization framework grounded
in reliability principles to analytically model the correlation between repair intervals and
failure mechanisms via Weibull distribution. Robatto Simard et al. [74] investigated fixed-
time maintenance practices in mines in eastern Canada, highlighting that fixed cycles
remain the primary approach for mobile equipment, while transitioning to PdM faces
challenges in data availability and tool integration.

3.1.3. PdM

PdM is an improvement of PM that can predict failure time, maintenance costs, and
enable dynamic adjustments. Nguyen et al. [75] developed a dynamic PdM framework
leveraging LSTM networks to analyze sensor-collected data, estimate RUL, and assess
failure time variability via probabilistic output layers. Lu et al. [76] monitored machine tool
components via online sensors, developed a dynamic cost-rate function, and evaluated
quality loss and maintenance costs in real time to achieve adaptive maintenance cycle
adjustments. Makridis et al. [77] discussed data-driven PdM for ship engine sensors. Zonta
et al. [78] developed an innovative PAM model integrating multi-sensor datasets (e.g.,
voltage, speed, and pressure) to optimize production planning. Dinh et al. [79] introduced
a dynamic inspection model for multi-type inspection integration using PdM. Shi et al. [80]
developed an opportunity-constrained net income model for PAM decision-making based
on online dynamic predictions.

3.1.4. CBM

CBM operates as an advanced strategy that systematically monitors equipment health
via performance/parameter surveillance, initiating proactive interventions when devia-
tions are detected [81]. Maintenance strategies are driven by operational condition metrics,
including vibrational signatures of wind turbine assemblies, sonic emission metrics, lubri-
cant condition indicators, and electrical parameter monitoring (voltage/current) [93,94].
Tian et al. [81] integrated turbine component condition metrics into a CBM framework,
optimizing cost-efficiency in wind power generation infrastructure through PdM inter-
ventions. Tan et al. [82] applied LSTMs to process real-time sensor data from progressive
cavity pumps, developing a health index prediction model for real-time status evaluation.
Tulsyan et al. [83] proposed a sensor health monitoring platform using slow feature analy-
sis, predicting sensor remaining life and failure probability via a Gaussian process model.
Wang et al. [84] proposed a condition-driven maintenance framework targeting dual-phase
progressive degradation in systems subjected to bidirectional degradation assessment.

3.1.5. HMS

HMS is typically a comprehensive maintenance mode that integrates two or more
maintenance strategies. Liu et al. [85] designed a multi-failure-mode dependability analysis
architecture based on multi-stage cycles, integrating age-based PM and CBM, and opti-
mized maintenance intervals and thresholds through stochastic dynamic programming.
Esposito et al. [86] developed an innovative integrated maintenance framework combining
real-time condition-dependent and time-scheduled interventions, modeling hidden degra-
dation processes using a Gamma model with random effects. Yang et al. [87] introduced a
hybrid maintenance strategy combining age-based and CBM approaches.
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3.1.6. IMS

The essence of IMS lies in enhancing operational maintenance performance by leverag-
ing analytics-driven decision methodologies. Thongtam et al. [88] combined a state space
search algorithm with a novel IMS design to optimize maintenance programs by determin-
ing the optimal timing for maintenance cycles. Cinar et al. [89] implemented automated
solutions leveraging advanced automated ML frameworks and streamlined workflow
systems, significantly improving fault identification accuracy in industrial monitoring
applications. Wang et al. [90] developed a vision-language integrated system for industrial
asset surveillance, utilizing large multimodal models to enable Al-driven PdM and real-
time anomaly detection. Guo et al. [91] formulated a hybrid optimization methodology
that synthesizes particle swarm optimization with cuckoo search algorithms for complex
engineering problem-solving. Davar et al. [92] integrated particle swarm optimization with
butterfly optimization algorithms to optimize artificial neural networks, exemplifying a
common technical pathway in IMS implementations.

3.1.7. Summary of Development Trends

The development of maintenance systems has undergone the following transfor-
mations [95-97]: (1) From passive to proactive: CM (passive repair) to PM (scheduled
maintenance) to CBM (state-triggered maintenance) to PAM (predictive intervention) to
HMS (dynamic optimization) to IMS (autonomous decision-making); (2) From single-
strategy to holistic intelligence: Transitioning from isolated methods (CM/PM/CBM/PdM)
to hybrid strategies (HMS) and ultimately to fully intelligent systems (IMS). The essence
of maintenance strategy evolution lies in the transformation of industrial systems from
local optimization to global intelligence. This process is driven by the synergy of data,
algorithms, and computing power, and will further advance with technologies such as
digital twins, edge computing, and trusted AI [98].

3.2. Optimization Objectives

The common core objectives of maintenance optimization include economy;, reliability,
resource efficiency, and multi-objective synergy. Their key characteristics and relevant
research summaries are presented in Table 2.

Table 2. Features and related research of different optimization objectives.

Target Features Related Research
Li et al. [99]; Choi et al. [100];
Minimizing maintenance costs and downtime losses Nasiri et al. [101]; Van Horenbeek
Economic et al. [102]; Bocewicz et al. [103];
Accounting for spare parts inventory and workforce Sun et al. [104]; Du et al. [105];
" constraints Wei et al. [106]
Orosnjak et al. [107]; Ibrahim et al. [108];
Maximizing equipment availability and system Zhang et al. [109]; Chen et al. [110];
Reliability MTBF Ma et al. [111]; Shang et al. [112];
Bai et al. [113]; Faddoul et al. [114];
. Reducing risks of critical equipment failure Huang et al. [115]
Optimizing spare parts supply chains and energy
Resource consumption Eggertsson et al. [116]; Banyai. [117];
Efficiency Lowering carbon emissions during maintenance Choi. [118]; Ba et al. [119]

" processes

Multi-Objective
Collaboration

Balancing cost, reliability, and sustainability
requirements

Zhang et al. [120]; Besiktepe et al. [121];
Cacerefio et al. [122]
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3.2.1. Economic

Minimizing maintenance costs is one of the core objectives, including direct costs
(manpower, spare parts) and indirect costs (downtime losses). Li et al. [99] proposed an
economically efficient multi-virtual-machine maintenance strategy, aiming to lower life-
cycle costs associated with virtualized backup instance pools under finite cloud resource
allocation. Choi et al. [100] conducted an economic analysis to quantify the cost impact of
different maintenance cycles on public rental housing facilities. A nonlinear optimization
model with mixed-integer variables was formulated by Nasiri et al. [101], aiming to mini-
mize maintenance-related expenditures via systematic coordination of labor and logistical
resources. Van Horenbeek et al. [102] focused on models incorporating maintenance and
inventory-related costs with optimization parameters, demonstrating that economic effi-
ciency is a primary goal of maintenance optimization. Bocewicz et al. [103] developed a
framework for allocating and scheduling multi-skilled teams under the forgetting effect
constraint, helping decision-makers minimize employee training costs. Sun et al. [104] for-
mulated a maintenance-replacement framework grounded in extended geometric process
theory, targeting the optimization of long-run cost efficiency in asset management systems.
A two-dimensional warranty policy employing renewal-free replacement mechanisms
was formulated by Du et al. [105] for quantifying warranty expenditure in manufacturing
systems. Wei et al. [106] aimed to improve maintenance efficiency and reduce downtime
losses in their core research.

3.2.2. Reliability

Reliability is defined as ensuring the sustained operational integrity of industrial
assets or technical infrastructure under specified conditions, reducing failure rates and
downtime risks. Orosnjak et al. [107] focused on maintenance performance indicators of
hydraulic systems, including MTBF and MTTR, which directly reflect system reliability
and availability. Ibrahim et al. [108] identified reliability as the core objective, emphasizing
failure prevention in safety-critical applications through life prediction and proposing
corresponding reliability assessment methods. Zhang et al. [109] improved operational
stability of computer numerical control machining systems by implementing predictive
RUL analytics for cutting tools. Chen et al. [110] enhanced system integrity and operational
dependability through investigating optimized adaptive maintenance protocols and task
cessation mechanisms for progressively deteriorating systems with dual temporal redun-
dancy. Ma et al. [111] proposed a flexible repair warranty-first strategy to ensure reliability
during the product lifecycle warranty phase. Shang et al. [112] classified monitoring task
cycles into distinct categories and customized two stochastic maintenance models based on
usage patterns to ensure product lifecycle reliability.

In addition, reliability can act as a constraint condition. Bai et al. [113] developed an in-
novative reliability-constrained optimization framework to tackle maintenance challenges
in complex engineering systems. Faddoul et al. [114] devised an optimization framework
combining Lagrangian Relaxation techniques and dynamic programming) algorithms,
targeting cost-effective maintenance scheduling for series-parallel systems with reliabil-
ity thresholds. Huang et al. [115] developed a reliability-driven maintenance planning
framework, prioritizing cost-efficiency across the asset lifespan while enforcing reliability
thresholds as boundary conditions.

3.2.3. Resource Efficiency

Eggertsson et al. [116] constructed a mathematical tool with environmental depen-
dence and studied maintenance optimization problems under incomplete information
and such dependence. Banyai [117] proposed a novel maintenance strategy optimiza-
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tion method focused on energy efficiency, with experimental results demonstrating that
the optimized strategy reduces energy consumption-related costs by an average of 38%.
Choi [118] employed an integrated model approach to select maintenance and rehabilita-
tion scenarios with minimal costs while meeting carbon dioxide emission constraints. Ba
et al. [119] integrated PM with spare parts inventory optimization by introducing carbon
emission constraints, thereby enhancing maintenance resource efficiency while reducing
carbon emissions.

3.2.4. Multi Objective Collaboration

Zhang et al. [120] demonstrated that the decision-making framework is modeled
as a multi-objective optimization problem, resolved through the implementation of par-
ticle swarm optimization with multi-objective capabilities and Non-dominated Sorting
Genetic Algorithm II (NSGA-II). Besiktepe et al. [121] introduced a competitive benefit
analysis method—a novel MCDM approach—to facilitate systematized decision-making
processes in building maintenance and facility management. Cacerefio et al. [122] de-
veloped a framework combining NSGA-II with discrete event simulation to integrate
system design redundancy and PM scheduling, resolving conflicts between availability and
operating costs.

Real-world maintenance optimization often requires comprehensive consideration
of multiple objectives, as these objectives may exhibit interrelated and constraining rela-
tionships [123]. For instance, improving reliability may necessitate increased maintenance
investment, potentially compromising economic performance [124]. A positive correlation
was established by Gao et al. [125] between failure rate suppression, system resilience
enhancement, and improved periodic economic returns in capital-intensive operations.
Peng et al. [126] investigated optimal resource allocation strategies for redundancy and
protective measures to maximize system reliability. Therefore, achieving multi-objective
collaborative optimization through scientific methods and models necessitates harmonizing
divergent objectives to attain an overall optimal maintenance outcome.

3.3. Closed-Loop Integration Mechanism for Prediction and Decision-Making

This section further provides a formalized expression based on the conceptual frame-
work, clarifying how data-driven reliability prediction results are embedded into main-
tenance optimization models and forming a closed-loop integration mechanism through
execution feedback. Existing research often treats reliability prediction and maintenance
optimization as relatively independent research directions: the former focuses on state
estimation and lifetime prediction, while the latter emphasizes scheduling optimization
and resource allocation. However, within IMS, prediction outputs should directly influence
maintenance priority sequencing, timing decisions, and resource allocation schemes. A
structural variable coupling and decision dependency exists between these two domains.
Therefore, this section systematically elucidates how prediction outputs function at the
decision level through formal expressions such as objective function embedding, constraint
condition construction, and state space expansion. This establishes a closed-loop mainte-
nance mechanism of “Prediction-Optimization-Execution-Feedback.” This section logically
resonates with Section 2’s data-driven analysis methods, Section 4’s Al algorithm frame-
work, and Section 6’s industrial application cases, collectively reinforcing the core theme of
closed-loop intelligent maintenance throughout the paper.
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3.3.1. Mapping of Predicted Outputs to Variables in the Optimization Model

Let device i at time ¢ be:

e Predicted RUL is denoted as R;(t), generated by methods such as LSTM and propor-
tional hazards models discussed in Section 2.2.

e The predicted failure probability is denoted as py ;(t) € [0, 1], derived from Bayesian
updates or classification model outputs.

e  The maintenance action decision variable is denoted as u;(t) € {0,1}, where u;(t) =1
represents the execution of maintenance.

e  The cost of a single maintenance session is recorded as ;.

e Potential failure losses are recorded as A;.

In the generalized maintenance optimization problem, the expected operational loss
can be expressed as:

M
min Z [Kiul-(t) +Aigi (t) 1{11,»(1‘):0}} ©)

Here, py(t) is generated by a data-driven predictive model. This expression demonstrates
that the predicted failure probability directly influences the expected loss from failure,
thereby altering the prioritization of maintenance decisions and resource allocation. Com-
pared to traditional fixed-interval optimization models, this formal expression introduces
real-time predictive variables, making the optimization problem state-dependent.

3.3.2. Prediction Results as Feasible Domain Constraints

In addition to the objective function, the predicted output can also be incorporated
into the optimization model as a system operational constraint. By defining the equipment
reliability metric Q;(t) = R;(t)/Rreshold (0r Qi(t) = 1 —p £i(t)), the feasible domain
constraint can be expressed as:

Qi(t + A) > Omin (10)

where O,y represents the reliability threshold. This mechanism ensures maintenance
decisions are influenced not only by cost factors but also constrained by the reliability
safety margin, thereby achieving optimization under controlled risk conditions.

3.3.3. State Expansion in RL Contexts

Within the sequential decision framework (see Section 4.1 for details), predictive
outputs may constitute part of the environmental state vector. Let the system state be
denoted as:

st = {Rit), pri()x1} (11)

where x; denotes resource status or production constraint information. The policy function

is denoted as:
mo(st) — u;(t) (12)

Under this structure, the prediction module and decision-making module achieve
coupling at the state space level, forming an integrated prediction—decision mechanism.

3.3.4. Execution Feedback and Model Update Mechanism

The actual operational results obtained after maintenance execution can be used to
update the predictive model parameters, enabling closed-loop evolution. Let the model
parameters be denoted as #, and their update process can be abstractly represented as:

Nev1 =1t —pV](nt) (13)
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Here, J(-) denotes the loss function based on new observational data (such as prediction
error). This feedback mechanism ensures the predictive model undergoes continuous
refinement under behavioral influence, thereby achieving a structural closed-loop system.

3.3.5. Typical System Architecture

Based on the aforementioned variable mapping and feedback mechanism, the closed-
loop integrated system for prediction and maintenance optimization can be abstracted into
the process structure shown in Figure 1.

Real-time Sensor Data

v

Feature Extraction

v

Prediction Model
(Outputs RUL / Failure

Probability)

Decision Optimization Model
(Objective Function +

Constraints)

v

Maintenance Execution

A

Operational Feedback
(New Observations)

\

Online Model Update
(Update Prediction Model
Parameters)

Figure 1. Closed-loop flowchart for intelligent maintenance.

This architecture explicitly incorporates prediction outputs into the optimization mod-
ule via objective functions and constraints, while simultaneously maintaining the ability to
update prediction models based on execution results, thereby enabling adaptive evolution.

4. Application of AI Algorithms in Reliability and Maintenance

With the advancement of Industry 4.0 and digital transformation, Al algorithms
demonstrate significant technological potential in reliability and maintenance. Traditional
ML methods have laid the foundation for addressing issues such as fault diagnosis and
lifetime prediction, while advanced paradigms like DL and transfer learning further drive
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the realization of intelligent maintenance for complex systems. Current research is evolving
from single models toward hybrid intelligence, interpretability, and privacy protection.
Before delving into specific discussions, it is necessary to systematically classify the Al
methods addressed in this paper to clarify the logical relationships and technical positioning
among them. Based on their application characteristics in the field of reliability and
maintenance, relevant AI methods can be categorized into the following three levels:

(1) Foundational Model Layer: Primarily encompasses traditional ML algorithms (such
as Support Vector Machines and Random Forests) and DL models (including CNNSs,
LSTMs, Graph Neural Networks (GNNs), and GANSs). These approaches focus on
automatically learning feature patterns from data and are widely applied in tasks
such as fault diagnosis and remaining life prediction.

(2) Advanced Paradigm Layer: Addressing practical constraints in industrial settings
such as data scarcity, privacy protection, and domain shift, this layer develops learn-
ing paradigms including transfer learning, federated learning, and RL. These methods
introduce specialized training mechanisms or optimization objectives on top of foun-
dational models to enhance their adaptability in complex environments.

(3) Hybrid Framework Layer: To overcome the limitations of purely data-driven ap-
proaches in terms of interpretability, physical consistency, and security /trustworthiness,
researchers have progressively embedded physical mechanisms, domain knowledge,
or expert rules into ML processes, forming hybrid intelligence frameworks. In this
paper’s context, “hybrid intelligence” specifically denotes the deep integration of
data-driven and knowledge-driven approaches. Its implementation encompasses two
typical pathways: first, physics-informed ML (e.g., PINN), which incorporates physi-
cal equations as loss function constraints within neural networks; second, knowledge
graph (KG)-augmented learning, which synergizes structured domain knowledge
with DL models through graph embedding or symbolic reasoning. This integrated
framework aims to build a new generation of IMS that combine data sensitivity with
cognitive interpretability.

4.1. Application of ML in Reliability Prediction

In the field of reliability and maintenance, research and applications of ML can typi-
cally be understood from two dimensions: the functional layer and the system layer [127].

At the functional level, ML serves as a crucial technological foundation for data-driven
PHM methodologies. Its core lies in leveraging operational monitoring data to construct
mapping models that derive conclusions about health status, degradation characteristics,
failure modes, or RUL directly from the data space, using supervised, unsupervised, and DL
approaches. These methods focus on data preprocessing, feature representation learning,
and model generalization capabilities under changing distributions, representing a key
research pathway in current reliability prediction and health assessment studies.

At the system level, ML typically functions as the analytical and modeling module
within an intelligent maintenance framework, operating in tandem with functional units
such as condition monitoring, decision optimization, and maintenance execution. In a
typical architecture, this can be divided into perception, modeling, and decision layers:
At the perception layer, ML is used for extracting condition features from multi-source
data; at the modeling layer, ML enables fault diagnosis and remaining life prediction; At
the decision layer, predictive outputs serve as input variables for maintenance scheduling
and resource allocation models. In certain scenarios, methods like RL may also directly
participate in strategy optimization. Through this layered structure, ML functions across
different stages, collectively supporting the closed-loop maintenance process of prediction-
decision-execution-feedback.
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Current research frontiers further focus on the limitations of purely data-driven meth-
ods in terms of interpretability, generalization capability, and security and trustworthi-
ness [128]. To enhance engineering applicability, researchers have progressively integrated
physical mechanism models, domain knowledge, or expert rules into ML processes through
constraints, regularization, or hybrid model structures. This approach establishes a relia-
bility modeling framework that fuses physical mechanisms with data-driven insights. By
introducing physical consistency and knowledge traceability into the modeling process,
this fusion pathway enhances the accuracy and decision reliability of predictive models in
safety-critical scenarios.

Within the framework of these two paradigms, the research positioning of RL in
reliability and maintenance is fundamentally different from that of supervised and un-
supervised learning [129]. Unlike predictive modeling approaches focused on learning
health status or degenerative characteristics from data, RL centers on sequential decision
optimization. Its fundamental goal is to learn adaptive strategies that achieve long-term
performance optimization through continuous interaction with the environment. This
problem is typically modeled as a Markov Decision Process: the agent selects actions based
on the current state, receives rewards from the environment, and transitions to a new
state. Through trial and error, it continuously adjusts its strategy to maximize long-term
cumulative rewards or minimize lifetime costs [130].

RL methods (such as Q-learning and Deep Q-networks (DQNs)) are primarily
employed in dynamic decision-making and scheduling optimization modules. They
automatically generate maintenance strategies based on multi-source inputs like sys-
tem states, enabling dynamic trade-offs between maintenance costs, risks, and system
availability [131-135]. These methods form closed-loop, adaptive maintenance decision
mechanisms through continuous interaction, addressing sequential decision problems in
complex environments while supporting long-term performance optimization [136]. They
have demonstrated optimization potential in simulation environments or offline plan-
ning; However, their training typically relies on extensive interaction data or simulation
experience, making strategy safety and interpretability verification challenging. Online
exploration carries high risks. In real production lines or safety-critical systems, direct
deployment often fails due to unpredictable risks from exploration and lack of decision
process interpretability. Engineering applications usually require safety training in high-
fidelity digital twin environments [137], supplemented by human—machine collaboration
mechanisms to control risks.

In summary, RL in reliability and maintenance primarily assumes system-level mainte-
nance decision and optimization functions. Its research focus and methodological character-
istics determine that it mainly serves the second paradigm, rather than the PHM modeling
paradigm centered on health state inference. This division of labor further indicates that
RL holds a complementary relationship with supervised and unsupervised learning in reli-
ability engineering. Together, they support the complete intelligent maintenance workflow
from state perception to the execution of maintenance actions.

4.2. DL in Complex System Maintenance

In complex industrial systems and intelligent maintenance scenarios, operational data
exhibit characteristics such as high dimensionality, multimodality, strong nonlinearity, and
tight coupling. Traditional ML methods show growing limitations in feature extraction
and modeling capabilities when handling such complex, high-dimensional, and highly
coupled data. DL, by virtue of its multi-layer nonlinear architecture and end-to-end feature
learning capability, provides a crucial technical means for state perception, degradation
modeling, and maintenance decision-making in complex systems [138,139]. Consequently,
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DL methods have developed rapidly in recent years and have progressively become one
of the important and widely adopted technologies in this field for addressing medium- to
high-dimensional and nonlinear problems.

Within the domain of reliability and maintenance, the core advantage of DL lies in its
ability to automatically learn deep-level features from complex perceptual information and
to construct state models for high-dimensional, nonlinear systems [140]. Its applications
are mainly concentrated in the following directions: vision-based detection and classifi-
cation, degradation modeling and prediction of temporal signals, system-level reliability
association modeling using GNNs, and data expansion techniques (e.g., data augmentation
and generative modeling) for limited data scenarios [141,142].

The following sections will review the typical applications and engineering limitations
of these methods in complex system maintenance, structured around representative mod-
els that address the core challenges of spatial feature representation, temporal dynamic
modeling, system relationship modeling, and data generation—namely, CNNs, Recurrent
Neural Networks (RNNs), GNNSs, and GANSs. Table 3 summarizes the main application
scenarios and related research for each method category.

Table 3. Applications of DL models in reliability and maintenance.

Method Category Main Application Scenarios Related Research
Tang [143]; Kim et al. [144];
CNN Visual inspection, spectral fault diagnosis Hiitten et al. [145]; Verstraete et al. [146];
Wen et al. [147]
_ . Zheng et al. [148]; Elsheikh et al. [149];
RNN/LSTM RUL prediction, temporal anomaly detection Peng et al. [150]; Lachekhab et al. [151]
GNN System-level fault diagnosis, risk propagation analysis Chen etal. [152]; Liu etal. [153];

Khorasgani et al. [154]; Zhang et al. [155]

GAN

Bui et al. [156]; Luo et al. [157];

Data augmentation, fault simulation Fan et al. [158]; Shang et al. [159]

It is worth noting that in reliability and maintenance scenarios, industrial vision
inspection typically serves as a critical function for early defect detection in key equipment
and safety risk warning. Its accuracy directly impacts system operational safety and the
control of downtime losses. However, the limitations of such methods are also pronounced:
Acquiring high-quality labeled data itself represents a core bottleneck in industrial vision
inspection. Industrial defect samples exhibit a long-tail distribution, with rare failure
modes often having only a small number of instances. Precise annotation heavily relies on
domain experts’ prior knowledge, resulting in high costs and lengthy cycles during the
data preparation phase. This data-hungry characteristic makes CNNs difficult to converge
on production lines with limited data or harsh environments. Even when deployed, they
often suffer from drastically reduced generalization capabilities due to out-of-distribution
data, ultimately failing in practical operation. Furthermore, CNNs are sensitive to imaging
quality, lighting, and noisy observed data, making robustness under complex conditions a
critical challenge in practice [160].

The successful application of DL in reliability and maintenance heavily depends on
the alignment between task types and data modalities. Specifically: CNNs have found
widespread use in visual inspection tasks because industrial vision data is readily avail-
able and their spatial representation capabilities are highly suited to the task [161]; how-
ever, their stringent requirements for labeled data and imaging quality make deployment
challenging in production lines with limited data or harsh environments [162]. LSTM
networks excel in remaining life prediction due to their effective modeling of temporal

https://doi.org/10.3390 /math14050899


https://doi.org/10.3390/math14050899

Mathematics 2026, 14, 899

19 of 49

dependencies [163,164]; yet their high computational overhead and low interpretability
pose challenges in resource-constrained or safety-critical scenarios [165]. GNNs excel at
capturing topological relationships between system components, demonstrating outstand-
ing performance in system-level fault diagnosis [166]; however, their performance heavily
relies on prior knowledge of the graph structure, limiting their generalization ability when
lacking a system topology model [167]. GANs can generate synthetic data to alleviate the
limited data, offering unique value in limited data scenarios [168]; yet, the issue of physical
consistency in extended data makes them difficult to trust in diagnostic tasks requiring high
credibility [169]. These phenomena indicate that DL’s “data hunger” and “black-box nature”
are primary causes of failure in scenarios with small samples, high safety requirements, and
stringent real-time constraints. This explains why, in safety-critical domains like aerospace,
purely data-driven DL models often require integration with physical mechanisms or KGs
to gain engineering acceptance.

4.3. Transfer Learning and Federated Learning

To address the ubiquitous constraints in industrial scenarios, such as data scarcity,
privacy concerns, and domain discrepancies, transfer learning and federated learning serve
as critical advanced learning paradigms, providing key technical pathways for building
generalizable and collaborative intelligent maintenance models [170].

The three technical paradigms discussed in this section and subsequent Section 4.4—
transfer learning, federated learning, and physical information neural networks (PINNs)—
collectively form the lineage of “hybrid intelligence” approaches for industrial intelligent
maintenance. Figure 2 provides a visual overview that systematically integrates the core
mathematical formulas of these three paradigms and the semantic meanings of their key
symbols. By labeling the core industrial challenges each formula addresses and reveal-
ing the intrinsic connections between paradigms, the figure links discrete formulas and
symbols into a coherent knowledge system. It intuitively demonstrates how hybrid in-
telligence methods collaboratively solve critical issues in industrial deployment across
multiple dimensions.

Key Mathematical Formulations in Al-Driven Reliability and Maintenance

Transfer Learning Federated Learning  Physical Information
Domain Shift Data Silos & Privacy SSRGS
Lack of Physical Con
sistency
G can provide The global model
parameter O can serve as the

AT - Domain Alignment
initialization for basis for Wil o s e

the local models dicti in th
predictions in the :
0 of each client in | = target domain of Corrn: Lo

e . Embedding Transfer
EelErE transfer learning Learning
learning
Mitigates distributio Privacy-preserving c Ensures physical con
n shift ollaboration sistency
(14) (15-16) (17)

Hybrid Intelligent Maintenance Framework

Figure 2. Hybrid intelligence method spectrum: core equations, symbol interpretations, and
paradigm interconnections.
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4.3.1. Transfer Learning

In the field of reliability and maintenance, transfer learning/domain adaptation aims
to mitigate the performance degradation of models caused by the inconsistency in data
distribution between the source domain (e.g., old equipment, laboratory environments) and
the target domain (e.g., new equipment, actual operating conditions) [171]. The core idea is
not to train a model from scratch, but to transfer knowledge based on the representations
and parameters already learned from the source domain, thereby enhancing the model’s
generalization capability in the target domain [172]. In this context, the “source domain”
typically refers to equipment, production lines, or simulation environments that possess
relatively abundant historical data (often including labeled data); the “target domain” may
consist of newly commissioned equipment, equipment of the same type but with changed
operating conditions, or similar equipment with related tasks but different operational
conditions or fault modes [173]. For transfer learning paradigms represented by domain
adaptation, the key to improving transfer effectiveness lies in explicitly measuring and
reducing the distribution discrepancy between the source and target domains, thereby
learning feature representations that are more robust to domain shifts [174].

Taking domain adaptation as an example, its minimal global loss function can be
formulated as [175]:

migﬁ = Etask(C(G(xS))ryS) + )‘Eda(G(xS)rG(xt))/ (14)

’

Among them,

xs and ys represent the data and corresponding labels.

x; (target domain data) predominantly exists in a non-annotated state.

G(+) denotes a feature extractor mapping input data to a shared feature space.
C(-) represents a classifier that predicts labels based on feature G(x;).

Liask is the task loss function.

L4, denotes the domain alignment loss, which measures and reduces the distribution
discrepancy between the source and target domains in the feature space.

e  Aisatrade-off coefficient that balances the relative importance between task learning
and domain alignment.

This optimization process can be interpreted as training a feature extraction network
G(+) to extract discriminative features related to equipment health status/fault patterns
from multi-source sensory data (e.g., vibration, temperature) collected under different
devices or operating conditions, constrained by L5k Simultaneously, by minimizing L4,,
the feature distributions of the source and target domains are encouraged to become
more consistent, thereby reducing the impact of domain shift on model performance
and enhancing robustness and transferability across devices and operating conditions.
Common forms of L4, include alignment losses based on statistical distances such as
maximum mean discrepancy. In adversarial domain adaptation methods, £4, can also be
defined by a domain discriminator to encourage features to be less sensitive to domain
information (such methods typically involve adversarial training mechanisms related to
the discriminator). Through these mechanisms, the model can more effectively leverage
historical knowledge from old equipment or simulation environments, improving the
practicality and deployability of diagnostic/predictive models under conditions such as
scarce labeling and varying operational scenarios in the target domain.

Transfer learning not only serves as an effective means to alleviate limited data but also
provides a key technical pathway for the rapid adaptation and engineering deployment of
PdM models on new equipment or under new operating conditions. Furthermore, it can
be integrated with mechanisms such as continual learning or online updating to support
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the continuous evolution of models during long-term operation [176]. To enhance the
interpretability and decision reliability of the transfer process, current research is gradually
shifting from merely pursuing cross-domain performance improvement toward “assessable
and explainable transfer decisions.” This shift primarily encompasses two directions: first,
quantifying the transferability between source and target domains, for instance, by comput-
ing distribution discrepancy measures such as Maximum Mean Discrepancy to characterize
inter-domain shifts, and conducting cross-validation and model selection in combination
with task performance when limited annotations or validation sets are available in the target
domain, thereby enabling more informed estimation of transfer potential and risks; second,
adopting selective transfer strategies, such as adjusting sample/task weights, performing
feature selection, or applying subspace alignment, to identify and prioritize subsets of
source domain knowledge that are more beneficial for fault diagnosis in the target equip-
ment, thereby mitigating the risk of performance degradation (negative transfer) caused by
knowledge mismatch and, to some extent, clarifying “what is transferred and why” [177].
These advancements are transforming transfer learning from a technique primarily used
to compensate for data insufficiency into a systematic knowledge reuse framework for
engineering applications. This framework provides a more grounded basis for evaluating
the benefits and risks of transfer, thereby supporting engineers in making more reliable
and trustworthy transfer decisions in the maintenance of complex systems.

4.3.2. Federated Learning

Federated learning addresses the issues of data silos and privacy sensitivity in in-
dustrial settings, enabling multiple data holders (clients, such as different factories or
production lines) to collaboratively train a global model without sharing their raw data.
The foundational framework of federated learning operates through the Federated Averag-
ing protocol, mathematically formalized as [178]:

K

; oy
minL(6) = k:Zl ~ L), (15)

Among them,

e O represents the collective model weights.

e  L(0) denotes the cross-client optimization objective.

e  Kdenotes the overall client quantity.

e 1y represents the data volume of the k-th client.

e Nisthe aggregated data quantity throughout all participating clients.

o L4(0) denotes the client-specific loss metric for the k-th distributed node.

The aforementioned objective is achieved through an iterative cycle of “local
computation—central aggregation,” with the typical workflow outlined as follows [179]:

(1) Server Initialization and Distribution: The central server initializes the global model
parameters 6(?), In each communication round ¢, the server randomly selects a subset
of clients S; and distributes the current global model 6(*) to these clients.

(2) Client-Side Local Training: Each selected client k € S; performs multiple rounds (e.g.,
E epochs) of stochastic gradient descent updates on the received global model using
its local private dataset Dy, aiming to minimize its local loss L (). This process yields
an updated local model parameter 9£t+1).

(3) Model Uploading and Secure Aggregation: Each client encrypts and uploads the

updated model parameters (or the model update AQ,@ = 9£t+1) — 6(1)) to the server.
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(4) Server-Side Weighted Averaging Aggregation: After collecting updates from the
clients, the server performs a weighted average based on their respective data volumes
to generate the next-generation global model:

(t+1) Mk p(t+1)
0 — kg T P (16)
ties,

This cycle repeats until the model converges. The core advantage of this protocol lies
in the fact that the raw data always remain locally stored, with only model parameters
being exchanged, thereby ensuring data privacy protection.

In practical industrial PAM deployments, federated learning protocols must consider
extended mechanisms for communication overhead and privacy security [180]. Partial
client participation is a common strategy for improving communication efficiency, where
only a randomly selected subset of available clients is involved in training and aggregation
during each communication round. This has been shown to significantly reduce system
load while maintaining model performance [179]. Given the stringent privacy requirements
of industrial data, secure aggregation techniques are crucial. For example, protocols based
on homomorphic encryption or secure multi-party computation enable model aggregation
without allowing the server to decrypt individual client updates, thereby providing stronger
privacy guarantees [181]. Beyond personalized regularization methods, meta-learning-
based personalized federated learning offers an alternative approach. This method aims to
train a meta-model that can quickly adapt to new clients, allowing each client to fine-tune
a high-performance personalized model with only a small amount of local data. This is
particularly suitable for scenarios where device operating conditions vary significantly and
local data are extremely scarce [182].

Federated learning makes cross-enterprise and cross-regional collaborative PdM feasi-
ble, enabling the aggregation of decentralized operational experience to train more robust
and generalizable intelligent maintenance models. Future challenges lie in efficiently han-
dling highly heterogeneous data streams, defending against malicious client attacks, and
providing fair contribution assessment and incentives for participants [183-185].

4.4. Hybrid Intelligent Model

Following the discussion of advanced learning paradigms such as transfer learning
and federated learning, which focus on data utilization and privacy protection, it is evident
that these approaches primarily address generalization challenges arising from data scarcity,
distribution shifts, and collaborative training [186,187]. However, whether through domain
adaptation or federated collaboration, their core remains the optimization of the learning
process at the data level [188].

Although these methods significantly enhance the efficiency of data utilization, their
ability to integrate prior knowledge—such as the inherent physical mechanisms of systems
or expert experience—remains limited [189]. To develop a new generation of IMS with
greater interpretability, physical consistency, and cognitive depth, research trends are
evolving toward hybrid intelligent models. This involves the deep integration of data-
driven learning with symbolic knowledge, such as physical models and KGs [190]. The
following sections introduce key representative methods within this direction.

4.4.1. PINN

PINNSs represent an emerging framework that directly embeds physical laws into ML
models [191]. Their core idea lies in using neural networks to approximate the solutions of
physical systems while incorporating residual constraints of the governing equations into
the loss function. This ensures that the model’s predictions not only fit the observed data
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but also strictly adhere to known physical principles [192]. For challenges involving spatial
or spatiotemporal dependencies, the aggregate loss function is constructed as follows [193]:

Liotal = &Ldata + P Lphysics + 7Lboundary/ 17)

Among them, L4,t, measures the deviation between the neural network output and sensor-
measured data; Lppysics computes the residual of the physical equations over a large number
of randomly sampled configuration points, enforcing the network predictions to comply
with physical laws; and Lpoundary imposes boundary or initial conditions in a similar
manner. The terms «,  and < are hyperparameters that balance the contributions of the
respective loss components.

In PdM, PINNS offer a practical pathway for fusing mechanistic knowledge with
data [194]. For example, in predicting the fatigue life of wind turbine main bearings, a
physics-informed layer can be constructed by integrating the ISO standard life formula
with SCADA data. The network can then be trained using limited visual grease inspection
records, enabling predictions that align with both the physical degradation trend and
on-site observation grades [195]. Compared to purely data-driven models, PINNs intro-
duce physical constraints that, when the embedded physical mechanisms are sufficiently
accurate, demonstrate stronger mechanistic consistency under conditions of limited or
noisy observed data. Furthermore, they possess more credible extrapolation capabilities
within the bounds defined by physical laws [196].

Current challenges primarily lie in the efficient embedding of complex physical equa-
tions, the balanced optimization of multi-objective losses, and the computational efficiency
of real-time deployment. Future research is trending toward the development of adap-
tive weight adjustment algorithms, lightweight network architectures, and the integration
with paradigms such as transfer learning and federated learning. These directions aim
to construct industrial intelligent maintenance models that are transferable across similar
equipment or operating conditions and possess greater adaptability [197-200].

4.4.2. Integration of KG and Al

A KG constitutes a human-interpretable and computationally processable framework
that encodes semantic associations between entities, functioning as a structured knowledge
repository for specialized domains. The deep integration of KGs with Al algorithms in
the field of reliability and maintenance of complex systems aims to address core chal-
lenges faced by traditional data-driven models, such as poor interpretability, lack of causal
reasoning capability, and difficulty in incorporating domain knowledge. This integration fa-
cilitates the construction of more trustworthy and robust intelligent maintenance cognitive
systems [201]. KGs are often explored in conjunction with explainable artificial intelligence
(XAI) [202,203]. Tiddi et al. [204] provided a detailed elaboration on integrating XAI with
KGs, while Rajabi et al. [205] emphasized the role of KGs in healthcare within XAI models.

The synergy between KGs and Al is primarily realized through three mechanisms [206].
Firstly, KGs can serve as prior knowledge to guide model training. For example, hierarchical
KGs of fault categories can be used as structured constraints in contrastive learning, guiding
the model to learn representations that are more semantically consistent and domain-robust
in the feature space. Secondly, KGs enhance the interpretability of model reasoning. When a
DL model diagnoses a fault, the system can traverse causal paths within the KG to generate
human-understandable diagnostic evidence. Finally, KGs support few-shot learning by
leveraging knowledge-level similarity associations to assist the model in recognizing novel
fault patterns that have not appeared in the training data.

The emerging paradigm of neuro-symbolic computation offers a systematic framework
for achieving deep integration between KGs and Al models [207]. Rather than merely
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guiding training with prior knowledge or providing post hoc explanations, this approach
pursues the tight coupling of symbolic knowledge reasoning and sub-symbolic neural
learning at the architectural level [208]. For instance, logical rules embedded within KGs
can be formalized into differentiable constraints or regularization terms, which are then
incorporated directly into the loss function of neural networks to steer the learning process.
This ensures that model outputs align not only with statistical patterns in data but also
strictly adhere to domain knowledge [209]. In fault diagnosis, such integration enables
more trustworthy causal discovery and reasoning [210]. By leveraging entity-relationship
networks in KGs along with time-series sensor data, the system can infer fault propagation
sequences—for example, a typical degradation process in rotating machinery may initiate
with seal failure, leading to lubrication contamination, and ultimately resulting in bearing
wear. Future challenges lie in developing efficient joint learning algorithms and establishing
low-cost pipelines capable of automatically extracting and updating knowledge from
maintenance reports, technical manuals, and similar sources [211-213].

The application of this integrated technology significantly enhances the decision-
making quality and trustworthiness of IMS. In root cause analysis, the system can combine
real-time data with fault propagation graphs in KGs to precisely locate the initial failure
point [214]. When formulating maintenance strategies, KGs can incorporate multiple
constraints—such as reliability models, spare parts inventory, and production schedules—
to generate optimized plans consistent with business logic.

Despite its potential, implementing this technology faces several challenges: con-
structing and maintaining high-quality domain-specific KGs is costly [215]; addition-
ally, achieving efficient, deep, and bidirectional interaction between KGs and com-
plex AI models—such as dynamic knowledge injection and feedback-based knowledge
updating—requires further breakthroughs [216]. Future directions involve advancing au-
tomated knowledge extraction and update technologies, and exploring new paradigms
like neuro-symbolic computation, with the ultimate goal of realizing next-generation
maintenance systems endowed with deep cognitive and autonomous decision-making
capabilities [217-220].

5. Summary of Core Methods and Comparative Analysis of Applicability

Based on a systematic review of data-driven reliability analysis methods, reliability-
oriented maintenance optimization frameworks, and cutting-edge applications of Al algo-
rithms in maintenance, this section aims to distill and conduct a cross-cutting comparison of
the core technical approaches discussed in this paper from a practical perspective of indus-
trial maintenance tasks. This is intended to clarify their respective applicability boundaries
and functional positioning. Overall, in condition assessment tasks, supervised learning and
DL methods demonstrate high recognition accuracy in fault diagnosis, while unsupervised
methods are more suitable for anomaly detection under conditions lacking fault labels. For
life prediction tasks, RNNs effectively capture degradation dynamics, while hybrid models
like physics-informed neural networks enhance the physical consistency of predictions.
Regarding maintenance decision optimization, RL suits dynamic online scenarios, whereas
meta-heuristic algorithms are commonly employed for offline parameter optimization.
Transfer learning, federated learning, and hybrid intelligence models primarily address
common challenges such as data scarcity, privacy protection, and interpretability.

To present the above relationships more intuitively, Table 4 provides a systematic
comparison of the main methods reviewed in this paper from the perspective of mainte-
nance task hierarchy. It summarizes their typical application scenarios and functional roles,
aiming to serve as a reference for method selection and system design in industrial practice.
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Table 4. Comparative applicability of main methods across different maintenance task scenarios.

Maintenance Task/Objective

Representative Methods Typical Application Scenarios

Condition Assessment (Fault

Diagnosis)

Visual defect detection, vibration
CNN, GNN, SVM spectrum diagnosis, system-level
fault localization

Condition Assessment (Anomaly

Anomaly detection under unlabeled

. Autoencoder, PCA conditions and health indicator
Detection) .
construction
RUL Prediction LSTM, RNN, PINN RUL prediction for rotating

machinery, batteries, engines, etc.

Maintenance Decision Optimization

(Dynamic/Online)

Dynamic maintenance scheduling,

RL (e.g., Q-learning, DQN) adaptive repair strategies

Maintenance Decision Optimization

(Static/Offline)

Offline optimization of maintenance

PSO, GA parameters and strategies

Cross-Task/General Capability

Enhancement

Few-shot fault diagnosis,
cross-device/ cross-region
collaboration, root cause analysis and
decision interpretation

Transfer Learning, Federated
Learning, Hybrid Intelligent Models
(e.g., KG-integrated)

To address the shortcomings of existing reviews in method introductions and engineer-

ing comparisons, this section further conducts a multidimensional comparative analysis

of the aforementioned methods from an engineering application perspective. The com-

parison focuses on six key dimensions: core assumptions, data requirements, scalability,

interpretability, robustness, and industrial feasibility. This aims to reveal the applicability

boundaries and potential bottlenecks of different methods in real-world scenarios.

)

@)

®G)

Condition Assessment (Fault Diagnosis): CNN, GNN, and SVM all assume training
data covers typical fault patterns. Regarding data requirements, CNN and SVM
demand large labeled data while GNN additionally requires prior knowledge of
graph structures. For scalability, CNN requires retraining for new scenarios, whereas
GNN can scale with evolving graph structures. Interpretability is generally low: CNN
and GNN are black boxes, while SVM provides limited explanations through support
vectors. Regarding robustness, all three are sensitive to noise, with GNNs being
particularly vulnerable to graph structure perturbations. For industrial feasibility,
CNN deployment tools are mature but require compression for edge devices; SVMs
are computationally lightweight and suitable for embedded systems; GNNSs, being
computationally intensive, are primarily used for offline analysis.

State Assessment (Anomaly Detection): Autoencoders and PCA assume normal data
dominates, with anomalies manifesting as high reconstruction errors. Low data
requirements—only normal samples needed. High scalability with support for online
updates. Moderate interpretability: reconstruction errors are understandable but
thresholding relies on empirical experience. Weak robustness—sensitive to out-of-
distribution data and prone to false positives. High industrial feasibility with low
computational overhead, widely used in real-time monitoring.

RUL Prediction: LSTM/RNN assumes time-dependent degradation, while PINN
additionally assumes known physical laws. Regarding data requirements, LSTM
necessitates extensive historical data, whereas PINN can operate with small samples.
For scalability, LSTM requires retraining for new operating conditions, while PINN
demonstrates stronger extrapolation capabilities. Interpretability is low for LSTM
and moderate for PINN (physical constraints are traceable). Robustness: LSTMs
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exhibit weak generalization, while PINNs demonstrate greater robustness. Industrial
Feasibility: LSTMs require consideration of latency, whereas PINNs’ computational
complexity suits offline and safety-critical scenarios.

(4) Maintenance Decision Optimization (Dynamic/Online): RL assumes environments
can be modeled as Markov decision processes, requiring extensive interaction data.
It offers high scalability and adapts to state changes but has extremely low inter-
pretability. Robustness is sensitive to reward functions and prone to overfitting.
Industrial feasibility is low, with high risks for online exploration necessitating digital
twin-assisted training.

(5) Maintenance Decision Optimization (Static/Offline): PSO and GA assume continuous
or discrete solution spaces with computable fitness, requiring no training data. They
offer high scalability, ease of parallelization, and strong interpretability (with traceable
processes). Robustness is parameter-sensitive, prone to premature convergence. High
industrial feasibility, widely used in periodic planning.

(6) Cross-Task/Common Capability Enhancement: Transfer learning assumes similar
distributions between source and target domains, requires minimal target domain
annotations, offers high scalability, moderate interpretability, sensitivity to domain
shifts, and high industrial feasibility. Federated learning assumes client data is inde-
pendently and identically distributed, requiring local data from multiple parties. It
offers high scalability but low interpretability, is sensitive to malicious attacks, and
has moderate industrial feasibility (requiring privacy protocols). Hybrid intelligent
models enhance interpretability and robustness by embedding domain knowledge,
but involve high construction complexity.

Comparative Insights: The above comparison reveals several key patterns. First, there
exists a significant trade-off between accuracy and interpretability: highly accurate DL
models often sacrifice explainability, while traditional statistical models, though easy to un-
derstand, struggle with complex dynamic operating conditions. Second, data requirements
dictate applicability: supervised learning methods depend on large amounts of labeled
data, whereas unsupervised methods or hybrid models hold advantages in scenarios with
limited data. Third, robustness and industrial feasibility often exhibit a negative correlation:
robust models are computationally complex, while lightweight models are deployable but
sensitive to out-of-distribution data. Finally, hybrid intelligent models demonstrate better
balance across multiple dimensions, though their development costs are higher. These
findings suggest that future research should not solely pursue improvements in single
metrics but instead seek synergistic optimization across multiple dimensions within the
constraints of specific application scenarios.

6. Real-World Industrial Applications

Building upon the systematic review of various methodologies in preceding sections,
this section focuses on the practical implementation of these technologies across diverse
industrial sectors. Unlike controlled laboratory environments or standard datasets, real-
world industrial settings are typically characterized by heterogeneous data streams, label
scarcity, time-varying operating conditions, constrained deployment resources, and strin-
gent demands for safety and interpretability. Consequently, the successful application
of technology depends not only on the intrinsic performance of the models but, more
critically, on their effective integration with physical systems, business processes, and engi-
neering constraints. This section will systematically elaborate on the current application
landscape, representative case studies, core challenges encountered, and corresponding
solution strategies, organized around key industrial domains.
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6.1. Power and Energy Systems

Power and energy systems, as critical infrastructure of the national economy, feature
high-value, continuously operating equipment (e.g., transformers, wind turbines, photo-
voltaic arrays) where failures can lead to severe consequences. Consequently, this sector
has long been a vital application domain for PdAM and reliability assessment methodolo-
gies. The evolution of methods in this field exhibits a trend from statistical modeling and
traditional ML, gradually expanding into DL and collaborative learning paradigms.

(1) Application Landscape and Case Studies:

For the condition assessment of electrical equipment, statistical models with strong
interpretability continue to play a fundamental role. For instance, lifetime modeling based
on the Weibull distribution and regression-based insulation aging assessment (e.g., empiri-
cal relationships between indicators like the degree of polymerization of insulation paper
and furfural concentration) remain widely adopted in transformer reliability assessment
and maintenance decision-making due to their clear physical interpretation and ease of
engineering review [36,37]. To address challenges of limited data and uncertainty, Bayesian
methods have been introduced into the reliability assessment and RUL prediction processes,
enabling the incorporation of prior knowledge and quantification of prediction uncertainty,
thereby enhancing the robustness of conclusions [41].

With the advancement of online monitoring and sensor technologies, data-driven
methods have been more intensively researched in scenarios such as wind power and
transmission/distribution networks. For example, RNNs (e.g., LSTMs), processing time-
series vibration/operational data, have been employed for RUL prediction of critical wind
turbine components, improving the characterization of degradation trends by modeling
long-term dependencies [151]. Furthermore, GNNs have recently been explored to capture
grid topological structures and fault propagation relationships, supporting tasks such as
fault location in distribution networks and system-level risk assessment [161].

(2) Key Challenges and Solution Directions:

Major challenges in applying these technologies to power and energy systems in-
clude: limited data and class imbalance, noisy observed data and sensor drift, difficulties
in generalization to out-of-distribution data due to non-stationary operating conditions,
and the industry’s stringent requirements for model interpretability and safety. These
factors pose obstacles for purely black-box model solutions in engineering certification and
operational procedure reviews. Consequently, the research frontier is gradually shifting
toward hybrid intelligence and trustworthy learning. On one hand, PINNSs are being used
to integrate mechanistic models with monitoring data, enhancing the physical consistency
and extrapolation capability of predictions [192]. On the other hand, explicit knowledge
structures, such as KGs, are employed to organize knowledge about equipment, failure
modes, and maintenance procedures, thereby improving the traceability and interpretabil-
ity of diagnostic evidence [216]. Simultaneously, to break down cross-regional data silos
and meet privacy compliance requirements, federated learning shows research and pilot
potential for collaborative condition assessment and fault diagnosis across wind farms
or grid companies. It can aggregate collective experience from multiple parties without
sharing raw data, thereby enhancing model generalization performance [221]. In summary,
to address the high safety demands of the power industry, trustworthy PHM methods
that integrate mechanistic models, real-time data, and domain knowledge represent a key
future development direction.
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6.2. Manufacturing Equipment and Rotating Machinery

Manufacturing production lines, computer numerical control machine tools, and
various types of rotating machinery (e.g., bearings, gearboxes) are among the most typ-
ical and data-rich subjects in PAM research. Their monitoring data often exhibit multi-
modal characteristics, providing direct application scenarios for a wide range of ML and
DL methods.

(1) Application Landscape and Case Studies:

Traditional ML methods (e.g., Support Vector Machines, Random Forests) remain a
reliable choice in scenarios with limited data and relatively stable operating conditions due
to their relative simplicity and stronger interpretability. They are commonly used for fault
classification and health state recognition based on feature engineering [222]. In recent
years, DL has gradually become the mainstream approach for handling high-dimensional,
nonlinear, and heterogeneous data streams. CNNs are widely applied for fault diagnosis
using time-frequency representations (e.g., spectrograms) of vibration signals, as well
as for surface defect detection and classification based on industrial cameras [144-146].
For time-series degradation prediction, LSTM networks and their variants are common
models for tasks such as tool wear prediction and bearing RUL estimation, enhancing
the fitting and prediction capability for degradation trajectories by modeling long-term
dependencies [223].

(2) Key Challenges and Solution Directions:

The key bottlenecks in manufacturing scenarios stem from frequent variations in oper-
ating conditions (load, speed, material, and process changes), non-stationary degradation
trajectories due to maintenance interventions, noisy observed data accumulation, and the
requirements for real-time performance and resource constraints in field deployment. This
drives research to shift from “pursuing accuracy on a single dataset” towards a greater
emphasis on robustness and deployability. Transfer learning and domain adaptation are em-
ployed to mitigate the cold-start problem for new production lines or products, achieving
cross-condition generalization by aligning distribution discrepancies [175]. Model compres-
sion and edge computing are utilized to reduce inference latency and resource consumption,
meeting the deployment needs of on-site industrial computers or embedded devices [224].
Furthermore, digital twin technology is used to construct high-fidelity simulation envi-
ronments for generating or supplementing fault data and supporting method validation,
thereby partially alleviating the issues of limited data and high trial-and-error costs [225].
In summary, the field is evolving towards cross-condition robust modeling, lightweight
deployment, online adaptation, and continual learning, with increasing emphasis on inte-
gration with physical mechanisms and domain knowledge to enhance trustworthiness and
stability during long-term operation.

6.3. Aerospace and Safety-Critical Systems

Safety-critical domains such as aerospace and rail transportation impose exceptionally
stringent demands on reliability and maintenance decision-making. Any model output
must possess rigorous traceability and verifiability, setting a higher threshold for the
trustworthiness of data-driven approaches. This requirement aligns with the recent devel-
opmental trend of hybrid intelligent models, which aim to enhance interpretability, causal
consistency, and engineering applicability by integrating physical mechanisms, domain
knowledge, and data-driven models.

(1) Application Landscape and Case Studies:
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Methods that utilize data acquired from high-frequency sensors have been extensively
researched and undergone phased validation for health monitoring, anomaly detection,
and RUL prediction of complex systems such as aircraft engines [226,227]. However,
due to strict airworthiness certification and safety review requirements, purely black-box
models often struggle to directly meet engineering application standards. Consequently,
hybrid modeling approaches that fuse physical mechanisms and domain knowledge have
emerged as a crucial direction [228,229]. For instance, PINNs can improve the physical
consistency and extrapolation reliability of predictions by incorporating physical equation
residuals or mechanistic constraints into the training objective, thereby better satisfying the
“interpretable and verifiable” demands of safety-critical scenarios [193].

(2) Key Challenges and Solution Directions:

Beyond extreme reliability requirements, major obstacles to the large-scale deploy-
ment of advanced Al methods include onboard/vehicle computational power and energy
consumption limitations, the high costs associated with model verification and validation,
and the need for continued compliance and recertification throughout the system lifecy-
cle. Engineering practice typically adopts a phased introduction strategy, prioritizing the
deployment of intelligent algorithms in non-direct control functions such as condition
monitoring and auxiliary diagnosis, while mitigating risks through redundant design and
human-in-the-loop mechanisms [230]. Future research directions include: trustworthy
learning and formal verification methods oriented toward safety certification; online adap-
tive mechanisms with provable performance bounds; and data-mechanism-knowledge
fusion modeling frameworks that are compatible with engineering review processes [231].

6.4. Cross-System Collaboration and Industrial-Scale Deployment Practices

The intelligentization of individual equipment is merely a starting point. Modern
industrial enterprises typically operate extensive clusters of geographically distributed and
heterogeneous equipment. Achieving collaborative maintenance across devices, factories,
and even enterprises is a crucial path to unlocking the value of industrial data. This
endeavor, however, faces complex challenges related to data privacy, system heterogeneity,
and distributional discrepancies.

(1) Application Landscape and Case Studies:

To address data silos and privacy compliance issues, federated learning has emerged
as a key architectural paradigm for collaborative modeling. Mechanisms such as Fed-
erated Averaging enable multiple parties to train models locally and share only model
parameters or gradients for aggregation, thereby facilitating collaborative learning with-
out exchanging raw data [178]. To tackle the prevalent non-independent and identically
distributed data challenges in industrial settings, personalized federated learning incor-
porates regularization or meta-learning mechanisms into local objective functions. This
allows models to better adapt to the specific operating conditions and equipment variations
in each participant while sharing common knowledge [182]. On another front, transfer
learning provides a pathway for rapid modeling of new equipment or operating conditions.
By minimizing distributional discrepancies (e.g., through domain alignment), it enables
knowledge transfer, thereby alleviating the cold-start problem caused by limited target
domain data [136].

(2) Key Challenges and Solution Directions:

Large-scale industrial deployment extends beyond algorithmic considerations, in-
volving multi-faceted constraints in communication, systems engineering, and business
processes. Key challenges include: efficient communication and asynchronous aggrega-
tion under bandwidth limitations and unstable network conditions; robust aggregation
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and security mechanisms against malicious clients; integration complexity with existing
systems such as MES/ERP; and engineering governance issues like continuous model
monitoring, performance degradation detection, and rollback mechanisms after deploy-
ment [232,233]. Therefore, successful industrial-scale collaborative maintenance requires
systematic coordination across algorithms, software engineering, network communica-
tion, and organizational processes. Future trends may encompass elastic cloud-edge-end
collaborative architectures, governance systems covering the entire model lifecycle, and
explainable interaction mechanisms designed for human-AlI collaboration, aimed at en-
hancing the acceptability and executability of model recommendations by maintenance
personnel [234,235].

6.5. Key Obstacles in Real Industrial Deployment: Causes, Manifestations, and Countermeasures

Sections 6.1-6.4 above reviewed data-driven and Al application cases across various
industrial sectors. Synthesizing these practical experiences reveals that despite differences
in equipment types and technical approaches across industries, several common chal-
lenges are universally encountered during actual deployment. These issues often do not
directly manifest in algorithmic accuracy metrics, yet they significantly determine whether
a technology can transition from experimental validation to large-scale application. This
section identifies key systemic barriers and analyzes their underlying mechanisms and
practical constraints.

(1) Data Quality and Non-Stationarity Issues

As discussed in Section 6.1, power and energy systems commonly suffer from “sensor
noise and drift” and “non-stationary operating conditions hindering out-of-distribution
generalization.” Section 6.2 also highlights phenomena like “sensor drift and noise accu-
mulation” and “non-stationary degraded trajectories” in manufacturing scenarios. These
factors imply that industrial operational data often fails to satisfy the ideal independent
and identically distributed (i.i.d.) assumption. Statistical relationships formed during
model training may shift during actual operation, compromising prediction stability and
reliability. Consequently, data quality and distribution stability constitute foundational
challenges in industrial deployment.

(2)  Scarcity of Fault Samples and Class Imbalance

7

Section 6.1 highlighted the issues of “scarcity of fault samples and class imbalance”
in power and energy systems. Meanwhile, Section 6.2 noted the scarcity of real-world
fault data and high trial-and-error costs. This long-tail distribution structure impedes
the training effectiveness of supervised learning models, posing challenges for anomaly
detection. Although methods like transfer learning, domain adaptation, and digital twins
can partially mitigate data scarcity, insufficient data remains a critical factor limiting
model generalization.

(8) Constraints on Explainability, Safety, and Engineering Certification

Section 6.1 emphasizes the power industry’s stringent requirements for “model
explainability and safety.” Section 6.3 further notes that in safety-critical systems like
aerospace, model outputs must possess rigorous “traceability and verifiability,” which
pure black-box models struggle to meet for engineering applications. Concurrently, model
verification and validation (V&V) incur high costs, while full lifecycle compliance and re-
certification demands are stringent. These constraints imply that in safety-critical scenarios,
algorithmic performance alone is not the sole evaluation criterion—model interpretability
and engineering verifiability are equally vital.

(4) Cross-Operating Condition Generalization and Distribution Disparity Issues
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Section 6.1 highlights “the difficulty of out-of-distribution generalization caused by
non-stationary operating conditions,” while Section 6.2 addresses the manufacturing de-
mands for “frequent operating condition changes,” “cross-condition generalization,” and
“domain adaptation.” Section 6.4 discusses the common Non-IID (Non-Independent and
Identically Distributed) problem in industrial settings. Collectively, these findings demon-
strate that data distribution differences across devices, operating conditions, and organiza-
tions compromise model applicability in new scenarios. Transfer learning and personalized
federated learning offer technical pathways to mitigate distribution discrepancies, yet
distribution shifts remain a significant challenge for industrial-scale deployment.

(5) Engineering Deployment and System Integration Complexity

Section 6.2 highlights the “real-time performance and resource constraints” demands
for field deployment; Section 6.3 addresses “computational power and power consumption
limitations in airborne/vehicle-mounted systems”; Section 6.4 further explores engineering
governance challenges including “communication issues under bandwidth limitations
and network instability,” “integration complexity with existing MES/ERP systems,” and
“continuous monitoring and performance degradation detection post-model deployment.”
These factors demonstrate that industrial-grade deployment involves not only algorithmic
challenges but also constraints across computing resource allocation, communication proto-
cols, system interfaces, and lifecycle management. Consequently, model lightweighting,
system compatibility, and continuous governance capabilities are essential prerequisites for
achieving large-scale applications.

Collectively, while the case studies across domains above focus on different aspects,
they exhibit similar constraints in data quality, sample structure, generalization capability,
security certification, and engineering deployment. These challenges are interconnected:
for instance, data distribution shifts exacerbate generalization difficulties, while stringent
security requirements further heighten demands for model stability and interpretability.
Consequently, shifting from isolated algorithm optimization toward an integrated frame-
work that synergizes data governance, model design, and systems engineering represents
a critical direction for advancing intelligent maintenance technology toward long-term
stable operation.

6.6. Summary of Industrial Applications

As demonstrated by the preceding analysis, data-driven and Al approaches have
transitioned from proof-of-concept to pilot applications across multiple industrial sec-
tors, revealing significant potential in enhancing diagnostic accuracy and supporting
decision-making. However, the key obstacles summarized in Section 6.5—data quality and
non-stationarity issues, scarcity of fault samples and class imbalance, explainability and
engineering certification constraints, cross-condition generalization and distribution differ-
ences, as well as engineering deployment and system integration complexity—collectively
indicate that current technologies still face systemic challenges in achieving scalable, stable,
and low-cost deployment.

These challenges are not isolated but form interdependent relationships across data,
model, and engineering dimensions. For instance, data distribution shifts exacerbate
model generalization difficulties, while safety-critical scenarios’ stringent demands for
interpretability and verifiability further elevate standards for model stability and reli-
ability. Therefore, future research should shift from optimizing individual model per-
formance to designing system-level solutions, strengthening synergistic mechanisms be-
tween algorithms, physical mechanisms, domain knowledge, and business processes.
This direction logically aligns with the hybrid intelligence frameworks discussed in
Section 4.4, providing a theoretical pathway for constructing an intelligent maintenance
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system capable of systematically addressing the aforementioned constraints and achieving
sustainable evolution.

7. Research Positioning of This Paper and Comparative Analysis with
Related Reviews

7.1. Novel Contributions of This Review

Although numerous review articles have been published in recent years focusing on
the application of data-driven methods, Al technologies, or maintenance optimization
models in reliability engineering, existing research primarily summarizes findings from the
perspective of a single analytical task or a single technology. Through systematic review
and comparative analysis, this paper makes innovative contributions distinct from existing
literature in the following four aspects.

(1) System-level integration perspective: From isolated tasks to closed-loop IMS

Existing reviews predominantly focus on individual maintenance tasks such as fault
diagnosis, life prediction, or maintenance optimization, lacking an integrated perspective
that unifies reliability analysis and maintenance decisions within an intelligent maintenance
system framework. The data-driven reliability analysis results from Section 2 (e.g., RUL,
failure probability) are structurally fed into the maintenance optimization model in Section 3
through the formalized mechanisms outlined in Section 3.3 (objective function embedding,
constraint construction, state expansion). These are further supported by the Al algorithms
in Section 4, ultimately forming a closed-loop “predict-optimize-execute-feedback” process.
To our knowledge, this systematic integration from data to decision to execution remains
unsystematically presented in existing literature.

(2) Function-Oriented Organizational Logic: Mapping from Technical Categories to
Engineering Tasks

Existing reviews predominantly organize content by technical categories (e.g., statis-
tical methods, ML, DL), which facilitates method comparisons but struggles to directly
guide method selection in engineering practice. Section 5 of this paper categorizes methods
from a maintenance task perspective into four major types: condition assessment (fault
diagnosis/anomaly detection), life prediction, maintenance decision optimization (dy-
namic/static), and cross-task capability enhancement. It attempts a horizontal comparison
across six dimensions: core assumptions, data requirements, scalability, interpretability,
robustness, and industrial feasibility. This organizational logic reveals key patterns such as
the “trade-off between accuracy and interpretability” and “data requirements determining
applicable scenarios,” directly aiding engineers in technology selection for specific contexts.

(3) Systematic Examination of Engineering Implementation Constraints: From Dispersed
Discussions to Common Obstacle Synthesis

While some studies acknowledge engineering challenges like data quality and model
generalization, related discussions remain scattered across method introductions or conclu-
sions. Section 6 systematically reviews application cases across real industrial scenarios—
power, manufacturing, aerospace, and cross-system collaboration—then concentrates in
Section 6.5 to summarize five key obstacles: data quality and non-stationarity, scarcity of
fault samples, interpretability and safety certification, cross-condition generalization, and
deployment integration complexity. It further reveals the interdependent relationships
among these obstacles. This problem-oriented examination aims to clarify the core bot-
tlenecks hindering the transition from experimental validation to large-scale application,
providing clear focal points for future research.
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(4) Quantitative Support from Bibliometric Analysis: From Qualitative Description to
Quantitative Trend Revelation

Beyond qualitative review, Section 8 employs CiteSpace v6.3.1. to conduct a biblio-
metric analysis of literature from 2019 to 2025. The quantitative findings not only validate
the field’s rapid growth trajectory but also reveal a research landscape characterized by
“application-driven, multi-point divergence.” They further trace the evolution of techno-
logical hotspots: from “traditional computational intelligence” (2019-2022) to “DL and
specialized Al technologies” (2022-2023), and subsequently to “high-value emerging do-
mains (e.g., healthcare)” (2023-2025). This quantitative perspective provides data-driven
insights into the field’s developmental trajectory, serving as a crucial complement to purely
qualitative reviews.

7.2. Comparison of This Paper with Other Review Literature

To further substantiate the research gaps identified in Section 7.1, Table 5 presents
a comparative analysis of several representative review articles from recent years, high-
lighting the distinctions between this paper and prior review work in terms of research
perspective, level of focus, and key review emphases.

Table 5. Comparison between representative review studies and the perspective adopted in this work.

Representative Main Review Coverage Key Differences from the Innovative Aspects
Review Perspective Level/Focus Perspective of This Work of This Paper
Focuses primarily on
optimization-oriented
. . maintenance modeling,
Maintenance Emphasis on . . . .
. ; without systematically Innovation Point (1)
modeling and maintenance . N .
de Jonge et al. [236] O . integrating intelligent System-Level
optimization strategies and .
. L2 methods for system-level Integration
methodologies  optimization models o .
reliability analysis and
maintenance
decision-making
Predominantly
Algorithmic algorithm-driven, with
DL for PHM performance and limited direct mapping to  Innovation Point (2):
Fink et al. [142] applications data-related maintenance workflow Function-Oriented
bp challenges of DL functions and Organization
methods task-oriented decision
requirements
Concentrates on
CBM-oriented
. Reliability modeling P phc.atlons, while Innovation Point (3)
Modeling and ) engineering deployment . )
. . . and operation & . o Engineering
Lietal. [237] decision-making . constraints, safety-critical ‘
maintenance . Implementation
for CBM .. requirements, and .
decision support Constraints

practical implementation
challenges are not
systematically addressed

8. Bibliometric Analysis of Literature
8.1. Literature Retrieval and Screening Methods

To ensure the comprehensiveness and integrity of this review, the literature search and
screening process followed the methodology of systematic reviews. The search commenced
in April 2025, utilizing the Web of Science Core Collection as the primary source due to its
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coverage of mainstream journals and conference proceedings in the field of reliability and
maintenance. Search keywords were constructed around three core themes: “data-driven

i

methods,” “artificial intelligence,” and “reliability maintenance.” The search timeframe
was set from January 2019 to April 24, 2025, to focus on cutting-edge developments over
the past six years.

Inclusion criteria for literature comprised: (1) Publication in peer-reviewed journals or
authoritative conferences; (2) Research explicitly addressing the application of data-driven
or Al methods in reliability assessment, fault diagnosis, life prediction, or maintenance op-
timization; (3) Literature type being research papers or reviews. Exclusion criteria included:
(1) Non-English language documents; (2) Non-full-text materials such as conference ab-
stracts, editorials, or errata; (3) Research content with low relevance to the reliability and
maintenance domain.

The initial search yielded 5754 documents. After screening titles and abstracts and
removing duplicates, full-text evaluation commenced. Ultimately, 176 core documents were
selected for review analysis. Additionally, key documents were supplemented through
reference snowballing and obtained from ScienceDirect and other academic publishing
platforms to ensure coverage of significant research achievements in the field.

8.2. Methods and Data
8.2.1. Data

To reveal the research trends and hotspots in data-driven methods and AI within
the field of reliability and maintenance, this paper employs CiteSpace for a bibliometric
analysis of relevant literature. The analysis data originates from the Web of Science Core
Collection, with a retrieval time span from 1 January 2019 to 24 April 2025. The search query
aligns with Section 8.1, yielding a total of 5754 documents. Considering the processing
capacity and visualization capabilities of the bibliometric software, the top 1000 most
relevant records were selected as the analysis sample.

8.2.2. Method

This paper employs CiteSpace, a Java program developed in 2006 that serves as a pow-
erful tool for document analysis and bibliometric visualization [149-238]. The software’s
advantages lie in its implementation of text mining, network pruning, clustering and nam-
ing, and outbreak detection, while also providing an intuitive and explicit representation
of the knowledge structure within the literature.

8.3. Results

CiteSpace was employed to summarize the quantity and cumulative count of articles
related to “data-driven methods in reliability and maintenance” or “Al in reliability and
maintenance”, as shown in Figure 3.

During 2019-2024, the annual publication volume exhibited rapid growth, particularly
with notable surges in 2021-2022 and 2023-2024. This trend reflects the growing focus
of academia and industry toward data-centric methodologies and Al-based technologies
within reliability engineering and maintenance systems. However, the 2025 publication
count shows a decline compared to 2024, potentially influenced by relevance screening
constraints. Overall, advancements in data-centric methodologies and Al-based techniques
within reliability and maintenance systems demonstrate a “rapid growth-fluctuation” pat-
tern, indicative of iterative exploration and adjustments in technological development. This
growth trend aligns closely with the global wave of Industry 4.0 and digital transformation,
indicating that this domain has emerged as one of the central focuses in current industrial
intelligence research. The steady growth observed in the initial phase (2019-2021) likely
stemmed from fundamental theoretical exploration and technological feasibility valida-
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tion, whereas the subsequent accelerated expansion (2022-2024) signifies the technology’s
progression into a stage of deepened application and large-scale solution development.
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e Annual volume of publications e Cumulative annual publications

Figure 3. Temporal trends in publications with cumulative count (2019-2025).

8.3.1. Country and Publisher

As indicated in Figure 4, the nations demonstrating the highest publication outputs
associated with the query keywords include: China (299), the United States (202), India
(72), Germany (68), the United Kingdom (66), South Korea (66), Saudi Arabia (60), Italy
(50), Australia (46), and Canada (42). Among these, China leads with a publication volume
approximately 48% higher than that of the United States, reflecting its prioritization of reli-
ability maintenance in data-driven methods and Al The predominant lead held by China
and the United States underscores the frontline positions of these two major economies in
the global competition for industrial intelligence. The widespread participation from Asia
(China, India, South Korea) and Europe (Germany, the United Kingdom, Italy) suggests
that this field constitutes a globally recognized research hotspot. The presence of connecting
lines among countries, which are not overly dense, indicates that collaborative networks
are emerging, though there remains significant room for deepening cooperation.

ENGLAND SOUTHKOREA
66 66

SAUDIARABIA AUSTRALIA
60 46

Figure 4. Dendrogram of national scholarly output distribution.
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Figure 5 identifies the institutions with the highest publication outputs corresponding
to the query terms: Harvard University (27), Harvard Medical Affiliated Institutions (20),
University of London (18), Egyptian Knowledge Bank (17), Harvard Medical School (15),
University of Pennsylvania (13), Stanford University (12), University of Oxford (12), Berlin
Institute of Health, and Shanghai Jiao Tong University (11 each). Five institutions are
located in the United States, two entities in the United Kingdom, along with single entities
in Germany, Egypt, and China. This distribution indicates stronger research focus on data-
driven methods and Al-based reliability maintenance in developed nations compared to
developing countries. Notably, the presence of several top-tier medical research institutions
(e.g., Harvard University and its affiliates) in the ranking list strongly signals an emerging
trend of cross-disciplinary convergence. Al methods originally developed for reliability
and maintenance of complex engineering systems are increasingly witnessing mutual
knowledge transfer and methodological cross-fertilization with domains such as medical
device health management and biosystem monitoring. The appearance of Shanghai Jiao
Tong University, meanwhile, reflects the prominent contribution of leading engineering
institutions in China within this research field.

Harvard Medical University of
School Pennsylvania
15 13

Harvard University

Harvard University
Medical Affiliates
20

27

Shanghai Jiao Tong
Stanford University University
12 11

Berlin Institute of
University of Oxford Health
12 11

Figure 5. Dendrogram of scholarly publisher networks.

8.3.2. Author

To further analyze research on data-driven methods and reliability maintenance in
Al, a structural collaborative network analysis was systematically conducted through
CiteSpace, revealing leading scholars with high betweenness centrality (visualized in
Figure 6). The co-authorship network comprises 221 nodes and 175 connections, with a
network density of 0.0072. Authors featured in the figure are each cited at least three times,
suggesting that research in data-driven methods and Al-based reliability maintenance
remains emerging and fragmented. The relatively low network density and the absence of a
single dominant hub or a few overwhelmingly central authors indicate that the field has not
yet coalesced around one or several definitive academic schools. This pattern aligns with the
characteristics of a rapidly evolving, interdisciplinary applied field: research contributions
originate from diverse backgrounds—including computer science, reliability engineering,
mechanical engineering, and electrical engineering—resulting in varied knowledge sources
and multiple, distributed centers of innovation. This dispersion reflects the field’s vitality
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but also suggests that constructing a unified theoretical framework will pose a significant
challenge for future research.
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Figure 6. Co-citation network of authors (timespan: 2019-2025; slice length = 1; g-index = 25;
LRF =2.5; LBY = 5;e = 1;n =221; E = 175).

8.3.3. Thematic Trends

This study applies CiteSpace to examine thematic evolutions across a seven-year
timeframe. Keyword burstiness (quantified via temporal keyword frequency variations)
serves as the primary metric for trend analysis, as summarized in Table 6. The statistical
parameter “intensity” is defined to measure keyword burst strength within this context.

Table 6. Temporal evolution of research themes (2019-2025).

Keywords Strength Beginning End 2019-2025
genetic algorithm 1.68 2019 2022 —
data mining 1.26 2019 2022 ——
artificial neural network 0.84 2019 2022 E—
CNN 2.06 2020 2023 —
Al 1.05 2021 2023 —
transfer learning 2.03 2022 2023 —
image processing 1.35 2022 2023 —
object detection 1.35 2022 2023 —
prediction 1.28 2022 2023 —
medical services 0.95 2023 2025 —

Light blue: Represents the initial active phase of this keyword during the 2019-2025 period; Red: Represents the
core active phase of this keyword during the 2019-2025 period; Blue: Represents the subsequent continuation or
expansion phase of this keyword after the year 2025.

As shown in Table 6, the timeline segments illustrate thematic trends across each
year. The red line highlights years with higher keyword frequency, while the blue line
indicates lower-frequency intervals. From 2019 to 2022, dominant keywords included
genetic algorithms, data mining, and artificial neural networks, reflecting the early focus of
Al-driven data-driven methods and reliability maintenance research. Studies during this
period primarily centered on intelligent computing and data analytics. Between 2022 and
2023, emerging keywords such as CNN, Al, transfer learning, image processing, object de-
tection, and prediction gained prominence. These trends align with demands for intelligent
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image analysis and precision applications, where CNN, Al and related techniques have
become critical for handling complex data and diverse scenarios. Their interconnected
advancements drive innovations in visual technology and practical implementations. From
2023 to 2025, Al-driven medical services emerged as a key research focus. With exponential
growth in medical data and deeper Al integration into healthcare, ensuring data-driven
reliability and maintenance in medical Al systems has become central to the sector’s intel-
ligent transformation. This progression highlights maturing research on Al reliability in
medical applications.

8.3.4. Discussion and Insights

Integrating the findings from the bibliometric analysis above, the following insights
into the development of data-driven and Al applications in the field of reliability and
maintenance can be drawn.

First, this field is currently in a phase of vigorous and rapid growth, evidenced by the
continuous increase in global publication volume, with China and the United States leading
the research forefront. This momentum is propelled by global strategies for industrial
intelligence and the pressing practical need to reduce costs and enhance efficiency across
industrial sectors.

Second, the research landscape exhibits characteristics of being “application-oriented
and decentralized.” The relatively low density of influential author collaboration networks,
coupled with the diverse institutional backgrounds of contributing organizations (ranging
from leading engineering universities to top-tier medical schools), indicates that this is a
quintessential interdisciplinary applied field. The driving force for research stems from
solving specific maintenance challenges across various industries, rather than from a single
theoretical source.

Finally, the evolution of technological hotspots demonstrates a clear logical progres-
sion: from traditional computational intelligence to DL and specialized Al techniques, and
further towards penetration into new, high-value, and high-sensitivity domains such as
healthcare. This trajectory reveals both the increasing maturity of the core technologies and
the continuous expansion of their application scope. Looking ahead, as research deepens, a
key challenge for advancing the field from being merely “active” to achieving greater “pro-
fundity” will be strengthening the integration of cross-domain knowledge and constructing
robust theoretical frameworks, all while maintaining its strong application-oriented vitality.

9. Conclusions

This article systematically reviews the advancements and applications of data-driven
methods and Al technologies in reliability and maintenance. The primary contributions of
this research are outlined below:

e Framework Level: A coherent knowledge system has been established, spanning
from “data-driven reliability analysis” to “reliability-oriented maintenance optimiza-
tion” and culminating in “intelligent algorithm applications.” Through the formal-
ized mechanism outlined in Section 3.3, the closed-loop integration logic from pre-
dictive outputs to decision models is systematically elucidated for the first time,
forming an intelligent maintenance closed loop characterized by “Predict-Optimize-
Execute-Feedback.”

e  Methodological Level: Adopting a function-oriented organizational logic, methods are
categorized based on maintenance tasks (condition assessment, life prediction, decision
optimization) (Table 4). A comparative analysis across six dimensions—core assump-
tions, data requirements, interpretability, etc.—is conducted (Section 5), revealing
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the applicability boundaries of different methods and providing direct reference for
technology selection in engineering practice.

e Application Level: By analyzing real-world industrial use cases across power gen-
eration, manufacturing, aerospace, and other sectors, we systematically identified
five key obstacles in actual industrial deployments (data quality, data scarcity, inter-
pretability, distribution mismatch, and deployment integration). We further revealed
their interdependent relationships (Section 6.5) and clarified the potential of hybrid
intelligence frameworks in addressing these challenges.

e  Quantitative Level: Through CiteSpace bibliometric analysis (Section 8), the study
reveals the evolutionary pattern of research hotspots from 2019 to 2025—shifting
from traditional computational intelligence to DL and specialized Al technologies,
and subsequently penetrating high-value domains such as healthcare—providing
quantitative evidence for the field’s developmental trajectory.

Although data-driven methods and Al technologies have demonstrated significant
potential in reliability prediction and intelligent maintenance, their large-scale application
in complex industrial systems remains confronted with a series of practical challenges:
(1) the application gap caused by limited data and limited labeled data in industrial set-
tings; (2) model degradation issues induced by sensor drift and noisy observed data and
changing operating conditions; (3) implementation challenges under real-time deployment
and engineering constraints; and (4) insufficient model interpretability and trustworthiness
in maintenance decisions. Future research should focus on directions such as heteroge-
neous data streams fusion, robust and interpretable modeling, edge-cloud collaborative
computing, and hybrid intelligent maintenance frameworks to promote the engineering
implementation of Al methodologies in the field of reliability and maintenance.

Author Contributions: Conceptualization, W.L. and K.G.; methodology, X.C.; software, W.L.; vali-
dation, X.C., W.L. and T.X.; formal analysis, W.L.; investigation, X.C.; resources, X.C.; data curation,
R.O.; writing—original draft preparation, X.C. and W.L.; supervision, K.G.; project administra-
tion, K.G.; funding acquisition, X.C. All authors have read and agreed to the published version of
the manuscript.

Funding: This research received funding from Planned Scientific Research Project for Educational
Examinations (GJK2024007).

Data Availability Statement: No new data were created or analyzed in this study.

Conflicts of Interest: The authors declare no conflicts of interest.

Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial intelligence

PdM Predictive maintenance

ML Machine learning

DL Deep Learning

LSTM(s) Long short-term memory network(s)
RUL Remaining useful life

IMS Intelligent maintenance systems
PCA Principal component analysis

CNN(s) Convolutional Neural Network(s)
PHM Prognostics and Health Management
RL Reinforcement Learning
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MTBF Mean Time Between Failures
MTTR Mean Time to Repair

OEE Overall Equipment Effectiveness
GAN(s)  Generative Adversarial Network(s)
CM Corrective maintenance

PM Preventive maintenance

CBM Condition-based maintenance
HMS Hybrid maintenance system

MCDM  Multi-criteria decision-making

NSGA-II  Non-dominated Sorting Genetic Algorithm II
DQN Deep Q-Network

GNN(s)  Graph Neural Network(s)

KG(s) Knowledge Graph(s)

RNN(s) Recurrent Neural Network(s)

PINN(s)  Physical Information Neural Network(s)

XAI Explainable artificial intelligence
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