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Abstract—Decentralized Federated Distillation (DFD) has1

emerged as a significant research direction since it not only2

supports heterogeneous model training but also naturally avoids3

privacy risks and communication bottlenecks stemming from the4

central server. DFD shows great potential in various training5

scenarios, especially in cross-silo federated environments. Ex-6

isting DFD algorithms have limitations, including reliance on7

public datasets for distillation, insufficient privacy protection,8

and high communication overhead. This paper introduces Ring-9

Distill, a novel DFD algorithm designed specifically for cross-10

silo federated environments, effectively addressing the afore-11

mentioned limitations. Ring-Distill allows clients to complete12

federated training within a few global epochs (i.e., communication13

rounds) without sharing public datasets, e.g., N global epochs14

for a system involving N clients. To protect privacy and further15

reduce communication overhead, Ring-Distill contains a privacy-16

oriented automatic model pruning mechanism (PAMP) which17

can automatically create the privacy-preserving compressed18

model called proxy model for each client. These proxy models19

are employed for client-to-client distillation during each global20

epoch. Furthermore, Ring-Distill contains a historical model-21

based distillation (HMD) mechanism that allows local models22

to transfer knowledge from multiple historical proxy model23

replicas stored locally. Due to historical proxy model replicas, the24

HMD mechanism not only improves the distillation performance25

but also effectively mitigates client dropout issues. Theoretical26

analysis and comprehensive experiments show that Ring-Distill27

has significant advantages in terms of accuracy, privacy, and28

communication cost.29

Index Terms—Decentralized Federated Distillation, Federated30

Learning, Public Dataset-Free Distillation, Model Compression31

I. INTRODUCTION32

Federated Distillation (FD) [1], [2] (i.e., Distillation-Based33

Federated Learning) attracts many researchers’ attention since34

it can not only achieve comparable performance to typical Fed-35

erated Learning (FL) [3], [4], but also support training among36

heterogeneous models. Through Knowledge Distillation (KD),37

FD does not require local models participating in FL to have38

the same size, structure, or even model types.39

Decentralized Federated Distillation (DFD) [5], [6], as a40

variant of FD, has become a notable topic. DFD not only41

retains the advantages of FD but also naturally avoids pri-42

vacy risks and communication bottlenecks stemming from the43
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central server [7]. DFD shows significant potential in vari- 44

ous applications, particularly in cross-silo federated training, 45

where selecting a central coordinator within a multi-institution 46

collaborative alliance may be challenging. 47

From the perspective of data exchange, existing DFD vari- 48

ants can be categorized into two paradigms: logits-based DFD 49

and model-based DFD. In logits-based DFD algorithms, such 50

as CMFD [5], participating clients typically facilitate knowl- 51

edge transfer among their local models by exchanging logits 52

related to public datasets. In scenarios with a limited number 53

of public data samples, logits-based DFD algorithms can 54

effectively reduce the communication data volume. Yet, logits- 55

based DFD algorithms require a public dataset to allow clients 56

to compare each logits one by one with identical batches, 57

which is impractical or faces inherent limitations in some 58

real-world applications. For instance, in sensitive applications 59

such as medical image analysis, acquiring a suitable and high- 60

quality public dataset presents a significant challenge. 61

Model-based DFDs [6], [8], [9] can perform distillation 62

procedures without relying on a public dataset by exchang- 63

ing model parameters. In general, model-based DFDs enable 64

clients to align their local model outputs with outputs of 65

received models on private data instead of public data. How- 66

ever, model-based DFDs may encounter certain challenges. 67

Firstly, the communication overhead on the client side is 68

correlated with the size of the trained model and escalates 69

with the growing number of global epochs. Additionally, 70

as these DFDs require exposing models trained on private 71

data to other clients, they inherently pose privacy risks. For 72

instance, honest-but-curious adversaries may employ ”white- 73

box” attacks to infer or even reconstruct private data from the 74

received model [10]. 75

To address the issues of existing DFDs [11]–[13], such 76

as dependency on public data, privacy leakage, and high 77

communication overhead, we propose a two-stage, model- 78

based decentralized federated distillation algorithm for cross- 79

silo settings, named Ring Distillation (Ring-Distill), which 80

combines the advantages of two DFD paradigms. Different 81

from existing model-based DFDs, the basic idea of Ring- 82

Distill is to enable each client to create its proxy model 83

by pruning its converged local model, and to allow clients 84

to transfer knowledge to each other through proxy models 85

instead of local models, without sharing the public dataset. 86

Specifically, Ring-Distill consists of Local Sparse Training 87

Stage and Knowledge Transfer Stage. Each client trains its 88

local model on private data until convergence during the first 89

stage, and then prunes its local model to derive the proxy 90

model used in the second stage. Under Ring-Distill settings, 91
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clients can perform knowledge transfer in a public data-free92

manner like traditional model-based FDs, and all local models93

remain inaccessible to the public, which helps reduce privacy94

risks associated with local models.95

To further reduce communication overhead, Ring-Distill96

incorporates an aggregation process1 based on ring-topology97

communication, allowing clients to complete collaborative98

training within just a few global epochs in the second stage.99

For instance, each client only needs to initiate N communica-100

tion rounds under Ring-Distill settings involving N clients.101

However, the proxy model still poses some privacy risks.102

Therefore, Ring-Distill provides a Privacy-oriented Automatic103

Model Pruning (PAMP) mechanism. PAMP can automatically104

prune the local model during sparse training with constraints105

of both performance and privacy such as inference gain.106

Furthermore, Ring-Distill introduces a Historical Model-based107

Distillation mechanism (HMD) that utilizes previously re-108

ceived proxy models to guide distillation operations. As a109

result, Ring-Distill not only enhances the distillation per-110

formance but also effectively mitigates client dropout issues111

by leveraging historical proxy model replicas. Our analysis112

and experimental results show that Ring-Distill achieves the113

goals of public dataset-free distillation, privacy protection, and114

efficient communication. Our contributions are as follows:115

• A two-stage, model-based DFD algorithm called Ring-116

Distill is proposed, which can achieve the goals of public117

dataset-free distillation, privacy protection, and efficient118

communication.119

• A privacy-oriented automatic model pruning mechanism120

called PAMP is designed for Ring-Distill. PAMP can121

obtain the pruned model that keeps privacy and accuracy.122

• Theoretical analysis and comprehensive experiments re-123

garding Ring-Distill are provided. Our evaluation demon-124

strates the effectiveness of Ring-Distill.125

TABLE I
COMPARISON OF EXISTING TYPICAL DFDS

Methods CMFD DCCR Def-KT DFLStar FedDCM Ours

Categories logits logits models models models models

Public
Data-Free
Distillation

× × ✓ ✓ ✓ ✓

Privacy
Protection
Mechanism

× × × × × ✓

Comm.
Optimization

✓ ✓ ✓ ✓ × ✓

II. RELATED WORK126

Federated Distillation (FD) [1], [2], [14], a popular variant127

of Federated Learning [3], [15] has attracted researchers’128

attention due to its ability to support heterogeneous model129

training. According to the architectural design, existing FDs130

can be classified into two major paradigms: centralized feder-131

ated distillation and decentralized federated distillation.132

1In general, the aggregation process in FD refers to the distillation process.

A. Centralized Federated Distillation 133

Knowledge Distillation (KD) enables a moderately per- 134

forming model to improve its performance by mimicking the 135

outputs of a high-performing model. Inspired by KD, some 136

researchers designed FL frameworks based on KD. FedMD 137

[16], one of the typical FD algorithms, enables clients to 138

upload logits related to public datasets to the server for 139

aggregation, rather than model parameters. FedMD allows the 140

server to calculate the average logits based on the received 141

logits. Average logits are then sent back to the clients. Clients 142

utilize these average logits to align the outputs of their local 143

models. Besides, many variants of FedMD emerged [17]–[19]. 144

For instance, FedDF [20] aggregates the global model by com- 145

bining FedAvg and KD so as to improve the effectiveness of 146

FD. To reduce communication data volume, researchers design 147

a two-tier knowledge transfer framework called FedKT [21] 148

that can effectively perform private one-shot FL. Recently, to 149

address the catastrophic forgetting issue, researchers proposed 150

a multi-domain FD algorithm called MUFTI [22] that com- 151

bines knowledge distillation and continual learning. To sum 152

up, centralized FDs mentioned above may face privacy risks 153

and communication bottlenecks stemming from the centralized 154

server. In this paper, we focus on decentralized FD. 155

B. Decentralized Federated Distillation 156

Since decentralized FDs can reduce server communication 157

bottlenecks and mitigate server-side attack risks, recently many 158

researchers have paid attention to DFD algorithms. Codistilla- 159

tion [23] is one of the earliest algorithms that employ distilla- 160

tion techniques in decentralized training. Under Codistillation 161

setting, several models are collaboratively trained and then 162

distill knowledge from each other. Inspired by Codistillation, 163

many DFD algorithms are proposed. Existing DFD variants 164

can be categorized into two paradigms: logits-based DFD and 165

model-based DFD. 166

Logits-based DFD. CMFD [5] is one of the typical logits- 167

based DFD algorithms. Similar to centralized FedMD [16], 168

under CMFD settings, during each communication round, 169

local models of clients transfer knowledge to each other 170

by exchanging logits related to the public dataset. Thanks 171

to the exchanged logits, CMFD can effectively reduce the 172

volume of communication data during training. Building upon 173

CMFD, some researchers proposed DCCR, a variant that 174

incorporates a dynamic communication reduction mechanism 175

to further reduce communication data volumes [24]. However, 176

CMFD and DCCR require a public dataset to allow clients to 177

compare each logit one by one with identical batches, which 178

is impractical in some real-world applications. 179

Model-based DFD. Def-KT [8], as one of the representative 180

algorithms of model-based DFD, naturally avoids the use of a 181

public dataset since it allows clients to share their local models 182

for mutual knowledge transfer. FedDCM [6] also employs 183

mutual learning techniques for knowledge transfer among 184

clients. Under FedDCM settings, each client maintains two 185

models: the local model and the global model. In particular, 186

the global model is used for distillation operations when sent 187

to other clients. In addition, some studies have proposed DFD 188
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algorithms similar to FedDCM [6], [9]. Both Def-KT and189

FedDCM face limitations: privacy risks and communication190

costs. Regarding privacy risks, Def-KT has to expose clients’191

local models while FedDCM lets the client train the global192

model on private data. In practice, local models in Def-KT and193

global models in FedDCM may suffer from while-box attacks.194

Regarding communication costs, both Def-KT and FedDCM195

require several communication epochs and send/receive model196

parameters during each communication epoch, which may197

cause more communication data volumes. Recent work intro-198

duced DFLStar [25], a novel DFD algorithm that minimizes199

communication overhead by selecting only the most infor-200

mative neighbors (identified via last-layer model similarity)201

for model exchange. DFLStar still fails to effectively address202

privacy concerns.203

Existing DFD algorithms may have their respective pros204

and cons. In general, logits-based DFDs have the advantage205

of low communication data volumes, while model-based DFDs206

allow clients to transfer knowledge to each other in a public207

dataset-free manner. However, both, especially model-based208

DFDs, lack attention to privacy issues during training. In this209

paper, the proposed Ring-Distill combines the advantages of210

two DFD paradigms. Table I demonstrates the superiority of211

our proposed algorithm compared to some typical algorithms.212

III. MOTIVATION213

The goal of our work is to design a DFD algorithm that re-214

duces 1) communication overhead and 2) privacy risks while 3)215

enabling knowledge transfer without relying on public data. To216

meet the above requirement 3, i.e., public data-free distillation,217

we only focus on model-based DFDs, as these algorithms can218

perform distillation operations without public data. The core219

idea of our design is to enable knowledge transfer between220

clients through ”proxy models” rather than their local models.221

Inspired by the following observations, our work incorporates222

a privacy-oriented model pruning mechanism to compress223

clients’ local models into proxy models, effectively reducing224

privacy risks and communication overhead during training.225

Observation 1: compressed models can effectively reduce226

the risk of data reconstruction attacks.227

To assess the model’s ability to resist data reconstruction228

attacks, we design experiments that let an attacker steal229

information by GAN from compressed models with different230

compression settings. In practice, such an attacker may be231

an honest-but-curious client trying to capture information232

from the received compressed model. In our simulation, these233

compressed models are pruned from converged CNN trained234

on Fashion-MNIST. Experimental results are shown in Figure235

1. In Figure 1, a lower α value indicates a higher com-236

pression level. From the results, we believe that, exposing237

uncompressed models (i.e., α = 1) poses significant risks,238

as attackers may reconstruct private information from these239

models. For instance, as shown in Figure 1(a), the attacker can240

reveal the raw data about Fashion-MNIST samples. In contrast,241

compressed models with different compression rates(α) are242

strong ability to resist data reconstruction attacks as shown in243

Figure 1(b-d).244

(a) α = 1

(b) α = 0.8

(c) α = 0.5

(d) α = 0.1

Fig. 1. Data reconstruction attacks on compressed models with different
compression rates (α). A smaller α indicates a higher compression level.
Compressed models are pruned from converged CNN trained on Fashion-
MNIST.

Observation 2: compressed models demonstrate the 245

potential to resist membership inference attacks. (MIAs).
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Fig. 2. Membership inference attacks on compressed models with different
compression rates. MIA Accuracy refers to the accuracy of the attack model,
where higher values indicate greater attack success rates. Different dots’ color
indicates different compressed model (victim) accuracy. Compressed models
are pruned from converged ResNet-18 trained on CIFAR-10. 246

To assess the model’s ability to resist membership inference 247

attacks2, we design experiments to simulate an attack environ- 248

ment3 that lets the attacker perform the membership inference 249

attack to infer whether CIFAR-10 samples are trained on the 250

target (compressed/uncompressed) model (ResNet-18). From 251

the results shown in Figure 2, we observe that, except for one 252

outlier, higher compression generally boosts attack resistance 253

(i.e., lower MIA accuracy is better) but diminishes model 254

accuracy. However, we found that some compressed models 255

(α = 0.5, 0.6) can improve their resistance to MIAs while 256

maintaining desirable accuracy. From the results, we believe 257

that, compressed models have the potential to resist mem- 258

bership inference attacks. We can explore advanced model 259

2In general, MIA involves training a binary classifier to determine whether
private data contains a specific sample.

3For generality, the L1 norm-based model pruning API provided by Pytorch
is adopted in our evaluation.
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pruning techniques to ensure that compressed models maintain260

both performance (higher accuracy of compressed models) and261

privacy (lower MIA accuracy of MIA models).262

The above observations inspire us to consider: can we263

leverage the potential privacy protection of compressed models264

to enhance the effectiveness of DFD algorithms? Existing265

work [26] starts to explore the above question. In practice, it266

is challenging for adversaries to carry out data reconstruction267

attacks. Instead, membership inference attacks (MIAs) pose268

a more common threat in real-world applications. Thus, we269

believe that compressed models capable of resisting MIAs270

have the potential to mitigate privacy risks in real-world271

scenarios. In this paper, we focus on developing a privacy-272

oriented model pruning mechanism (i.e., PAMP) and introduce273

Ring-Distill, which is built upon PAMP.274

IV. THE PROPOSED RING-DISTILL275

We first present the procedure of Ring-Distill, followed276

by a detailed explanation of its core components: Privacy-277

Oriented Automatic Model Pruning (PAMP) and Historical278

Model-Based Distillation (HMD) mechanisms.279

A. The Overview of Two-Stage Training Procedure280

Algorithm 1 and Figure 3 describe the procedure of Ring-281

Distill. The entire procedure consists of two stages: 1) Local282

Sparse Training and 2) Knowledge Transfer.283

Local Sparse Training. Each client trains its local model on284

the private dataset until convergence, and then creates a proxy285

model from its local model using PAMP. Specifically, after286

several iterations of sparse training, PAMP prunes the local287

model to create the proxy model which maintains privacy and288

accuracy by the constraint of inference gain and sparse training289

loss. The proxy model is then prepared for transmission to290

other clients for distillation during the knowledge transfer291

stage. As a result, all original local models are not exposed292

to the public during collaborative training, which may avoid293

privacy risks from local models.294

Knowledge Transfer. All participating clients communicate295

with their neighbors in parallel via the ring-topology-based296

communication structure. Specifically, during each epoch, each297

client receives the upstream neighbor’s proxy model, and sends298

its proxy model to the downstream neighbor (Lines 9-10 in299

Algorithm 1). For each client, after receiving a proxy model,300

the client applies a designed historical model-based distillation301

(HMD) mechanism to align its local model’s outputs with the302

proxy model’s outputs on its private dataset. The operational303

details of HMD will be introduced in the following subsection.304

After distillation, each client sets the received proxy model as305

the new version of its proxy model, while the old proxy model306

is stored locally for HMD operations in the next epoch. In307

subsequent epochs, the client repeats the above operations until308

its local model has learned knowledge from proxy models of309

all other clients, that is, when a client has leveraged all proxy310

models from all other clients, it completes the knowledge311

transfer stage and can exit the Ring-Distill training procedure312

(Lines 7-15 in Algorithm 1).313

During the entire procedure under RingDistill, without 314

sharing any local model and public dataset, each client can 315

indirectly learn knowledge from local models of other clients 316

through their corresponding proxy models, which can improve 317

the performance of all local models in DFD system. It is 318

important to note that proxy models do not retain sensitive 319

information from the private dataset, as they are only used for 320

inference during the knowledge transfer stage. 321

In the implementation, the data forwarded during inter-client 322

communication includes the parameter and identifier of the 323

proxy model. The proxy model identifier, which corresponds 324

to the index of the client that generated it, is used to verify 325

whether the client has completed the second stage. In partic- 326

ular, each client maintains a vector (vi) to record the access 327

status of the proxy model. For instance, when client i receives 328

the proxy model with identifier p, the status vector of client i 329

will be updated, that is, vi,p = 1. The client i completes the 330

second stage when all element values in vi are configured to 331

1 (Line 8 in Algorithm 1). 332

Remarks. Ring-Distill opts for a ring-topology-based com- 333

munication structure and can significantly reduce communi- 334

cation overhead among clients. In the training procedure with 335

N participating clients, each client participates in collaborative 336

training for only N communication rounds. In fact, other com- 337

munication structures [27] and mechanisms, such as Gossip 338

and AllReduce, can also be combined with proxy models 339

for DFD training. However, these structures and mechanisms 340

may have some limitations: the communication data volume 341

per client in Gossip may increase as the number of global 342

epochs grows, and AllReduce may lead to a communication 343

bottleneck for individual clients. 344

Algorithm 1 The Key Steps of Ring-Distill

1: Input: D(i)
pri,vi = 0, i ∈ [0, N)

2: Output: wi, i ∈ [0, N)
3: Local Sparse Training Stage:
4: For each client i: wi ← local training(wi,D(i)

pri)
5: For each client i: ŵi ← Algorithm 2
6: Knowledge Transfer Stage:
7: for clients i ∈ [0, N) in parallel do
8: while ∥vi∥0! = N do
9: Send ŵi to downstream neighbor (client i+ 1)

10: Receive ŵi−1 from upstream neighbor (client i− 1)
11: p← get identifier(ŵi−1)
12: vi,p = 1
13: Perform distillation by Algorithm 3
14: Configure ŵi−1 as ŵi

15: end while
16: end for

B. Privacy-Oriented Automatic Model Pruning 345

Ring-Distill prevents privacy leakage from clients’ local 346

models by transmitting proxy models instead of local mod- 347

els during the knowledge transfer stage. One of the main 348

challenges of Ring-Distill is how to prune local models to 349

obtain proxy models that can effectively keep both privacy 350

and accuracy. Based on Observations 1 and 2 in Section III, 351
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Example: Distillation Operations on Client A 
in the 3th Communication Round

Client D

Local data
Local Model

Client A Client B

Local Model

Local Model

Distillation

Copies of  historical distillation proxy models

ForwardReceive

Client  BClient  C

Client  AClient  D

Communication Round 1 Communication Round 2

Client  BClient  C

Client  AClient  D

Communication Round 3

Client  BClient  C

Client  AClient  D

Communication Round 4

Client  BClient  C

Client  AClient  D

Client C’s proxy modelClient B’s 
proxy model

Client A’s 
proxy model

Client B’s 
proxy model

Client C’s 
proxy model

Client D’s 
proxy model

Fig. 3. The overview of Ring-Distll. The above figure demonstrates the communication procedure of proxy models among 4 clients. The entire procedure
only requires 4 global epochs. Besides, the illustration within the dashed box on the right depicts the distillation procedure (HMD mechanism) of Client A.

we believe that the compressed model can effectively prevent352

data reconstruction attacks but may fail to prevent MIAs.353

To enhance the ability to resist MIAs, Ring-Distill provides354

PAMP that automatically prunes the local model to create the355

proxy model during sparse training under the constraint of356

sparse training loss and inference gain. PAMP can be defined357

as an optimization problem:358

min
m
Lloss(w ⊙m) + λLgain(w ⊙m) (1)

s.t. ∥m∥0 = k, (2)
m ∈ [0, 1]d, (3)

where w denotes the parameter of the converged local model359

and is fixed during optimization. m represents the trainable360

mask of the same shape as w, containing d elements. Each361

element has a value of either 1 or 0, determining whether the362

element at the same index in w is pruned, i.e., the element363

value of 0 indicates pruning. ⊙ denotes the element-wise364

pointwise multiplication operation. λ and k denote hyperpa-365

rameters used to adjust contribution and compression rate, re-366

spectively. The first term in Eq. (1) represents a task-dependent367

loss function such as the cross-entropy loss function, and368

lower Lloss indicates higher accuracy of the proxy model. The369

second term in Eq. (1) represents the inference gain. Inference370

gain [28] is used to measure the benefit of MIAs. Lower Lgain371

indicates better defense of the proxy model against MIAs.372

To sum up, the goal of Eq. (1) is to reduce the inference373

gain while improving the accuracy of the proxy model. More374

specifically, Lloss can be defined in Eq. (4):375

Lloss(m) := E(x,y)∼Dpri
[ℓce(f(w ⊙m,x), y)], (4)

where Dpri and ℓce denote the private data of the client and the376

cross-entropy loss function, respectively. f(w ⊙m,x) can be377

seen as the output of the proxy model during sparse training.378

Compared with Lloss, the computation of Lgain is more379

complex since it requires an additional estimated function to380

measure the model’s ability to resist MIAs. As literature [28], 381

[29], Lgain can be defined as follows: 382

Lgain(m) := E(x,y)∼Dpri
[log(fmia(x, y, f(w ⊙m)))]

+E(x,y)∼\Dpri
[1− log(fmia(x, y, f(w ⊙m)))],

(5)

where fmia(·) denotes estimated function. In practice, a work- 383

well membership inference model can act as fmia(·) and is 384

used to evaluate the ability to protect privacy. Thus, Lgain, 385

i.e., Eq. (5) can be considered that evaluating the correctness 386

of the MIA model when the target data record is sampled from 387

the training set (Dpri), or outside training set (\Dpri). 388

PAMP trains and updates the mask to automatically prune 389

the local model via stochastic gradient descent (SGD) as speci- 390

fied by Eq. (1). To better train the mask, m = [m0,m1, ...,md] 391

in Eq. (1) is actually a floating-point tensor, which is then 392

converted into a binary tensor through the operator called 393

Binary(·). The operation of Binary(·) on each element (mi) 394

of the mask is defined as follows: 395

Binary(mi) :=

{
1, if mi > τ

0, otherwise,
(6)

396

τ := Topk(m, k), (7)

where τ denotes the top k largest element values in m. After 397

operations of Binary(·), elements in m are set to 1 if their val- 398

ues are larger than τ , and set to 0 otherwise. However, during 399

the training optimization process, the operator (Binary(·)) is 400

non-differentiable. Therefore, we adopt the Straight-Through 401

Estimator (STE) technique [30] to obtain an approximate 402

gradient for Binary(·) during backpropagation. 403

According to the definition of optimization provided above 404

(i.e., Eq. (1)), during sparse training with PAMP, the output 405

of the local model for each data sample is used not only 406

to compute Lloss but also to feed the given MIA model for 407

computing Lgain. As a result, the mask (m) is updated based 408

on corresponding gradients after backpropagation. 409
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The performance of the given MIA model impacts the410

effectiveness of PAMP. However, a trained MIA model with411

high inference gain may be not accessed easily. To obtain412

an effective MIA model, PAMP trains the MIA model by413

min-max objective function since the pruned local model’s414

performance impacts the MIA model’s accuracy. Therefore,415

The improved version of the optimization process is defined416

as follows:417

min
m

(Lloss + λ max
wmia

Lgain︸ ︷︷ ︸
optimize MIA model

)

︸ ︷︷ ︸
optimize mask for privacy and pruning

. (8)

Compared with the basic version of the optimization process418

(Eq. (1)), the improved version not only needs to optimize the419

mask based on the discriminative power of the MIA model, but420

also optimize the given MIA model with the help of the local421

model. Algorithm 2 displays key steps of PAMP mechanism.422

Similar to the training of GAN, PAMP alternately trains the423

MIA model and the local model until a balance is reached424

between the two. At this point, the local model will achieve425

an optimal balance between accuracy and protection capability.426

Once PAMP has completed, the MIA model will be discarded427

to reduce storage space. By adopting PAMP, Ring-Distill can428

achieve proxy models for the second stage.429

Algorithm 2 Privacy-Oriented Automatic Model Pruning

1: Require: D(i)
pri, \Dpri, wi, wmia, m, k, Tsparse

2: Output: m
3: Initialize all elements of m to 1
4: for t = 1 to Tsparse do
5: Random select samples (xpri, ypri) from D(i)

pri

6: Random select samples (xout, yout) from \Dpri

7: Computes Lgain and update the parameters of MIA
model (wmia) by Eq. (5)

8: Random select samples (xpri, ypri) again from D(i)
pri

9: Compute Lloss and update the parameters of local
model (w) by Eq. (4) and Eq. (6)

10: end for

Remarks. The proxy model generated by PAMP helps430

Ring-Distill to reduce communication overhead and mitigate431

the risk of privacy leakage. Though existing model compres-432

sion techniques can effectively generate smaller models for433

distillation, these pruning algorithms do not further address the434

privacy concerns of compressed models, which may be limited435

in privacy-sensitive scenarios. However, without the privacy-436

sensitive requirement, other techniques can be applied in Ring-437

Distill according to application configurations in practice.438

C. Historical Model-Based Distillation439

In the first communication epoch, each client aligns the440

output of its local model with the output of the received proxy441

model on the private dataset, so as to transfer knowledge442

from the proxy model to the local model. Specifically, each443

local model (wi) is additionally updated by gradients regarding444

the loss of distillation (Lkd(·)) with the proxy model (ŵi−1) 445

received from the upstream client: 446

Lkd(w
(0)
i ) := E(x)∼Dpri

[ℓkd(f(w
(0)
i , x), f(ŵ

(0)
i−1, x))], (9)

447

w
(1)
i := w

(0)
i − η▽

w
(0)
i
Lkd, (10)

where x ∈ Dpri denotes private samples. ℓkd(·) denotes the 448

KL divergence loss function. After the distillation process 449

completes, the proxy model (ŵ(0)
i−1) is stored locally for subse- 450

quent distillation operations in the next communication rounds. 451

In subsequent communication rounds, each client utilizes not 452

only the received proxy model but also the previously stored 453

historical proxy models to collectively distill knowledge into 454

its local model. The operations of model updating via the 455

HMD mechanism can be defined as follows: 456

L(w) := E(x,y)∼Dpri
[ℓce(f(w, x), y)]

+E(x)∼Dpri
[ℓkd(f(w, x),

1

Nq

Nq∑
j=1

f(ŵj , x))],
(11)

where Nq and ŵj(j ∈ [1, Nq]) denote the number and param- 457

eters of historical proxy models stored locally, respectively. 458

Maintaining several historical proxy models may incur 459

additional storage costs. To reduce storage costs, Ring-Distill 460

provides two optional strategies to reduce storage costs: 1) dis- 461

carding similar historical proxy models and 2) configuring the 462

maximum storage limit. In the former, Ring-Distill evaluates 463

the similarity between the newly received proxy model and all 464

historical proxy models by calculating the similarity of their 465

corresponding logits obtained on private data. If the similarity 466

score is below the given threshold (κs), Ring-Distill stores the 467

newly received proxy model (Lines 4-10 in Algorithm 3). In 468

the implementation, some similarity calculation methods, such 469

as cosine similarity, can be used to compute the similarity 470

between logits. In the latter, each client maintains a queue 471

(Q) to store historical proxy models. When a newly proxy 472

model is received and the queue is full, i.e., the length of the 473

client’s queue (Nq) exceeds the given threshold (κ), the earliest 474

historical proxy model is removed based on the ”first in, first 475

out” principle (Lines 11-13 in Algorithm 3). In practice, HMD 476

can be configured to use either strategy or both, depending on 477

application requirements. 478

Remarks. We believe that the effectiveness of HMD can 479

be attributed to two main factors. On one hand, existing 480

works [31], [32] convey that KD works well only if the 481

teacher model4 generalizes better than the student model. 482

From the perspective of ensemble learning, the average pre- 483

diction obtained from several historical proxy models can 484

be considered as the output of the teacher model that has 485

better generalization capability. Thus, the local model can be 486

beneficial for aligning average predictions. On the other hand, 487

from the perspective of continual learning, distillation based 488

on historical proxy models contributes to mitigating the issue 489

of model forgetting. In general, model forgetting refers to the 490

phenomenon where a model may forget previously learned 491

4In this paper, the proxy model acts as the teacher model while the local
model acts as the student model.
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knowledge while learning new knowledge, which can lead492

to a degradation in model performance. HMD ensures that,493

during each global epoch, the local model can ”review” old494

knowledge from historical proxy models while learning new495

knowledge from the newly received proxy model.496

D. Client Dropout Handling497

Distributed training with the ring-topology-based commu-498

nication mechanism may face robustness issues. For instance,499

if a client goes offline, data transmission will be interrupted,500

rendering distributed algorithms unable to work. To address the501

issue of client dropout, Ring-Distill leverages historical proxy502

models used in HMD. Specifically, before sending the proxy503

model to the downstream neighbor, the client first verifies504

whether its downstream client is online. Existing detection505

techniques in distributed systems, such as sending probe506

messages (which incur negligible overhead), can be integrated507

into Ring-Distill. If the downstream neighbor goes offline,508

the client searches for the next downstream client along the509

ring-topology-based communication structure until it finds an510

online client. Subsequently, the client sends the proxy model511

along with historical proxy models to the downstream client512

it finds. The found downstream client chooses which proxy513

model to use for distillation operations according to its training514

status(vi in Algorithm 1). In the implementation, Ring-Distill515

can adjust the tolerance level by tuning a hyperparameter516

that dictates the maximum allowable number of offline clients517

within the DFD system. In real-world applications, we can518

configure the hyperparameter based on specific requirements.519

For instance, in collaborative training across organizations, the520

physical machines and network of the participants are typically521

reliable, indicating that the FD system experiences minimal522

client dropout. As a result, the aforementioned hyperparameter523

can be set to zero.524

Algorithm 3 Historical Model-Based Distillation (HMD)

1: Require: D(i)
pri,Qi, wi, ŵj , Nq, κ, κs ▷ Qi denotes the

queue that stores copies of historical proxy models
2: Output: wi

3: Use ŵj and historical proxy models ŵlocal (ŵlocal ∈ Qi)
for distillation by Eq.(11)

4: for ŵlocal ∈ Qi do
5: score← compute similarity(ŵ, ŵlocal,D(i)

pri)
6: if score < κs then
7: Qi.push(ŵ) ▷ push ŵ into the queue.
8: Break
9: end if

10: end for
11: if Nq == κ then
12: Qi.pop() ▷ remove the earliest historical model.
13: end if

V. THEORETICAL ANALYSIS525

The core of Ring-Distill lies in transferring knowledge526

among clients by proxy models instead of relying on clients’527

local models, which may raise the question: is it feasible for528

proxy models to enable knowledge transfer during federated529

training?530

Similar to the analytical framework in the literature [31], 531

[32], we analyze the feasibility and effectiveness of Ring- 532

Distill with the help of VC theory. We conclude that the local 533

model can learn other local models’ knowledge from the proxy 534

model, i.e., the proxy model can improve the generalization 535

ability of local models. 536

Let R(·), Rn(·) and ϵ denote generalization error, training 537

error over n samples, and approximation error associated 538

with training, respectively. Let O(·) denote estimation used 539

to bound error in an asymptotic regime. Let F denote the 540

function class and its capacity can be measured by VC- 541

dimension. Function class with a large VC-dimension indicates 542

that it has a large capacity and needs to learn patterns from 543

large amounts of samples. 544

Assumption 1: For fA ∈ FA with finite dA VC-dimension 545

and fB ∈ FB with finite dB VC-dimension, we have: 546

R(fB)−R(fA) ≥ 0, (12)

where fA denotes the local model that expects to transfer 547

knowledge to another local model (fB) in a FD system. 548

Assumption 1 indicates that KD is feasible for two local 549

models in the FD system, and the student model (fB) can 550

benefit from KD. According to VC theory, we give the 551

following Theorem 1: 552

Theorem 1: Let fa ∈ Fa with finite da VC-dimension de- 553

note proxy model derived from fA. If Assumption 1 holds and 554

da ≤ dA, under Ring-Distill setting, the generalization error 555

of fB can be upper bounded by O(
√

dB log n
dB

+
√

da log n
da

n
1
2

). 556

In particular, fB transferring knowledge from fa can achieve 557

comparable performance to fB transferring knowledge from 558

fA. 559

Proof 1: Consider a binary classifier f belonging to a 560

function class F with finite d VC-dimension. If n ≫ d and 561

0 < δ < 1, then, with the 1− δ probability, the expected error 562

of R(f) is upper bounded by: 563

R(f) ≤ Rn(f) +O(
√
d log n

d

n
1
2

). (13)

Let fT ∈ FT with dT VC-dimension denote the real target 564

function that trained classifiers approximate. Let fA approach 565

fT , that is, client A trains its local model fA over n samples 566

so as to reach an acceptable convergence point. According to 567

Eq. (13), we can give the upper bound of the generalization 568

error of fA: 569

R(fA)−R(fT ) ≤ O(

√
dA log n

dA
−

√
dT log n

dT

n
1
2

) + ϵAT (14)

≤ O(

√
dA log n

dA

n
1
2

) + ϵAT , (15)

where ϵAT = Rn(fA) − Rn(fT ) is the approximation error 570

related to fA in the training procedure. Note that, since fT is 571

an ideal function, its training error over n samples Rn(fT ) < 572

Rn(fA). 573
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In the same way, we can give the upper bound of the574

generalization error of the proxy model (fa) belonging to fA575

when let fa approach fT :576

R(fa)−R(fT ) ≤ O(

√
da log

n
da

n
1
2

) + ϵaT , (16)

where ϵaT = Rn(fa) − Rn(fT ) is the approximate error577

related to fa.578

Under Assumption 1 holds, fB can effectively transfer579

knowledge from fA over n samples. Therefore:580

0 ≤ R(fB)−R(fA) ≤ O(

√
dB log n

dB

n
1
2

) + ϵBA, (17)

where ϵBA = Rn(fB)−Rn(fA) is the approximation error.581

We give the upper bound of the generalization error of fB582

when fB transfers knowledge from fA:583

RA→B =

R(fB)−R(fT ) = R(fB)−R(fA) +R(fA)−R(fT )

≤ O(

√
dA log n

dA
+
√
dB log n

dB

n
1
2

) + ϵA→B ,

(18)

where ϵA→B = ϵAT + ϵBA.584

In the same way, we give the upper bound of the general-585

ization error of fB when fB transfers knowledge from fa:586

Ra→B =

R(fB)−R(fT ) = R(fB)−R(fa) +R(fa)−R(fT )

≤ O(

√
dB log n

dB
+
√
da log

n
da

n
1
2

) + ϵa→B ,

(19)

where ϵa→B = ϵaT + ϵBa and ϵBa = Rn(fB) − Rn(fa).587

Note that, under Ring-Distill setting, fa is actually a com-588

pressed version of fA. The compression operation is es-589

sentially a regularization of the model parameters, which590

constrains values of some elements to be set to zero from591

a tensor perspective. As a result, fa ∈ Fa, Fa ⊑ FA. In592

particular, da ≤ dA.593

Theorem 1 is proved. In addition, Eq. (20) holds if ϵA→B594

and ϵa→B are sufficiently small, or both values are close,595

which means fA and fa have similar performance, i.e., both596

have similar training error over n samples.597

O(

√
dA log n

dA
+
√
dB log n

dB

n
1
2

) + ϵA→B

≥ O(

√
dB log n

dB
+
√

da log
n
da

n
1
2

) + ϵa→B .

(20)

As in literature [31], [32], Actually Theorem 1 provides598

the upper bounds in an asymptotic regime instead of actual599

performance. However, Theorem 1 ensures that local models600

under the Ring-Distill setting can achieve a comparable gen-601

eralization performance to that trained by other DFDs that602

transfer knowledge based on local models.603

VI. EXPERIMENTS 604

A. Experimental Setting 605

We build DFD system with different physical machines 606

acting as clients (and the server). We ensure that the network 607

environment is stable and the bandwidth is sufficient. Besides, 608

as in literature [33], we adopt their scheme to distribute 609

data samples into several physical machines to simulate the 610

distribution of data in the real world (Non-IID setting). For 611

experiments regarding heterogeneous model training, we de- 612

sign several groups of simulations that allow clients to train 613

different models: in CIFAR-10 and UTKFace experiments, 1/3 614

of clients train ResNet-18, 1/3 of clients train ResNet-34, and 615

the rest train VGGNet-16. In MNIST and Fashion-MNIST 616

experiments, half of the clients train CNN and MLP, respec- 617

tively. All approaches including Ring-Distill are implemented 618

by PyTorch5. Each experimental result is the average obtained 619

from 5 experiments under different random seeds. 620

Datasets. Several datasets widely used in literature are 621

used in our experiments: MNIST, Fashion-MNIST, CIFAR- 622

10, and UTKFace6. Specifically, UTKFace is a large-scale 623

facial dataset comprising over 20,000 images annotated with 624

age, gender, and ethnicity attributes. In this work, UTKFace 625

is employed for the ethnicity classification task. As in the 626

literature [5], for baselines that require a public dataset, some 627

training data are sampled and serve as the public dataset. Since 628

some FD algorithms that require a public dataset are actually 629

beneficial from two datasets (local data and public data), for 630

fairness, we migrate the ”public dataset” into local data for 631

baselines that do not require a public dataset. 632

Compared Approaches. Several representative DFDs are 633

chosen as baselines, including CMFD [5], Def-KT [8], Fed- 634

DCM [6], DCCR [24], DFLStar [25], and MUFTI [22]. 635

Additionally, One-sided Training (standalone training without 636

FD settings) serves as the lower-bound performance baseline 637

in our experiments. Among these baselines, CMFD and DCCR 638

are two logits-based decentralized FDs that require a public 639

dataset. Def-KT, FedDCM, and DFLStar are three effective 640

data-free decentralized FD algorithms that allow models to 641

directly transfer knowledge to others. In particular, Def-KT 642

does not support heterogeneous model training due to its de- 643

sign. In our experiments, we made some modifications to Def- 644

KT to enable it to support heterogeneous model training. For 645

MUFTI, we selectively employ only the first-stage algorithm 646

of MUFTI, as its multi-task oriented second-stage algorithm 647

is not applicable to our scenario. 648

Models. Five representative DNN models, including 649

ResNet-18, ResNet-34, VGGNet-16, CNN and MLP, are 650

trained via different DFD approaches. In particular, the dimen- 651

sion of 3-layers MLP is reduced from 512 to 128, and then 652

to 10. The shape of the convolution filter in CNN is (5x5). 653

In addition, CNN and MLP are used in experiments regard- 654

ing MNIST and Fashion-MNIST datasets, while ResNet-18, 655

ResNet-34 and VGGNet-16 are used in experiments regarding 656

CIFAR-10 and UTKFace. 657

5https://pytorch.org
6https://susanqq.github.io/UTKFace/
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Hyperparameters. Hyperparameter settings regarding ex-658

periments are listed in Table II. Many hyperparameter settings659

are the same as those in existing literature, except for the fol-660

lowing hyperparameter: the number of communication rounds,661

i.e., epochs, is set differently for different datasets. However,662

for the proposed algorithm, the number of communication663

rounds is only related to the number of participating clients. In664

addition, during the local training stage of Ring-Distill, models665

are trained over 50 iterations on CIFAR-10 and 20 iterations666

on MNIST(and Fashion-MNIST), respectively. However, for667

fairness, we ensure that the total number of iterations (local668

epochs + communication epochs) of models is the same for669

all baselines. Note that, in Ring-Distill, the iterations of sparse670

training are used to generate proxy models rather than to671

update the local models. We adopt an early stopping strategy672

during sparse training, meaning Ring-Distill stops the sparse673

training once the proxy model meets certain criteria.674

Attack Simulation. In our experiments, we employ three675

prevalent privacy attacks—namely, Membership Inference At-676

tacks (MIA), Data Reconstruction Attacks (DRA), and At-677

tribute Inference Attacks (AIA)—to evaluate the privacy-678

preserving capabilities of our algorithm. For the membership679

inference attack, the attack environment settings including680

the MIA model and data settings introduced in [28], [34]681

are used in our experiments. Specifically, the MIA model682

consists of three fully connected sub-networks: probability683

stream (layer size of [number of classes, 1024, 512, 64]),684

label stream (layer size of [number of classes, 512, 64]), and685

fusion stream (layer size of [256,64,1]). The fusion stream686

operates on the concatenation of the output of probability687

and label stream. For the data setup, the training dataset is688

divided into member training and test sets, while the test689

dataset is split into non-member training and test sets. Note690

that the non-member training samples are exclusively used691

for the MIA model and are not utilized for training the local692

models. For the data reconstruction attack, we implement693

the popular and effective attack method called DLG (Deep694

Leakage from Gradients) [35]. DLG enables adversaries to695

reconstruct original training data by matching and aligning696

gradients, leveraging stolen client-shared local models and a697

small set of gradients. For the attribute inference attack, we698

adopt the method described in [36]: an attack model is trained699

using internal features extracted from the target model (i.e., the700

victim). The attack model is subsequently leveraged to infer701

partial sensitive attributes of the training samples.702

Metrics. We adopt several metrics to evaluate the per-703

formance of the proxy model. For experiments involving704

membership inference attacks, we utilize TM-score [34] in705

our experiments. TM-score aims to directly evaluate the706

performance-safety tradeoff, and it is defined as follows:707

TM − score =
(Accuracy)γ

MIA−Accuracy
, (21)

where Accuracy and MIA−Accuracy denote the accuracy of708

the proxy model and MIA model (against the proxy model), re-709

spectively. The hyperparameter γ is set to 1 in our experiments.710

Note that, MIA can be modeled as a binary classification711

task, and the attack model’s accuracy (MIA-Accuracy) close712

to 50% can be considered as random guessing for a binary 713

classification task, indicating that the attack model does not 714

work effectively. For experiments involving data reconstruc- 715

tion attacks, Mean Squared Error (MSE), Peak Signal-to-Noise 716

Ratio (PSNR), and Structural Similarity Index (SSIM) are 717

used for evaluation. Specifically, MSE quantifies the average 718

squared difference between pixel values of the original and 719

processed images, serving as a fundamental pixel-level accu- 720

racy metric but lacking perceptual relevance to human vision. 721

PSNR, derived from MSE, measures the logarithmic ratio of 722

the maximum possible signal power to the noise power, with 723

higher dB values indicating superior reconstruction fidelity. 724

SSIM evaluates perceptual quality by comparing luminance, 725

contrast, and structural patterns between images, yielding a 726

score between 0 and 1 where values closer to 1 denote near- 727

identical structural content. 728

TABLE II
HYPERPARAMETER SETTINGS

Hyperparameter Value
The size of mini-batch during local training 128

The size of mini-batch during distillation 128
Learning rate 0.1
Weight decay 1e-5

Global epochs for MNIST 100
Global epochs for Fashion-MNIST 100

Global epochs for CIFAR-10 300
Concentration parameter (αdir)

for Dirichlet distribution
(regarding non-IID settings)

0.5

B. Evaluation of PAMP mechanism 729

After configuring k, the PAMP mechanism can automat- 730

ically prune the local model by updating the mask over 731

several iterations of sparse training, generating a proxy model 732

that balances privacy and accuracy. In our experiments, k 733

is configured as half of the number of the local model’s 734

parameters, i.e., the compression rate of the proxy model is 735

0.5 in our experiments. Our experimental results show that 736

the proxy model with a 0.5 compression rate can achieve 737

similar accuracy to that of the local model. In practice, how to 738

configure k depends on applications’ requirements. To evaluate 739

the effectiveness of PAMP in enhancing the privacy protection 740

capabilities of the proxy model, we conduct three distinct types 741

of privacy attacks to exfiltrate data privacy from proxy models: 742

Membership Inference Attack. We design experiments 743

to compare the performance between PAMP and PAMP with- 744

out the privacy constraint (i.e., without Lgain of Eq.(1)). 745

Specifically, we train the local model (i.e., victim) on the 746

privacy dataset until the model converges. Then, we apply 747

two compression techniques, i.e., PAMP and PAMP without 748

privacy constraint (namely Baseline in figures), to compress 749

the trained model, respectively. Subsequently, the MIA model 750

is used to attack proxy models to measure privacy pro- 751

tection. Table III lists experimental results. The MIA-Acc 752

metric reflects the success rate of the attack model. Thus, 753

lower values for proxy models are desirable. The TM-score 754

for the model represents a comprehensive metric evaluating 755

both model accuracy and privacy-preserving capability, where 756

higher values indicate better performance. From Table III, 757

we observe that, on four tasks, proxy models with varying 758
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compression levels consistently outperform Baseline in both759

MIA-Accuracy and TM-score metrics. In select experimental760

configurations, the proxy model achieves >10% reduction761

in MIA success rates compared to Baseline, demonstrating762

significant privacy enhancement.

TABLE III
EXPERIMENTAL RESULTS FOR MEMBERSHIP INFERENCE ATTACKS

Tasks Metrics Baseline PAMP(0.2) PAMP(0.5) PAMP(0.8)

MNIST
(MLP)

MIA-Acc 60.25% 52.55% 50.01% 51.09%
TM-score 1.63 1.85 1.85 1.87

Fashion-MNIST
(CNN)

MIA-Acc 60.62% 47.06% 46.50% 41.78%
TM-score 1.48 1.53 1.67 1.72

CIFAR-10
(ResNet-18)

MIA-Acc 67.40% 50.80 % 50.69 % 53.70%
TM-score 1.35 1.75 1.80 1.72

UTKFace
(VGGNet-16)

MIA-Acc 53.57% 47.06% 46.50% 41.78%
TM-score 1.56 1.66 1.64 1.74

763 Figure 4 and 5 illustrate the performance dynamics of764

proxy models on the validation data throughout PAMP process,765

enabling visual analysis of the PAMP min-max optimization.766

As shown in Figure 4, MIA-Accuracy regarding PAMP (blue,767

orange, and green lines) is quite low and close to 50%, while768

MIA-Accuracy regarding baseline (red line) is larger than 50%769

(specifically larger than 60% in Figure 4(a)). In particular, we770

observe that, proxy models in Figure 4(a) and 5(a) exhibit771

lower performance than the baseline when the iteration count772

is fewer than 6 epochs. We posit that, since the PAMP-based773

process follows a min-max optimization framework where774

the proxy model seeks to minimize the inference gain loss775

(reducing MIA success rate) while the adversarial MIA model776

aims to maximize this loss (increasing MIA accuracy), the777

min-max optimization results in oscillating privacy-preserving778

capabilities of the proxy model during sparse training. Con-779

sequently, during the PAMP-based sparse training, the proxy780

model occasionally exhibits performance degradation in indi-781

vidual epochs—even falling below the baseline in terms of782

privacy protection. However, as the number of iterations in783

sparse training increases, the MIA-Accuracy of PAMP tends784

to decrease and stabilize, and proxy models finally achieve785

favorable performance under different compression rates.786

From the perspective of the accuracy-privacy trade-off, Fig-787

ure 5 shows the proxy model generated by PAMP achieves a788

higher TM-score, indicating that the proxy model generated by789

PAMP can maintain both accuracy and privacy. In particular, as790

the number of iterations in sparse training increases, TM-score791

related to PAMP remains stable and is consistently higher than792

that of baseline. Additionally, we found that PAMP achieves793

a favorable TM-score under different parameter settings (blue,794

orange, and green lines in Figure 5). In our experiments,795

configuring compression rate as 0.5 enables the proxy model796

to achieve an optimal balance among precision, privacy preser-797

vation, and model size. In practice, the compression rate for798

PAMP in RingDistill can be adjusted to an appropriate value799

based on different applications and ML tasks.800

Data Reconstruction Attack. DLG attacks [35] are exe-801

cuted on uncompressed models and proxy models with varying802

compression ratios across three tasks: CNN/Fashion-MNIST,803

ResNet-18/CIFAR-10, and VGGNet-16/UTKFace. These ex-804

periments aim to exfiltrate training data samples from target805

models (i.e., victims). Experimental results are summarized in806
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Fig. 4. MIA-Accuracy (%) comparison for proxy models generated by
different settings. Lower is better. The blue, orange, and green lines denote the
MIA-Accuracy of the MIA model used to attack proxy models. These proxy
models are generated by PAMP mechanism with 0.2, 0.5, and 0.8 compression
rates, respectively. An MIA-Accuracy close to 50% indicates that the proxy
model is unable to defend against MIA attacks in MIA classification.

Table IV. Lower MSE, higher PSNR, and higher SSIM values 807

indicate greater similarity between reconstructed and original 808

images, indicating more successful data reconstruction attacks. 809

In contrast, a higher MSE alongside lower PSNR and SSIM 810

values demonstrates a stronger resistance of the target model 811

against such attacks. Note that the values reported in Table IV 812

are averages computed over test samples.

TABLE IV
EXPERIMENTAL RESULTS FOR DATA RECONSTRUCTION ATTACKS

Tasks Metrics Baseline PAMP(0.2) PAMP(0.5) PAMP(0.8)

Fashion-MNIST
(CNN)

MSE 0.043 0.169 0.11 0.128
PSNR 13.89dB 7.88dB 9.61dB 9.31dB
SSIM 0.827 0.181 0.290 0.144

CIFAR-10
(ResNet-18)

MSE 0.011 0.041 0.038 0.068
PSNR 19.44dB 13.79dB 14.15dB 11.63dB
SSIM 0.727 0.390 0.037 0.143

UTKFace
(VGGNet-16)

MSE 0.036 0.073 0.060 0.041
PSNR 14.42dB 11.32dB 11.02dB 12.4dB
SSIM 0.51 0.303 0.415 0.372 813

Figure 6 depicts subsets of reconstructed Fashion-MNIST 814

samples from both baseline and proxy models. Key obser- 815

vations reveal that, compared to the baseline, reconstruction 816

attacks fail to effectively reconstruct training samples from 817

proxy models. Additionally, we simulate scenarios where 818

proxy models are hijacked and compromised during Ring- 819

Distill training. Specifically, within the semi-honest threat 820

model scenario, for the task training ResNet-18 on CIFAR- 821

10, we assume an adversary has obtained one of the client’s 822

proxy models to perform data reconstruction attacks. Figure 823

7 exhibits partial attack outcomes. Crucially, reconstruction 824

attacks consistently fail to effectively reconstruct training 825
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Fig. 5. TM-score comparison for proxy models generated by different
settings. Higher is better. The blue, orange, and green lines denote the
TM-score of the proxy model generated by PAMP with 0.2, 0.5, and 0.8
compression rates, respectively. The red line represents PAMP without the
privacy constraint(Baseline). A high TM-score indicates that the proxy model
can better balance both accuracy and privacy. Note that the curves in figures
are smoothed for visually intuitive presentation.

samples from proxy models across varying compression rates,826

demonstrating the inherent privacy resilience of PAMP.827

Attribute Inference Attack. As in literature [36], we utilize828

the UTKFace dataset for attribute inference attacks (AIA) due829

to its multi-attribute annotations per image (e.g., ethnicity and830

gender labels). These annotations serve as sample attributes in831

our experiments. We conduct attribute inference attacks against832

target models trained for ethnicity classification on UTKFace,833

specifically inferring the gender attribute (i.e., gender labels) of834

training samples. To simulate real-world AIA scenarios where835

attackers possess limited data resembling training samples for836

training attack models, half of the data samples from the837

UTKFace test dataset are used to train attack models. Figure 8838

demonstrates the attack success rate of AIA. Since the attack839

model aims to infer gender labels, AIA in our experiments840

can be considered as a binary classification task. When the841

attack success rate falls below 50% (the random guess base-842

line), we believe that AIA is ineffective. Our experiments843

validate that proxy models generated through PAMP maintain844

attack success rates below 51% – demonstrably close to the845

security threshold (50%). In comparison, AIA successfully846

infers gender attributes from the baseline with high accuracy847

(approaching 76%). The experimental results demonstrate the848

effectiveness of proxy models in mitigating AIAs.849

Discussion. Experimental results across multiple tasks850

demonstrate that the proxy model effectively mitigates three851

(a) The image of sports shoes

(b) The image of high-heeled shoes

(c) The image of snow boots

Fig. 6. Visual comparison between original images and reconstructed counter-
parts. Within each image group, the reconstructions are arranged from left to
right as follows: uncompressed model, then proxy models with compression
rates of 0.2, 0.5, and 0.8.

Fig. 7. Visualization of reconstruction attack results. Six groups of subfigures
are presented, with the left image showing the original sample and the right
image displaying the reconstructed counterpart in each pair.

mainstream privacy attacks (MIA, DRA, and AIA), thus val- 852

idating the superiority of the PAMP mechanism. In addition, 853

our observations reveal no strong correlation between proxy 854

model compression rates and privacy protection efficacy under 855

three attack scenarios. Specifically, higher compression levels 856

do not consistently improve protection metrics, such as MIA 857

Accuracy and TM-score. We posit that the PAMP mechanism 858

decouples the strong correlation between model outputs and 859

sensitive features during compression, rendering the attacker’s 860

predictions statistically indistinguishable from random guess- 861

ing regardless of the compression level. 862

C. Evaluation of Historical Model-Based Distillation. 863

One of the advantages of HMD mechanism in Ring-Distill is 864

to improve the effectiveness of knowledge transfer. To validate 865

the effectiveness of HMD, we conducted experiments on four 866

tasks (MNIST, Fashion-MNIST, CIFAR-10, and UTKFace) in 867

both homogeneous and heterogeneous training scenarios, using 868

different numbers of historical models (parameterized by κ). 869

Experimental results in Table V conclusively demonstrate that 870

HMD effectively improves the final accuracy of local models 871

across all clients. Moreover, we observe that HMD reduces 872

oscillations in model accuracy throughout the training process. 873

Ablation Result. The HMD mechanism plays an indis- 874

pensable role in Ring-Distill. The performance of Ring-Distill 875
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without HMD may be affected. In this ablation study, setting876

κ = 1 for the HMD mechanism corresponds to vanilla877

Ring-Distill without HMD capabilities, as clients never store878

historical proxy models locally. Experimental results presented879

in Table V demonstrate that, when κ = 5, compared to Ring-880

Distill without HMD (κ = 1), HMD significantly boosts the881

average accuracy of all local models: approximately +7%882

on MNIST, +5% on Fashion-MNIST, +4% on CIFAR-10,883

and +4% on UTKFace. When storage limitations are not884

considered, increasing the number of historical models (κ >5)885

may potentially enhance accuracy. From the client-level per-886

spective, Figure 9 illustrates the training status of one client in887

Ring-Distill involving 10 participating clients. We observe sig-888

nificantly lower local model accuracy in Ring-Distill without889

HMD (blue line) compared to HMD-enabled variants (green890

and orange lines). In particular, without HMD mechanism, the891

performance of the local model is very unstable and degraded.892

For instance, local model accuracy declines during the 2nd/3rd893

rounds (blue line in Figure 9(a)) and the 3rd/6th rounds (Figure894

9(b)), indicating catastrophic forgetting of previously acquired895

knowledge. In contrast, HMD-augmented variants (κ > 1)896

maintain stable performance during training, demonstrating897

HMD’s efficacy in mitigating catastrophic forgetting via his-898

torical knowledge retention.899

Configuration regarding κ. In general, as the number of900

historical models (κ) increases, the performance (accuracy and901

stability) of the local model improves. However, it may incur902

higher storage costs if κ is configured as a larger value. In903

practice, we can configure κ based on the trade-off between904

accuracy and storage costs. From the experimental results905

shown in Figure 9, we found that κ = 3 and κ = 5 achieve906

comparable accuracy (orange and green lines). Therefore, we907

believe that κ = 3 is an appropriate choice in our MNIST,908

Fashion-MNIST, CIFAR-10, and UTKFace experiments, as it909

offers higher benefits with lower storage costs.910
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Fig. 8. Attribute Inference Attack Success Rate (AIA- Accuracy). The attack
model attempts to infer gender attributes of UTKFace samples utilized in the
target model’s training process.

D. Performance Comparison with Baselines911

Table VI records all experimental results. The maximum,912

minimum, and average values in Table VI record the best913

accuracy, the worst accuracy, and the average accuracy of local914

models among clients, respectively. The difference between the915

best and worst accuracy can reflect the severity of the Non-916

IID issue: the larger gap indicates DFDs may not effectively917
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Fig. 9. Performance comparison with different configurations regarding the
number of historical proxy models stored locally.Note that the accuracy at
Epoch 0 actually indicates the final accuracy of the local model after local
sparse training (the first stage).

TABLE V
ACCURACY (%) COMPARISON UNDER DIFFERENT VALUES OF κ.

Dataset Models κ Maximum Minimum Average

MNIST CNN
MLP

1 84.09 60.02 77.83
3 92.98 74.01 84.90
5 92.32 75.26 84.96

Fashion-
MNIST

CNN
MLP

1 76.34 64.56 69.27
3 80.0 65.06 74.93
5 80.74 67.42 75.07

CIFAR-10 ResNet-18
1 78.61 68.84 70.58
3 79.23 66.6 72.66
5 79.92 70.67 74.82

UTKFace
ResNet-18
ResNet-34

VGGNet-16

1 73.32 66.26 69.61
3 75.27 67.81 72.55
5 76.24 71.01 74.16

mitigate it. Besides, the column named ’Models’ in Table VI 918

records the kind of models involved in training. Overall, Ring- 919

Distill can outperform baselines in both heterogeneous and 920

homogeneous model training scenarios. Also, the proposed 921

algorithm can address the Non-IID issue better than baselines. 922

Heterogeneous Training. Cases 1-40 in Table VI record 923

experimental results about heterogeneous training on MNIST, 924

Fashion-MNIST, CIFAR-10 and UTKFace. From the results, 925

we observe that models trained via Ring-Distill can achieve 926

comparable or even better accuracy than baselines on all 927

datasets. More precisely, the overall accuracy of all clients’ 928

local models (i.e., average accuracy) outperforms that of mod- 929

els trained with other baselines. From the results in Table VI, 930

Ring-Distill can improve nearly 7%- 13% accuracy compared 931

to One-sided Training, and improve nearly 5% compared to 932
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other DFDs. Furthermore, the difference between the max-933

imum and minimum accuracy of local models trained with934

Ring-Distill is smaller than that of models trained with other935

baselines, indicating that Ring-Distill effectively mitigates the936

Non-IID issue, whereas other baselines may lead to significant937

accuracy discrepancies among clients. Figure 10 can illustrate938

the observation more intuitively. Red dots in Figure 10 show939

that in the training system using Ring-Distill, the accuracy940

range for clients is from 65% to 80%, and the entire accuracy941

range shifts towards higher precision.

Algorithms
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Fig. 10. Illustration of local model accuracy per client: each dot represents one
client, and dots of the same color show the accuracy distribution for 10 clients
trained with a specific algorithm. E.g., red dots indicate accuracy achieved
with Ring-Distill. The smaller accuracy differences among local models under
Ring-Distill suggest that it effectively addresses the Non-IID problem.

942

Homogeneous Training. Cases 41-80 in Table VI record943

experimental results about homogeneous training on MNIST,944

Fashion-MNIST, and CIFAR-10. The results in this group of945

experiments align well with our expectations. Compared with946

other model-based DFDs, the proposed algorithm performs947

well in homogeneous training as it does in heterogeneous train-948

ing, and shows a significant advantage in terms of accuracy. In949

certain cases, Ring-Distill can even improve average accuracy950

by nearly 10% compared to some DFDs on CIFAR-10. Also,951

Ring-Distill outperforms baselines on MNIST and Fashion-952

MNIST. Furthermore, we observe that the range between953

the maximum and minimum performance of Ring-Distill is954

smaller than that of the baselines, which may indicate that the955

proposed algorithm may effectively address the Non-IID issue956

in homogeneous training. To sum up, the results regarding957

both heterogeneous and homogeneous training convey that,958

Ring-Distill achieves the expected accuracy and performance959

on several datasets compared to baselines.960

Comparison under Diverse Non-IID Settings. As in961

literature [33], we employ a Dirichlet distribution with concen-962

tration parameter αdir=0.5 to simulate Non-IID data settings.963

To validate our algorithm’s robustness in diverse Non-IID964

settings, we conduct two sets of experiments on the Fashion-965

MNIST dataset using distinct Dirichlet concentration param-966

eters (αdir=0.2 and αdir=0.9). As quantitatively documented967

in Table VII, the results demonstrate Ring-Distill’s consistent968

effectiveness in addressing heterogeneous data distributions.969

Furthermore, we experimentally investigate an additional Non-970

IID configuration: Label Distribution Skew [37]. Specifically,971

we design experiments leveraging UTKFace’s long-tailed eth-972

nicity label distribution—a natural fit for simulating FD under973

label-imbalanced conditions. As quantitatively validated in 974

Table VI (Cases 33-40), our approach achieves comparable 975

accuracy under label distribution skew, demonstrating its ro- 976

bustness against severe class imbalance inherent in FL/FD. 977

Scalability. To verify the scalability of Ring-Distill in cross- 978

silo federated training, we additionally conduct experiments in 979

which 20 clients participate in heterogeneous training (Cases 980

17-24 in Table VI). Experimental results demonstrate that 981

Ring-Distill still performs well even when the number of 982

clients increases. It is worth mentioning that, since each client 983

executes the second training stage in parallel, no additional 984

waiting time is introduced for the clients when the number of 985

clients increases. In practice, the cross-silo training system 986

typically has fewer participants compared to cross-device 987

training scenarios. Therefore, we believe that the scalability of 988

the proposed algorithm is sufficient to meet the client quantity 989

requirements in real-world, cross-silo training scenarios. 990

Discussion. From experimental results, we believe two 991

factors contribute to the high accuracy under Ring-Distill: (1) 992

clients can effectively learn knowledge from proxy models, 993

and (2) the HMD mechanism helps mitigate model forgetting. 994

E. Communication Costs Comparison 995

We evaluate the communication cost of Ring-Distill in terms 996

of communication frequency and data volume, respectively. 997

Communication Frequency. For typical DFDs, such as 998

CMFD, the training process may require hundreds or even 999

thousands of communication rounds, depending on the com- 1000

plexity of ML tasks. Different from baselines, the communi- 1001

cation rounds per client of Ring-Distill are only related to the 1002

number of participating clients. Thus, from the perspective of 1003

clients, the proposed algorithm has a clear advantage. 1004

Communication Data Volume. Each client only needs to 1005

send/receive a proxy model (compressed model) in each com- 1006

munication round, we believe that Ring-Distill can effectively 1007

reduce the amount of data by configuring an appropriate value 1008

of k according to scenarios. For example, the size of CNN is 1009

about 0.03 MB. If k = 0.5, the size of the proxy model is about 1010

0.015 MB. To further evaluate the communication volume dur- 1011

ing the Ring-Distill training process, we conduct experiments 1012

in a homogeneous model training scenario. Specifically, we 1013

use different algorithms to train ResNet-18, ResNet-34, and 1014

VGGNet-16, respectively. We record the communication data 1015
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Fig. 11. Communication data volume comparison



14

TABLE VI
ACCURACY (%) COMPARISON UNDER DIFFERENT SETTINGS.

Cases Datasets Models Approaches Maximum Minimum Average
Heterogeneous Training

1

MNIST CNN
MLP

One-sided Training 87.87 54.59 70.44
2 CMFD 89.82 58.86 80.80
3 Def-KT 87.76 56.79 75.98
4 FedDCM 87.98 58.47 79.08
5 DCCR 88.16 55.64 78.40
6 DFLStar 86.27 53.52 77.57
7 MUFTI 87.69 54.26 77.32
8 Ring-Distill 92.98 74.01 84.90
9

Fashion-MNIST CNN
MLP

One-sided Training 79.71 65.11 67.75
10 CMFD 82.39 67.71 74.09
11 Def-KT 79.59 60.56 70.24
12 FedDCM 79.14 62.85 70.93
13 DCCR 82.65 66.22 72.88
14 DFLStar 77.81 63.65 69.48
15 MUFTI 81.03 64.3 71.36
16 Ring-Distill 80.0 65.06 74.93
17

Fashion-MNIST
(20 clients)

CNN
MLP

One-sided Training 76.22 53.86 60.98
18 CMFD 79.39 58.22 72.15
19 Def-KT 72.48 50.11 62.99
20 FedDCM 74.77 51.3 65.57
21 DCCR 78.38 55.68 71.15
22 DFLStar 72.98 51.96 62.0
23 MUFTI 74.95 46.49 62.78
24 Ring-Distill 78.68 62.97 72.91
25

CIFAR-10
ResNet-18

ResNet-
VGGNet-16

One-sided Training 72.39 46.81 59.12
26 CMFD 79.12 63.95 70.54
27 Def-KT 75.22 49.18 61.11
28 FedDCM 77.55 50.89 64.39
29 DCCR 77.46 46.35 63.29
30 DFLStar 76.35 57.11 67.49
31 MUFTI 75.21 48.95 61.52
32 Ring-Distill 79.16 66.97 72.52
33

UTKFace
ResNet-18

ResNet-
VGGNet-16

One-sided Training 70.48 63.06 67.91
34 CMFD 74.48 68.56 72.06
35 Def-KT 72.50 67.21 71.29
36 FedDCM 74.59 69.10 72.50
37 DCCR 72.27 54.24 69.24
38 DFLStar 77.03 51.97 72.57
39 MUFTI 73.20 56.25 72.20
40 Ring-Distill 75.55 67.80 72.55

Homogeneous Training
41

MNIST MLP

One-sided Training 85.1 55.47 76.66
42 CMFD 89.5 60.31 79.62
43 Def-KT 85.56 57.56 78.47
44 FedDCM 89.19 59.93 79.49
45 DCCR 86.24 55.72 77.19
46 DFLStar 84.84 61.32 77.78
47 MUFTI 84.53 54.56 77.22
48 Ring-Distill 91.47 75.11 84.93
49

Fashion-MNIST CNN

One-sided Training 74.71 62.18 70.48
50 CMFD 78.58 63.03 72.88
51 Def-KT 79.49 60.37 72.37
52 FedDCM 78.82 61.63 71.9
53 DCCR 81.84 64.1 72.11
54 DFLStar 81.46 66.46 72.2
55 MUFTI 80.09 63.11 72.46
56 Ring-Distill 79.9 63.77 73.19
57

CIFAR-10 VGGNet-16

One-sided Training 73.44 45.37 56.00
58 CMFD 77.78 61.55 69.16
59 Def-KT 73.1 48.3 61.09
60 FedDCM 74.74 50.1 62.14
61 DCCR 75.05 48.16 62.55
62 DFLStar 75.11 52.14 63.09
63 MUFTI 75.77 49.24 61.12
64 Ring-Distill 77.13 66.28 72.09
65

CIFAR-10 ResNet-18

One-sided Training 72.68 47.74 59.5
66 CMFD 79.52 63.32 70.54
67 Def-KT 74.44 51.49 61.6
68 FedDCM 77.6 54.07 65.66
69 DCCR 77.48 50.63 63.95
70 DFLStar 74.78 49.14 61.60
71 MUFTI 76.13 48.75 61.84
72 Ring-Distill 79.23 66.6 72.66
73

CIFAR-10 ResNet-34

One-sided Training 72.15 47.13 58.62
74 CMFD 79.57 62.2 68.08
75 Def-KT 74.75 49.81 60.20
76 FedDCM 76.43 51.45 63.64
77 DCCR 77.45 48.68 66.62
78 DFLStar 76.59 49.95 66.88
79 MUFTI 75.23 49.33 67.61
80 Ring-Distill 78.52 68.13 72.23

TABLE VII
CNN ACCURACY (%) COMPARISON ON FASHION-MNIST

Concentration parameter
(αdir) Approaches Maximum Minimum Average

0.2

One-sided Training 54.82 19.85 40.40
CMFD 55.98 27.97 43.44
Def-KT 61.94 45.20 46.9

FedDCM 63.55 27.78 48.67
DCCR 68.68 27.59 51.0

DFLStar 61.13 27.88 47.30
MUFTI 68.59 27.99 51.48

Ring-Distill 66.46 32.44 52.01

0.9

One-sided Training 82.66 73.1 75.69
CMFD 84.71 74.45 80.1
Def-KT 84.39 78.33 80.46

FedDCM 81.82 71.9 80.10
DCCR 84.48 73.38 80.12

DFLStar 81.46 72.2 76.84
MUFTI 84.09 73.03 78.34

Ring-Distill 82.94 74.8 81.5

volume during the training process. The experimental results 1016

are shown in Figure 11. Please note that Figure 11 only 1017

records the average communication data volume of clients. The 1018

overall system’s communication data volume is approximately 1019

proportional to the communication volume per client. From 1020

the experimental results, we can see that Ring-Distill has 1021

a clear advantage in terms of communication data volume. 1022

Even compared to CMFD, one of the variants of logits-based 1023

DFDs, Ring-Distill maintains a similarly low communication 1024

data volume. The communication data volume of logits-based 1025

DFDs, such as CMFD and DCCR, is related to the quantity of 1026

public data samples and the number of communication rounds, 1027

resulting in generally low communication overhead. However, 1028

a few of global epochs in Ring-Distill contribute to its satis- 1029

factory results. Specifically, experimental results show that the 1030

volume of communication data per client in Def-KT, FedDCM, 1031

and DFLStar matches the theoretical predictions. Specifically, 1032

in the same number of global epochs, the communication data 1033

volume in Def-KT is approximately half of that in FedDCM. 1034

It’s important to note that in our experiments, the model type 1035

of the global model in FedDCM is the same as the type of the 1036

local model. In this experimental comparison, we intentionally 1037

excluded MUFTI as a baseline due to its fundamentally 1038

distinct centralized-server communication topology. 1039

F. Computational Costs Comparison 1040

To analyze Ring-Distill’s training time advantage, we first 1041

evaluate the compute budget and training time of PAMP. 1042

Specifically, we benchmark PAMP-based sparse training 1043

against conventional model training (e.g., local training in 1044

FD) using identical hardware configurations (e.g., NVIDIA 1045

GeForce RTX 3090 GPU). We independently quantified two 1046

key efficiency metrics: 1) per-sample FLOPs cost, and 2) Per- 1047

batch training time with fixed batch size (128 samples). Exper- 1048

imental results on four benchmark tasks are comprehensively 1049

presented in Table VIII. 1050

As evidenced by Table VIII, though PAMP incurs 1051

marginally higher per-sample computational costs compared 1052

to conventional model training, both methods demonstrate 1053

statistically indistinguishable training time when operating at 1054

identical batch sizes. This observation aligns with our analysis: 1055

compared to conventional model training, PAMP requires 1056

additional computational resources to train a lightweight MIA 1057

model. However, the MIA model maintains an extremely com- 1058

pact architecture (e.g., MLP classifier), resulting in negligible 1059

overhead. Furthermore, by implementing an early stopping 1060

strategy, the proxy model typically converges within 30 local 1061

iterations during PAMP-based sparse training, as empirically 1062

validated across our benchmark tasks. Also, each client ex- 1063

ecutes PAMP only once throughout the entire Ring-Distill 1064

training cycle. Based on the above comprehensive analysis, we 1065

believe that PAMP-based sparse training can be functionally 1066

regarded as a variant of local training, which introduces no 1067

statistically significant training time overhead to Ring-Distill. 1068

Regarding the training time of DFD algorithms, for clients 1069

in baseline methods such as CMFD and FedDCM, the compo- 1070

sition of training time (ttrain) is defined concisely as follows: 1071

ttrain = E ·(tlocal+tcomm+tdistill), where tlocal, tcomm, and 1072
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tdistill represent the runtime of local training, communication1073

latency, and runtime of knowledge distillation phase, respec-1074

tively. E represents the number of communication rounds1075

(i.e., epochs). For clients in Ring-Distill, ttrain is defined as1076

follows: ttrain = tlocal + tPAMP +(N − 1)(tcomm+ tdistill),1077

where tPAMP represents the runtime of PAMP. In general,1078

given sufficient local computational resources (e.g., main-1079

stream hardware such as NVIDIA RTX 2080/3090 GPUs),1080

local training, knowledge distillation, and PAMP-based sparse1081

training impose negligible overhead and do not constitute1082

performance bottlenecks. As a result, empirical measurement1083

indicate that the overall training time scales linearly with the1084

number of communication rounds, as communication latency1085

dominates. Ring-Distill restricts each client to only N − 11086

communication exchanges, where N denotes the total number1087

of clients. Consequently, in practical deployments where com-1088

munication rounds vastly outnumber participating clients—as1089

is typical in federated scenarios—the proposed algorithm is1090

superior to baselines in terms of training time.1091

TABLE VIII
COMPUTATIONAL COSTS COMPARISON

Metrics

Methods

Compute Budget
(FLOPs/Sample)

Training Time
(Second/Batch)

Conventional
Model Training

Sparse Training
with PAMP

Conventional
Model Training

Sparse Training
with PAMP

MLP
(MNIST) ≈ 476.4 KFLOPs ≈ 3.351 MFLOPs ≈0.03s ≈0.03s

CNN
(Fashion-MNIST) ≈ 1.442 MFLOPs ≈ 4.638 MFLOPs ≈0.04s ≈0.04s

ResNet-18
(CIFAR-10) ≈ 1.674 GFLOPs ≈ 2.234 GFLOPs ≈0.26s ≈0.26s

VGGNet-16
(UTKFace) ≈ 46.203 GFLOPs ≈ 61.606 GFLOPs ≈3.29s ≈3.29s

G. Evaluation of Client Dropout Handling1092

Due to the HMD mechanism, Ring-Distill can address the1093

client dropout issue. To evaluate the ability to handle client1094

dropout issues, we designed experiments simulating random1095

client dropout events at different time points (global epochs)1096

during training by using varied random seeds. Note that, we1097

assume that at most one client drops out during the training1098

in FD system with 10 clients, as we believe that for cross-1099

silo DFD, the resources of participating clients are relatively1100

stable, and large-scale failures are unlikely in the system. Table1101

IX records the experimental results. ’Client ID’in Table IX1102

denotes ID of the disconnected client. The value in parentheses1103

represents the final accuracy of the disconnected client. ’Point’1104

denotes the global epoch at which the client drops out. Overall,1105

despite the client dropouts, most of local models of clients1106

can still maintain satisfactory accuracy (average accuracy). In1107

particular, when the client dropout event occurs near the end1108

of the training process, the dropout problem barely affects1109

the performance of local models (Cases 1,2,5 in Table IX).1110

However, when the dropout event occurs at the beginning of1111

the training, the average accuracy of local models drops sig-1112

nificantly. We believe that the local model of the disconnected1113

client does not participate in the subsequent co-training, and1114

its lower final accuracy contributes to a decrease in the average1115

accuracy of all local models. Indeed, the final accuracy of the1116

local model of the disconnected client may be the lowest in1117

the system (Cases 3 and 4 in Figure IX). Thus, we conclude1118

that, excluding the disconnected client, local models of the1119

remaining clients still achieve satisfactory accuracy, which1120

indicates Ring-Distill can maintain performance even if the 1121

system incurs client dropout events. 1122

TABLE IX
ACCURACY (%) UNDER RANDOMIZED CLIENT DROPOUT

Cases Client ID Point Maximum Minimum Average

1 4 (60.07) 8 80.96 60.07 70.99
2 9 (74.44) 9 77.09 61.74 69.33
3 6 (56.58) 2 80.72 56.58 68.68
4 9 (58.53) 2 75.98 58.53 67.45
5 2 (62.9) 7 80.67 59.85 70.02

VII. CONCLUSION 1123

In this paper, we propose a two-stage, model-based DFD al- 1124

gorithm called Ring-Distill. Ring-Distill incorporates two tech- 1125

niques: 1) privacy-oriented automatic model pruning (PAMP) 1126

mechanism, and 2) historical model-based distillation (HMD) 1127

mechanism, to achieve the goals of efficient communication, 1128

public dataset-free distillation, and privacy protection. In ad- 1129

dition, theoretical analysis and comprehensive experiments 1130

regarding Ring-Distill are provided. Future work will mainly 1131

focus on the following two aspects: 1) how to apply proxy 1132

models to centralized federated training scenarios? and 2) How 1133

to adapt Ring-Distill to cross-device FD scenarios? 1134
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