This is the Pre-Published Version.
The following publication R. Du, Q. Ye, Y. Fu, H. Hu and K. Huang, "Top-k Discovery Under Local Differential Privacy: An Adaptive Sampling Approach," in IEEE
Transactions on Dependable and Secure Computing, vol. 22, no. 2, pp. 1763-1780, March-April 2025 is available at https://doi.org/10.1109/TDSC.2024.3471923.
JOURNAL OF IATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015 1

Top-k Discovery under Local Differential Privacy:
An Adaptive Sampling Approach

Rong Du, Qingqing Ye, Yue Fu, Haibo Hu, Kai Huang

Abstract—Local differential privacy (LDP) is a promising privacy model for data collection that protects sensitive information of
individuals. However, applying LDP to top-£ estimation in set-valued data (e.g., identifying most frequent k items) may yield poor
results for small and sparse datasets due to high sensitivity and heavy perturbation. To address this, we propose an adaptive approach
that frames the problem as a multi-armed bandit (MAB) problem, in which the decision-maker selects actions based on information
collected from previous rounds to maximize the total reward over time. Inspired by this, we present two adaptive sampling schemes
based on MAB: ARBS for identifying top-% items and ARBSF for both top-k item discovery and frequency estimation on these items.
Furthermore, to address the potential long delay of multi-round collection, we propose an optimization technique to reduce the time
complexity. Both theoretical and empirical results show that our adaptive sampling schemes significantly outperform existing

alternatives.

Index Terms—Local Differential Privacy; Top-k Estimation; Multi-armed Bandit.

1 INTRODUCTION

OCAL differential privacy (LDP) has become popular

for protecting personal data privacy, particularly in big
data analysis. It has already been deployed in many real-life
data collection systems, including Google Chrome [1], [2],
iOS [3], and Windows 10 [4]. By perturbing data through
mechanisms such as Laplace or the LDP frequency oracle
protocol [1], [5], [6], [7], [8], [9], LDP enables the data
collector to aggregate statistical values (e.g., mean or fre-
quency) using methods such as likelihood estimation [1]
and regression [10], while providing deniability for users’
private data.

In this paper, we study top-k item discovery in a set-
valued dataset under LDP. In this setting, each user has a
set of private items, such as the music playlist, web search
history, and location trajectories. To protect the privacy, each
user perturbs his data using LDP before sending it to the
data collector. The collector then analyzes the perturbed
data to identify the most frequent k items. For instance, in
iOS [11], users” emoji data is perturbed using LDP before
being sent to Apple. This enables Apple to estimate the
frequency of each emoji and identify the most popular ones,
without compromising user privacy.

However, the main challenge in discovering top-k items
from a set-valued dataset by conventional LDP mechanisms
lies in the fact that users have varying numbers of items and
the item domain (with size d) is usually extremely large,
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which leads to poor utility of the estimation. LDPMiner [12]
and SVIM [13] address these challenges using a padding-
and-sampling-based frequency oracle (PSFO) approach, in
which a subset of users (e.g., 20%) report the perturbed
size of their private sets to determine the padding length
1, which is typically set to the 90" percentile of the former.
The remaining users augment their private set with dummy
items to pad to the size of [. Then one item is randomly
selected from the padded set and reported using a frequency
oracle GRR or OLH [13]. Although PSFO increases the prob-
ability of sampling an existing item by each user, it still faces
several challenges, including inaccuracies in determining
the padding length [ for small datasets, excessive padding
length for most users, and biased frequency estimation due
to some users with more items than the padding length /.
Uniform sampling is an unbiased scheme that treats all
items equally over time and can effectively address PSFO
issues. Specially, each user generates a d-bit string with
existing item locations marked as 1 and all other locations
marked as 0. The user then samples and reports a bit (i.e.,
0 or 1) from the string uniformly at random. However,
uniform sampling can lead to most users uploading non-
existent items, which contributes little information to the
results. To overcome this limitation, the data collector can
adjust the sampling scheme based on the information col-
lected over time. This process can be regarded as a Multi-
armed bandit (MAB) problem. In the MAB problem, the
decision-maker encounters a d-armed bandit, where each
arm corresponds to a unique probability distribution. The
decision-maker adaptively samples n times from d arms to
obtain its corresponding reward and achieve their intended
targets, such as returning the £ arms with the highest re-
ward. In our LDP setting, the data collector can be seen as a
decsion-maker and Each set values represent arms with the
unique probability distribution. The discovery of the top-k
items of set value data from n sampling times is equivalent
to selecting k arms with the highest reward with n times in
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a MAB problem.

In this paper, we explore the problem of identifying
top-k set-valued data under LDP settings, with the goal of
returning the sets of top-k items along with their frequen-
cies, given a fixed number of samples. However, traditional
MAB solutions need to be revised due to limited sample
sizes, privacy budgets, and time constraints in LDP systems.
To overcome these challenges, we propose an adaptive
sampling algorithm, namely Adaptive-RR Bandit Sampling
(ARBS), which divides users into multiple partitions and se-
quentially lets users in each partition report their local data
in light of the previous estimation results. Consequently,
it adaptively increases the sampling probabilities for those
frequent items. On the other hand, we further introduce
ARBS with frequency (ARBSF) for estimating frequencies of
the identified items and a Delay-contrained Batch Sampling
algorithm (DBS) for optimizing the user allocation when
given fixed rounds of interactions between the users and
the collector, ensuring both accuracy and timeliness. To
summarize, our contributions are three folded.

o To the best of our knowledge, this is the first work
to formulae set-valued data collection under LDP as
an MAB problem, which inspires us to enhance the
estimation results significantly.

e We propose ARBS for identifying top-k frequent
items and ARBSF for estimating the frequencies of
them, in which we utilize data characteristics and
adaptively adjust the sampling scheme to obtain
better utility.

e We propose a minimal error scheme to ensure the
constraint on limited rounds is fully satisfied, and
we demonstrate its effectiveness through extensive
empirical analysis.

The remainder of this paper is organized as follows.
In Section 2, we introduce some preliminaries of LDP.
In Section 3, we formally give the problem definition. In
Section 4, we present the details of the proposed adaptive
sampling scheme , followed by a delay-constrained solution
in Section 5. In Section 6, we provide extensive experimental
evaluations. Then we review the related studies in Section
7, and conclude the paper in Section 8.

2 PRELIMINARIES
2.1 Local Differential Privacy

LDP provides a strict privacy guarantee for individual data
in untrusted environments where (centralized) differential
privacy (DP) [14], [15], [16] cannot work without a trusted
data collector. A randomized algorithm A satisfies e-local
differential privacy (a.k.a. e-LDP, €>0), if and only if for any
two values z and ', and any possible output y € Range(A),
the following condition holds:
PlA(z) =9
_ PA(") = ]
The intuition of LDP is the probabilistic nature that A
maps any particular input to some output according to an
underlying distribution, controlled by the privacy budget
€. Therefore, anyone is unable to tell any individual’s true
answer from observing an output y.

—€

< ef.

2.2 Multi-armed Bandit vs. Randomized Response

The MAB (or bandits) is a powerful hypothesis genera-
tion and exploration technique. It can be considered as a
collection of arms with real Bernoulli distributions D =
{D1,...,D,}. Let {p1,...,pa} be the mean values asso-
ciated with these reward distributions. Each arm % has
the value 1 with probability p; and has the value 0 with
probability ¢; = 1 — p;. The probability mass function f of
this distribution, over a possible output z, is

oy o ifz=1,

The gambler iteratively plays one arm per round and
observes the associated reward. This associated reward can
be viewed as a form of the Randomized Response technique
[17].

The Randomized Response (RR) is the most well-known
perturbation algorithm to achieve e-LDP. This algorithm is
frequently used in sensitive “yes or no” problems where a
user makes a decision based on a biased coin flip to provide
either a true or a false answer to the collector with a certain
probability. The algorithm returns the output b’ based on the
given input b as follows.

b/ _ b7 w.p. 666;17
1-b w.p. ——
P e

In the MAB problem, a decision-maker aims to maxi-
mize expected gain by adaptively selecting arms to sam-
ple, seeking to minimize samples while identifying opti-
mal arms. This approach is useful in sampling under LDP
constraints, where data collectors adaptively choose set-
valued responses to enhance utility and performance within
e-LDP limits. By treating LDP sampling as a MAB problem,
adaptive strategies can improve estimation accuracy and
reduce costs while maintaining privacy.

2.3 Hoeffding Bounds vs. Empirical Bernstein Bounds

Hoeffding bounds. Hoeffding’s inequality, as proven by
Wassily Hoeffding in 1963 [21], gives an upper bound for
the likelihood that the sum of constrained independent
random variables deviates from its expected value. Let
{Xi,...,X:} be real-valued i.i.d. random variables with
the range R (R = 1 for binary data) and the mean p, and
let X; = 13771 X;. With a probability of at least 1 — ,

Hoeffding’s inequality states that:

log(2/0)
B (1)

|Xe —pl<=R
Hoeffding’s inequality has been extensively applied to
online learning scenarios due to its generality. One limita-
tion of the bound is that it scales linearly with the range
R, but not with the variance of X;. In cases where the
variance bound is known and relatively small compared
to the range, Bernstein’s inequality is a more appropriate
choice due to its better handling of small variance bounds.
However, when we rarely have prior knowledge of variance
bounds, Hoeffding’s inequality is more practical.
Empirical Bernstein bounds. The empirical Bernstein
bound [18] provides a tighter bound than Hoeffding’s in-
equality, depending on the empirical standard deviation
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=2

g; = %ZE:KXi — #;)2. The empirical Bernstein bound
states that with a probability of at least 1 — 6,
2log(3/6) ~ 3Rlog(3/6
Xt — | <o | 2OBL0) SRMeaBI0) =

The rate of decline for the term associated with range R
ist~!, and it becomes insignificant as the variance increases.
In contrast, the square root term is dependent on &; rather
than R. Therefore, when &; is much smaller than R, the em-
pirical Bernstein bound is much tighter than the Hoeffding
bound.

3 PROBLEM DEFINITION AND NAIVE SOLUTIONS
3.1 Problem Definition

There is a data collector and n users in the system. Each
user maintains a private set of items, which of each is from
the domain V' = {vy,va,...,v4} with d distinct items. Let
p; denote the frequency of item v;, and without loss of
generality, we assume that

PL2P2 2 2 P @)
For the sake of privacy, each user perturbs and reports her
set of items to the data collector, by following LDP protocols.
Upon receiving the perturbed data from all users, the goals
of the data collector are to identify the most frequent k items
and to estimate their frequencies.

The first goal can be formulated as a top-k discovery
problem, which involves finding a set of most frequent items
while preserving a ranking that is close to the real one.
Formally, it can be defined as follows.

Definition 3.1. (Top-k discovery) Given the items set V =
{v1,...,vq} with the true frequency in decreasing order, the top-
k problem finds the item set T, where T C V., |T'| = k and for any
item v; € T with frequency p; and for any item v; € ¢ =V-T
with frequency p;, we have:

pi 2 pj- )
In particular, given the k-th most frequent item vy’s frequency
[, we know that Vv; € T, 30 > 0

pi = pr + 0. ()

The second goal is to ensure the frequency estimation
accuracy of items in 7. Specifically, given the top-k frequent
item set T', we estimate each p; for the item v; € T'. This can
be defined as a top-k item frequency estimation problem as
follows.

Definition 3.2. (Top-k frequency estimation) The top-k fre-
quency estimation problem involves estimating the frequency p;
of each item v; € T, where T is a set of top-k frequent items.
The frequency p; is defined as the proportion of v;’s occurrences
among all users.

3.2 Uniform Sampling

Intuitively, each user can encode her set of items using a d
bit string {0,1}¢, where 1 (resp. 0) indicates the existence
(resp. non-existence) of an item in her set. Then a bit (0
or 1) can be sampled uniformly at random, perturbed by
RR mechanism (as described in Section 2.2), and sent to
the data collector. Then the collector estimates the frequency
of each item based on the perturbed data from all user. In
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particular, the expected frequency of item v; observed by
the data collector follows a Bernoulli distribution
e

fi—pim+(1—pi)ee+1~ (6)
where p; is the real frequency of item v;, and € is the privacy
budget. The above procedure adopts a uniform sampling
strategy, where each item is sampled from the domain with
equal probability. However, there are several issues that
need to be further considered. Firstly, the approach neglects
the differences between items. To be more specific, items
with smaller frequencies can be sampled less frequently,
which would allow for more users to be allocated towards
the frequent items. To take this strategy further, in order to
gather information on different items, the sampling process
should be carried out in multiple rounds and the sampling
strategy should be adjusted in a timely manner, thereby
achieving optimal results.

4 ADAPTIVE SAMPLING

In this section, we propose an adaptive sampling algorithm
for identifying the top-k items and estimating their frequen-
cies. The inspiration for our adaptive sampling approach
comes from the Adaptive Bounds in Practice method pre-
sented in the paper [19]. This prior work not only developed
a dynamic arm selection strategy, but also derived a bound
to effectively allocate the sampling budget. Our approach
builds on this by additionally incorporating LDP noise and
deriving a better bound. Furthermore, in Section 4.5, we
address the challenge of dealing with a large number of
arms. Of course, our method is concerned not only with
identifying the top-k items, but also with accurately estimat-
ing the frequencies of those top-k items. We first present a
system overview of the proposed scheme and then describe
the implementation details.

4.1 System Overview

Our proposed framework employs an adaptive by-round
strategy to overcome the limitations of naive solutions, as
shown in Fig. 1. The data collection process begins with
a uniform sampling of all items from ng users, establish-
ing an initial knowledge base called Initialization. The re-
maining users are subsequently divided into I partitions,
with nyi,na, ..., ng users respectively, for R rounds of data
uploading. In each round, users in corresponding partition
report their perturbed values only once to maintain e-
LDP privacy guarantee as defined in [20]. In particular,
the sampling strategy in the upcoming round is in light
of the information collected in the previous rounds. After
completing all rounds, the data collector aggregates the
top-k items and their frequencies. In this section, we first
consider a simplified case where there involves only one
user in each of R round, i.e., ny = nyo = --- = nr = 1. This
enables us to adjust our sampling strategy in real time.

4.2 Knowledge Initialization

To estimate the frequency of each item, let ¢; denote the
number of times item v; is sampled and let {zi,...,2} }
denote the reported values. The observed frequency is given
by fi =1/t Z;=1 x?, which is an unbiased estimation of
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fi in Equ. 6. It is unjustifiable to set different ¢; without
any knowledge on v;. Therefore, to implement the adaptive
sampling scheme, it is crucial to establish some prior knowl-
edge about the items (e.g., item frequency distribution),
which can be accomplished in a similar manner as uniform
sampling.

Algorithm 1 shows our idea. Note that in uniform
sampling, each user randomly selects an item to report,
which generally results in each item being chosen approxi-
mately the same number of times. However, there still exists
some approximation error due to randomness. Algorithm
1 corrects this by letting the data collector directs each
user to sample a specific item (and then perturb it), which
effectively controls the number of each item being sampled.
Consequently, the data collector collects each item a fixed
number of times ¢t = %2 (line 3), estimates the frequency
for all items (line 4) and returns fl as prior knowledge for
further use (line 5).

Algorithm 1 Initialization(ng)

Input: Privacy budget € and initialization parameter no
Output: The aggregated frequency {f1,..., fa}

Tt="0

2: fori=1toddo

3: Let t users report v; by RR, denoted by {:1:1, ey Ti}

4: Calculate v;’s frequency as f; = Z; 125/(7)
endfor .

5: return {f1,..., fq}

It is critical to determine an appropriate value for ng
during initialization to ensure accurate results. A small ng
may result in inaccurate information collected in the initial-
ization round, leading to error accumulation in subsequent
rounds. On the contrary, with a limited number of users,
an excessively large no may cause too many users to be
concentrated in the initialization round, resulting in fewer
users learning and utilizing prior knowledge in subsequent
rounds. Previous studies have proposed various scales for
ng [19], [21]; however, these values cannot be directly ap-
plied to our scheme. For example, Chen et al. [21] suggest
a minimum ny of 5 to guarantee proper prior knowledge
estimation. In the LDP setting, we cannot establish such
a minimum 7o because when ¢ is closer to 0, the prior
knowledge becomes less accurate, and a larger ng is re-
quired. Therefore, under the constraints of LDP noise and
a limited number of users, selecting a suitable n is essential
for performance enhancement.

To determine the optimal value of ng, we first need to
quantify the prior knowledge derived from the Algorithm

4

1. This is done by defining the initialization error and
confidence.

Definition 4.1. (Initialization error and confidence) Let eq de-
note the initialization error, and 1 — ey denote the initialization
confidence in a top-k discovery problem. For an estimated top-k
item set T, let T =V — T, Jdep € (0,1), V0 > 0, v; € T, and

v; € TC, we have fi > f; — 0 with the probability of 1 — eq.

This definition does not take into account the order of
the returned items and a larger initialization confidence (i.e.,
a smaller initialization error) indicates better performance
in identifying the top-k items.Inspired by the multi-armed
bandit (MAB) literature [19], we obtain the initialization er-
ror by applying the union bound and Hoeffding’s inequality
after sampling all items “7 times, as demonstrated in the
following theorem:

Theorem 4.1. V0 > 0, the probability of error ey of

Initialization(ng) in the top-k discovery satisfies
6<“ng

ep < de” 2d . ?)

Proof. Recall that T is the top-k item set and items in TC are
ranked the top-k. VH according to Equ. 3 and Equ. 5 we can
connect T with T as follows:
VieT,VjeTt: (fi—f;>0). 8)

After initialization, according to Definition 4.1, there exists
aT C V such that |T| = k,and Vi € T, Vje (V- T) :
( fi > fj) An item v; in TC can occur in T, only if there is
some items in 7" such that f; < f;. In turn, Equ. 8 implies
that the latter event only occurs if ﬁ < fi — g or fj >
fi+ g. Using g instead of ¢ in multi-armed bandit problems
helps control errors and improve estimation accuracy. The
goal is to avoid incorrectly identifying non-optimal items
as part of the optimal set 7' Splitting 6 into g creates a
symmetrical “safety buffer”, which helps detect significant
deviations and balances false positives and false negatives.
This method [22] stems from statistical analysis to ensure
theoretical guarantees and algorithm performance

In terms of probabilities, by applying the union bound
and Hoeffding’s inequality, we obtain:

P(3v; € Tt : (v; € 7))

< ZieTP (fi <fi— Q) + Xjere P (fj > fi+ g)

< |Tlem 7" 4|70 e " ©)

AP
< (\T|9+;|T ) e

< de = .
O

We reduce the selection of ny as an optimization prob-
lem, with the goal of maximizing the total initialization con-
fidence held by all users. We simplify this problem into two
stages: the Initialization round and the subsequent rounds.
During the Initialization round, the confidence is zero, and
there are ng users are collected, and their confidence is 0.
After initialization, the remaining users have an initialized

, then the total confidence of the

remaining users is (n—ng)(1—de™ = *). Thus, the selection
of ng aims to maximize the overall initialized confidence [

2
confidence of 1 — de~ ="
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while considering the value of e. The expression for I is
given as follows:

271.
-5=i%), (10)

argmax ] =ngp -0+ (n —np)(1l —de
no
where 6 is a parameter defined as
e* 1 e —1
ec+1 ec+1 e+ 1°
Intuitively, as € increases and 6 decreases, a larger ng is
necessary to achieve a satisfactory level of initialization
confidence. While obtaining an analytical solution for the
transcendental equation presented in Equation 10 is chal-
lenging, numerical methods (e.g., Newton’s method [23])
can be used to approximate ng. If ng > n, it indicates that
the initial information is insufficient.
Remark. While an unbiased frequency p; can be further
derived from fZ (see Equ. 15), we choose fz instead of p;
to determine ng. Intuitively, the larger the item frequency
distances are, the less accurate top-k discovery becomes.
Therefore, an adaptive sampling scheme should be designed
based on the observed item frequency distances. Applying
D; on an adaptive sampling scheme is good if data are
collected without perturbation. However, when perturba-
tion exists, the data collector obtains fz rather than p;.
If we still apply p; under LDP, items near the k-th item
will be undersampled, which degrades the utility of top-k
discovery. Therefore, designing adaptive sampling strategy
based on f; is able to achieve better performance.

4.3 Top-k Items Discovery

The uniform sampling scheme samples each item equally
and ignores the distribution of items. However, when the
items in T and TC are clearly separated, fewer users are
needed to identify the top-k items. In such cases, it is
more effective to assign more users to report items whose
frequencies are near py, i.e., the frequency of the k-th most
frequent item. In this subsection, we propose an adap-
tive sampling scheme, called Adaptive-RR Bandit Sampling
(ARBS), which formalizes the sampling process as an MAB
problem.
Design of ARBS. Before starting a new round, we have
estimated the frequency of all items, which should ideally
be fl > fd However, due to limited statistical counts,
we may not obtain an accurate ordermg Thus, we set the
order we obtain as fgl > e > fg - > fg 4, Where
fg denotes the i-th most frequent item we estimated. We
need to adjust the sampling probability for each item based
on this information. To accomplish this, we draw inspiration
from literature [19] and invert the concentration inequalities.
Specifically, we calculate the error probability d; for each
item, which reﬂectsAthe distance between fl and a boundary
point 4 of T and TC. Intuitively, p should be drawn from
the interval [fe,, fe, ], where f¢, can be regarded as the
lower bound of item frequency in the set 7', while fgk Rt
the upper bound of the set TC. The closer ﬁ is to u, the
more users are required to determine whether its frequency
is greater than p.

Choosing an appropriate j is critical, and a straightfor-
ward approach is to take the mean value of f;k and fék -
However, as an item’s frequency approaches yi, more users
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are required to estimate its frequency accurately. Therefore,
we aim to choose g in [fe,, fe, +.) that maximizes the
distance between it and all f;’s. To optimize the sampling
scheme, we set two different values of ;1 to maximize the
distance between them. The choice of p is described as

follows: .
= fflctl s
fer

The choice of p in such two cases can maximize the
distance between 1 and f;’s and thus optimize the sampling
while retaining the relative order among items.

After the initialization round, each item wv; has t; re-
ports from users, ie., {xi,--- ,x;l} Thus we can derive

an estimated frequency f; = tl Z; 1 x?-, and an empirical
variance o; = \/ L Zj L (@5 — f:)? of all reports. We then
use Bernstein’s 1nequa11ty, as presented in Equ. 2, to derive

a tighter bound than that of Hoeffding’s inequality. The
resulting formula for d; is as follows.

otherwise.

Definition 4.2. Given a frequency p, for item v; that is observed
t; times with f;, the inverted error §; can be obtained using the
inverse of Bernstein’s inequality (in Equ. 2).

o2t 477t/ 02 +61f; —pl+3t; 1 f; — )2

6 =3¢~ o ", (11)
where o7 = + Z (25 f)and f; = = 22:1 k.
Proof. In our paper, R = 1 and let H = %. Accord-
ing to Equation 2, we have 3H? + /25, H + |f2 —u|l =0.
The solution for H 2is
\/0’ + 6| f; o2
e Mol 7 i - +091.
Then, by eliminating H, § can be expressed as:
§ = 3e~H% = got~Uiguly TV o,
O

The parameter 6; reflects the error in determining
whether f; is larger or smaller than i, and items with larger
0 are more likely to require additional users. To incorporate
d; into the sampling scheme, users sample an item v; by
following the probability distribution

%
Z?:l 0;

where i € {1,2,--- ,d}. Equ. 12 normalizes each inverted
error §; values across all items, ensuring that the sampling
probabilities of all item sum up to 1. In each round of sam-
pling, each user samples an item v; with probability P(v;),
and then update the sampling probability distribution by
Equ. 11 and Equ. 12 after the current-round collection.

Algorithm of ARBS. The proposed ARBS scheme is given
by Algorithm 2. At the beginning of the algorithm, each item
is sampled “¢ times during Initialization (line 1). Then, the
probabilities are updated based on the current knowledge
using Equ. 12 (line 2). Next, the algorithm enters a by-
round sampling phase, where only one item is sampled
in each round (line 3). Specifically, an item v, is sampled
from the item set V' with probability P(vs) (line 4). The
estimates are updated using Equ. 11 and the sampling

P(v;) = (12)
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probabilities are updated using Equ. 12 (lines 5-6). After
all the users upload the perturbed data, the estimated top-%
items are determined by selecting the items with the highest
k frequencies (line 7).

Algorithm 2 Adaptive-RR Bandit Sampling (ARBS)

Input: Privacy budget € and initialization parameter no
Output: Top-k frequent item set T'

: Initialization(no);
: Update {P(v1),, ..., P(vq)} according to Equ. 12;
:fork=ng+1tondo

Sample an item v, from V = {vq, ...,
distribution {P(v1), ...P(vq)};

=W

vq} following probability

5: Update 65 according to Equ. 11;

6: Update {P(v1), ..., P(vq)} according to Equ. 12;

7. Find T C V such that |T| = m, and Vv; € T,Vv; € (V = T) :
(fs 2 f3)-
endfor

8: return T'

Error analysis. To address the limitation of the error bounds
estimated by Equ. 1 and Equ. 2, which tend to be impracti-
cally large due to the limited number of users available for
each item, we utilize the p-value of a one-sided two-sample
T-test [24] to obtain more accurate error estimates for ARBS.
The p-value is the probability of obtaining test results that
are at least as extreme as a result observed, assuming the
null hypothesis is true. For example, when testing the null
hypothesis f; < f;, the p-value obtained from observing
the samples v; and v; is 0.05, indicating a 0.05 probability
of rejecting the null hypothesis. We use pv; ; to denote the p-
value of v; and v; and present the following theorem based
on these p-values.

Theorem 4.2. Given the null hypothesis, i.e., Yv; in T and Vv,
in TC satisfy
fi > [,

and for any pair of items {v;, v; } with p-value pv; ;, the error on
the validity of this observation can be written as:

i=d

A=1- sz(l ~ PUik+1) Hi:k+1(1

Given the perturbed frequency of vy is fi, and for any positive
value ~y, we hzweAfi —fe >y forallv;inT, and fi, — f; >
for all v; not in T, the upper bound of the error is:

- p%k)-

Aworst:l_

i=k 7 [n . J

H Z(d) jZ() )] 9)
i=d T n J

II a Z( )fk (1= fu)d ]Z<> — (£))’79),
i=k+1 j=

where F = f, + yand F = fj, — v

Proof. As we do not require the k values to be returned in
any partlcular order, we only need to compare each item
in 7" with ka and compare those in Tt with fk Let dp;
denote the doubt on v;. We have:
S = { if ﬁi < ﬁka
P if pi > Pt

pvi,k+17
PU; K

6
And thus, we have the top-k error:
A=1-]J1-6)
i=k i=d (13)

=1- Hi:l(l — PVik+1) Hi:k+1(1 — PUik)-

For the theoretical top-k error bound, we consider the
worst-case scenario where all user frequencies are close to
fk. In other words, for any v > 0, we have f; — fi41 > 7
(for all v; in T'), and fj, — fj > v (for all v; not in T). Here,
we analyze the p-value for values vy and v;.

Since vy is very small, the sampling count allocated to
each user can be approximated by n/d. To test the null
hypothesis Hy fx > fj, we have two independent
binomial experiments on these two adjacent values, with:
fk ~ B(d?fk) and fJ ~ B(dafj)

For each possible value of g, we need to calculate the
probability mass function P(% fo— a fj = g), and sum these
to obtain the p-value:

( fr —
S

PV = >0 Hyp)

Similarly, we obtain the p-value for pv; ;41:

na. na
fi—*fk+120|H0)

d
I e

Substituting pug,; and pu; 41 into Equ. 13, we obtain

Awor st = 1-

p'UikJrl:P(

ik 7 n

_ Z( )fjl Z()ka 1— fry1)?79)
i=d % n

II a Z()fﬂ—wa() — f)779).
i=k+1 j=

Let F' denote fi, + v and F denote fi, — 7. We use fj, solely
to represent the error, which can be rewritten as:

Aworst =1-
i=k a [n J

Ho-3 (Y)ra-mix (2)ea-r
i=1 =0

i=d F n J . ,

[ 0-3 () - soi s (2) e eion
i=k+1 7=0 g=0

O

4.4 Frequency Estimation of Top-£ Iltem Set

Besides the top-k discovery, we further present how to
estimate their frequencies. While ARBS performs well in
top-k discovery, few users are assigned to items with high
frequencies, which affects the accuracy of frequency estima-
tion. To address this issue, we present Adaptive-RR Bandit
Sampling with frequency (ARBSF) in this subsection that
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can achieve accurate frequency estimation of 7' while also
maintaining effective top-k discovery performance.
Designing of ARBSF. We continue to use the ARBS al-
gorithm to identify the top-k items, but with a modifica-
tion that involves allocating some users for estimating the
frequencies of items. We treat the items in sets T and TC
separately. For an item v; € TC, we compute its §; as in the
ARBS algorithm. For items v; € T , we compute J; to achieve
the same variance &g. Specifically, we firstly calculate the
variance based on the distribution information for items in
T, and select the minimum variance as oo. We set the &;
values for all items in 7" to achieve & based on Equ. 2 as

1 5
0= ;\fi - fil?

1, [2log(3/8;) = 3log(3/4;)
e

Then based on all §;(1 < i < d), we can obtain the

sampling probability for v; according to Equ. 12. This mod-
ification improves the accuracy of ARBS in estimating the
frequency of top-k items by allocating more users for the
estimation.
Calibration and privacy analysis. The data collector re-
ceives perturbed data from all users, and counts bit “1”s
among the t; reports for item v;. Then the frequencies of
items in 7', denoted by {fp1,...,pr} can be derived by
Equ. 15 for noise calibration. Theorem 4.3 proves that p;
is an unbiased frequency estimation for these items.

fi—(l—ﬁ)

Di = —
2z7—1)

(14)

IN

(15)

Theorem 4.3. p; in Equ. 15 is an unbiased estimator of the true
frequency of the v;.

Proof.

fi—(1- ﬁ)]
(26‘6+1 - 1>

(Pigig + (A —p)(1—55)) — (1 - 2&7)

(2e‘e+1 _1)
_Pigp tlopitpicn - — 1t e
= - ?

25— 1)

O

All sampling methods satisfy the e-LDP, if each user
samples only one value with a privacy budget of e.

Theorem 4.4. For sampling mechanism M, if for each user is
sampled if and only one value with single value with privacy
budget €, the sampling algorithm M satisfy e-LDP.

Proof. For user i, the j-th set value is collected with privacy
budget ¢, and thus the data collector cannot obtain any
valid information from the uncollected values, which is
equivalent to having a privacy budget of 0. We have:

d—1
]‘—[6067ES P[M(Jil,
i=1 P[

'1‘rd):Y] ed71 0
<e e".
M), . ] 1;[1

Lald) =Y

7
Therefore, we can conclude:
ot < PM(z1,...,2q) = Y] < o
= PM(ay,...,xh)=Y] —
Thus, M satisfies e-local differential privacy. O

Algorithm of ARBSF. Algorithm 3 presents the ARBSF algo-
rithm, which shares similarities with ARBS, but with three
notable distinctions. Initially, in lines 5-6, we determine &;
and subsequently adjust d; to allocate more users to the top-
k items. Secondly, in line 9, it is necessary to estimate p; for
items in 7. In the end, the algorithm at line 10 returns the
items in T, and their corresponding frequencies p;.

Algorithm 3 Adaptive-RR Bandit Sampling with fre-
quency(ARBSF)

Input: Privacy budget € and initialization parameter ng
Output: Top-k frequent item set T, frequency estimation {p1, ...

7pAk}
: Initialization(no);
: Update {P(v1), ..., P(vq)} according to Equ. 12;
fork =no+1ton do
Sample an item v, from V' = {vy,...,v4} following probability
distribution {P(v1), ...P(vq)};

=W

5: Determine the minimum variance &g of items in 7%
6: for k =no 4+ 1ton do
7: if f; < f; then
8: Update ¢5 according to Equ. 11;
9: else
10: Update 65 according to Equ. 14;
endfor

11: Update {P(v1), ..., P(vq)} according to Equ. 12;

12:  Find 7' C V such that |T| = m, and Vv; € T,Vv; € (V = 1T) :
(fi > f3)-
endfor

13: Calculate p; for i € {1,...,k} according to Equ. 15;

14: return T, {P1,..., Pk}

4.5 Large-Scale Solution

When dealing with a large domain d (e.g., tens of thou-
sands of items), the data collector first needs to focus on a
narrower candidate set value range. This is essential as sam-
pling methods cannot accurately capture valid information
from the entire set value range. To achieve this, users are
evenly divided into two groups for efficient processing. The
first group is tasked with pruning the large domain into a
smaller range, while the second group performs adaptive
sampling methods within this reduced range. Specifically,
each user in the first group selects a value randomly from
their private value set and perturbs it using a perturbation
mechanism such as OUE, OLH, etc. This process identifies
the 10k most frequent items from d.

While this process introduces a bias in frequency esti-
mation, at this initial phase, our primary goal is only to
roughly identify the top 10k items without focusing too
much on precise frequency estimations. Additionally, this
procedure satisfies e-LDP, which is proven in Theorem 4.4.
It is important to note that this phase is unnecessary if the
original domain size is close to or fewer than 10k items. In
our experiments, we utilized OUE, and then reported the
results.
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4.6 Which one to use

Both ARBS and ARBSF are capable of finding the top-k
items, but the question is which one performs better. This
is greatly influenced by the relationship between the value
domain d and the target k. ARBS has the highest allocated
users around the k-th item, with gradual declines on both
sides (for items with higher or lower frequencies), while
ARBSF allocates more users in the collection of top-k items,
and then decreases the number of allocated users as the item
frequency drops. If the domain size d is much larger than k,
ARBS has to allocate more users to the large number of non-
top-k items. This reduces the number of users ARBS can
allocate around the top-£ items, compared to ARBSE. As a
result, ARBS’s performance on top-k retrieval may not be as
good as ARBSE.

When the difference between the domain size d and the
target k is relatively small, we recommend using ARBS to
find the top-k items. When the difference between d and
k is large, we recommend using ARBSF to find the top-k
items. As for estimating the frequency of the top-k items,
we recommend using ARBSE.

5 DELAY-CONSTRAINED SOLUTION

In traditional MAB problems, the interaction between the
gambler and the arms is relatively straightforward and
short-lived. However, in the LDP setting, the interaction
between users and the data collector can be much more
prolonged. This means that, unlike traditional MAB prob-
lems, the multiple rounds of communication between users
and the data collector can be time-consuming, which be-
comes a new challenge for both Adaptive Recommender
Bandit Selection (ARBS) and Adaptive Recommender Ban-
dit Selection with Feedback (ARBSF). On the other hand,
in each round, a single user may only contribute limited
information. To address these challenges, in this section,
we propose a batch processing method, which can help
reduce the system delay. By processing user contributions in
batches, we can mitigate the issues caused by the prolonged
interaction between users and the data collector in the LDP
setting.

5.1 Delay-Constrained Solution

To reduce communication overhead between users and the
data collector, an intuitive solution is to let a batch of users
send reports in a round, thus reducing the total rounds
needed. However, simply allocating the same number of
users in each round is not an optimal solution, as the impact
of the data collected in earlier rounds is greater than that
of the later rounds. A more effective sampling scheme is
to allocate fewer users in earlier rounds to allow for timely
adjustments, while ensuring sufficiently accurate informa-
tion collected from these rounds. Striking a balance between
these trade-offs is critical in developing an optimal sampling
scheme. In this section, we propose the Delay-contrained
Batch Sampling algorithm (DBS), which models and derives
an optimal user allocation scheme when the number of
rounds is fixed to R. RBS guarantees both high accuracy
of top-k discovery and low communication overhead by
dynamically allocating users based on each user’s potential
to contribute to the discovery of top-k items.

8

User allocation in each round. Let n; denote the number
of users in round ¢ and N, denote the number of remaining
users after r — 1 rounds, which can be written as:

r—1
N»,- =N —Ng— Zi:l n;.
As shown in Equ. 11, §; represents the inverted error for v;.
Let e/, denote the cumulative error obtained from §; after

the r — 1 rounds: .,

: Z
e = ;.
r—1 i=1 ¢

An ideal user allocation scheme is to minimize the over-
all error over all rounds, by dynamically assigning a batch
of users to each round. However, this is not feasible because
this information can only be obtained after each round
of data collection. Therefore, we apply a greedy search to
determine the optimal number of next-round users based on
the current-round information. Specifically, we combine the
r-th round and the (7 4 1)-th round and split them into two
virtual phases to simulate the upcoming sampling process.
We collect n! users in phase I to simulate the occurrence of
round r and n!! users in phase II to simulate the occurrence
of round 7 + 1. The total number of users for these two
virtual phases is denoted by n(, 1), and we have:

(16)

N(rr+1) = ni + na{l' (17)

Let t; represent the number of reports from users for v;

before the virtual phase I, and it changes to ¢ after the
virtual phase I and can be calculated as

where P(v;) can be calculated by Equ. 12.

Since the virtual process is not actually implemented,
we are unable to obtain the variance of each item in virtual
phase I. Therefore, we process the error after virtual phase
I by using the inverse of Hoeffding’s inequality instead of
Bernstein’s inequality, as:

) = ER— (18)

A cap(21](fi — 1))
where f; and (. are set based on the latest real knowledge
obtained in round r — 1. Similar to Equ. 16, we can simulate
the cumulative error e!! | after virtual phase I based on J/.

Specifically,
d
ell | = Z¢:1 )
II

Theorem 5.1. e,;’; is a theoretical lower bound, such that
all items simultaneously satisfy |f; — p| < B;, where B; =

2log(2/47)
\V t! ’

Proof. The error bound reflects our overall requirement for
all items to simultaneously satisfy the condition | fi — pl <
B;, so we have: R .

P(lfi —pl < Bu,|fa = pl £ Bay ooy [fa — | < Ba) > 16,
where § is the overall error tolerance, which represents our

required confidence level for the joint probability. And B; =
2log(2/4})
t/

Acciording to the Boole inequality, the joint probability
is bounded from below by one minus the sum of the

individual probabilities. Specifically, we have:
d

P(|fi—p| < Bi,|fa=pl < Bo, ooy |fd—pl < Ba) > 1= 4.

i=1
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To find the optimal number of users allocated to the
current round, we formalize the problem as minimizing the
cumulative user error, i.e., the sum of cumulative errors for
certain users, in two virtual phases. Specifically, in phase
I, nl users’ data are collected with cumulative error e!_,
while nl! users’ data are collected with cumulative error
ell | in phase II. We can express the cumulative user error
for n! and n!! users as:

argminnle] !
ny

171, r—1

+n,.ey (19)

2N,
s.t. sup(n(r,r+1)) = m

Here, sup(n(ryrﬂ)) denotes the upper bound on the com-
bined number of users across the two virtual phases. This
condition can be inferred from the following equation ac-
cording to n, < nyi1,7 € {1,..., R — 1} established in
Theorem 5.2:

N(rr+1) <n,+ Ny41

N N - w2,

“R—(r—1) R—(r—1) R—(r—1)

According to Equ. 19, we obtain a numerical solution

for n}, which represents the number of users allocated to
round 7. The number of users allocated to round r + 1 can
be estimated using either n!,; from phase I results or n?
from phase II results in round r. We select n} 41 as it has
aggregated more information. Formally, we have:

Ny = n,l (20)

Algorithm of DBS. The batchwise procedure, as presented
in Algorithm 4, can be summarized as follows. Specifically,
when a new round r commences, the number of users
n, allocated to the current round is determined (line 4).
Subsequently, n, users are collected based on the current
P(v;) (lines 5-6). The frequency estimation f;, the inverted
error, and sampling probability P(v;) are independently
updated at the end of each round in both ARBS and ARBSF
(lines 7-9).

Algorithm 4 Delay-contrained Batch Sampling (DBS)

Input: Privacy budget ¢, initialization parameter ng and number of
round R .
Output: Top-k frequent item set 7', frequency estimation {1, . ..

' Pk}
: Initialization(nog);
: Update {P(v1), ..., P(vq)} according to Equ. 12;
forr =1to R do
Calculate n, according to Equ. 19 and 20;
fori =1ton, do
Sample an item v, from V' = {v1, ..., vq} following probabil-
ity distribution {P(v1),...P(vq)};
endfor
ARBS: Update 65 according to Equ. 11;
ARBSF: Determine the minimum variance o of the items in T;
Update 65 according to Equ. 11 or Equ. 14;
9: Update {P(v1),...P(vq)} according to Equ. 12;
10:  Find T C V such that |T'| = m, and Vv; € T Yv; € (V — T
(fi = fi)-
endfor
11: Calculate p; for ¢ € {1, ..., d} according to Equ. 15.
12: return ARBS: T;A
13 ARBSF: T, {p1, . ..

SARSHESON S

7pAk}
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Monotonicity analysis. In DBS, n, progressively increases
with each round. This growth pattern results in a smaller cu-
mulative user error for all users compared to other sampling
orders, as demonstrated in the following theorem:

Theorem 5.2. Given a set of numbers of sampled users in each

round nq, ..., R, the ordering that satisfies the inequality
ng<:---<np<---<Ng.

guarantees an optimal cumulative user error for all users.

Proof. With each round, the number of collected users in-
creases, which leads to a continuous decrease in the error.
Recall ]! denotes the cumulative error for all items after
r—1rounds (same as Equ. 16). This establishes the following
inequality:

et >efre{l,...,R}.

In a similar manner to Equ. 19, which defines the cumu-
lative user error for all users, we can propose the following
equation:

M:nle?—&—nge% —l—...—i—nR,lef/*l. (21)

For every choice of real numbers n; < ng < --- < ng
and ng ,ng,,...,Ng, is a permutation of ny,...,ng, the
rearrangement inequality [25] leads us to the following
inequality:

0 1 R—1
nre; +nr_i1e; +... + nieg >

ng €l Fng e+ ng.er >
-1
nle(l) + HQG% + - —|—nRell12 .

Therefore, we deduce that in order to achieve the mini-
mal error for Equ. 21, the sampling sequence should satisfy

ng <o <np << ng.
O

6 EXPERIMENTAL RESULTS
6.1 Experimental Setup

We conduct evaluations of the proposed schemes, ARBS and
ARBSEF, on both synthetic and real-world datasets to validate
their accuracy. For comparison purpose, we also show the
results of uniform sampling (i.e., each user randomly selects
and perturbs one item), SVIM (based on either GRR or
OLH) [13] and Mwheel (designed for multiset frequency
estimation) [26]. The experiments are conducted on a PC
equipped with an AMD Ryzen 7 2700X eight-core processor,
64GB RAM, and Windows 10, using MATLAB R2019b and
Python 3.10. All datasets and code are available online’.

6.1.1 Utility Metrics

We apply normalized cumulative rank (NCR) and mean
square error (MSE) to measure the accuracy of top-k item
discovery and frequency estimation, respectively.

e NCR [13] is proposed to reveal the true rank infor-
mation of the top-k values. For each item v;, we first
calculate its ranked value V; as

. qu)lvieT  q(v)lv;eT
"og)ieT  k(k+1)/2

1. https:/ / github.com /RONGDUGithub/ ARBSF
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TABLE 1
Statistical characteristics of the dataset
Dataset n Domain Max Min Average
count | count Count
Linear 10000 100 5 28 15
Beta 10000 100 2 27 12.2
Gamma 100000 10000 436 641 612.2
Laplace 100000 9883 29 92 59.9
Wordgoogie 10000 26 1 8 5.6
Worldm,t 10000 26 1 7 5.6
Retail 540455 2602 1 7 44
Kosarak 990002 41270 1 2498 8.1

where ¢(+) is a quality function defined as

(.)7 k—i+1, if v;eT,
N 0, if veT.

Then NCR is calculated based on the ranked values
across all items. Formally,

Vi
NCR = Z”i
Z'U]‘ eT V]
e MSE [27] measures the frequency estimation accu-
racy in terms of squared errors as

1 AN\2
MSE =23 (i),

where the estimated frequencies p; are set to 0
for items that are not successfully identified by the
protocol.

6.1.2 Datasets

The experiments are conducted over four synthetic datasets
and four real datasets. The dataset statistics are detailed
in TABLE 1. The last three columns are the minimum,
maximum and average numbers of items possessed by each
user.

Synthetic Datasets. We generate two synthetic datasets with
10,000 users and 100 items. Users’ item ownership follows
different distributions: Linear and Beta. Additionally, we
generate two large-scale datasets with 100,000 users and
10,000 items, where users’ item ownership follows Gamma
and Laplace distributions, respectively.

Real Datasets. We use four publicly available set-valued
datasets as follows. Wordgoogle2 contains the 10,000 most
frequent English words sorted by frequency, and we esti-
mated the letter frequency among these words. Word,,
is similar to Wordg,og;c and contains 10,000 words from
26 letters. Retail® contains all the transactions occurring
between 2010 and 2011 for a UK-based and registered non-
store online retail, including merchant transactions for half
a million users in 2,603 categories. Kosarak? contains click
streams on a Hungarian website that contains around one
million users and 42 thousand categories.

6.2 Overall Results on Synthetic Datasets
In this subsection, we study the impact of € and k as well
as the dataset sparsity parameter s on a synthetic dataset.

2. https:/ / github.com/first20hours/google-10000-english
3. https:/ /archive.ics.uci.edu/dataset/352/online+retail
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To adjust the dataset’s sparsity, we multiply the number of
user-owned items in the original dataset by our parameter
s. The smaller the value of s is, the sparser the dataset be-
comes. To evaluate the performance on large-scale datasets,
we first pruned the domain, and the specific process can be
referred to in Section 4.5. The bar charts represent the NCR
results, while the line plots represent the MSE results.

The impact of e. Fig. 2 (a)-(d) illustrates the performance
of various algorithms in terms of NCR and MSE by varying
¢, with k fixed at 30 for all datasets. The histograms show
the NCR for top-k discovery, while the curves indicate the
MSE for frequency estimation. The results indicate that a
larger € leads to a higher NCR and a lower MSE across all
five algorithms. Although SVIM and Mwheel do not appear
to decrease with changes in ¢, they are indeed decreasing
in reality. Specifically, SVIM’s mean squared error (MSE)
decreases by 0.796% to 1.932% when comparing the results
with € = 1 and € = 3. Similarly, Mwheel’s MSE decreases
by 0.056% to 0.225% over the same range of € values. The
amount of change is related to the parameter settings, such
as k. In most cases, ARBS and ARBSF outperform SVIM,
Mwheel and uniform sampling, achieving much higher
NCR and lower MSE. This is because SVIM introduces a
large error when the dataset is not sparse, leading to poor
performance. Furthermore, the adaptive sampling schemes
of ARBS and ARBSF perform better than uniform sampling
by constantly learning and applying new knowledge to
update their sampling schemes.We can observe that Mwheel
performs poorly across all datasets. This is because Mwheel
utilizes principles similar to PEM [28] to find the corre-
sponding top-k data, and PEM tends to perform poorly
for small ranges of d. Moreover, this scheme is designed
to handle multi-value sets, where the same set may contain
duplicate data, and it may perform better in such scenarios.
Although our set-value is a special case of multi-value sets,
it cannot leverage the advantages of Mwheel.

In terms of NCR, ARBS performs better than ARBSF on
Linear and Beta, while ARBSF performs better on Gamma
and Laplace. This is because in Gamma and Laplace, de-
spite domain pruning, the d value remains relatively large
compared to k, causing ARBS to sample a large number of
users on non-top-k items, resulting in poorer performance.
As for MSE, in most cases, ARBSF exhibits better perfor-
mance. Overall, these results suggest that adaptive sampling
algorithms such as ARBS and ARBSF can improve the utility
of differentially private data analysis tasks, even for large-
scale datasets.

In addition to NCR and MSE, we also employ another
metric for measuring accuracy: the hit rate [29], as shown
in TABLE 3. The hit rate is used to describe the proportion
of correctly identified or classified instances. Unlike NCR,
which focuses on the ranking of accurate values, the hit
rate is concerned with the quantity of accurate values.
From the data presented in the table, it is evident that
our adaptive sampling methods achieve a higher hit rate.
ARBSF outperforms ARBS on Gamma and Laplace with
d = 10k, and ARBS performs better on Linear and Beta, and
its performance is generally consistent with NCR. Moreover,
the larger the value of ¢, the higher the hit rate.

The impact of k. To investigate the impact of k£ on the

4. https:/ /github.com/cpearce/HARM/blob/master/datasets /kosarakperformance of different algorithms, we conduct an exper-
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Fig. 2. The results of NCR & MSE w.r.t. ¢, k and s on synthetic datasets

TABLE 2

Hit rate of real datasets
Dataset | Scheme [e=1|e=15|e=2|e=25[e=3
ARBS 0.68 0.74 0.8 0.83 0.82
ARBSF | 0.65 0.72 0.79 0.79 0.81
Linear [ Uniform | 0.58 0.63 0.76 0.74 0.78
SVIM 0.51 0.60 0.7 0.73 0.78
Mwheel | 0.23 0.23 0.22 0.21 0.22
ARBS 0.77 0.82 0.87 0.91 0.91
ARBSF | 0.73 0.85 0.84 0.91 0.91
Beta Uniform | 0.71 0.77 0.85 0.89 0.89
SVIM 0.55 0.67 0.76 0.83 0.85
Mwheel | 0.25 0.24 0.24 0.25 0.25
ARBS 0.54 0.67 0.75 0.83 0.77
ARBSF | 0.66 0.80 0.83 0.88 0.81
Gamma | Uniform | 0.58 0.62 0.68 0.78 0.75
SVIM 0.02 0.05 0.12 0.25 041
Mwheel | 0.07 0.07 0.05 0.06 0.07
ARBS 0.62 0.67 0.78 0.79 0.80
ARBSF | 0.67 0.75 0.77 0.82 0.86
Laplace | Uniform | 0.53 0.67 0.69 0.73 0.76
SVIM 0.02 0.03 0.05 0.08 0.14
Mwheel | 0.001 | 0.001 | 0.002 [ 0.002 | 0.003

iment where we vary k while keeping ¢ fixed at 2. Fig. 2
(e)-(h) illustrates that all algorithms achieve better MSE as k
increases, since more low-frequency items are estimated and
the distance between the estimated frequency and the actual
frequency becomes smaller. The performance of the NCR
algorithm is heavily influenced by different datasets. For
the Beta dataset, where the frequency difference between
items is constant, the difficulty of distinguishing the items
remains the same, and the NCR for ARBS and ARBFS does
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not change significantly with respect to .

The impact of s. Fig.2 (i)-(I) demonstrates the impact of
dataset sparsity s from 0.2 to 0.9. Here, as s increases, the
data becomes more sparse. When s = 0.2, 20% of the data
in the original dataset is removed, resulting in sparsity. As
expected, as s increases, the utility (measured by both NCR
and MSE) decreases, indicating that all algorithms perform
worse when the dataset is sparse. However, since both the
original data and estimated amounts decrease, leading to
a smaller interpolation, the MSE might decrease. To enable
a fair comparison of MSE across different values of s, we
propose a normalization of MSE.

Specifically, assume that the original frequency of a
dataset is f, and the estimated frequency is f. Given s,
the expected estimate should be (1 — s)f, and if the actual
estimate is denoted by (1 — s)f, the difference in the MSE
expressions before and after normalization is:

MSE= S () - fi>2=(1_2)2(1;‘9) > (7))~ £)?
_#l n —8) ) —(1—8)f;)% = #
= T=spa 2 D)=L= ) = (= g MSEs

where M S Ej is the experimental result, and our normaliza-
tion is to multiply the calculated experimental result M SE,
by 1/(1 — s?).

The experimental results show that as the data becomes
sparser, NCR decreases, and MSE increases. This is be-
cause a sparse dataset has fewer available data points for



JOURNAL OF IATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

each user, making it more difficult to estimate the user’s
preference accurately. In most cases, our proposed schemes
outperform the others under different s values. Although
SVIM shows better NCR performance on the linear, its MSE
is still worse than that of our methods.

6.3 Overall Results on Real Datasets

In this subsection, we conduct experiments on the estima-
tion of top-k items using four real datasets with varying
€ and k. The bar charts represent the NCR results, while
the line plots represent the MSE results. To evaluate the
performance on Retail and Kosarak, we first prune the
domain, and the specific process can be referred to in Section
4.5.

The impact of e. Fig. 3 depicts the accuracy of frequency
estimation with respect to €. Consistent with the synthetic
data, we observe an improvement in utility as € increases.
We can observe that for our dataset, Mwheel performs the
worst. Mwheel’s set domain length is an exponential of 2,
which is different from the domain length of our data. After
converting the data into binary, values with the same lower
bits may be recovered simultaneously, leading to inaccurate
results. Furthermore, our dataset does not have repeated
values within a single set, so Mwheel cannot take advantage
of its strengths. Even in Figures 3 (c)-(d), its NCR values
are close to 0. Additionally, we notice that for small-scale
datasets, the query NCR results of other methods are similar.
However, for the large-scale Retail and Kosarak dataset,
our adaptive schemes generally perform better than other
approaches. This proves the effectiveness of our handling of
large-scale data in Section 4.5.

Regarding MSE, we can observe that ARBSF performs

optimally in most cases, as this method allocates a portion
of the sampling budget to the discovered top-k values,
thus outperforming ARBS. Regarding NCR, ARBS performs
better on the wordgoogie and word,,;;, while ARBSF per-
forms better on the Retail and Kosarak, which is related
to the values of d and k. Furthermore, we can see that
the sampling-based schemes achieve better MSE than SVIM
because our methods guarantee unbiasedness, resulting in
more accurate frequency estimates.
The impact of k. In Fig. 4, we present the NCR and
MSE values by varying k, and our adaptive algorithms
demonstrate superior performance in most cases. The MSE
consistently decreases as k increases, while the NCR per-
formance is influenced by the characteristics of the dataset.
In particular, for Wordgoogic and Word,,,;;, NCR improves
as k increases. However, for Retail and Kosarak, NCR
worsens as k increases. This discrepancy arises because the
first two datasets have relatively uniform data frequency
distributions. In contrast, for the latter two datasets, as k
increases, the density of data points around & also increases,
making it more challenging to accurately distinguish the
true top-k values, thereby leading to a decline in NCR
performance.

In Fig. 4 (c), when k = 10, 40, 50, we observe that SVIM
achieves the best NCR performance. However, as k de-
creases, our schemes outperform SVIM. This indicates that
while SVIM is not as proficient as our proposed schemes in
estimating the counts for extremely high-frequency values.

12
TABLE 3
Hit rate of synthetic datasets
% % % % %
Dataset | Scheme | 510, | ¢00) | 930) | 12(40) | 15(50)

ARBS [ 073 | 087 | 0937 [ 095 | 091
ARBSF [ 080 [ 0835 [ 096 [ 092 | 0.89
Wordyooge | Uniform [ 073 | 0.83 | 096 | 092 | 091
PFSO [ 066 | 079 | 095 | 093 | 0.94
Mwheel [ 0.08 | 0.198 [ 026 027 [ 029
ARBS | 067 | 087 | 098 | 000 | 092
ARBSF [ 073 [ 090 | 100 [ 090 | 092
Wordmit Uniform | 0.67 0.87 0.93 0.93 0.89
PFSO | 064 | 082 [ 096 | 090 | 0.93
Mwheel | 0.05 [ 021 [ 023 [ 030 | 028
ARBS | 086 | 074 | 058 | 0545 | 048
ARBSF [ 094 [ 08T [ 065 |06 05T
Retail Uniform | 086 [ 075 | 058 | 047 | 047
PFSO 1090 [ 078 [ 0.67 [ 061 | 055

Mwheel | 0.006 | 0.006 | 0.008 | 0.013 | 0.020
ARBS [ 096 [ 084 [ 071 [ 060 | 052
ARBSF [ 098 [ 087 [ 079 [ 063 1056
Kosarak [ Uniform [ 092 | 086 | 065 | 060 | 052
PFSO [ 089 [ 063 [ 046 | 037 | 030

Mwheel | 0.015 | 0.013 [ 0.003 | 0.009 | 0.010

Additionally, since SVIM is not an unbiased estimator, its
corresponding MSE performance is also inferior to that of
our proposed schemes.

We also test the hit rate on real datasets with varying &,
and the results are shown in TABLE 4. Consistent with the
NCR results, in most cases, our adaptive sampling method
yielded superior results. However, the trend of the hit rate
with varying k is related to the distribution of the dataset
itself. When there are more items with frequencies similar
to the k-th item, the accuracy tends to be lower, and vice
versa. For the Retail and Kosarak datasets, as k£ increases,
the frequency of items near the k-th item is lower but there
are more such items, resulting in a lower hit rate accuracy.

6.4 Performance of Adaptive Schemes

Finally, we study the performance of adaptive schemes in
terms of sampling times allocation, error and the number of
rounds. For a more intuitive understanding, we mainly exe-
cute our schemes on Linear 45°, where there are 10,000 users
with 100 items and the frequency monotonically increases at
equal intervals from 0 to 1. Moreover, we also execute our
experiments on data following the Beta(2,5) distribution.

6.4.1

In Table 5, we analyze the time complexity across different
datasets. Since we cannot accurately simulate the interac-
tion process of the data collector, we use the numbers of
interaction between a user and the data collector as a basic
unit and analyze the performance for different schemes. If
the sampling probability distribution is same, multiple users
can interact with the data collector simultaneously, which
can be considered a single interaction.

Without batch operations, the data collector needs to
adjust the sampling probability after collecting data from
each individual user, so the number of interactions equals
the number of users. This means users cannot upload data
synchronously because each user must wait for the previous
user to finish uploading before the data collector updates the

Time Analysis
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Fig. 4. The results of NCR & MSE w.r.t. k£ on real-world datasets.
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the other methods, data is collected in a one-time process,

TABLE 4
Number of interactions for different datasets

Round | Round | Round

Dataset No Batch 5 10 R

Linear 10000 5 10 R

Beta 10000 5 10 R
gamma 100000 6 11 R+1
laplace 100000 6 11 R+1

Wordgoogle 10000 5 10 R

Wordmit 10000 5 10 R
Retail 270229 6 11 R+1
Kosarak 990002 6 11 R+1

sampling probability, making the process excessively time-
consuming. However, with the batch scheme, the data col-
lector can collect data from a group of users simultaneously
and then update the sampling probability before interacting
with the next group of users. This approach significantly
reduces the time complexity by enabling synchronous data
uploads.

We then discuss the number of interactions for different
datasets in two categories: when the dataset range is rela-
tively small, such as Linear and Beta, the number of interac-
tions is equal to It; when the dataset range is relatively large,
such as Retail and Kosarak, the number of interactions is
R + 1. According to Section 4.5, half of the users will first
interact with the data collector to prune the domain. These
users can interact with the data collector simultaneously,
and then the remaining interactions are added, resulting in
a total of R + 1 interactions.

6.4.2 Top-k Discovery Error A

In Fig. 5, we utilize a one-sided two-sample T-test to assess
the error A in the top-k discovery, as mentioned in Theorem
4.2. Since only ARBS, ARBSFE, and Uniform collect data from
users one by one or across multiple rounds, we are able
to dynamically capture their frequency distributions. For

and aggregation can only be performed after all data has
been collected. A higher A is indicative of a decrease in
the estimation’s accuracy. The yellow line represents the
performance of the uniform sampling technique, which
exhibits the highest error among the sampling algorithms
considered. Furthermore, the error decreases slowly as the
number of users increases. On the other hand, the ARBS
and ARBSF schemes, shown in blue and red, respectively,
exhibit lower error and decrease dramatically as the number
of collected users increases. It is important to note that the
error does not always decrease with an increasing number of
collected users, as Py, and P41 may change during the data
collection process. However, the error gradually reduces
when pj, and pj4; remain constant. Our scheme adapts to
changing probabilities and increasing information by dy-
namically updating py and pj41, providing both flexibility
and accuracy.

6.4.3

Fig. 6 shows the impact of number of rounds (i.e., 5, 10,
15, and 20) on the overall results. We observe a continuous
increase in accuracy with increasing ¢, as evidenced by the
gradual increase in NCR and decrease in MSE. However,
we note that the effect of increasing the number of rounds
on NCR is not particularly significant, especially for larger
privacy budgets (e.g., € > 2). In fact, as the number of
rounds increases, the final result may not necessarily exhibit
a monotonic increase in accuracy. This is due to the data-
dependent nature of our experiments and the potential
variation in the number of users assigned to each round.
Such differences can impact the learning outcomes in each
round and ultimately affect the final accuracy. However, we
observe that MSE with more rounds generally performs bet-
ter. If there are no constraints on communication overhead,
increasing the number of rounds would enhance accuracy.

Impact of Number of Rounds
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Fig. 6. The results of NCR & MSE w.r.t. € with different round.

6.4.4 Impact of Allocated User Number Per Iltem

The histograms in Fig. 7 depict the number of users allo-
cated to different items by the ARBS and the ARBSE. We
sort the items from the smallest to the largest, and then set
k to 30. The yellow line representing uniform sampling is
flat, indicating that naive sampling treats all items equally.
The blue curve represents ARBS and includes a small peak
around the 70-th item, which indicates that more sampling
probability is given to the items nearby the k-th item. The
red curve represents the ARBSF scheme, and rises between
the items of 70 and 100, illustrating how we aim to achieve
higher statistical frequency accuracy while ensuring that
the top-k discovery is generally correct. The experimental
results are consistent with our intention, as described in
Section 4.

6.4.5 Impact of Allocated User Number per Round

In Fig. 8, we can observe that the number of collected
users increases with each round, thereby illustrating the
correctness of the Theorem 5.2. It is worth noting that the
last round typically has the highest number of users in each
figure. This is because our scheme is locally optimal, and
after the first (r — 1) rounds, it would be desirable to allocate
all the remaining data to the final round. This ensures that
we obtain the maximum amount of information from the
dataset. It is noteworthy that when R = 20, the number
of users in the final three rounds remains almost constant.
This is because the decrease in error during these rounds is
insignificant for Linear, leading to an inconsequential effect

1

0.9

NCR

0.8

0.5 1 15 2 25 3 35

€

(b) Linear 45°, ARBSF.

NCR

0.5 1 15 2 25 3 35

€

(d) Beta(2,5), ARBSF.

on the number of users. Nevertheless, this scenario still
adheres to a progressively increasing n,, as demonstrated
in Theorem 5.2.

6.4.6 Robust analysis

Fig. 9 shows the changes in the estimated results as the
number of rounds increases. We can observe that the over-
all trend of the frequency estimation after the first round
(represented by the blue line) is already close to the ground
truth (indicated by the dashed line). This is because in the
initialization process, each user collected data % times,
providing an initial frequency estimation that is relatively
accurate. However, we can also see many outliers in the
blue line, representing cases where the frequency estimation
is highly inaccurate after initialization round.

Nevertheless, as the number of rounds increases, the
frequency estimation is gradually corrected and approaches
the true results. This demonstrates that our mechanism can
effectively rectify the frequency errors introduced during
the initialization process. This is because we ensure that
each sample has a probability of being sampled, and the
difference in these probabilities is not too large.

6.4.7 Ablation Experiment on Domain Pruning

We conduct an ablation study on domain pruning in TABLE
6. Domain pruning is designed specifically for large-scale
datasets, such as the extremely sparse Retail and Kosarak,
where the domain of set-values is very large, but many
values are only associated with a small number of users. Our
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TABLE 5
Ablation Experiment on Domain Pruning

Datasets | Scheme NCR | Hit rate MSE
ARBS 0.9164 0.8 1.94E+03
Retail ARBSF | 0.9745 0.92 1.62E+03
Ablation | 0.0214 0.025 2.98E+03
ARBS 0.9495 0.82 1.95E+04
Kosarak | ARBSF | 0.9448 0.85 1.96E+04
Ablation 0 0 3.96E+04

schemes include an initialization round, during which each
value is collected ¢(no/d) times to gather initial information.
According to the calculation in Equation (10), the computed
t exceeds n/d, where n is the number of users and d is the
value domain. This indicates that n is too small relative to
d to provide sufficient information from the initial round to
support subsequent adaptive sampling operations. Conse-
quently, our schemes degrade to the Randomized Response.
We observe that ARBS and ARBSF with domain pruning
improve the hit rate, NCR, and MSE compared to their
performance without domain pruning. This improvement
occurs because, without domain pruning, the value domain
is larger, and each value is assigned to fewer users, leading
to highly inaccurate estimates and consequently poor top-k
performance.

7 RELATED WORK
7.1 Frequency Estimation with LDP

LDP [6], [7], [30], or local differential privacy, is a technique
that aims to provide privacy guarantees for individual
users in distributed systems. The concept of local privacy

Round

(d) Linear 45°, ¢ = 2, R=20.

Round

(c) Linear 45°, ¢ = 2, R=15.

was first introduced in 1965, and the randomized response
(RR) model [17], which is a simple perturbation technique
proposed by Warner. Since it was proposed, LDP has been
widely studied and applied. LDP has been extensively used
across various fields, such as time series data release [31],
[32], graph data collection [33], [34], key-value data analy-
sis [35], [36], [37] and machine learning [38], [39]. LDP has
been successfully deployed on Google’s Chrome [1], Apple’s
iOS [3], and Windows 10 by Microsoft [4]. Samsung [40] has
also conducted research on this technology.

One of the key objectives of Local Differential Privacy
(LDP) is frequency estimation [1], [8]. Beyond studying
single attributes, a substantial body of work has also inves-
tigated the values of multiple attributes [10], [41], [42]. The
problem most closely related to collecting multi-attribute
values is the collection of set-valued data. In the former case,
each user has d attributes, with a single value corresponding
to each attribute. In the latter case, each user has a private set
containing some subset of the d attributes, where the value
is the attribute itself rather than a value associated with the
attribute.

Estimating frequencies in set-valued data presents sig-
nificant complexities. Among the pioneering works in this
domain are LDPminer [12] and SVIM [13]. The primary
objective of these seminal methods is to identify the “heavy
hitters” - the most frequently occurring elements - and
accurately estimate the frequencies of their corresponding
values within the highly sparse set-valued data setting.
LDPMiner is a frequency publishing method targeted at
heavy-hitter queries. First, data are collected, and the col-
lector determines the heavy hitter set and returns it to the
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user. The user then sends data corresponding to some of the
items in the set to the data collector. Wang et al. [12] ex-
panded upon LDPMiner by introducing the Set-Value Item
Mining (SVIM) technique, which is adaptable to discovering
frequent item sets, specifically through Set-Value ItemSet
Mining (SVSM). In SVIM, the authors first focus on set-
value top-k collecting problems by using PSFO mechanisms
to estimate both frequent and frequent itemsets. SVIM gen-
erally employ padding and sampling techniques to mitigate
the variance resulting from large domains. However, these
techniques introduce bias, with a padding length smaller
than the length of the user’s private set. Furthermore, the
frequency estimation could perform better due to the signif-
icant variance when the padding length exceeds that of most
value sets. Hence, there may be better methods for accurate
frequency estimation.

Traditional methods [43], [44] involve estimating fre-
quencies across all values and deriving heavy hitters
through frequency-based ranking, yet these approaches fal-
ter in efficiency with large data domains. Addressing this,
pruning-based strategies like PEM [28] and SPM [2] have
been developed to segment the domain and collect sub-
values across distinct user groups, enhancing efficiency.
Despite these advancements in identifying heavy hitters
within set-valued data, computational burdens become sub-
stantial in extensive domains, necessitating frequency esti-
mations for all potential values. In contrast, the proposed
PemSet approach targets heavy hitters by exploring prefix
spaces, markedly boosting efficiency. Utilizing the expo-
nential mechanism [45], the PrivSet framework [16] was
proposed, offering enhanced accuracy but at the cost of
increased communication overhead due to the necessity
of submitting item subsets. The Wheel mechanism [46]
theoretically reduces estimation errors while keeping both
computational and communication costs low.

The most recent research work is paper [26], which
introduces the PemSet framework for identifying the top-
k most frequently occurring items in set-valued data. It
also proposes mechanisms like MOLH, MOLH-S, MPCKYV,
and MWheel tailored for estimating frequencies in mul-
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tisets. Among these, the MWheel mechanism is reported
to perform the best. However, PemSet primarily focuses
on finding the top-k items without providing their actual
frequency estimates. Moreover, while the MWheel mecha-
nism works well for multisets of equal length, it does not
perform optimally with set-valued data of varying lengths.
Furthermore, this approach also exhibits relatively average
performance when the data domain is relatively small in
scale.

7.2 Multi-armed bandits

The classical MAB problem is a formulation of the explo-
ration and exploitation dilemma inherent in reinforcement
learning [47]. The MAB problem [48] , which involves
decision-making under uncertainty, has been extensively
studied for decades. MAB problem has found applications
in numerous fields. such as online advertising [49], clinical
trials [50], networking [47], [51], and pairwise ranking [52].

Most MAB studies focused on either (i) minimizing
the regret (e.g., [53], [54], [55], [47], [56], [57]) through a
tradeoff between the exploration and exploitation of arms or
researching pure exploration problems, which are aimed at
identifying one, or (ii) pure exploration problems (e.g., [47],
[53], [54], [54], [55], [56], [57]) where minimizing the number
of samples taken or identifying one or multiple best possible
arms while satisfying specific conditions (e.g., within a fixed
number of samples or with the least cost). In this study,
we focus on exploring the best reward with the given cost,
which indicates that the problem is of the pure exploration
type. There are already quite a few papers [19], [41], [58],
[59], [60] that use MAB methods under the LDP system to
achieve higher privacy protection. This paper presents how
Multi-Armed Bandit (MAB) methods can be employed to
enhance the performance of the existing LDP perturbation
protocol, RR, in achieving better utility for top-k estimation
on set-value data.

8 CONCLUSIONS

In this work, we focus on top-k estimation for set-valued
data under LDP. First, we comprehensively overview ex-
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isting LDP techniques and evaluate their suitability for
set-valued data. Then, we offer a new perspective and
present an unbiased and adaptive study of top-k estimation
under LDP. Specifically, two adaptive sampling methods
are deeply investigated, namely ARBS for identifying top-k
items and ARBSF for both top-k item discovery and fre-
quency estimation on these items. Additionally, we propose
an optimization to reduce computational complexity while
maintaining low communication overhead. The theoretical
and experimental results demonstrate the effectiveness of
our proposed method.

In future work, we will explore multi-dimensional data
for identifying and estimating top-k items and will design
suitable sampling strategies. On the other hand, we also
plan to extend our work to other domains [61] involving
more complicated data types, such as streaming user data.
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