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Abstract: This paper addresses the issue of parameter estimation in Cyber-Physical Systems
where binary outputs are subject to data tampering attacks. A novel recursive identification
algorithm is designed to estimate unknown parameters under tampered binary outputs, ensuring
asymptotically convergent parameter estimation. Theoretical guarantees are provided for the
algorithm’s performance, including mean-square convergence, almost sure convergence, and
convergence rate. Numerical simulations show the effectiveness of the proposed method.

Copyright © 2025 The Authors. This is an open access article under the CC BY-NC-ND license
(https://creativecommons.org/licenses/by-nc-nd/4.0/)

Keywords: Binary-valued observations, tampering attack, system identification, recursive

estimate, convergence rate.

1. INTRODUCTION

Cyber—physical systems (CPS) enable seamless interaction
and coordination among humans, machines, environments,
and other elements across both physical and cyber do-
mains (Rawat et al., 2015). With their capability for real-
time response, rapid iteration, and dynamic optimization,
CPS have become integral in various fields, including
industrial automation, healthcare, energy systems, and
smart infrastructure (Lee et al., 2015; Hahn et al., 2013).

Despite these advantages, CPS face significant security
risks due to the distributed nature of their networks and
the use of low-cost sensors, which are often vulnerable
to cyber threats (Peng et al., 2017; Pasqualetti et al.,
2013; Teixeira et al., 2015; Kwon and Hwang, 2018). Two
primary types of attacks are commonly observed (Peng
et al., 2017): denial-of-service (DoS) attacks and deception
attacks. Unlike DoS attacks, which result in data loss,
deception attacks manipulate transmitted data to evade
detection, leading to errors in decision-making, production
management, and quality assurance. These errors can have
far-reaching consequences, ranging from financial losses to
major accidents, highlighting the urgent need for robust
defense mechanisms against such attacks(Oliva et al.,
2018; Cherpantier, 2011; Yamada et al., 2019).
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In CPS, sensors often provide quantized data instead of
precise measurements due to limitations in accuracy and
cost. Binary outputs from devices such as switching sen-
sors or optical detectors are common examples (Wang
et al., 2010). Although quantization helps reduce data
transmission and bandwidth usage, it introduces chal-
lenges in system analysis and control due to its inherent
nonlinearity (Wu et al., 2013). This has led to substantial
research efforts focused on the theory and methodolo-
gies for system identification using quantized observations
(Wang et al., 2003; Guo and Zhao, 2013). In recent years,
various studies have explored system identification with
quantized data (Guo et al., 2015; Bottegal et al., 2017),
covering applications of binary sensors (Pouliquen et al.,
2020) within both stochastic and deterministic frame-
works (Wang et al., 2022) and analyzing worst-case set-
membership methods (Casini et al., 2011) and asymptot-
ically efficiency (Wang et al., 2024b). These contributions
have established a solid foundation for addressing identi-
fication problems in quantized systems.

In the context of binary systems subject to attacks, a sig-
nificant body of literature has emerged. For example, Guo
et al. (2020) addresses the defense against data tamper-
ing attacks in CPS by proposing a compensation-oriented
defense approach and designing a corresponding identifica-
tion algorithm. The algorithm is proven to exhibit strong
consistency and asymptotic normality, achieving optimal
defense. Guo et al. (2023) extends this analysis and algo-
rithm to multi-dimensional scenarios. Additionally, Guo
et al. (2021) tackles the issue of packet loss in system
identification with binary-valued observations, proposing
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algorithms for both known and unknown packet loss prob-
abilities and offering a compensation-oriented approach to
minimize communication while ensuring accurate estima-
tion. Moreover, Guo et al. (2025) investigates identifying
FIR systems against random replay attacks with binary-
valued observations, designing a defense algorithm that re-
mains consistent during attacks, and deriving the optimal
defense strategy based on asymptotic normality.

However, existing defense solutions are predominantly
based on empirical measures. This article explores the
design of recursive algorithms for parameter estimation
in CPS when binary outputs are compromised by data
tampering attacks. The proposed method ensures asymp-
totically convergent parameter estimation and establishes
theoretical guarantees for the algorithm’s performance.

The main contributions of this work are summarized as
follows:

e This paper proposes a recursive identification algo-
rithm for estimating unknown parameters under tam-
pered binary outputs. The algorithm processes data
sequentially and effectively addresses the challenges
posed by binary observations and adversarial attacks.

e The algorithm’s performance is rigorously analyzed,
with guarantees for mean-square convergence, almost
sure convergence, and convergence rate. Typical sim-
ulations show its robustness, ensuring reliable param-
eter estimation even under high tampering probabil-
ities.

The structure of this paper is as follows: Section 2 intro-
duces the system identification problem under tampered
binary observations. Section 3 develops the recursive iden-
tification algorithm, proving its convergence properties
and convergence rate. Section 4 supports the theoretical
findings with numerical simulations. Finally, Section 5 con-
cludes the paper and discusses future research directions.

2. PROBLEM STATEMENT

In this section, we will first introduce the identification
problem with tampering attack. Consider the parameter
identification of the following stochastic FIR systems:

Yk+1 :@£6+wk+1, kZO,l,..., (1)
where 6 is unknown but time invariant p-dimensional
parameter vector with p being known, ¢ € RP is the

regressor vector consisting current and past inputs, yii1
and w41 are the system output and noise, respectively.

Let Fj be some o fields sequence defined by

]:kég{@ka"'a@O,wkw"awO}) k>0.
In our settings, however, on the one hand, the system
output yi is unknown and it can only be measured
by a binary-valued sensor with some threshold C €
(—00,00). Mathematically, the binary-valued output can
be represented by

0 — 7T _ ]-7 Yk+1 <C
Sk4+1 = dyrpa<C] = 0

(2)

otherwise.

On the other hand, s, is delivered to the processing cen-
ter through the communication network, but is subject to

data tampering attacks. The data received at the process-
ing center is denoted as siy;. The tampering method and
the corresponding probability are given by the following

equation:
Pr{sy=0|sp=1}=p
{Pr{sk:132:0}:q. (3)

In the framework of such a tampering attack, the following
question arises: how can the processing center use the
tampered observations to identify the parameter of the
real system.

Identification objective. The goal of this paper is to
construct a recursive identification algorithm for estimat-
ing the unknown parameter vector § based on the input ¢y
and the possibly tampered binary observations si. For this
problem, we consider the scenarios where the processing
center knows the attacker’s strategy (p, ¢) in advance.

Remark 1. In practice, if the probability is unknown, it
can be estimated by conducting multiple tests to measure
the channel error rate and determine the probability of
correct transmission.

3. IDENTIFICATION ALGORITHM
8.1 Motivation and Algorithm

Classical identification algorithms, such as the least
squares (LS) algorithm and stochastic approximation al-
gorithm, can produce consistent estimates of unknown pa-
rameters as the number of data tends to infinity. However,
when only a possibly tampered binary observation can be
obtained, these methods will not work. Due to the limita-
tion of the output information, to achieve the recognition
of the target, we need to know more information, such
as more noise properties. Before giving the algorithm, we
first review the classical least squares method. It obtain an
estimate of # by minimizing the following “accumulated

forecast error”
n

2
I.(8) £ Z (yis1 — BT 0k)" (4)
k=0
Assume that the noise {wy11, F} is a martingale difference
sequence, i.e. E (w11 | Fi] = 0. Since

E [ye+1 | Fi] = 0" ¢,
the least square method is to minimize the “variance” of
the measured output data.

Denote the conditional probability distribution function of
Wk+1|Fr as Fi(+). For the possibly tampered binary output
case, by Law of total probability, one can calculate that
P(sg1 = 0|F%)
= P(sp11 = Fk)P(sk1 = Olsiq = 1, Fi)
+P (s = 0|F)P(sk1 = 0|spq =0, F%)
=pF(C = 0T¢1) + (1 — g)(1 = Fi(C — 67 y))
=(p+q—DF(C—0T¢r) +1—¢ (5)
and

P(skt1 = 1|Fx) =1 = P(sg41 = 0[F)
=(1—(p+q)Fr(C—0"¢r) +q. (6)
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Identifiability. First, we discuss the identifiability of the
binary system (1)-(3) under attack. From the distributions
of s in (5)-(6), the identifiability of this system requires
that p 4+ ¢ # 1 and the excitation condition regarding ¢y,
which will be provided in subsequent sections.

Motivation. The following presents the idea for con-
structing the algorithm. By (5)-(6), we have

E(si1 | Fr) = (1= + @) Fu(C—0Tpr) +q. (7)
This, together with the structure of the least square,
motivates us to construct the following “accumulated

forecast error” for the possibly Tampered Binary case
n

Jrn(B)=> (skr1—((1—=(p+ @) Fu(C—B"¢r) + 7).

k=1

Based on this objective function and the principles of
stochastic approximation, a recursive algorithm for the
estimation of the unknown parameter 6 can be formulated.
To initiate the process, we first define the following pro-
jection operator.

Definition 1. For a given convex compact set 2 C R™,
the projection operator Ilg(-) is defined as

IIo(z) = argmin|z —w||, Va € R".
weN

Proposition 1. The projection operator given by Defini-
tion 1 follows

Mo (z) —Ha(y)| < llz - yll,

Given some positive step-size {by}r>1 and S > 0, the
recursive projection algorithm is designed as follows.

Algorithm.

Va,y € R™.

Ors1 =Tl {ék + bk<ﬂk§k+1} ; (8)
Spr1=p(1—(p+q) x
(1= @+ a)F(C =0 o0) +a = sk41) - (9)

The following subsections will establish the almost sure
and mean square convergence of the identification algo-
rithm, along with deriving the convergence rate of the
estimation error.

3.2 Convergence properties.

Assumption 1. A priori information of the unknown
parameter is that 8§ € © C R™, where © is a bounded
convex compact set with B = sup, g ||v| and | - | is the
Euclidean norm.

Assumption 2. For the observation noise sequence {wy},
its conditional probability distribution and density func-
tions given Fj, are known and denoted by F () and fi(-).

Assumption 3. The input ¢y, satisfies

sup [kl < M < oo (10)
k>1

and there exist a positive integer h > n and a constant
0 > 0 such that

1 k+h—1
~E TV F_1| >6I. k=1,2,... 11
L l IZ; w1y k 1] = B s Ay ( )

where [ is an n x n identity matrix.

Assumption 4 The step size by satisfies:

D bp=o0, limbp=0, and by =O(bs1).
=0 k—o00

Assumption 5. The corresponding conditional density
functions fi () given Fj_; of the observation noise wy
satisfies: f = infy>y inf| <oy mB fr(x) > 0.

Remark 2. Assumption 2 is widely applied in binary clas-
sification fields, such as Wang et al. (2003); Guo and Zhao
(2013). Condition (11) is commonly referred to as the
“sufficiently rich condition” , upon which an identification
algorithm can be developed to guarantee the identifiability
of 6. This assumption is less restrictive than the traditional
persistent excitation assumption.

Remark 3. The conditions Z;OZO b = ocoand limy_, oo b, =
0 are typical for stochastic approximation algorithms.
Additionally, the condition by = O(bgy1) ensures that
the step sizes change gradually, which helps handle the
conditional expectation-type excitation condition.

Denote the estimate error 6, = ), — 0, k=0,1,.... First,

we give the following useful lemmas.

Lemma 3.1. (Pedregal, 2004) Let {px},{qx} and {ax}
be real sequences satisfying prr1 < (1 — qx)pr +
ag, where 0<gq, <1, Y72 qn =00, ap>0,and
limy oo % = 0. Then, limsup,_, ., pr < 0.

Lemma 3.2. (Wang et al., 2024a) For 0 < b < 1,a >
0, ko > 0 and sufficiently large 1, we have

k a
H =
P (i + ko)

I+ko\*

b=1

< (k—i—ko) ’ 7

125 (ko) ™' =(htho+ 1)) gy 2 (1)
Eok

a 1 1

STI(1- 2o —) -o(2).
11 (i + ko) (I+ ko)

Lemma 3.3. (Zhang et al., 2019) For any given positive
integer [ and a,b € R, the following results hold

0] k1a>7a<b
bk ay 1 In k
ST (-5 mm=90(%)a=v
=1 i=Il+1 1

O kb),a>b

Lemma 3.4. If Assumptions 1-3 hold, then
[0k+1 — Okll = O(by41), for k, I € N.

Proof. First, we have

l
10k41 = Okl = 10kt — Ocll = || (Oksj — Orrjr)
j=1

(Onts — ék+j—1)H : (12)

Sy

J=1
Since 0 < (1 — (p + q@)F(C — 0T¢) + ¢ < 1, it
follows that |3;] < B. Combining this with Proposition
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1 and the condition ||¢g| < M, we obtain |61 — 6] <
bir1l|di418141]| < bpBM for | > 1. This result, together
with (12) and Assumption 4, implies the lemma. O

The following theorem establishes the almost sure and
mean square convergence of the identification algorithm.

Theorem 1. For system (1) with the binary-valued ob-
servation (2) and the tampering attack (3), under Assump-
tions 1-5, the parameter estimate given by the algorithm
(8)-(9) is mean-square convergent, i.e. limy_,oc E[0} 0] =

o0 ~

0. Moreover, if > bi < 00, then the estimate 6 is also
k=1

almost surely convergent, i.e. limy_,o, 6 = 0, a.s.

Proof. By 57 < 32, Proposition 1 and (8), we have
18x1111* < 116 11% + 26858116 O + bF[|5 18

= [1051% + 2bk5r 1107 O + O(B]).
From (7) and (9), it follows that

(13)

E[Sk+1|F%]
=81 =p—0)* (F(C = 610) — F(C = 610)) . (14)

This together with Assumption 2 and the differential mean
value theorem, it leads to

E [Qbk§k+1¢£ék|fk} = 2bi O Ok B[Sk 11| F]
:=2bk¢fék5(1—-p-—Q)2(f%(C7—'¢gék)—'F%(C7—'¢{9))
= —2biB(1 = p — 0)* fi(&x)0L B i O
< 20681 = p — 9)* FO bx 6k O (15)
where &, is in the interval between C — ¢7 65 and C — 76
SuCh that Fk(C—qﬁ{Gk) —Fk(Cf gf),{@) = fk(gk)GkTqSkgﬁfﬂk
Taking the expectation on both sides of (13) and substi-
tuting (15) into it, we can obtain

|0k 1% < B|0k]* + 204 ESx 1161 6k + O(B})
—E||f|? + E [E 200541167 8417 ]| +O02).
<E[0xl|” = 26181 — p — 0)° [EIO) o1 0]

+O(b). (16)

By iterating (16) h times and noting by = O(bg11), we

obtain

E||051n]

i Rh—1 i
<E|6]* —28(1 —p—q)*fE Z [blezT@(sz@l]]

=k

+O(bz+h)

i Rh—1 )
<E|6k|*-281—p—q)°fE| Y [b191{¢1¢?9k]l
L 1=k

Rho1 o
—28(1—p—q)*fE | Y [bu(6 — 0)" dni (6, — 91@)]]
=k

+O (b 4n)- (17)

By Lemma 3.4 and (10), the last two terms of (16) are of
order O(b7,,). In addition,

E

k+h—1 B _
> bbf @#M]
=k

k+h—1

Z b

=k

7|

k+h—1

> ol

=k

=E (18)

OLE l

J-‘k] ék] :

By Assumption 3, we have

kth—1
E [ > bag
1=k

kth—1

1
= > b7 E
=k
k+h—1

>8> I+ 07 s)-
=k

Substituting (18) and (19) into (17) yields

Fi| + 007 1n)

(19)

E|fk 10> (20)

k+h—1

<E[0:]*> - 281 —p—q)*f5 Y bE[0|*+O0b},,).
=k

Then, based on Lemma 3.1 and Assumption 4, and noting
oo . b2

bp = oo and limg —_—r

Zk:l g hores Zf:kvl—h b1

= 0, it follows
that limy_, o E[||0x]2] = 0.
On the other hand, by (17) we have
E|10r+111%1Fk] < 116)* + O(7),
which together with Lemma 1.2.2 in Chen (2021) and

o0 ~

> b2 < oo implies that [|fg] converges to a bounded
k=1

limit a.s. Notice that limj_co E[0} 0] = 0. Then, there
is a subsequence of f;, that converges almost surely to 0.
Consequently, 6 almost surely converges to 0. d

3.3 Convergence rate

This subsection gives the convergence rate of the algorithm
(8)-(9).

Theorem 2. Under Assumption 1-5, the algorithm (8)—(9)
has the following mean square convergence rate:

o If the step-size b, = k% with % < v <1, then

A 1
I =0 ()

e If the step-size by = % and 8 > m, then

~ 1
Bl =0 ()-

Proof. When b, = &, v € (1/2,1), letting o = 28(1 —
p —q)?f0 and based on (20), we have
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e 2 I (o)

=[] =[] e
where k = {k_hKW — L%J This together with Lemma
3.2 yields E[|0x[? = O (%).

When b, = %, letting o = 28(1 — p — q)giﬁ and by (20),
we have

k-1
- 1 ~ 1

E 2< 11— — | E||0p_p]? —
10k” < ( al:Ek l+1> [0k—n|I” + O <k2)’

where k = [E2E] — Lk_TJ Since § > m’

_ 2
«a > 1. Thus, by Lemma 3.3, we have ]EHG;CH =0 (%)
This completes this part’s proof.

i.e.

4. SIMULATION STUDIES

Consider the system yj11 = ¢} 0 + wy41 with the binary
observation
o — 1 _J1, oy <C
BT 7we=C 7 0, otherwise ,

where § = [3,—1]T is unknown but known as in © =
{(z,y) : || < 6,]y| < 6}. The threshold C' = 1, and the

system noise wg11 obeys the standard normal distribution.
The inputs ¢ = {ug, ug—1} with ug obeying the uniform
distribution of N(0,2). Algorithm (8)-(9) has a step size
of B =80, by, = 1/kY with v =1, 0.8, and an initial value
of y = [1,1]7. All the simulations are looped 50 times.
Figure 1 presents the estimation results of the algorithm
for attack strategy shown in (3) as p = 0.2,¢ = 0.3 and
p = 08,9 = 0.9. From Figure 1, it can be seen that
even when the tampering probability is close to 1, the
proposed recursive defense algorithm still converges to the
true value. Figure 2 shows the convergence rate for v =1
and v = 0.8, validating the results derived in Theorem 2.

5. CONCLUDING REMARKS

This paper presents a novel recursive identification al-
gorithm for parameter estimation in CPS with binary
outputs, compromised by data tampering attacks. The
proposed method guarantees asymptotically convergent
parameter estimation, even in the presence of high-
probability tampering, and provides theoretical guaran-
tees, including mean-square convergence, almost conver-
gence and convergence rate. Future research could consider
the following issues: (i) designing recursive identification
algorithms when the tampering attack probability is un-
known, (ii) studying recursive identification algorithms
for multi-agent systems under distributed communication
and tampering attacks, and (iii) investigating second-order
recursive defense identification algorithms.

Convergence Result for p =0.2,¢q = 0.3

5
Moo dfes oM —
5 e+ Fes S
g '
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)
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5 . I T
0 2000 4000 6000 8000
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5 Convergence Result for p=0.8,¢ =0.9
| T s, st g o IR
5 PO T -
2
b}
=
L
=z
£
L'Uj -- 'ék,l True él
[ Or2 True 6,
5 . I T
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Time k

Fig. 1. Convergence of the estimation shown by a tra-

jectory of én+1 for the case p = 0.2,¢q = 0.3 and
p=0.8,¢q=0.9.
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