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Abstract—The digitalisation of power grids has increased data
integrity and security risks, enabling subtle manipulations to
cause power theft, false tripping, and compromised controls.
Effective false data attacks must exhibit complex nonlinear
behaviour, preserve network dependencies, and account for real-
time system conditions to evade advanced false data detection
(FDD) methods. Constructing such attacks is highly challenging
due to the restricted access to critical system information.
In this paper, three deep learning-based False Data Injection
(FDI) attacks for power networks are proposed, highlighting the
vulnerabilities of existing false data detection defences. A holistic
comparative analysis of attack constructed by three variants
of Generative Adversarial Networks (GANs), including GAN,
Wasserstein GAN (WGAN) and Conditional GAN (CGAN), is
presented. The proposed false data attacks are assessed against
five diverse FDD defences to assess all factors of possible FDI
attack failure. IEEE Case-5, Case-14, Case-30 and Case-118
bus systems are simulated as target networks with realistic
demand modelling. The simulation results display a progressive
improvement of FDI success from GAN to CGAN.

Index Terms—False Data Injection, False Data Detection,
Power network cyber attacks, Cybersecurity

I. INTRODUCTION

THE power systems are continuously evolving towards
more reliable operation with enhanced power quality,

automated controls and self-healing properties. However, these
advanced control infrastructures set forward a high depen-
dency on complex, wide-span, real-time communication in-
frastructure for coordination between automated equipment,

This work was supported in part by the Hong Kong Research Grants
Council under Grant 15205424, and in part by The Hong Kong Polytechnic
University through the Research Student Attachment Programme.

Rehan Nawaz is with the Department of Electrical and Computer Engi-
neering, Air University, Islamabad, Pakistan, and also with the Department of
Electrical and Electronic Engineering, The Hong Kong Polytechnic University,
Kowloon, Hong Kong (e-mail: rehan. .nawaz@outlook.com).

Rabbaya Akhtar is with the School of Energy Systems, Lappeenranta-
Lahti University of Technology (LUT), Lappeenranta, Finland (e-mail: rab-
baya.akhtar@lut.fi).

Saad Ullah Khan is with the Department of Electrical and Com-
puter Engineering, Air University, Islamabad, Pakistan (e-mail: saadul-
lahkhan@au.edu.pk).

Siqi Bu is with Department of Electrical and Electronic Engineering,
Shenzhen Research Institute, Research Centre for Grid Modernisation, Re-
search Institute for Smart Energy, Policy Research Centre for Innovation and
Technology, International Centre of Urban Energy Nexus, and Centre for
Advances in Reliability and Safety, The Hong Kong Polytechnic University,
Kowloon, Hong Kong (e-mail: siqi.bu@polyu.edu.hk).

Muhammad Habib Mahmood is with Teradata Corporation, Islamabad,
Pakistan (e-mail: muhammadhabib.mahmood@teradata.com).

rendering power networks more prone to threats such as com-
munication lags, failures, false communication, data integrity
attacks and False Data Injection (FDI) etc. These attacks not
only can cause havoc for the targeted equipment but may also
threaten the security of the whole society connected to it [1].

The Measurement Units (MUs) perform real-time infield
measurements and communication of measured state param-
eters to the control units, which in turn receive, process and
analyse the received data to initiate appropriate control action
by actuators, if necessary. The control units (CUs) are re-
sponsible for maintaining network health through appropriate
control actions based on the data from MUs. FDI Attacks
target to deceive or mislead the CUs by manipulating the
communicated data, resulting in the attacker’s desired actions.

The advancements in False Data Detection (FDD) tech-
niques make it challenging to design an effective FDI attack
as randomly injected false data can be detected easily as an
anomaly. Therefore, one false entry within real-time series
data must satisfy all the dependencies and constraints of
typically measured data to cover the inconsistency from actual
data. Both FDI and FDD mechanisms operate concurrently;
to evaluate emerging FDD methods effectively, it becomes
imperative to develop more sophisticated FDI techniques to
rigorously challenge the capabilities of FDD defence and
highlight any potential weaknesses, ultimately strengthening
the security measures for smart grids.

Recent research highlighted the increasing need for robust
cyber security measures and enhanced countermeasures to
secure the communication infrastructure of power systems [2].
State estimation-based methods, such as Bad Data Detection
using AC state estimation (BDDAC) [3], [4] and Bad Data
Detection using DC state estimation (BDDDC), were exten-
sively explored. However, BDDDC was found to be ineffective
when false data was crafted using the Jacobian matrix [6], [7],
a technique commonly referred to as a Stealthy Attack (SA)
or Online Data Integrity Attack (ODIA) [8].

Various methods were proposed in the literature to construct
stealthy attacks, as these attacks required only a linear approx-
imation of the Jacobian matrix. For instance, stealthy attacks
could be generated using the measurement matrix alone [9]. A
convex optimisation problem was formulated in [10] to create
stealthy attacks using measurements from a limited number of
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sensors. It was also demonstrated that such attacks could be
constructed with partial information about the local area [11].
The Least Effort Attack (LEA) was introduced to minimise
resource usage, enabling stealthy false data injection with
minimal effort and using a minimal number of sensors [12].
Additionally, an innovative approach called the ICA Attack
(ICAA) was developed, which constructed stealthy attacks
without requiring prior network information by leveraging
Independent Component Analysis (ICA) [13].

Despite their sophistication, stealthy attacks could be ef-
fectively identified by machine learning-based detection al-
gorithms, i.e., False Data Detection using Support Vector Ma-
chine (FDDSVM) using Principal Component Analysis (PCA)
for feature reduction and Gaussian Kernel Function within
SVM framework demonstrated high accuracy. [14], [15].
However, FDIA using Linear Regression (FDILR) [6] and
FDIA using Linear Regression with time stamp (FFDILRT) [7]
bypassed FDDSVM and claimed that any machine learning-
based FDD algorithm can be bypassed if the FDI attack is
also machine learning based. However, these attacks failed to
perform well against BDDAC.

AC state estimation, with its highly nonlinear nature and
the lack of an analytical solution, is a more challenging
defender. In [16], Cyber-Attacks using Graph Theory (CAGA)
and line parameter data were proposed and tested against AC
state estimation. FDI derived from admittance and susceptance
of the target bus and the associated transmission lines, two
attack strategies were introduced: Unobservable FDI Attacks
on Bus (UFDIAB) and Unobservable FDI Attacks on Super-
Bus (UFDIASB) [17]. In [18], a Topology Learning Aided FDI
Attack (TLAFDIA) based on AC state estimation parameters
was proposed. Perfect and Imperfect Attacks (PIA), an FDI
approach with varying knowledge of states, were introduced
in [19]. Network Parameter Coordinated False Data Injection
(NP-FDI) was explored in [20], formulating optimisation
problems to minimise the number of compromised measure-
ments. Similarly, [21] presented False Data Injection Attacks
Against Synchronization Systems in Microgrids (FDIASSM).
Evolutionary techniques such as genetic algorithms and neural
networks were utilised in [22] to construct least-effort attack
vectors. An FDI technique was introduced in [23], estimating
a nonlinear function h(x) mapping the state vector to the
measurement vector using weighted least squares on histor-
ical measurement data. In [7], FDI using Delta Thresholds
(FDIDT) was proposed, where prior measurement vectors
from a dataset were injected as false measurements. A GAN-
based approach in [24] developed FDI Attacks by extracting
the physical model (FDIAPM) using historical data. The Auto
Encoder and WGAN-based Attack (AE-WGAN), proposed in
[25], employed an autoencoder to learn the unknown state
estimator model, used with a WGAN to derive the original
data distribution. The Neural Network and GAN-based Attack
(NN-GAN) in [26] applied a similar two-stage process. In [27],
Cyber Attacks on Demand-Response (CADR) in renewable
integrated Smart Grids were introduced. Optimal Data Injec-
tion Attacks (ODIA) leveraging matrix theory to transform
the objective of maximising the trace of remote estimation
error covariance into a solvable convex optimisation problem

were formulated for cyber-physical systems, considering re-
source constraints [28]. Optimal FDIA (OFDIA) was framed
utilising an optimal state feedback injection law [29]. Event-
based Stealthy FDI Attack (ESFDIA) was proposed in [30],
allowing precise false data injection to evade BDDAC, while
a State-perturbation-based Adversarial Example and FDIA (S-
AFDIA) was introduced in [31] as another strategy to bypass
BDDAC. An Optimal Stealthy Attack modelled by Linear
Quadratic Gaussian dynamics (OSA-LQG) was proposed in
[32], enabling attackers to maximise quadratic cost by inter-
cepting and altering transmitted measurements.

While these FDI techniques performed well against BD-
DAC, they were susceptible to detection by advanced meth-
ods incorporating time-series dependencies. For instance, the
Nonlinear Function-based Variable Dummy Value Model (NF-
VDVM) [33], [34] and False Data Detection using Temporal
Behaviours (FDDTB) [35], [36] demonstrated the ability to
detect these advanced attacks, highlighting the need for more
robust FDI techniques.

Despite the significant contributions of the techniques pre-
sented for FDI, some grey areas are insufficiently addressed
in the previous literature. The most common is that,

a. Use of practically inaccessible information
Most FDIs construct attack vectors by models dependent
on the inside system information of the scope, which is
practically inaccessible to an outsider

b. DC approximations
Most FDIs lack practicality as they are modelled or
assessed through DC approximations-based models

c. Consideration of Real-time system state
Most FDIs do not consider the power system’s continu-
ously varying state, e.g., highly diverse demand patterns

d. Lack of comprehensive testing
Different FDD algorithms assess different aspects of
FDIs; an undetectable FDI under state estimation FDD
may not necessarily be successful under FDDTB or NF-
VDVM, so comprehensive testing is the key.

e. Impractically lenient safe thresholds
The safe threshold for AC state approximation-based
testing is kept impractically lenient to display the falsely
improved performance of the proposed attack

f. Non separation of FDI and FDD sides
Most FDIs use the same dataset for training both FDI&D
algorithms, which defies the fact that in the real world,
attacking and defending sides are blind to each other

g. Consideration of time series data patterns
The variation in parameters with time, i.e., the daily
demand routine and seasonal variations in power con-
sumption, are often neglected while modelling the attack
vector

Considering the aforementioned research gaps, the main
contributions of this paper are as follows:

• This study introduces three novel deep learning-based
FDI methods: False Data Injection using Generative
Adversarial Network (FDIGAN), False Data Injection
using Wasserstein Generative Adversarial Network (FDI-
WGAN), and False Data Injection using Conditional Gen-
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erative Adversarial Network (FDICGAN). These meth-
ods are void of approximations and entirely focus on
historical system measurement vectors, eliminating the
need for inside information like system topology and line
parameters, thus enhancing practicality.

• The proposed FDI methods incorporate demand variabil-
ity and leverage a blind dataset for training and testing,
effectively simulating real-world attack and defence sce-
narios.

• The effectiveness of the proposed FDI methods is rig-
orously evaluated against diverse FDD techniques, in-
cluding BDDDC, FDDSVM, FDDTB, NF-VDVM, and
BDDAC under stringent detection thresholds to evaluate
different aspects such as inter and intra dependencies,
safe data patterns, time series dependencies, nonlinear
predefined hidden correlations, respectively. A compar-
ative analysis of all three proposed FDI techniques is
presented.

• By exposing specific vulnerabilities in existing detection
mechanisms, this work not only highlights the limitations
of current FDD methods but also offers critical insights
for advancing the development of more robust and re-
silient FDD defences.

The rest of the paper is organised as follows: Section-II
explains the proposed attack configuration and implemented
model in detail. Section-III summarises the facts about test
systems, test cases and the resulting outcomes, and a compar-
ative analysis of all proposed attacks is defined in Section-IV.
Section-V sums up the accomplishments, shortcomings and
future work aspects of the proposed FDI attacks.

II. PROPOSED TECHNIQUE

The Raw data from MUs is extracted, combined with pseudo
measurements and transferred using data exchange techniques,
resulting in a defined vector known as a measurement vector
[37]. The constituents of a measurement vector M at time
instant t are shown in Eq. 1.

M t =
[
V t φt P t

i Qt
i P t

ij Qt
ij P t

ji Qt
ji

]
(1)

Here V t, φt, P t
i and Qt

i represent vectors of measured bus
voltage magnitudes, bus voltage phase angles, measured real
power injections and measured reactive power injections to
all buses at time instant t respectively, with the dimension of
1×m for m bus system. Moreover, P t

ij , Qt
ij , P t

ji and Qt
ji are

the vectors of forward and reverse real and reactive powers
respectively, of all transmission lines at time instant t with the
dimension of 1 × n. n is the number of transmission lines.
Hence, M t has an overall dimension of 1× (4m+ 4n). The
measurement vectors aggregate over t instants to form a matrix
M as shown in Eq. 2.

M =
[
M1 M2 . . . M t

]T
(2)

This measurement matrix M with dimension t × (4m + 4n)
is used as a training dataset for FDIA to assimilate false data
vectors of the power network. This paper utilises a relatively
modern deep learning paradigm, Generative Adversarial Net-
work, and its modified variants for constructing successful

FDI attacks after thoroughly learning the nonlinear distri-
butions of training data. FDI constructs false measurement
vectors closely replicating real measurement vectors; any pre-
processing of the diversified on-field measurements to form
a complete measurement vector is outside the scope of this
work.

A. FDI Attacks

The effective FDI attack creates deceptive measurement
vectors, altering specific parameters while maintaining de-
pendencies such as Kirchhoff’s laws and time series patterns
for stealthiness. Initially, machine learning techniques such
as linear regression and multivariate polynomial regression
proved impractical due to the complex nature of power system
data [6], [7]. Consequently, deep generative models were
pursued, starting with autoencoders transitioning to GANs
due to their superior capabilities. Proposed FDI attacks are
established using GAN and its two modified variants, WGAN
and CGAN. The comparative analysis of resulting attack
scenarios is presented by testing through various state-of-the-
art FDD techniques. False Negative Rate (FNR) is used as an
evaluation metric which portrays Bypassing Accuracy (BA)
against FDD methods as defined in Eq. 3.

BA =
False Negative

False Negative + True Positive
(3)

1) FDIGAN: GAN-based false data attack vectors for tar-
geted power systems are assembled; a class of deep generative
models consists of two Convolutional neural networks: a gen-
erator (G) and discriminator (D). Both generator and discrimi-
nator compete with each other through zero-sum games, where
one’s loss is another’s gain. The generator and discriminator
are trained simultaneously through mini-batch stochastic gra-
dient descent. For the mini-batch of m, the number of training
examples and noise samples. The generator works on learning
the linear and highly nonlinear distributions in existing data
to generate unseen data following identical distributions, while
the discriminator trains to differentiate the fake data from the
real data. GANs are efficient with high-dimensional data with
highly complex, nonlinear feature relationships. Binary cross-
entropy fosters competition in GANs training through the min-
max game as shown in Eq. 4.

minGmaxD V (D,G) = Ex∼pdata(x) [logD (x)]

+Ez∼pz(z) [log (1−D (G (z)))]
(4)

Here, D(x) is the discriminator’s output for a real sample x,
D(G(z)) is the discriminator’s output for the generated sample
G(z) from input noise vector z, E is expectation and pdata
and pz are the probability distribution of the original data and
estimated probability distribution respectively. The Minmax
GAN loss involves the simultaneous optimisation of both the
D and G models. The discriminator maximises the Eq. 5 to
penalise itself for misclassification of real and fake instances.

∇θd

1

m

m∑
i=1

logD(xi) + log(1−D(G(zi)) (5)
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(c) Functional block diagram of CGAN

Fig. 1: Block diagram of Generative Adversarial Networks and its variants

Subsequently, the generator receives a reward if it success-
fully deceives the discriminator but faces penalties otherwise.
Training the generator involves minimising the Eq. 6.

∇θg

1

m

m∑
i=1

log(1−D(G(zi)) (6)

This recurrent process persists until the global optimality of
pg = pr is reached [38]. pg and pr are the generator’s esti-
mated and real data distribution, respectively. The operation
of the GAN model is graphically displayed in Fig. 1a. The
constituent measurement vectors from the measurement matrix
are treated as real training samples, jointly following a highly
nonlinear unknown distribution. The proposed FDI employs
GAN to learn the unknown distributions and correlations of
real data until the generated data is refined to an extent where
the discriminator fails to distinguish it from real data. The
resultant trained generator model is saved for constructing FDI
vectors for attack.

GAN uses JS divergence to measure the similarity between
the actual and estimated distribution, which is the weighted
sum of forward and backward KL divergence [38]. However,
the JS divergence exhibits zero or vanishing gradients with
non-overlapping distributions. The Mode Collapse in GANs
due to multi-modal distributions as suggested by nonlinear
load flow equations, complex connectivity of the network and
inter-dependency of parameters in training data, and the issue
of vanishing gradient due to JS divergence limit the training
capability. This limitation is addressed by opting for WGAN.

2) FDIWGAN: The mode collapse issue is addressed in
WGAN [39]; the cost function is based on Wasserstein
distance, i.e., the minimum energy required to horizontally
move the estimated probability distribution pg to the actual
distribution pr.

W (pr, pg) = inf
γ∈

∏
(pr,pg)

E(x,y)∈γ ∥x− y∥ (7)

Here E is the expectation, Π(pr, pg) is the transport plan
of probability mass over x and y to transform pr to pg .
The Wasserstein distance is then the cost of the optimal
transport plan. Linear programming is used to find the optimal
solution. WGAN introduces a critic with the same role as the
discriminator network. However, it predicts the Wasserstein
distance, with objective function in Eq.8, instead of classifying
the samples coming from the distribution p or q.

fcritic(w) = max
w≤W

Ex∼pr
[fw(x)]−Ez∼P (z)[fw(G(z))] (8)

By introducing a stochastic gradient and applying the expec-
tation over a mini-batch of m number of training examples
and noise samples, the generator’s training function is given
in Eq. 9.

∇θ
1

m

m∑
i=1

f(G(zi)) (9)

This process persists until the global optimality of pg = pr
is reached, and the resultant trained generator model is saved
for constructing the FDI attack vectors. The operation of the
WGAN model is graphically displayed in Fig. 1b.

The WGAN resolves mode collapse and vanishing gradient
problem, but the generator is unaware of the time instant and
real-time data patterns, i.e. load demand and power flows at
that instant. Therefore, temporal behavioural FDD methods
such as FDDTB can still detect these attacks, suggesting
further investigation into supervised multi-class learning as
training individual WGANs for each time instant proved
computationally impractical, resulting in the identification of
CGAN as a more practical alternative.

3) FDICGAN: CGAN, being a class of supervised learning,
requires labelled data for training where both the generator and
the discriminator are conditioned on some auxiliary informa-
tion, such as class labels. As a result, the model can learn
the class-wise multi-modal input-to-output mapping utilised
here by treating each time instant as a distinct class and
training the generator and discriminator separately for each
time instant. The generator of the CGAN has an additional
layer that enables data generation for specific classes. The
discriminator also has one additional layer that results in the
added responsibility of identifying the classes of the real data
in addition to distinguishing between real and false data. If lt1
is the label for measurement vector 1 received at time instant
t, then the complete label vector L is shown in 10.

L =
[
lt1 lt2 lt3 . . . ltn

]T
(10)

The measurement matrix M and label vector L are jointly used
as a dataset. The loss function of CGAN is shown in Eq. 11.

minGmaxDV (D,G) = Ex∼pdata(x) [logD (x|y)] +
Ez∼pz(z) [log (1−D (G (z|y)))]

(11)
Here, the G (z|y) and D (x|y) are conditional probabilities
demonstrating the generation and discrimination of data given
label l. The generator’s update equation is given in Eq. 12.

∇θd

1

m

m∑
i=1

logD(xi|yi) + log(1−D(G(zi|yi)) (12)
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Eq. 13 gives the discriminator’s training equation.

∇θg

1

m

m∑
i=1

log(1−D(G(zi|yi)) (13)

The process is repeated till the discriminator fails to
distinguish real and fake data, and the trained generator
model is saved to generate false data vectors for attack. The
operation of the CGAN model is graphically displayed in
Fig. 1c.

The primary objective of FDIA is to construct measurement
vectors so that they remain indistinguishable from actual data
while injecting false measurements into the power system.
These falsified measurement vectors can mislead the con-
trol mechanisms, potentially leading to inaccurate decision-
making, operational inefficiencies, or even system instability.
The specific objectives of FDIA include energy theft, false
tripping, load shedding and intentional delays or blocking of
data. The methodology involves manipulating target variables
within the measurement vector to achieve a particular objective
while simultaneously adjusting other parameters to maintain
consistency with the power system’s inherent dependencies.
For example, energy theft can be achieved by falsifying
load measurements, while voltage manipulation can result
in improper protection system activation or control errors.
The simulation results substantiate the capability of attack
vectors constructed by FDICGAN to achieve any malicious
intent of the attacker without being detected by commonly
employed FDD defences. To illustrate the objective of the
proposed FDIA, attack vectors are generated to target energy
theft through misleading information by displaying less power
consumption.

III. SIMULATION SCOPE

A simplified depiction of the presented work is shown in
Fig. 2; the simulations are carried out using programming
environments of MATPOWER 7.1, MATLAB 2020a, and
Python 3.9.12 on a system with specifications of Intel(R)
Core(TM) i7-9700 CPU @ 3.00GHz (8 CPUs), 16GB RAM,
Windows 11 Pro 64-bit, GPU-NVIDIA GeForce RTX 2080.

Datasets for IEEE test systems used are generated by the
MATPOWER power flow program for 1 year, considering
±10% variation for a single instant with 0.1% white noise to
make the data non-ideal. The generative models for proposed
FDI algorithms are trained in Python, and the false measure-
ment vectors constructed by trained models are injected into
the target power system. The defence side FDD methods are
implemented in MATLAB. The total number of samples for
any parameter of all three systems over one year is 48× 365.
The data set for FDI contains 17, 520 measurement vectors.
Another dataset is generated with a variation of around ±12-
15% for a single time instant for one year, which is used
to train FDD algorithms. This approach ensures practicality
by keeping the attacker and defender blind to each other.
The FDI side trains GAN, WGAN, and CGAN, while the
FDD side incorporates the training of SVM and NF-VDVM,

Data For
FDI Training

Data For
FDD Training

GAN WGAN CGAN

Offline Training

Online Testing
MATLAB R2020a

MATPOWER 7.1, MATLAB R2020a

Defender Side
MATLAB R2020a

Attacker Side
Python 3.9.12

BDDDC

FDDSVM

NF-VDVM

BDDAC

FDDTB

BDDDC; DC Load Flow Based Defence

FDDSVM; Machine Learning Based Defence

NF-VDVM; Dual Verification Based Defence

BDDAC; AC Load Flow Based Defence

BDDTB; Temporal Behaviour Based Defence

Trained
Generator
of GAN

Trained
Generator
of GAN

Trained
Generator
of GAN

Attack
Vectors

Attack
Vectors

Attack
Vectors

Fig. 2: Overview of proposed FDIs against trained FDDs

the evaluation of maximum safe thresholds for BDDDC and
BDDAC and the assessment of ∆min and ∆max for FDDTB.

TABLE I: Computational cost of offline training (in hours)
and online attack vector generation (in milliseconds) for the
proposed FDI methods.

FDI Method Offline Training Time
(h)

Online Attack Gen. Time
(ms)

FDIGAN 25∼30 60∼ 100
FDIWGAN 30∼35 90∼130
FDICGAN 120∼125 150∼200

The simulations consider the modified IEEE case-5 bus
system (5 buses and 6 transmission lines), IEEE case-14 bus
system (14 buses and 20 lines), IEEE case-30 bus system

0 2 4 6 8 10 12 14 16 18 20 22 24
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Fig. 3: Average daily demand curves considering seasonal load
variation.
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Fig. 4: Performance of (a). FDIGAN, (b). FDIWGAN and (c). FDICGAN against BDDDC.
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Fig. 5: Performance of (a). FDIGAN, (b). FDIWGAN and (c). FDICGAN against FDDSVM.

(30 buses and 41 lines) and IEEE Case-118 bus system (118
buses and 186 lines) as target power networks producing a
single measurement vector of 1 × 44, 1 × 136, 1 × 284 and
1 × 1216, respectively. To account for load dynamics, the
realistic data of energy demand of South Korea is utilised from
[40]. The daily demand curve is based on the mean demand
with seasonal variations and 30 30-minute time step, mapped
to IEEE systems load ratings as shown in Fig. 3.

IV. RESULTS AND DISCUSSION

The proposed FDI models are trained offline for up to
10,000 epochs with a batch size of 64, and the associated
computational costs are presented in Table I. A total of 96
attack vectors for two days, considering a time step of 30
minutes, are constructed by each trained generator model. To
induce the FDIA, these attack vectors are sequentially injected
into the target power system and then rigorously assessed by
several advanced FDD algorithms.

A. Performance of proposed FDIs against different FDDs

The following discussion presents a holistic analysis of
performance stats for all three proposed FDIs against various
FDD defences.

1) Performance against BDDDC: The safe threshold τDC

from definite real data is evaluated to be 3.34. Fig. 4 dis-
plays the comparative performance of induced attacks against
BDDDC defence. The residues of all 96 false measurement
vectors from all three FDIs lie under the safe threshold. Hence,
all three proposed attacks can successfully bypass BDDDC
with perfect BA of up to 100%.

2) Performance against FDDSVM: FDDSVM is a machine
learning-based defence. As evident from Fig. 5, all the attack
vectors constructed through proposed attack models are well
within safe bounds, suggesting that FDDSVM completely fails
to detect the proposed FDIs as the attacks are also based on
similar learning algorithms.

3) Performance against NF-VDVM: NF-VDVM is a dual
verification-based defence used as a test bench with double-
sized measurement vectors, so the FDI models are modified to
generate measurement vectors with the updated dimensions.
The results of a measurement vector from all three FDI
techniques, without showing state variables, are displayed in
Fig. 6; deep learning-based FDI techniques can effectively
evade NF-VDVM with perfect BA of up to 100% by successful
learning of the hidden correlation between the dual vectors of
actual data.
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Fig. 6: Performance of (a). FDIGAN, (b). FDIWGAN and (c). FDICGAN against NF-VDVM.
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Fig. 7: Performance of (a). FDIGAN, (b). FDIWGAN and (c). FDICGAN against BDDAC.

Fig. 8: Performance of (a). FDIGAN, (b). FDIWGAN and (c). FDICGAN against FDDTB.

4) Performance against BDDAC: BDDAC deploys AC load
flow analysis; Fig. 7 shows that the safe threshold τAC is
evaluated as 8.04. Due to the strict threshold and the highly
nonlinear and complex behaviour of AC state estimation, all
three FDIAs are detectable in some instances. However, the
BA improves noticeably from GAN to CGAN, i.e., 64.6%,

78.1% and 84.4%, respectively.

5) Performance against FDDTB: FDDTB evaluates the
induced FDIs through the assessment of temporal behaviours
and time series dependencies. Fig. 8 compares the performance
results of FDIAs for a single time instant. In the case of
FDIGAN and FDIEWGAN, some parameters failed to adhere
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Fig. 9: Comparison of bypass accuracies of (a). FDIGAN, (b). FDIWGAN and (c). FDICGAN against FDD algorithms.

to the safe bounds due to lack of time instant information;
overall BA of 60.4% and 45.8% is achieved, respectively.
However, the FDICGAN, trained with time step labels, shows
significantly promising improvement with a BA of 95.8%
against FDDTB, which proves its effectiveness in attack vector
construction of any specific time instant.

To summarise, Fig. 9 shows a comparison of bypassing
accuracies of all three proposed FDI attacks against stated
FDD defences with respect to the number of epochs and
the quantitative results of the mean bypassing accuracies on
all the stated test systems are shown in TABLE II. It can
be observed that GAN, being an ML/DL approach, proved
effective in the case of BDDDC, FDDSVM and NF-VDVM.
However, the lack of time consideration and highly nonlinear
complex multi-modal distributions proved to be a barrier in the
case of FDDTB and BDDAC, respectively. Fig. 9 illustrates
that the curves of BDDDC and BDDAC for FDIWGAN
demonstrate better results as compared to GAN. However, the
inadequacy against FDDTB due to the random injection of
attack vectors persists. This issue is addressed by using the
multi-class supervised generative model CGAN, which has
exhibited remarkable success in BA against all FDD defences,
as shown in Fig. 9 and TABLE II. Moreover, the attributes

TABLE II: Comparative analysis of the performance of pro-
posed FDI techniques with previous FDI techniques in view
of some state-of-the-art FDD Algorithms.

Methods Ref. A B C D E

SBFDI [41]
UMBFDI [41]
SUBFDI [41] 100%
SA [8] 100%
LEA [12] 100%
ICAA [13] 100%
PCAA [42] 100%
LAIA [11] 100%
FDILR [6] 100% 100% 41.0%
FDILRT [7] 100% 100% 66.7%
FDIDT [7] 100% 100% 100% 76.9%
AE-WGAN [25] 100% - - 89.3%
NN-GAN [26] 100% - - 90%
FDIGAN Prop. 100% 100% 100% 64.6% 60.4%
FDIWGAN Prop. 100% 100% 100% 78.1% 45.8%
FDICGAN Prop. 100% 100% 100% 84.4% 95.8%

A: BDDDC B: FDDSVM C: NF-VDVM D: BDDAC E: FDDTB
: Failed to Bypass - : Not tested on respective FDD

achieved by the proposed FDIs are summarised in TABLE
III, which supports the test results and provides a comparative
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Fig. 10: Undetected energy theft in a day trough FDICGAN in IEEE case-5 target bus system.
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TABLE III: Comparison of FDI Techniques regarding key
attributes for effective practical application.
A: Attack is independent of any inside system information
B: Attack is void of any approximations
C: Real-Time demand variation is considered
D: Attack is tested through BDDAC
E: Strict safe thresholds for detection
F: Blind data for attack and defence
G: Consideration of time series patterns

FDI Techniques A B C D E F G

ODIA [8], LAIA [11], LEA [12], ICAA
[13], FDILR [6], FDILRT [7]

CAGA [16], UFDIAB [17], UFDIASB
[17], TLAFDIA [18], PIA [19], NP-FDI
[20], FDIASSM [21]

FDIAPM [24], FDIDT [7]

AE-WGAN [25], NN-GAN [26], CADR
[27], ODIA [28], OFDIA [29], ESFDIA
[30], S-AFDIA [31], OSA-LQG [32]

Proposed FDIGAN, FDIWGAN

Proposed FDICGAN

: Not Accounted : Accounted

analysis with existing schemes, highlighting areas for further
improvement in FDD defences.

Energy theft incidents considering Bus-2 and Bus-4 as
target buses of the IEEE Case-5 bus system are depicted in
Fig. 10. Throughout the day, a cumulative undetected energy
theft of 2750.5 MWh is achieved through FDICGAN.

V. CONCLUSION

This article proposes three effective deep learning-based
FDI techniques. The efficacy of the proposed methods is en-
dorsed by simulation results that show noticeable performance
against several diverse FDD algorithms, particularly FDIC-
GAN. The proposed attack schemes enable the attacker to
effectively manipulate the control units based on well-designed
attack vectors without using any sensitive inside information
of the target power system. The proposed attack mechanisms
adapt well to demand variations and changing load flows.
Critically implemented comparison of proposed techniques
with previously presented schemes and with each other shows
the limitations and progressive improvements, highlighting
the FDICGAN as the most effective attack. Testing against
diverse FDD defences proves the ability to generate false data
to manipulate the system without being detected by existing
FDD defences. Proposed undetectable FDIA can severely
disrupt systems by compromising data integrity, misleading
decision-making, introducing security risks, causing financial
losses, and jeopardising safety in critical infrastructure, as
demonstrated by an implemented example of energy theft. The
emphasis is to highlight potential vulnerabilities of existing
FDDs and that the cyber security measures to counter the
consequences should be prioritised to safeguard the systems
and data. The only limitation of the proposed attack is that it

deems constant power generation, i.e., the impact of distributed
generation in smart grids is not considered. However, this
aspect is targeted in future work along with improving FDD
methods for detecting the proposed attacks.
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