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Abstract—Time-series data is prevalent in many applications like smart homes, smart grids, and healthcare. And it is now increasingly
common to store and query time-series data in the cloud. Despite the benefits, data privacy concerns in such outsourced services are

pressing, making it imperative to embed privacy assurance mechanisms from the outset. Most existing related works have been
focused on querying for different types of aggregate statistics. In this paper, we instead focus on the secure support for advanced
interval skyline queries, which allow to identify time series that are not dominated by any other time series within a query time interval.
This is valuable for time-series data analytics in applications like remote health monitoring (e.g., identifying patients with high heart
rates in a certain week). We present OblivTime, a new system framework for oblivious and efficient interval skyline query processing
over encrypted time-series data. OblivTime is built from a synergy of time-series data analytics, lightweight cryptography, and GPU
parallel computing, achieving stronger security guarantees and lower online query latency over the state-of-the-art prior work.
Extensive experiments demonstrate that OblivTime can achieve up to 666x speedup in online query latency over the state-of-the-art

prior work.

Index Terms—Time-series analytics, privacy preservation, query processing, cloud computing

1 INTRODUCTION

Many practical applications involve continuously generated
time-series data, such as remote health monitoring [1], [2],
smart homes [3], smart grids [4], and more. To store and
query the time-series data, a common trend nowadays is
to leverage cloud databases [5]-[7], due to the prominent
benefits like cost-effectiveness and scalability. Despite the
convenience, such outsourcing also raises critical privacy
concerns, as the time-series data may contain sensitive
information (e.g., time-series data generated from medical
applications or smart homes) and it is not unusual to see
the occurrence of cloud data breach incidents in practice [8],
[9]. Hence, it is important to have built-in privacy assurance
mechanisms for the emerging trend of storing and querying
time-series data stored in the cloud.

Among others, interval skyline query [10] is highly use-
ful for time-series data analytics, which identifies time series
that are not dominated by any other time series within a
query time interval in various applications such as health
monitoring and smart grids [10], [11]. Given a query time
interval [t, : ty] and two time series p1,p2, p1 is said
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Fig. 1. An example of time-series data for interval skyline query.
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to dominate po if the values of p; within the interval
are greater than that of po at least one timestamp and no
lesser at other timestamps. For demonstration, we describe
a concrete example to show the usefulness of interval sky-
line query processing on time-series data. Consider that a
hospital employs medical devices for a remote health mon-
itoring service. These devices continuously collect sensitive
biometric data of patients, e.g., heart rate data, and transmit
it to the cloud in real time. This enables doctors to remotely
monitor patients” health conditions and identify individuals
with high heart rates over a certain period of time based
on interval skyline queries. For illustration, Fig. 1 shows
synthesized time-series data for the heart rates (measured
by beats per minute) of four patients in a monitoring period
from timestamp ¢ to timestamp ¢5. Suppose a doctor wishes
to gather heart rate data of patients exhibiting high heart
rates within a time interval [tz : ¢5] for further analytics.
It is obvious that the time series di, d2 and d3 should be
returned, as each of them is not dominated by any other
time series. Indeed, d; has the highest average heart rate,
while d2 and d3 exhibit spikes at t2 and ¢3 respectively. The
time series dy4 is not retrieved as d; has higher value than
d4 at every timestamp within the query interval (i.e., d4 is
dominated by d1).

In such cloud-based time-series data service, it is imper-
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ative to preserve the privacy of the time-series database, the
query time interval, as well as the query result. Meanwhile,
it is also necessary to hide data patterns that may incur
indirect leakages [12], [13]. These data patterns include
the dominance relationships among the time series in the
database, the number of time series dominated by each
skyline time series, and the search and access patterns. Note
that the search pattern indicates whether a new query time
interval has been issued previously, while the access pattern
reveals which time series in the database are identified as
the query result. In the literature, privacy-preserving skyline
query processing has attracted increasing attention in recent
years [11]-[17]. However, most existing works [12]-[17]
consider the execution of skyline queries on static databases
of multi-dimensional data records (with a fixed number of
dimensions). Also, the query in these works is in the form of
a vector with the same number of dimensions as database
records. These works cannot be directly adapted to securely
handle interval skyline queries on time-series data, where
the database is dynamic in nature and continuously grows,
and the query dynamically specifies a time interval. To our
best knowledge, only the prior work in [11] has studied
interval skyline query processing on time-series data with
privacy preservation, which represents the state-of-the-art.

Despite being a valuable seminal work, the state-of-
the-art scheme in [11] is not yet fully satisfactory due to
the following downsides. Firstly, it directly exposes the
query time interval to the cloud, which could be sensitive
information in time-series data analytics [18]. Secondly, it
relies on an insecure sorting protocol which leaks the order
information of the input secret values and thus entails the
risk of data reconstruction [19]. Thirdly, it suffers from high-
performance overheads in query latency. For example, even
when handling a database with 1,000 time series and a query
time interval of 100 timestamps, the query latency in [11] is
over 10,000 seconds.

In light of the above, in this paper, we propose
OblivTime, a new system framework for oblivious and effi-
cient interval skyline query processing over encrypted time-
series data. OblivTime delicately bridges insights on time-
series data analytics and lightweight cryptography (such as
replicated secret sharing [20], function secret sharing (FSS)
[21], and secure shuffle [22]). At a high level, time-series
data are continuously collected and stored in the cloud in
encrypted form in OblivTime. The cloud can then receive
encrypted query time intervals and obliviously identify the
skyline time series in the ciphertext domain. Throughout
the whole querying process, OblivIime not only ensures
data confidentiality but also hides the aforementioned data
patterns. We start with devising a protocol of oblivious
database projection, which allows the cloud to obliviously
produce a sub-database of encrypted time-series data within
a secret query interval. Then, we devise a protocol to allow
oblivious interval skyline identification, which processes the
above sub-database and produces encrypted identifiers of
the target skyline time series. Lastly, we construct a protocol
to allow oblivious retrieval of the encrypted skyline time
series given their encrypted identifiers. We also show how
to rely on GPU-based protocol instantiations to boost the
performance. We highlight our main contributions as below:

1) We present a new system framework OblivTime for
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oblivious and efficient interval skyline query process-
ing over encrypted time-series data, which achieves
stronger security and better query latency performance
than the state-of-the-art [11].

2) We devise a suite of secure protocols for oblivious
interval skyline query processing, including oblivious
database projection, oblivious interval skyline identifi-
cation, and oblivious interval skyline retrieval.

3) We present formal security analysis and introduce
GPU-based practical performance optimization mecha-
nisms. We conduct extensive evaluations and the results
show that while providing stronger security guaran-
tees, OblivTime also achieves up to 666x better query
latency than the state-of-the-art [11].

2 RELATED WORK
2.1 Privacy-Aware Skyline Query Processing

Bothe et al. [14] propose the first scheme for executing
skyline queries over encrypted data. Since then, a number
of research endeavors have been devoted to privacy-aware
skyline query processing. Most existing works [12], [13],
[15]-[17], [23] have been focused on privacy-preserving
dynamic skyline query processing. They aim to allow the
querier to dynamically specify a vector as a query and
securely find skyline data records where the dominance
relationships are defined with respect to the query vector. In
other works [11], [24], [25], other different types of skyline
queries are considered. Specifically, the works in [24], [25]
focus on user-defined skyline queries, where users can spec-
ify subsets of dimensions for querying, assign preferences
for maximum /minimum values in each selected dimension,
or define range constraints.

The work in [11] considers interval skyline query over
time-series data, which is most related to this paper and rep-
resents the state-of-the-art. Their design uses symmetric ho-
momorphic encryption and also works under a distributed
trust model. Despite the great value, this state-of-the-art
work [11] suffers from security and efficiency downsides.
Specifically, the private query time interval in [11] is directly
exposed to the cloud for easily obtaining encrypted time-
series data within the time interval. This also leaks the
search pattern. They then propose algorithms to identify
skyline time series in the ciphertext domain, where they
need to rely on secure sorting of the encrypted time-series
data. Unfortunately, the so-called secure sorting protocol in
their design has limited security, as it leaks the secret order
information of the inputs to one cloud server. Such leakage
might entail risks of data reconstruction [19]. Furthermore,
their design suffers from high query latency, which limits
the practical usability as well. In comparison, OblivTime
does not leak the sensitive query time interval, and achieves
much better query latency performance through custom
designs and practical GPU-based optimization.

2.2 Privacy-Aware Query Processing on Time-Series
Data

There has been a line of work devoted to advancing privacy-
preserving query processing on time-series data. The works
in [26], [27] focus on aggregation by time over a data stream



Algorithm 1 Interval Skyline Query Processing in Plaintext

Input: A time-series database M in matrix form, and a
query interval [t : t2].
Output: The skyline R over the query interval [¢; : 2 ].
1: Let N be the number of time series, [t, : t.] be the most
recent W timestamps recorded in the database, m = 1.
2: Initialize a matrix P = 0>/ , Where [ is the length of
query interval and I = t2 —t1 + 1.
for j=1to W do
ift; <ty +j—1<ty then
P[:][m] = M[:][5].
m=m+ L.
end if
end for
fori=1to N do
10 s[i] = $1, P[i][j].
11: end for
12: Initialize an empty set Z.
13: while P is not empty do
14:  The time series P[id.] with maximum sum s[id.] in
P is selected, and denoted as p-«.
15:  Delete p. and the time series dominated by it from P.
16:  Add idx to I.
17: end while
18: R = {M[id.] | id« € Z}.
19: return R.

(e.g., computing the average heart rate over a week) while
supporting cryptographically enforced access control. The
work in [18] focuses on supporting additive aggregates
(such as sum, count, and variance) based on multiple pred-
icates, and arbitrary aggregates (e.g., max, min, and top-k)
over a time interval. The work in [28] introduces a window
operator to query over encrypted time series for oblivious
windows-based aggregation. Despite being valuable, all
these works focus on aggregate queries to obtain aggregate
statistics, which are quite different from the interval skyline
queries we target in this paper.

3 PRELIMINARIES

3.1 Interval Skyline Query on Time-Series Data

A time series d is a sequence of values ordered with respect
to timestamps [29]. Without loss of generality, we assume
the timestamps are consecutive positive integers starting
from 1. We denote the value of d at timestamp ¢ by d[¢],
so a time series d can be written as a sequence of values
d[1],d[2],--. A time interval [t; : t2] where ({1 < t2)
specifies a set of timestamps {t | {1 < ¢ < t2}. The subse-
quence of the time series d within the interval [¢; : t2] is
denoted as d[t1 : t2] = (d[t1],d[t1 + 1],...,d[t2]). Time
series d; is said to dominate ds within the interval [¢; : 2]
if Vtel[ti:ta],da[t] = d2[t], and 3Ftg € [t1:t2],di[to] >
da[to] [10]. Let D = {d1,...,dN} be a set of N time series
and contains data across the most recent W timestamps,
ie., [tq : tc] where t. refers to the most recent timestamp
and t, = tc — W + 1. Given a set of time series D and a
query interval [t; : t2] € [ta : te], d; € D is a skyline time
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series if, within the query interval, there does not exist any
other time series in D that dominates it [10]. Therefore, an
interval skyline query with interval [¢; : t2] over the time
series database D yields a subset of D, denoted as R, which
contains only the skyline time series as defined above [10].

In Algorithm 1, we illustrate an iterative algorithm for
interval skyline query processing in the plaintext domain,
which will serve as the basis for our secure design. Given a
time-series database D with IV time series across the most
recent timestamps [t, : tc], the input M is the time-series
values in matrix form, where M[i][j] = d;[ta +j - 1],
i e [1: N],je[1l: W] For notational convenience, we
use M[i] to represent the i-th row (corresponding to the
i-th time series), and M][:][j] to refer to the j-th column
(which corresponds to all the time-series values at times-
tamp tq + j — 1). The algorithm works as follows: Firstly, it
projects the matrix M to matrix P so that P contains time
series with values only over the query interval [t; : t2].
And the sum s[i] over the values of each row P[i] in P
is calculated. Then, the algorithm goes through multiple
rounds, where each round produces an intermediate skyline
times series from the current P and updates P. Specifically,
in each round, the time series P[id.] (id« € [1 : N]) with
maximum sum s[id. ], denoted by p., is selected from the
current P to be the intermediate skyline time series. The
original time series d. in M corresponding to p. is a target
skyline time series, and its ID id. is added to Z. Then, P is
updated by removing p. and other time series dominated
by p.. After that, the algorithm is ready to go through
another round to find the next skyline time series. When
all the time series are deleted from P, the algorithm returns
R retrieved with IDs in 7 as the interval skyline query result
on D for the query interval [¢; : t2].

3.2 Replicated Secret Sharing

Replicated secret sharing (RSS) [20] is a secret sharing tech-
nique that supports secure computation among three parties
C1,Ca, C3. Given a secret value x € Zo:, RSS first split 2 into
three shares ()1, (x)2, (z)3 where (z)1 + ()2 + (z)3 =  and
each party gets a pair of the shares, i.e., C; gets ({z)1, (x)2),
Cy gets ({(z)2,(x)3), and C3 gets ({z)3,(x)1). For ease of
presentation, we use Cjy1 (or (z);+1) to refer to the next
party (or secret share) of C; (or (z);) and C;_1 (or (z);-1)
to refer to the prior, all with wrap around. We denote
such secret sharing of z as [z], and the secret shares for
C;, ie, ({x)i,{(x)is1), as [z];- Given a public value z, the
parties can locally generate RSS shares of x. We define that
()1 =z, (z)2 =0, (x)3 =0, so that each party C;,i € {1,2,3}
can obtain its RSS shares [z]; = ((z)s,{(x)ir1) without
interaction with other parties. We denote such process as
[«] = localShare(x).

RSS can securely support basic operations including
addition, subtraction, and multiplication. Specifically, for
addition and subtraction, each C; can locally calculate
(Z)l = <J))1 + (y)l and (Z>i+1 = (33)“.1 + <y>i+1 when given
the RSS shares ()i, (z)i+1, (¥)s, (¥)i+1. This can yield the
RSS sharing of z = x + y among the three parties. Similarly,
one can perform addition and subtraction with a publicly
known value by first locally sharing the public value using
localShare. The resulting shares can then be used for com-
putation with the two RSS sharings. Multiplication between
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Fig. 2. The architecture of OblivTime.

a publicly known value and an RSS sharing, denoted as
[2] = = x [y], can be computed by each C; locally with
(2); = @ x (y)s, where z = 2 xy and [2]; = ({(2)s, (2)is1). To
compute the multiplication result [z] on two RSS sharings
[x] and [y] (e, z = xy), each C; first locally calculate
(2)i = (x)i x (Y)s + ()i x (Yhir1 + (Thir1 x (Y)s, 0 € {1,2,3}.
Here the output are 3-out-of-3 additive secret shares. To
get 2 in RSS form, CY, o 3 reshare it where each C; sends
(2 = (2)i + {a); to Ci_1 where ({(a)1,{a)e,{a)s) is a
fresh secret sharing of 0 so that (a); + (a)2 + (a)3 = 0.
Then each C; has its RSS shares [z]; = ({2)i, (2" )i+1)-
Here, the 3-out-of-3 sharing of 0 used in RSS multiplication
for masking can be easily generated by C1,Cs,Cs locally
using a pseudo-random function (PRF) F' [20]. In particular,
each party C; generates a key k; for PRF and sends it
to C;_1. Then, the j-th fresh share of 0 for party C; is
(a); = F(ki,j) — F(kiz1,7),% € {1,2,3}. Such computation
can be conducted in advance.

3.3 Function Secret Sharing

Function secret sharing (FSS) [30] can split a function into
secret shares. In particular, a 2-party FSS scheme consists
of a generator algorithm Gen and an evaluation algorithm
Eval. Given a function f, Gen generates two FSS keys k1, k2,
which are secret shares of the function f. With inputs k; and
x, Eval outputs a share f;(z), so that f(z) = fi(z) + fa(x).
We identify two FSS constructions suitable for use in
OblivTime, i.e., distributed point functions (DPFs) [31] and
distributed interval functions (DIFs) [21], [32]. For a point
function f, 3, we have f, g(a) = 8 and f, 3(a’) = 0 for
o’ # a. For an interval function g, ;, it evaluates to 1 at
input z for = € [a: b], and to 0 at any other input. Given the
security parameter 17, we denote the generator algorithms
for DPFs and DIFs as GenDpF(lk,a,ﬁ) and GenD|F(1>‘7a7 b)
respectively. And we write f;(z) = Evalppr(4,k;,z) and
gi(x) = Evalpir (4, ki, ) to refer to the evaluation algorithms
for DPFs and DIFs, respectively.

4 SYSTEM OVERVIEW
4.1 Architecture

Fig. 2 illustrates the system architecture of OblivTime, which
is aimed at supporting oblivious interval skyline query
processing over encrypted time-series data stored in the
cloud. There are three types of entities in OblivTime: data
providers, cloud servers, and queriers. Data providers can
be devices (such as ECG sensors, blood pressure monitors,
and other medical sensors), which continuously collect time-
series data and upload them to the cloud servers. For
privacy assurance as well as low overhead, data providers
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protect the collected time-series data via lightweight cryp-
tography, so the time-series data received by the cloud
servers are in encrypted form.

Queriers (e.g., doctors who want to analyze the time-
series database of patients” heart rates and find the patients
with high heart rate in a certain query time interval.) are
interested in issuing interval skyline queries (in the form
of query intervals) to the cloud servers for processing over
the encrypted time-series database. As the query interval
indicates a querier’s personal interests and is thus privacy-
sensitive, the querier may not be willing to directly send
it in cleartext. In OblivTime, a querier instead sends to the
cloud servers secure query tokens for processing, so that
the cloud servers are oblivious to the underlying secret
query intervals. We observe that time-series data has the
following key elements: time-series data is append-only and
the most recent time-series data is more valuable [10]. So in
our system, it is practical to consider that the cloud servers
maintain a sliding window that contains only (encrypted)
time-series data within the most recent W timestamps for
answering interval skyline queries.

It is noted that the cloud servers in OblivTime (denoted
as C1,C2,C3 respectively, or as C{y 23y collectively) are
from different trust domains and jointly empower the obliv-
ious interval skyline query service over the collected en-
crypted time-series data. This means that the cloud servers
should be hosted by different and independent cloud ser-
vice providers in practice. Such a distributed trust model has
recently gained increasing popularity for adoption in both
academia [18], [33], [34] and industry [35], [36]. OblivTime
follows such a trend and newly explores the support for
secure time-series data analytics based on oblivious interval
skyline query processing.

4.2 Threat Model and Security Guarantees

Similar to prior works on secure skyline query processing
under the multi-server model [11]-[13], [17], we consider
that the threats in OblivIime primarily come from the
cloud serves. Similarly, we assume a static semi-honest and
non-colluding adversary model, where each cloud server
exactly follows our protocol but may individually try to
learn private information from the protocol execution. Also,
following the state-of-the-art prior work [11], we assume
that the data providers and queriers are trustworthy. We
assume that the communication between any two parties
is through standard secure TLS channels. Following prior
works [11], [18], [37] on privacy-preserving time-series data
analytics, we consider that the data providers upload their
data at a fixed interval with ordered and public timestamps.
With respect to the above threat model and similar to prior
works on secure skyline query processing [12], [13], [17],
OblivTime aims to offer protection for the following private
information against the cloud servers: 1) The contents of the
stored time-series data, query intervals, and query results;
2) The number of time series each skyline time series domi-
nates; 3) The search access patterns. Here, the search pattern
reveals whether the query intervals under two different
secure query tokens are the same, and the access pattern
reveals which time series in the database are identified as
the interval skyline query result.



4.3 Design Overview

In OblivTime, for low-overhead protection of time-series
data, we resort to the lightweight RSS technique to encrypt
the time-series values at each timestamp. To upload the
value v;; for the j-th time series at timestamp ¢, the data
provider first encrypts v, ; with RSS and sends (j,t, [v;.]:)
to each cloud server C;,i € {1,2,3}. As aforementioned,
the cloud servers maintain a sliding window containing
only the encrypted time-series data within the most recent
W timestamps to facilitate query responses. Let [M] be
the cloud servers’ encrypted input matrix containing the
encrypted time-series values within the sliding window,
where each row in M corresponds to a time series and
each column corresponds to a timestamp. Note that [M]
is produced by applying RSS (as introduced above in Sec-
tion 3.2) to M. Specifically, three shares (M), (M), and
(M)3 are first generated by the data provider such that
(M)1+(M)2+(M)3 = M. Then, the data provider distributes
the shares among three cloud servers C; 5 3y in such a way
that C; holds the shares ((M)1, (M)2), C2 holds the shares
({M)2,(M)3), and C3 holds the shares ({M)3, (M)1).
When the querier wants to issue an interval skyline
query with interval [¢; : t2], it first generates a secure query
token by using the generator algorithm of DIFs. This is
because we identify DIFs as a natural fit for efficient secure
range predicate evaluation, which can help OblivTime to
later securely locate time-series values within the interval.
Formally, the querier runs Gen D”:(l’\, t1,t2) and generates
gk1, gk2, which are then sent to C7, > respectively. Upon
receiving the secure query token, C'; 2 33 conduct oblivious
interval skyline query processing as per OblivTime’s custom
protocol. At a high level, OblivIime’s protocol proceeds
through three phases, which are introduced as follows. Note
that we summarize the purpose of each phase here and
present their technical design in the following sections.
Oblivious database projection phase. In this phase, given
the encrypted time-series database (in matrix form) [M]
and query token (gk1, gkz2), C{1 2,3y obliviously project the
encrypted database [M] over the query interval to produce
[P], which only contains time-series values within the
query interval.
Oblivious interval skyline identification phase. In this
phase, given the encrypted and projected database [P],
C{1,2,3y obliviously fetch the encrypted IDs [Z] of all the
skyline time series.
Oblivious interval skyline retrieval phase. In this phase,
given the encrypted time-series database [M] and en-
crypted IDs [Z] of all skyline time series, Cq 2 3y obliviously
retrieve each skyline time series from [M] to form the
encrypted query result [R]®, which can then be returned
to the querier for reconstruction.

5 OBLIVIOUS DATABASE PROJECTION PHASE
5.1 Overview

In this phase, Cy; 3 3) securely project the encrypted time-
series database [M] to [P] which only contains encrypted
time-series data within the query interval, while being obliv-
ious to the secret query interval. Our basic idea is to first
leverage the FSS construction DIF for obliviously evaluating

Algorithm 2 Oblivious Database Projection OblivProject

Input: The encrypted time-series database [M] held by
C11,2,31, and secure query token gk1, gk held by C1, Co
respectively.

Output: Uy 5 3y hold the encrypted and projected database

P

1: Let NV be the number of time series, [t : t.] be the
W timestamps in the sliding-window of the time-series
database.

2: fort=1to W do

3: Ci,ie {1, 2}: (r[t])? = EV3|D|F(i,qki,ta +1- 1) // ()22

denotes 2-out-of-2 additive shares held by C;

4: end for
// C1,2,3y execute:

5: Cp1,2,3y convert [r]* to [r]. // []* denotes additive
sharing among C; and Co.

6: Set [G] to be a matrix where [G[1: N]] = [M], [G[N +
1] - [x].

7. [G'] = OblivColShuffle([G]).

8: Open [G'[N +1]] and letr' = G'[ N +1].

9: Let I = ¥}V, r'[t] and [P] be a matrix of size N x I.

10: m = 1.

11: fort=1to W do

122 ifr'[t] = 1 then

13: [P[1: N][m]] = [G'[1: N][t]].

14: m=m+ 1.
15:  end if
16: end for

17: return [P].

each timestamp ¢ € [t4 : f.] in the window, producing an
encrypted flag for each timestamp. Let r be the underlying
flag vector, and r[k] (k € [1,W]) denote the flag for times-
tamp ¢, + k — 1. The value of r[k] is 1 if the corresponding
timestamp t, + k£ — 1 in the window falls within the query
interval, and is 0 otherwise. Given these encrypted flags, we
then consider how to securely obtain the encrypted times
series data corresponding to the eligible timestamps whose
flags are 1. It is noted that directly opening the flags will
leak which timestamp is eligible and thus compromise the
privacy of the query interval.

Our key insight is to first have the cloud servers perform
an oblivious shuffle on the encrypted flags as well as their
associated encrypted time-series values. The shuffle process
is oblivious, meaning that the cloud servers cannot learn the
underlying time-series values and flags being shuffled, as
well as the random permutation being applied for the shuf-
fle. Specifically, given a secret-shared matrix [G] consisting
of the time-series values and flags (as will be detailed below
in Section 5.2), the oblivious shuffle protocol will allow
the cloud servers to produce a secret-shared matrix [G']
such that G’ is a column-wise shuffled version of G. And
the cloud servers cannot learn G and G’, and the random
permutation 7 applied to G.

Hence, the obliviously shuffled flags can then be opened,
allowing the identification of the encrypted time-series val-
ues that fall within the query interval while hiding the
secret query interval. That is to say, the flags being opened
are (obliviously) shuffled ones (i.e., in a permuted space).



Algorithm 3 The OblivColShuffle Protocol for Oblivious
Column Shuffling

Input: The encrypted matrix [G].
Output: The encrypted matrix [G'] such that G’ is a
column-wise shuffled version of G.
1: C; and Cj_1 1n advance mutually generate random
permutation 7, random matrix Z;,i € {1,2,3}.
2: C3 and C in advance mutually generate random matrix
G/, C1 and C> mutually generate random matrix G5.
3 C1: Xy = ' ((G)1 + (G)a + Zo); X = w$(Xy +Zy).
4 Cy Y = w°°' (G)3 - Zy).
5. (1 sends X5 to Cy , and C5 sends Y to Cs.
// After X5 and Y are received:
6: Co: X3 = W%OI(XQ + Zg),’ W, =X3- GIQ
7: Cg: Yo = 7T(1:O|(Y1 - Zl); Y3 = 7TCO|(Y2 - Z3) Wy =Y3-
Gi.
8: (3 sends W1 to C3 and C3 sends Wy to (.
// After W1 and W3 are received:
9: (5 and C3: Gé =W+ Wos.
10: Cyyi€{1,2,3}: [G]; = (G}, G, 7).
11: return [G].

Combining the insights above, we devise the detailed con-
struction for the oblivious database projection OblivProject,
which is introduced in what follows.

5.2 Detailed Construction

Algorithm 2 gives the detailed construction of OblivProject.
Firstly, with gk;,i € {1,2}, C; invokes the evaluation al-
gorithm of DIF for every timestamp ¢ € [ty : t] in the
window, and produces 2-out-of-2 additive shares (r[k])? =
Evalpr (i, gki,t), where k € [1: W] and t = to + k — 1. This
produces a 2-out-of-2 additive sharing of the flag vector r
among C; and C3, which we denote by [[r]]2 Note that we
will continue to use such notation (-)? and [-]* hereafter to
denote 2-out-of-2 additive shares held by C; and 2-out-of-
2 additive sharings among C1 and (3, respectively. As the
values in time-series data are protected under RSS, the RSS
sharing [r] of the flag vector r is needed for facilitating the
subsequent secure computation with the encrypted times
series data. This is achieved as follows. Firstly, Cy; 2 33
generate a 3-out-of-3 additive sharing of the zero vector
such that C holds k1, C5 holds ko, and C3 holds k3, where
ki + k2 + k3 = 0. This can be done using the PRF-based
technique introduced in Section 3.2. Then, C'i computes
()1 = (r)1 + ki, C2 computes (T)2 = (r)2 + ko, and C7 sets
(r)s = k3 Next C; sends (r); to C;_1, so that each C; has
[r]: = T)i+1), for i € {1,2,3}. Through these steps, the
RSS sharmg [[rﬂ of the flags r is produced among C1,C2, C3.

As mentioned above, the cloud servers then need to
perform an oblivious shuffle on the encrypted flags as well
as their associated encrypted time-series values. To this end,
C{1,2,3; first form an encrypted extended matrix [G] with
N + 1 rows, where the first V rows are filled with the RSS
sharing [M] and the last row is filled with the RSS sharing
[r]. Maintaining the alignment of encrypted time-series
values at the same timestamp is essential for preserving the
original dominance relationships among different time se-
ries. So the (oblivious) shuffle on [G] should be performed
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in a column-wise manner. As [G] is in RSS form, what we
need here is an oblivious shuffle protocol that can work in
the RSS sharing domain. We identify that the state-of-the-art
protocol in [22] is a good fit for our purpose, which takes as
input the RSS sharing of the data to be shuffled and outputs
a new RSS sharing of the shuffled data. The protocol in [22]
works with encrypted data under binary RSS sharing, and
we adapt it to work with data under arithmetic RSS sharing
in our context.

C11,2,3y collectively shuffle the encrypted extended ma-
trix [G]. Algorithm 3 shows how Cy; 53y collaborate in
the oblivious shuffle protocol on [G], which we denote as
[G] = [*°'(G)] = OblivColShuffle([G]). Similar to RSS,
OblivColShuffle also decomposes the overall permutation
into three shares, so any server with a strict subset of the
shares cannot learn the overall permutation applied. Note
that in Algorithm 3 the materials 7! Z;, G, and G are
data-independent and they can be easily prepared offline
using preshared seed [22]. For the output of OblivColShuffle,
ie, [G'] = OblivColShuffle([G]), the matrix G’ contains
the same columns as G, but arranged in a random order
determined by the permutation 7 = 75 o 7 o 75°'. The
correctness of OblvaOIShufer holds as the sum of the shuffle
result Y2 G = G| + GL+ 752 (75 (757 ((G)1 + (G2 + Z2) +
Z))+ Zig) - G+ P (x50 (10 (G)s - Z) — Zn) - Zy) -~ G =
7 (7N (1P ((G)1 + (G2 + (G)3))) = 7°(G). Therefore,
OblivColShuffle correctly generates the shuffle result. As Cj
only has m;,m;+1 and knows nothing about m;_1, so the
overall permutation 7 applied is unknown to any single
server. It is noted that as the secret random permutation is
applied column-wise, the time series values are not changed
and the alignment of encrypted time-series values (along
with the corresponding flag) at the same timestamp is
preserved after the random permutation. This ensures that
the original dominance relationships among different time
series after the random permutation are preserved, and so
the correctness of skyline query result is not affected.

Once [G'] is produced, Cy; » 3y safely open the shuffled
flag vector, denoted as r’ (which corresponds to the last row
in [G'], i.e., [r'] = [G'[N + 1]]). Based on the opened flags,
C1,2,3y can easily produce the encrypted projected database
[P] (i-e., lines 9-16 in Algorithm 2), which contains only the
encrypted time-series values within the query interval.
Remark. We emphasize that opening the shuffled flag vector
does not reveal the secret query interval [, : t.] to Ct1,2,3)
as the random permutation applied to the flag vector is
unknown to any individual server. This prevents them from
inferring which timestamps actually falling within the query
interval based on the opened flags. What C; 5 33 can learn
about the query interval is its length I only (through the
count of 1s in r’). In other words, C{1,2,3y can only learn
the fact that t. - to = I - 1 and nothing more. We are not
aware of any concrete harm from revealing this type of size
information.

6 OBLIVIOUS INTERVAL SKYLINE IDENTIFICATION
PHASE
6.1 Overview

After obtaining the projected and encrypted database [P],
the cloud servers proceed to the oblivious interval skyline



Algorithm 4 Oblivious Interval Skyline Fetching OblivFetch

Algorithm 5 Secure Comparison secCmp

Input: The projected and encrypted database [P], the en-
crypted IDs [id], the encrypted sum [s(*].
Output: The encrypted skyline row [p.], its encrypted ID
[id+], and its encrypted sum [s«].
// C{1,2,3y jointly execute:
t: [p<] = [P [id<] = [id[1]]; [s] = [s"[1]]; and N is
the number of rows in [P].
fori=2to N do
[¢e] = secCmp([s.]. [s®[i]]).
[p+] =[] < [P[]] + (1 =[] x [p+]-
[id«] = [l x [id[¢]] + (1 = [s]) = [id]-
] = Lol x [s®Ti0] + (1 = [io])) x []-
end for
return [p.], [id.], [s+].

identification phase, which aims to produce the encrypted
IDs of the skyline time series. Recall that the ID of each time
series in OblivTime is their system-wide index i € [1 : N].
With respect to the computation in Algorithm 1, we design
two essential oblivious components: (i) oblivious interval
skyline fetching OblivFetch and (ii) oblivious interval sky-
line and dominated time series filtering OblivFilter. The
OblivFetch component obliviously fetches an interval sky-
line time series, and the OblivFilter component obliviously
filters the skyline and the time series dominated by the
skyline. Based on these two components, we derive the com-
plete protocol for oblivious interval skyline identification.

6.2 Oblivious Interval Skyline Fetching

We now introduce OblivFetch where Cy; 5 3; jointly fetch the
encrypted information corresponding to a new skyline time
series. OblivFetch takes as input the projected and encrypted
database [P], the encrypted IDs of the corresponding time
series of each row [id], and the encrypted sum [s'*)] of each
row of [P] in the round k (where s"®[i] = S P[i][:],i ¢ [1:
N1), and then outputs the encrypted row that corresponds
to a skyline time series (such row will be referred to as a
skyline row in the following for the sake of simplicity) [p.],
its encrypted ID [id.], and its encrypted sum [[s.].

Firstly, Cyq 23y initialize the first row of [P] as the (tem-
porary) skyline row (line 1). After that, Cy; o 3) iterate over
the remaining rows. C( 2 3} first invoke a secure compari-
son protocol secCmp(+,-) (introduced below) on the sum of
the current skyline row [s.] and [s(*[i]] where i € [2: N]
(line 3), and output [¢]. Here, given two secret-shared
values [a]] and [b], secCmp([a], [b]) outputs [¢] = [1] if
a < b, and outputs [p] = [0] if a > b. Subsequently, Cy; 2 33
leverage [¢] to obliviously update [p«], [id«], as well as
[s+], so they correspond to the row with the maximum
sum encountered thus far (lines 4-6). Algorithm 4 gives the
detailed construction of OblivFetch.

We construct secCmp(-,-) based on FSS-based DIF, de-
tailed in Algorithm 5. The FSS-based DIF evaluation re-
quires cloud servers to operate on identical inputs, which
is incompatible with our secret-shared database. To address
this, we employ the method from [32], where cloud servers
work with additively masked variants of the secret values
and customize the generation of FSS-based DIF keys for

Input: RSS sharings [a] and [b].
Output: The RSS sharing of the comparison result [¢]
where ¢ =1 if a < b and ¢ = 0 otherwise.

1: C3 samples a random value r and generates (k7,k5) =
GenD”:(l)‘, 2171 +7, QZ -1+ ’I“).

2. C3 splits 7 into two additive secret shares (r)?, (r)3,
where 7 = (r)? + (r)3, and sends (kI, (r)?) to C; where
ie{l,2}.

3: Cf1,2,3y compute [c] = [a] - [b].

4: C sends (c)1 + (r)? to Ca, and Cy sends (c)3 + (r)3 to
C1, where ({c), (¢)i+1) = [c]: is the RSS shares of ¢ held
by C;,i € {1,2}.

5: C1 and C locally reconstruct ¢+ r = {(c)1 + (c)2 + ()3 +
(r)3 + ()% with received message and private shares.

6: C;,i € {1,2} locally evaluates ()7 = Evalpie (i, k', c+7).

7: C{1,2,3y reshare (¢)? to obtain [¢].

8: return [p].

these masked values. To compare two values a and b, the
idea is to mask the subtraction result of the input values
with a random offset r and reconstruct the masked result
to facilitate FSS key evaluation. Given a, b € Z,:, the masked
subtraction result a—b+7 falls within [2' 7 +7 : 2'~1+7] under
two’s complement representation when a < b. Therefore, we
let C3 act as a dealer who generates a random offset and
a pair of DIF keys for the corresponding interval function
with the offset and then splits the random offset into a
pair of secret shares to conform to secret-shared input of
secCmp. The offset shares and DIF keys are distributed
to C1 and Cs, who then evaluate the keys on the masked
subtraction result to obtain the comparison result, 2-out-of-
2-shared (¢)”. Finally, C{; 2 3, apply reshare (introduced in
Section 5.2) to (¢)? to produce RSS-shared output [p]. In
some cases, the final resharing is not necessary. We denote
a variant of secCmp, called SechpRHQ, which takes RSS-
shared values as input and outputs the comparison result
in 2-out-of-2-shared form. The only difference from the
original secCmp is that the final resharing step (line 7) is
omitted, directlg outputting (¢)?, with C; holding ()7 and
C> holding (¢)3.

6.3 Oblivious Interval Skyline and Dominated Time Se-
ries Filtering

After fetching the encrypted information (i.e., [p«], and
[id«], [s«]) of a skyline time series in [P], the cloud servers
then leverage OblivFilter to obliviously filter the correspond-
ing skyline row and the rows dominated by it from [P]. This
guarantees that these filtered rows will not be retrieved as
skylines in future rounds. Algorithm 7 shows the OblivFilter
protocol, which takes as input the encrypted sum [s] in
the current round %k (denoted as [[s(k)ﬂ), and outputs the
updated encrypted sum for the next round k+1, i.e., [s**D].
To simplify the following process, we denote the numbers
of rows and columns of [P] as N and I respectively (line 1).
We consider how to determine the fetched skyline time
series and other time series dominated by it. For each row
[P[i]],i € [1 : N] in [P] (line 2), Cyy,2,3y first invoke a
secure equality test protocol secEqual over the encrypted
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Algorithm 6 Secure Equality Test secEqual

Input: RSS sharings [a] and [b].

Output: RSS sharing of the equality test result [¢] where
p=1if a =band ¢ = 0 otherwise.

1: C3 samples a random value  and generates (k7,k5) =
GenDpF(l’\, r, ].)

2. C3 splits 7 into two additive secret shares (r)7, (r)3,
where r = (r)} + (r)3, and sends (k7, (r)?) to C; where
ie{1,2}.

3: Cy1,2,33 compute [c] = [a] - [b].

4 C sends (c)1 + (r)} to Ca, and Cy sends (c)3 + (r)3 to
C1, where ((c);,{c)i+1) = [c]; is the RSS shares of ¢ held
by C;,i € {1,2}.

5: C1 and C locally reconstruct ¢ + r = (c)1 + (c)2 + {c)3 +
(r)? + (r)3 with received message and private shares.

6: Cy,i € {1,2} locally evaluates (¢)? = Evalppg (i, k], c+7).

7. Cy1,9.3) reshare (p)? to obtain [¢].

8: return [¢].

IDs of [p«] and [P[i]] to determine whether [P[¢]] is the
skyline [p+], where o = 1 means that [P[¢]] is the skyline
(line 3). Here, secEqual takes as input secret-shared values
[a] and [b], and outputs [1] if a = b, and outputs [0] if
a # b. The equality test can be achieved by checking if a — b
equals 0 with point function fy,1, which yields 1 only when
evaluated at 0 and yields 0 otherwise. So, similar to secCmp,
secEqual utilize FSS-based DPF to perform oblivious testing
of equality between a and b. Detailed steps for secEqual
are provided in Algorithm 6. The OblivTime utilizes vari-
ants of secEqual with different input and output forms,
denoted as secEqual*™, where x and y can be 2 (2-out-
of-2 shared) or R (RSS shared). For instance, secEqual®~R
accepts 2-out-of-2 shared values and produces an RSS-
shared equality test result. Variants that accept RSS-shared
inputs follow the steps outlined in lines 3-4 of Algorithm 6.
The process for inputting 2-out-of-2 values (a)* and (b)?
differs slightly. In the subtraction step (line 3), C; and C3
compute (c)? = (a)? - (b)?. During the share exchange ste%a
(line 4), Cy sends (c)? + (r)3, while Co sends (c)3 + (r)3
In the reconstruction step (line 5), ¢ + r is reconstructed as
(¢)1+(c)3+(r)1+(r)3. Variants producing RSS-shared results
apply reshare to (¢)? to obtain [¢] (line 7), while those
returning 2-out-of-2 sharings directly output (¢)?.

C{1,2,3y then determine whether [P[:]] is dominated by
p«. More specifically, the sums of [px] and the row [P[i]]
are first compared by invoking secCmp~~2 on [s*)[i]] and
[s+] (line 4). Then, for every column m € [1 : I], C{1 23y
obliviously compare the encrypted time-series values using
secCmp"~? to get comparison result [y,,,]? (lines 5-7). Af-
terwards, C; 2 3y obliviously combine the encrypted results
to calculate the exact dominance relationship and output [€]
(line 8). Here, € = 1 means that [P[¢]] is dominated by p«
and needs to be filtered. After that, C; 533 combine [of]
and [e] (line 9), and obliviously filter P[i] based on [(]
(line 10). Here, ¢ can be either 1 or 0, as « and € cannot be 1
simultaneously. ¢ = 1 indicates that P[7] is either the skyline
or dominated by the skyline, and should be filtered; ¢ = 0
indicates that P[¢] should not be filtered.

To obliviously filter P[], inspired by [17], we let C{ 2 3y

Algorithm 7 Oblivious Interval Skyline and Dominated
Time Series Filtering OblivFilter

Input: The projected and encrypted database [P], the en-
crypted IDs [id], the encrypted sum [s(*)], the en-
crypted skyline row [p«], the encrypted ID [id.] of the
skyline row, and the encrypted sum [s«] of the skyline
row.

Output: The updated encrypted sum [s**D].

// C{1,2,3y jointly execute:
1: Let N and I be the number of rows and columns of [P].
2: fori=1to N do
3 [a] = secEquaI([[id[z‘]y, [id«]).

4 [B]* = secCmp”~*([s™[]], [s])-

5. form=1to I do

6: [‘[17?]]2 = secCmp"~?([p.[m]], [P[i][m]]).

7 end for

8 [e] =secEqualP R([B]* + L)ooy (1= [ym]), [T+ 1]7).
9: [[gy = ma]] + [€]. i

100 [s®D[]] = vMIN x [¢] + [s®[i]] x (1 - [¢]).

11: end for

12 return [s(*+D].

perform [s**D[i]] = vMIN x [¢] + [s®[1]] x (1 - [¢]), where
¢ = 1 means that the i-th row should be filtered and s**1)[]
is obliviously set as a preset minimum value VMIN; ¢ = 0
means that the i-th row need not be filtered and s**P[i]
remains unchanged. As OblivFetch fetches the row with the
largest sum in [s(*)] to be the skyline row, so modifying
the sum of the rows to a preset minimum value VMIN can
prevent the filtered rows from being fetched as a skyline in
the subsequent rounds.

6.4 Putting It Together

With the above secure components, we now present the
complete protocol for oblivious interval skyline identifica-
tion, which is shown in Algorithm 8. Here, what we need
to consider is how to securely determine whether all time
series have been filtered because the identification process
should end when all time series are marked as filtered. In-
spired by [17], we let the cloud servers obliviously evaluate
whether the sum of the fetched time series in the current
round s (i.e., the largest sum in s*)) is equal to the preset
minimum value VMIN. If s. equals VMIN, it indicates that
all rows have been filtered and this skyline identification
process should be terminated. To achieve this, Cy; 2 3) first
invoke secEqual®~2 on [s.] and [VMIN] to get the test result
[isStop]? (line 6). To securely open isStop (line 7), C; sends
(isStop)? + o and C sends (isStop)3 — o to all servers, where
a is a PRF-generated value derived from a pre-shared seed
between Cj and C5, where isStop = 1 indicates that the
largest value in s*) equals VMIN, i.e., all time series are
deleted and C{; 5 3y can terminate Oblividentify (lines 8-10);
isStop = 0 indicates that not all time series have been filtered
and (Y, 2 3y should continue to perform Oblividentify.

7 OBLIVIOUS INTERVAL SKYLINE RETRIEVAL

PHASE

So far we have introduced how C{; 7 3y obliviously identify
the skyline time series. In this section, we will introduce
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Algorithm 8 Oblivious Interval Skyline Identification
Oblivldentify

Input: The projected and encrypted database [P].
Output: The set of encrypted IDs [Z] of interval skyline.
// C1 2,3y jointly execute:

1: Let N and I be the number of rows and columns of [P].
2 [s“%]] = £, [PLi](4]0, [id] = [4], where i € [1: N].
3: Set k =0, and [Z] an empty set.

4: while true do

5 [p«], [id«], [s+] = OblivFetch([P], [id], [s**']).
6: [isStop]? = secEqual®?([s.], [VMIN]).

7. Cy1,2,3) securely open isStop.

8 if isStop = 1 then

9: break
10:  end if

11: [s®**D] = OblivFilter([P], [s®], [p«], [id], [s+])-
12:  [Z].append([id.]).

13 k=k+1.

14: end while

15: return [Z].

how C{l 2,3} obliviously retrieve them (i.e., the query result
[R]?) from the original encrypted database [M] based on
the encrypted ID vector [Z] of all skylines. Algorithm 9
presents the protocol OblivRetrieve. Firstly, C; 2 3 initialize
an empty set of 3-out-of-3 additive secret sharing [R]?
to store the encrypted query result (line 1). Cy; 23y then
invokes the secure equality test protocol secEqual(-,-) on
[¢d.] and [é] = localShare(i),i € [1 : N] for each encrypted
ID [id+] in [Z] (line 4), each of which outputs [e[7]], where
e[i] = 1 means that id. = ¢, and e[i] = 0 means that
ids # 1. C{y 2,3y then obliviously retrieve the interval skyline
(denoted as r) from [M] via the encrypted vector [e].

Our key idea is based on the fact that only one element
of e equals 1, while the rest are set to 0. Therefore, we
let Cyy 23y multiply [e[:]] with [M[i]],i € [1 : N], and
aggregate all the products to produce the encrypted skyline
corresponding to id.. In addition, we note that the above
process involves a single-depth multiplication of RSS shares
where the resharing operation at the end of each multi-
plication (x) operation is no longer necessary. Specifically,
Ct1,2,3y can locally perform addition (+) over the 3-out-
of-3 additive secret sharing of e[i] x M[i],i € [1 : N] to
produce the 3-out-of-3 additive secret sharing of r., ie.,
Cj holds (r.);,j € {1,2,3} and r« = (r«)1 + (Te)2 + (re)3
(line 6). Cj,j € {1,2,3} then appends (r.); to the respective
result set (R);, resulting in the query result under 3-out-of-
3 additive secret sharing, denoted as [R]* (line 7). Finally,
C{1,2,3) return [R]? to the querier for decryption.

8 SECURITY ANALYSIS

We follow the standard simulation-based paradigm [38]
to prove the security of OblivTime. We assume a static
semi-honest probabilistic polynomial-time (PPT) adversary
A who can corrupt at most one of Cy; » 3y and the corrupted
server still strictly follows the protocol. The overall process-
ing in OblivIime can be divided into three main compo-
nents: Init, Append, and Query, which respectively handle
system initialization, time-series database appending, and

Algorithm 9 Oblivious Interval Retrieval

OblivRetrieve

Skyline

Input: The projected and encrypted database [M], and the
set of encrypted IDs [Z] of interval skyline.
Output: The encrypted query result [R]®.
1: Let [R]® be an empty set of 3-out-of-3 additive secret
sharing, N be the number of rows of [M].
2: for [id.] in [Z] do
3: fori=1to N do
4 [e[i]] = secEqual([id.], [7])-

5:  end for
//Cj,je {1 ,3} locally performs the following:
6 (re); = T ((eli])y < (Mi]); + (e[i]); x (M[d])je1 +

(e[i])js1 x (M[7]);).
7. (R);.append({r+);).
8: end for

9: return [R]>.

interval skyline query operations. We start by defining the
ideal functionality F for OblivTime:
o Init(1*,schema): F initializes the time-series database D
with the security parameter 1* and database scheme
schema = (V, 2L W, VMIN) where N is the number of time
series in the database, Z,: is the size of the data domain,
W is the size limit of the database sliding window, and
VMIN is the predefined minimum sum value. F also
initializes an empty sliding window.
Append((1,t,v1,¢),(2,t,v2,¢),...,(IN,t,on¢)): F sets vy =
(vit,v2,,...,9N,), updates D[:][t] = v, and adds new
timestamp ¢ to the sliding window of D. F then checks
the size of the sliding window. If it exceeds the limit W,
F will discard the oldest timestamp and its time-series
values from D.
Query(t1,t2): F queries the interval skyline R on database
D over interval [¢; : t2], and outputs R only to the querier.
We allow F to leak Leak(F) = (schema,structg), where
the query structure structg is defined as: (1) (Init, 1) for
Init, (2) (Append,t) for Append, (3) (Query, I, M) for Query
where [ is the length of query interval, and M is the number
of time series of interval skyline result.

Definition 1. Let 11 be a protocol for interval skyline query
processing on an encrypted time-series database. F as described
above models the interval skyline query functionality provided by
an incorruptible, trusted party. A is a semi-honest adversary that
statically corrupts at most one cloud server in the real world.
We denote the view of A in the real world as Viewrs and
the view generated by a PPT simulator S in the ideal world as

View!geféak(}-) We say that 11 is secure in the semi-honest and

non-colluding setting if ¥.A, 3S s.t. View;™ ~ View'gfféak(]_-).

That is, for the view that any A observes in the real world, there
is a simulator S in the ideal world that can simulate it such that
the two views are computationally indistinguishable.

Theorem 1. In the semi-honest and non-colluding adversary
setting, OblivTime securely realizes the ideal functionality F
according to Definition 1.

Proof. We prove the security of OblivTime by showing the
existence of the simulator S in the ideal world. Since in
OblivTime the cloud servers C; and C; have symmetric



roles while C3 has a different role, there are two cases to

be considered: (1) A corrupts C1 or Cs, and (2) A corrupts

(3. Below we show the existence of the simulator for each

of the two cases respectively.

The case of C; or C being corrupted. It is sufficient to

demonstrate the existence of the simulator for the case that

A corrupts C'1, as the symmetric roles of C1 and Co imply

that the simulator must also exist when A corrupts C. Note

that the existence of the simulator for the overall processing
can be proved by showing the existence of simulators for
the three components Init, Append, and Query, respectively.

o Simulator for Init. C1 only receives public parameters in
Init, so the simulator can trivially generate the view by
following the protocol. Therefore, such a simulator exists.

« Simulator for Append. In Append, C receives replicated
shares of time-series values and the corresponding times-
tamp while sending nothing. The simulator for Append
can be easily constructed by invoking the RSS simula-
tor [20] to generate replicated shares, and leveraging the
fact that the timestamp is known to the simulator. So, the
simulator for Append exists.

« Simulator for Query. Recall that OblivTime is composed
of three phases: oblivious database projection, oblivious
interval skyline identification, and oblivious interval sky-
line retrieval. As OblivTime executes through these phases
sequentially with secret-shared inputs and outputs. We
can conclude that Query is secure if the simulator for each
phase exists. Therefore, we analyze the existence of the
simulators in turn.

— Simulator for OblivProject. It is noted that OblivProject
consists of four meta operations: evaluation of FSS
key, obtaining RSS sharing from 2-out-of-2 additive
sharing (or resharing for short), OblivColShuffle, and
opening [G'[N + 1]] to get r'. Since these operations
are invoked sequentially, we analyze the existence of
their simulators in turn. The evaluation of FSS keys
can be trivially simulated by invoking the simulator of
FSS [32]. During resharing, C'; receives a secret share
from C5 masked with a random value generated by
a pseudo-random generator using a seed unknown to
C1. So the security of the pseudo-random generator
guarantees that the masked share is indistinguishable
from uniformly random message to C1. Thus, the sim-
ulator for resharing exists. Then, in OblivColShuffle, all
the messages received are masked with pseudo-random
lists and pseudo-random permutation generated with
pre-shared seed unknown to C. So, the simulator for
OblivColShuffle exists. There also exists a simulator for
opening r’, as r’ is produced from r using random
permutation, r’ shares the same elements with r but
arranged in random order. So, the simulator can sim-
ulate r’ by setting I elements of random position in
a zero list to 1, and the security of pseudo-random
permutation used in OblivColShuffle guarantees that it
is computationally indistinguishable to r'. Therefore,
the simulator for OblivProject exists.

— Simulator for Oblividentify. We identify that Oblividentify
consists of OblivFetch, OblivFilter, secEquaIR”z,
localShare, and secure reconstruction of isStop, we thus
analyze the existence of the simulator for each of the
components in turn.
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+ Simulator for OblivFetch. OblivFetch consists of
secCmp and multiplication between RSS-shared val-
ues. We only need to show that the simulator for
secCmp exists given a simulator for RSS multiplica-
tion has been shown in [20]. secCmp can be further
decomposed into four steps: subtracting the two RSS
shares to get [¢] = [a] - [b], opening masked ¢ + 7,
evaluating the DIF key at ¢ + r, and resharing the 2-
out-of-2 additive evaluation result. For the first step,
the subtraction can be trivially simulated with an
RSS simulator. Then, in the second step, C; receives
(c3) + (r)3 from Cs. As the message is masked with
(r)3 that is uniformly random in the view of C1, the
simulator for the second step also exists. After that,
the simulator for evaluating DIF keys also exists by
invoking the FSS simulator [32]. Finally, the simulator
for resharing exists as shown above. Therefore, the
simulator for secCmp exists, which further implies
the existence of the simulator for OblivFetch.

+ Simulator for OblivFilter. The OblivFilter is composed
of secEqual, secCmp®~2, secEqual®*”R, and mul-
tiplication between RSS-shared values. Similar to
secCmp, the components secEqual, secCmp<~?,
and secEqual®”R adhere to the preprocessing FSS
model [32]. So the existence of simulators for these
components can be proved under a similar frame-
work. Additionally, a simulator for the multiplication
of RSS shares has already been established above.
Therefore, the simulator for OblivFilter exists.

« Simulator for other components. We continue to discuss
the simulators for SecEquaIRﬁz, localShare, and re-
construction of isStop. The simulator for secEqual®~?
exists as it also follows the preprocessing FSS
model [32]. The simulator for localShare also triv-
ially exists as no interaction between cloud servers
is involved. The simulator for reconstructing isStop
can be constructed as follows: given the number of
skyline time series M, for round k, the simulator can
determine that isStop = 0 if k¥ < M and isStop = 1
if £ > M. So, the simulator for the reconstruction
process exists. We conclude that the simulator for
Oblividentify exists.

- Simulator for OblivRetrieve. We note that secEqual is the
only component in OblivRetrieve involving interaction
between cloud servers. The existence of the simulator
for secEqual has been established above, thereby con-
firming the existence of the simulator for OblivRetrieve.

The case of C'3 being corrupted. It is evident that simulators
exist for both Init and Append, as C3 and C'; have symmetric
roles in these components, and the proof provided earlier for
(1 is applicable here as well. We only focus on the simulator
for Query. Following a similar approach, we decompose
Query into three phases. By leveraging the existence of sim-
ulators for each of these phases, we establish the existence
of the simulator for the Query operation. The existence of
simulators for these phases are proven as follows:

« Simulator for OblivProject. Since the roles of C3 and C
are symmetric in all the components, namely resharing,
OblivColShuffle, and opening [G'[N + 1]] to get r’, the
simulators for these components also exist for C'3. Conse-



quently, the simulator for OblivProject exists.

« Simulator for Oblividentify. Oblivldentify is composed of
OblivFetch, OblivFilter, secEqual, and localShare, and se-
cure reconstruction of isStop. We demonstrate the exis-
tence of simulators for these components as follows:

- Simulator for OblivFetch. OblivFetch consists of secCmp
and multiplication between RSS-shared values. Since
the simulation of multiplication between RSS-shared
values is straightforward using an RSS simulator, we
will focus on secCmp. Within secCmp, C is involved
in generating FSS keys, obtaining offset shares, and
participating in resharing. The generation of FSS keys
and offset sharing can be trivially simulated as C'3 does
not receive anything. During resharing, the roles of C
and C3 are symmetric; thus, the simulator for ('3 also
exists for the same reasons as for C';. Consequently, we
can conclude that a simulator for OblivFetch exists.

— Simulator for OblivFilter. We identify that OblivFilter
consists of secEqual, secCmp~~2, secEqual®”R, and
RSS multiplication. The existence of simulators for RSS
multiplication has been shown above. As for secEqual,
SechpR_’2, and secEquaIzaR, they all follow the sim-
ilar preprocessing FSS model as secCmp, therefore
the simulators for these components can be similarly
constructed. So, the simulators for all components of
OblivFilter exist, and consequently, the simulator for
OblivFilter also exists.

— Simulator for other components. We now address
secEqual®™?, localShare, and secure opening of isStop.
The existence of a simulator for secEqual®? can be
proved by following the same framework as secCmp,
and the simulator for localShare trivially exists as it re-
quires no interaction between cloud servers. Therefore,
we solely focus on the secure reconstruction of isStop.
Although the share (isStop)? held by C;,i € {1,2} is
obtained using the FSS keys and offset shares gener-
ated by (3, we note that the messages received by
Cs (ie., (isStop)7 + a and (isStop)3 — ) are masked
with a pseudo-random value «, which is generated
using a pre-shared seed unknown to Cs. So, from C3’s
perspective, these messages appear uniformly random.
Additionally, the simulator can deduce isStop for round
k leveraging the number of skyline time series M.
Consequently, C3 cannot distinguish messages sent by
C1,C5 in the real world from the 2-out-of-2 shares
of isStop generated by the simulator. So, a simulator
for the secure reconstruction of isStop exists. As the
simulators exist for all components of Oblividentify, the
simulator for Oblividentify also exists.

o Simulator for OblivRetrieve. As secEqual is the only
component in OblivRetrieve that requires communica-
tion between cloud servers, the existence of a simula-
tor for secEqual implies the existence of a simulator
for OblivRetrieve. As we have shown the existence of a
simulator for secEqual, we conclude that a simulator for
OblivRetrieve also exists.

O

Remark. In the literature, various attacks have been pro-
posed against encrypted databases. Most of them mainly ex-
ploit the access pattern leakage [39], [40] and the search pat-

11

tern leakage [41]. In addition, some recent attacks have also
exploited the volume pattern leakage [42]-[46]. We empha-
size that OblivIime does not reveal search access patterns
(see the leakage profile of OblivIime as described above).
Therefore, OblivTime is immune to the attacks exploiting
the access pattern and/or search pattern. While the current
design of OblivTime does not particularly hide the volume
pattern, we point out that the existing attacks exploiting
this leakage [42]-[46] are not applicable to OblivTime. To
start with, it is noted that the attacks that solely exploit the
volume pattern leakage have been demonstrated only on
datasets with very limited data domain size (e.g., the data
domain of dataset in [43] has a size of 91). In contrast, our
system works with large data domains (e.g., with a size of
254 as shown in our experiments.) There are some recent at-
tacks [45], [46] exploiting the volume pattern leakage while
incorporating active database injection to make the attack
more practical. These attacks rely on strong assumptions
that are not applicable to our context, as we assume a pas-
sive adversary in our threat model. We note that orthogonal
padding techniques [47], [48] can be integrated in OblivTime
to effectively mitigate the volume pattern leakage, at the cost
of higher computational and communication overhead.

9 PRACTICAL OPTIMIZATION

We observe that the overall design of OblivTime lends itself
well to parallelization, allowing us to leverage GPUs for
concurrent processing and thereby achieve a performance
boost. In particular, the GPU architecture is finely tuned for
efficiently carrying out numerous simple computations on
blocks of values. This means that element-wise operations
of vectors can be accelerated on GPU [49]. As the main
operations in OblivTime involve the evaluation of FSS keys
on encrypted vectors, it is parallelizable because each FSS
evaluation is independent, allowing us to allocate them to
independent GPU cores for parallel processing. Next, we
elaborate on how OblivTime can be optimized to harness
the GPU architecture and achieve a performance boost.

o GPU-based instantiation of OblivProject: We note that the
cost of OblivProject is dominated by the evaluation of
query token (gk1, gkz) on the public timestamps, i.e., line
3 of Algorithm 2. Hence, we implement an FSS kernel
that enables FSS functionalities on GPU cores and utilize
it to compute the evaluation result in parallel. At the
beginning, cloud server C;,i € {1,2} invokes function
cudaMemCpy to copy the FSS key ¢k; and sliding window
[ta : tc] from the CPU to the GPU. After that, C; allo-
cates each evaluation of FSS key gk; at each timestamp
t € [tq : tc] to independent GPU cores. The evaluation of
the FSS key outputs the secret shares (r[1])7,---, (r[W])7.
Finally, the GPU returns the secret shares back to the CPU
for the subsequent computations.

o GPU-based instantiation of OblivFetch: We note that
OblivFetch involves obliviously fetching the maximum
value from the encrypted sum [[s(k)]]. Therefore, we
incorporate tournament sort [50] which allows paral-
lel computing and reduces the rounds of communi-
cation needed to cut down query latency. Specifically,
in tournament sort, the “winners” of each round can
be compared in parallel. For example, to find the



maximum value of vector [v[1 : 4]], Cp 23 will
need to find max([v[1]], [v[2]]) and max([v[3]], [v[4]])
in the first round where max([v[1]],[v[2]]) and
max([v[3]],[v[4]]) can be packed and compared simul-
taneously leveraging GPU.

o GPU-based instantiation of OblivFilter: We observe that
the primary cost of OblivFilter is the comparison between
the ID [id[¢]] and time-series values [P[¢]] of each row
with those of the fetched skyline row. To boost the perfor-
mance of OblivFilter, we leverage parallelism both within
and across time series. Since the filtering processes for
time series are independent, we exploit parallelism across
different time series by processing them on independent
GPU cores. Additionally, within each time series, the
comparisons of I + 1 corresponding values (lines 4-7 in
Algorithm 7) can also be computed in parallel.

o GPU-based instantiation of OblivRetrieve: We note that
OblivRetrieve retrieves the complete time series from the
original database, and there is also parallelism across
and within skyline time series that can be utilized to
enhance the efficiency of OblivRetrieve. Different skyline
time series can be retrieved independently and in par-
allel trivially, while the parallelism within each skyline
time series can be optimized in the number of DPF keys
consumed and the message sent. To obliviously flag the
skyline time series with ID [id.] (lines 3-5 in Algo-
rithm 9), instead of invoking secEqual independently on
GPU cores N times, we reduce the cost to a pair of DPF
keys and sending 2 messages by leveraging the fact that
the comparisons are between the same [id.] and every
known i € [1 : N]. Holding (k7, (r), (id« )1, (id+)2) and
(k5 (r)3, (idy)a, (idy)3) respectively, C and C> exchange
the masked secret share (id.); + (r)? and (id.)3 + (r)3
with each other to reconstruct id. +r. Cj,j € {1,2} then
evaluates k7 in parallel on ids« + 7 —i for i € [1: N] to get
[e]?. Finally, C{; 23y obtain [e] in RSS through method
described in Section 5.2.

10 EXPERIMENTS
10.1 Setup

We implement the protocols in OblivIime using CUDA
(for generating and evaluating FSS keys) and Python (for
all other parts of the protocol). We instantiate the PRFs
using AES. The experiments are conducted on a machine
equipped with Intel Xeon 8352Y and having 32 physical
cores, 64 GB memory, and 3 Nvidia RTX A6000 graphics
cards. We simulate all three cloud servers using one process.
To model the cost of transferring data between cloud servers
in different trust domains, we follow [33] in 3PC setting and
set the network bandwidth to be 1.25 GB/s with an average
latency of 0.2 ms. We encode the test datasets with 64-bit
fix-point representation.

Similar to previous works [10], [11], we use two real-
world datasets and one synthesized dataset. Specifically, we
follow [11] and adopt greenhouse gas observing network
dataset' (or GHG dataset for short) and electricity load
diagrams 2011-2014 dataset’ (or LD dataset for short) as

1. https:/ /doi.org/10.24432 /C5]K5M
2. https://doi.org/10.24432 /C58C86
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TABLE 1
The Size Information of the Tested Datasets
Dataset name N w
GHG 2921 327
LD 370 11172
Synthesized =~ 210000 500
TABLE 2

Query Latency and Communication Costs on Real-world Datasets with
Varying Numbers of Time Series

Latency (s) Comm. (MB) M
Overall Per M Overall Per M

500 8.1 0.2 162 3 48.9

¢ 1000 17.5 0.3 388 7 58.7
T 1500 34.0 0.4 749 10 76.2
O 2000 557 0.6 1210 13 92.8
2500 82.1 0.7 1788 16 110.1

50 1.0 0.3 30 9 34

100 1.5 0.4 61 17 3.6

150 2.1 0.6 93 24 3.8

a 200 2.2 0.8 109 42 2.6
250 3.1 1.0 142 47 3.0

300 4.0 1.2 176 53 3.3

350 5.0 14 214 58 3.7

the real-world datasets. We also follow the method in [10]
and generate a synthesized dataset where the mean p; of
the i-th time series is sampled from a standard normal
distribution N'(0,1) and the values of the i-th time series
are sampled from N (p;,0.1). Note for the LD dataset, we
filter out ineffective timestamps where time-series values
are missing (an ineffective timestamp is the one at which
two consecutive time series have zero values). This results
in 11,172 effective timestamps. We summarize the size
information of the tested datasets in Table 1. The results
reported in our experiments are an average over 10 interval
skyline queries unless otherwise noted. For each query, we
first shuffle the complete dataset and extract the first /V time
series and W timestamps from the shuffled dataset to be the
test data in the database and set the query interval to [1: I].

10.2 Evaluation on Performance

We first test the performance of OblivTime on two real-
world datasets: GHG and LD. We set N = 1000, I = 100,
W =300 for GHG and NV =100, I = 1000, W = 11000 for LD
unless otherwise noted. We measure the running time and
total amount of data transmitted among Cy; 2 33 online to
produce the query result.

Impact of time series number on performance. Table 2
shows the query latency and communication cost on GHG
and LD for different N (time series number), where we
also provide the average number of skyline time series
M. It is observed that the per-skyline query latency and
communication cost grow linearly with N, especially for
datasets with greater M. Fig. 3 illustrates the breakdowns
in query latency and communication cost on the real-world
datasets with different /N. The majority of the query latency
is due to Oblivldentify. Regarding communication overhead,
it primarily stems from Oblividentify on GHG while both
OblivProject and Oblividentify contribute significantly on
LD. This discrepancy is attributed to the higher number of
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Fig. 3. Breakdown of query latency and communication costs on real-
world datasets with different numbers of time series.

TABLE 3
Query Latency and Communication Costs on Real-world Datasets with
Varying Query Time Interval Lengths

I Latency (s) Comm. (MB) M
Overall Per M Overall Per M
50 6.1 0.2 123 4 337
100 17.6 0.3 388 7 58.7
O 150 394 0.4 855 10 89.1
5 200 680 06 1466 13 1161
250 99.7 0.7 2165 16 138.2
300 160.9 0.9 3450 19 184.6
1000 1.5 0.4 61 17 3.6
3000 5.0 1.0 143 28 52
A 5000 9.5 1.5 251 39 6.4
~ 7000 11.8 1.5 397 51 7.8
9000 15.2 1.9 501 64 7.8
11000 252 2.7 698 76 9.2
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Fig. 4. Breakdown of query latency and communication costs on real-
world datasets with varying query time interval lengths.

skyline time series in GHG, which necessitates more rounds
of execution for Oblividentify.

Impact of query interval length on performance. We then
show the query latency and communication cost on GHG
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Fig. 5. Breakdown of query latency and communication costs on real-
world datasets with varying sliding window sizes.

and LD regarding the query time interval length I. Table 3
displays these results, which indicate a linear growth in
per-skyline query latency and communication cost as I
increases. Furthermore, Fig. 4 illustrates the breakdowns
in query latency and communication cost on real-world
datasets with varying I. The impact of increasing I on
the query latency and communication cost of OblivProject
is minimal. This is because OblivProject operates on the
entire database for obliviousness to select the time-series
values within the query interval, rendering it unaffected by
changes in I.
Impact of sliding window size on performance. In Fig. 5,
we show the query latency and communication cost on
GHG and LD respectively, with the sliding window size
W varying. As shown, increasing W has a relatively small
impact on the query latency and communication cost. This is
because OblivTime invokes OblivProject only once to select
the time-series values within the query interval.
Comparison to state-of-the-art prior work. Given that
OblivTime achieves much stronger security guarantees than
the state-of-the-art prior work [11], it is indeed unfair to
directly compare the performance of OblivTime and [11].
However, for completeness and to demonstrate OblivTime’s
good efficiency while achieving stronger security, we give
performance comparisons here. Note that the protocol
in [11] is also tested on the datasets GHG and LD. We
compare the query latency and communication cost of
OblivTime and their protocol under the aforementioned
default setting. According to [11], their results on the query
latency and communication cost are about 1 x 10* sec-
onds and 2000 MB respectively for N = 1000, = 100
on GHG; and are about 1000 seconds and 1000 MB with
= 100,71 = 1000 on LD In contrast, in OblivTime the
query latency is about 17.6 seconds and the communication
cost is about 388 MB on GHG, and the query latency is about
1.5 seconds and the communication cost is about 61 MB
on LD. Therefore, OblivTime is about 568x better in query
latency and 5x better in online communication on GHG, and

3. Results are deduced from the figures in [11] since exact values are
not available within text in [11].
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TABLE 4
Query Latency and Communication Cost on the Synthesized Dataset
with Different Numbers of Time Series

N Latency (s) Comm. (MB) M
Overall Per M Overall Per M

< 1x10° 42 12 206 59 35
S 5x10* 13.0 7.2 800 444 1.8
? 9x10* 21.1 14.1 1366 911 1.5
s 1.3x10° 38.5 18.3 2185 1040 2.1
UE; 1.7x10° 60.0 23.1 3087 1187 2.6
2.1x10° 87.5 28.2 4098 1322 3.1

about 666x better in query latency and 16x better in online
communication on LD.

10.3 Evaluation on GPU-based Practical Optimization

We now showcase the performance advantage rendered by
our practical optimization leveraging GPU-based protocol
instantiations, as compared with a serial implementation.
Fig. 6 shows the comparison in the query latency, as we
vary the number of times series N and query interval
length I respectively. It is evident that the GPU-based
parallel implementation of OblivTime dramatically reduces
the query latency. On GHG, we observe about 38x speedup
for N = 2500 and about 36x speedup for I = 300. On LD,
we observe about 28x speedup for IV = 350 and about 39x
speedup for I = 11000.

10.4 Evaluation on Scalability

To demonstrate the scalability of OblivTime, we also exam-
ine the performance on a large-scale synthesized dataset.
The results on the query latency and online communication
cost with varying numbers of time series are given in
Table 4. We set I = 40, and W = 300 when querying on the
synthesized dataset. It is observed that C; 5 3y can finish an
interval skyline query using about 87.5 seconds and 4098
MB communication on a database with 2.1 x 10° time series.

11 CONCLUSION

In this paper, we design, implement, and evaluate
OblivTime, a system framework for cloud-based privacy-
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preserving interval skyline query processing over encrypted
time-series data, with stronger security guarantee and lower
query latency over prior art. OblivITime employs advanced
lightweight cryptographic techniques, such as replicated
secret sharing, function secret sharing, and secure shuffling.
It also leverages the data parallelism of high-dimensional
time-series data to minimize query latency. Extensive exper-
iments show that OblivIime reduces the query latency by
568x and 666x on two real world datasets.
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