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Abstract—In the current technological landscape, digital twins
(DTs) are critical enablers for enhancing communication ef-
ficiency, data processing and on-line monitoring with virtual
copies in industry network environments. However, heteroge-
neous devices and sensitive data breaches intensify challenges
in security and management. Rapidly changing business require-
ments further exacerbate these issues, as traditional algorithms
struggle to adapt to dynamic industrial demands. Simultaneously,
overloaded edge servers, ultra-reliable low latency communica-
tions (URLLC), and limited resources make real-time decision-
making even more difficult. Hence, we propose a hierarchical
offloading and resource allocation framework for blockchain-
based industrial D2D DT (OR-BIDT), which addresses these
challenges by providing offloading and allocation strategies that
protect data privacy and reliable communication. Then, we
propose an R-DPoS consensus mechanism that optimizes node
selection by introducing a voting mechanism with transmission
reliability and computation frequency to improve the security
of block verification. For problems requiring optimization over
a goal space rather than the simple linear weighted sum in
OR-BIDT, we design a goal-conditioned reinforcement learning
(GCRL) approach with locality sensitive hashing-based experi-
ence replay (LSHER) to accomplish efficient experience returns.
Simulations show that the critical and actor networks of our
proposed algorithm converge 71.43% and 14.29% faster than
the benchmark method, respectively.

Index Terms—Resource allocation, hierarchical offloading,
blockchain, digital twin (DT), goal-conditioned reinforcement
learning (GCRL), locality sensitive hashing (LSH)

I. INTRODUCTION

IGITAL twins (DTs) are an emerging technology that

creates a bridge between the physical and digital worlds,
which facilitates near-instant and highly reliable wireless com-
munication in Industry 4.0. The advancement of cooperative
and predictable computation offloading for real-time, reliable
communication in industrial applications depends on the seam-
less integration of these physical and digital domains [1].
Within this framework, smart devices, particularly in sectors
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such as smart manufacturing and intelligent logistics, are
integral. These devices often generate privacy-sensitive data
that can be efficiently managed through industrial Device-
to-Device (D2D) communication [2], which allows devices
to communicate directly each other, bypassing base stations,
conserving transmission power, and reducing the load on
network resources [3].

The local processing and integration of resource-intensive
data in D2D-based industrial networks present challenges,
particularly for lightweight IoT devices that struggle with
complex data demands [4], [S]. This leads to inefficiencies and
potential disruptions in industrial processes. To mitigate these
issues, edge intelligence (EI) has been proposed, offloading
selected data to edge and cloud server (CS) for further com-
putation [6]. This approach supports sustainability and aligns
with the demands of next-generation industrial networks, such
as ultra-reliable low-latency communication (URLLC) and
real-time data processing, emphasizing the need for efficient
resource allocation (RA).

When physical and digital scenes merge, mapping D2D-
based networks to DT space in edge or CS becomes cru-
cial for analyzing and predicting the lifecycle of industrial
devices. Although integrating DT and EI enables real-time
task offloading, challenges remain, particularly in industrial
contexts [7]. First, transmission reliability and data security in
industrial DTs are important, but auditing original data and
offloading records during transmission is often difficult due to
the complex equipment operation [8]. Additionally, intelligent
allocation schemes for limited resources are urgently needed
to optimize system performance in terms of latency, energy
consumption, and throughput [9]. Finally, effective artificial
intelligence (AI) algorithms must cooperatively optimize these
factors to meet the specific demands of industrial applications,
rather than relying on a simple linear summation of weighted
objectives.

To address the first challenge, blockchain-enabled networks
have been explored to ensure data security during transmission
or offloading [8]-[10], the focus remains largely limited to
security attributes, with insufficient attention to transmission
reliability and the latency requirements of industrial applica-
tions. Specifically, existing studies primarily emphasize the
immutability and decentralized nature of blockchain to ensure
data confidentiality and integrity. However, during resource
allocation and task offloading, aspects such as continuity,
stability, and latency sensitivity of data transmission are of-
ten overlooked. Furthermore, traditional blockchain networks
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rely on mining processes, which introduce inherent delays
incompatible with the low-latency demands of the industrial
environment. These drawbacks collectively constrain the po-
tential of blockchain in highly dynamic industrial contexts.
Moreover, current algorithms in DT do not simultaneously
optimize latency, energy consumption, and throughput, as
they often rely on merely assigning weights and linearly
combining objectives, which lacks practical significance [11].
To this end, our paper introduces a new hierarchical offloading
and resource allocation algorithm for blockchain-integrated
industrial D2D-based digital twins (OR-BIDT). The proposed
hierarchical offloading mode in DT networks integrates a
goal-conditioned reinforcement learning (GCRL) model for
decision-making and leverages edge servers and the CS to
enhance efficiency. The key contributions of this paper are as
follows:

1) We propose an innovative hierarchical data Offloading
and RA framework for Blockchain-enabled D2D DT
(OR-BIDT). OR-BIDT adopts the D2D network and
industrial DT system, in which the hierarchical offloading
mode is developed in D2D-edge-cloud network to realize
the real-time interaction and optimal resource control
between physical and the digital worlds.

2) A Randomly Delegated Proof-of-Stake consensus mecha-
nism (R-DPoS) is presented in OR-BIDT, which depends
on transmission reliability and stakes to select nodes.
Then, the success density moderation factor is added to
prevent nodes with high computation power and stakes
from consistently dominating mining rights.

3) We formulate the RA problem as a goal-augmented
Markov decision process (GA-MDP), where total reward
can be calculated through the current distance between
the system states and multiple goals instead of a sim-
ple linear summary of objective functions. A Locality
Sensitive Hashing-based Experience Replay (LSHER)
algorithm is designed to prioritize the playback of expe-
riences with the lowest similarity to ensure convergence
of this GA-MDP.

4) The experimental results prove the effectiveness of the
proposed algorithm and other benchmark policy algo-
rithms in OR-BIDT, which provides the basic framework
for new applications of DT technology.

The remainder of this paper proceeds as follows. Section II
summarize related works. The OR-BIDT system is proposed in
Section III. Then, Section IV formulates the problem. Section
V expresses the algorithm. In Section VI, the performance
of experiments is illustrated and discussed in detail. Finally,
Section VII concludes the paper.

II. RELATED WORKS
A. RA and Offloading in Industrial DT

Industrial DT divides an entity into a physical world and
a virtual world, where various types of data in the physical
world can be mapped to the digital space, and then analyses
in the digital world can guide the operation of the physical
system [19]. DT has been extensively deployed in smart city,
smart scheduling, and resource management, which greatly

improves the efficiency of real-time decision-making in sys-
tems [20]. Several works have been presented in the field of
wireless communication. For instance, [7] designed DITENSs
and adopted the federated learning technology to optimize
specified resources. Moreover, Dong et al. [21] utilized real
network data and proposed an offline training DL algorithm
in a DT-based system, which reduced the complexity of the
algorithm and optimized the normalized variables. Dai et
al. [22] proposed an asynchronous actor-critic based DRL
algorithm to solve the RA problem with stochastic tasks
offloading of IIoT systems in the DT network.

In D2D-based cellular network, multiple technologies are
intensively studied for the communication efficiency [23].
Meanwhile, the computation offloading mechanism has been
critically discussed in academic circles for MEC and edge-
cloud systems. Hong et al. [24] minimized the network latency
under a quality-of-service-based computation offloading issue.
Cao et al. [25] maximized the energy efficiency with the
computation restriction to offload tasks in MEC systems. Guo
et al. [26] optimized both energy consumption and latency
for data offloading and RA. For the combination of edge
computing and Al, EI utilizes intelligent algorithms to address
complex edge computing problems [27], and multiple RA
strategies based on this framework have been proposed [22],
[28]. For example, Lin et al. [27] presented a new approach
to allocate resources and address the composite service place-
ment decision issue and in edge networks. Dai et al. [22]
designed a novel data offloading and RA approach to optimize
the total reward with DRL in end-edge—cloud orchestrated
network. Additionally, Zhao et al. [29] studied the total time
delay and energy cost in the three-level network, in which
the bandwidth, offloading decision, and relay selection are
considered.

B. Reliability Communication Enhancement

Recent advancements in reliability communication have
focused on integrating intelligent resource management with
adaptive algorithms to address dynamic network demands
in emerging applications. Zhang et al. [14] proposed an
edge computing system that integrates a trust-based group-
agent strategy for reliable device interaction, a stacked task
scheduling mechanism for efficient resource allocation, and a
Zipf distribution-driven content model with symmetric search-
able encryption to optimize data processing and sharing.
Almekhlafi et al. [15] proposed a joint resource allocation and
phase shift optimization framework for RIS-aided coexistence
of eMBB and URLLC traffic, introducing proactive RIS phase-
shift design and a heuristic algorithm for low-complexity
real-time multiplexing, which achieves URLLC reliability and
eMBB rate enhancement. Lei et al. [30] proposed a service
resource allocation framework for generalized growth-oriented
remanufacturing (GGRMS), integrating rough-fuzzy coupling
analysis and structural entropy weighting to merge redun-
dant service activities, while formulating a multi-stakeholder
optimization model of reliability. Yan et al. [31] proposed
a resource allocation framework for text semantic commu-
nications, introducing the semantic spectral efficiency (S-
SE) metric to optimize channel assignment and transmitted
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TABLE I
NOVELTY COMPARISON BETWEEN PROPOSED FRAMEWORK AND EXISTING LITERATURE
Novelties Hierarchical Custom Consensus | Reliabilit Prioritized Playback .

Works Offloading GCRL (R-DPoS) Focus Y Experience (LSyHER) Blockchain
Liu et al. (2018) [12] X X X X X v
Zhang et al. (2021-DITEN) [13] v X X X X v
Zhang et al. (2021) [14] X X X v X v
Almekhlafi et al. (2021) [15] X X X v X X
Li et al. (2022) [16] X X X v X X
Chen et al. (2024) [17] X X X v X X
Symbor et al. (2025) [18] X X X v X X
Ours v v v v v v

Note: v denotes complete implementation; x denotes absence.

symbol quantity, while developing a conversion method to
bridge conventional bit-based and semantic spectral efficiency
metrics, which demonstrates enhanced S-SE performance and
transmission reliability through simulations. Li et al. [16]
proposed a federated multi-agent deep reinforcement learning
(FedMARL) framework for decentralized resource allocation
in vehicle-to-vehicle (V2V) communications, integrating DRL
and FL to jointly optimize reliability and low delay while
addressing partial observability and training instability through
periodic model federation. Chen et al. [17] proposed a deep
reinforcement learning-based flexible numerology resource
allocation framework for 5G NR C-V2V networks, dynam-
ically optimizing subcarrier spacing and enabling distributed
vehicle-end spectrum selection to address heterogeneous QoS
demands for delay and reliability. Symbor et al. [18] proposed
a prediction-based resource allocation framework for MEC-
enabled IoT systems by dynamically using historical data
to optimize QoS and resource utilization under fluctuating
demands, which enhanced reliability in autonomous vehicle
communication during periodic traffic peaks such as rush
hours.

C. Blockchain-Based Security Protection

These methods have combined EI with RA very well in
terms of data offloading, but the security and privacy are
not considered in the network. Hence, multiple works in-
tegrate blockchain technology into MEC systems to ensure
the data integrity and validity in the next-generation edge
computing enabled with blockchain. Liu et al. [12] studied
an adaptive block size in the new blockchain-enabled MEC
system. Similarly, a relay-based digital twin edge network
(DITEN) is presented in [13], which integrated blockchain
and resource management to make real-time decisions. Based
on the application level, vehicle blockchain is presented by
Kang et al. [32] for data management in edge networks.
Xu et al. [33] modelled the blockchain-based MEC system
into a crowd-intelligence ecosystem to increase the network
efficiency. Asheralieva and Niyato [8] designed a blockchain-
enabled RL algorithm to address the RA problem in edge
computing, in which the sense of Blockchain as a Service
(BaaS) was applied. Xevgenis et al. [34] applied the financial
feature of blockchain to implement resource trade on a cloud
platform. Wang et al. [35] proposed an adaptive RA approach

in the wireless network incorporated with blockchain. Feng et
al. [36] implanted a cooperative computation offloading DRL
approach for RA in blockchain-based MEC network. Wang et
al. [11] applied EI technology in the blockchain-empowered
DT network to ensure that the system can allocate resources
in real time.

D. Research Gap

While the above studies have made great scholarly contri-
butions in the field of blockchain-based industrial DT, several
critical gaps warrant further exploration. There are three pri-
mary points where current research falls short, which needs
innovative approaches to address these challenges.

Firstly, traditional blockchain mining mechanisms are often
ill-suited for the stringent low-latency requirements character-
istic of industrial applications. The inherent design of many
blockchain protocols prioritizes security and decentralization,
which can lead to significant delays in transaction process-
ing. This latency is particularly problematic in industrial
settings where real-time data processing and decision-making
are crucial. Furthermore, the energy consumption associated
with mining activities not only escalates operational costs but
also raises sustainability concerns. As industries increasingly
seek to optimize their resource allocation, the inefficiencies
introduced by conventional mining practices necessitate a
reevaluation of blockchain applicability in these environments.

Secondly, another significant oversight in current research
is the lack of consideration for transmission reliability within
blockchain frameworks. While blockchain can provide as-
surances in terms of security, it is incapable of preventing
data corruption. In industrial applications, the reliability of
data transmission is paramount, as any loss or corruption
of data can lead to severe operational disruptions. This gap
highlights the need for frameworks that integrate reliable
transmission mechanisms into blockchain systems, ensuring
that data integrity is maintained throughout the process.

Lastly, previous research has predominantly approached
optimization in RA by linearly aggregating smaller objectives,
such as minimizing time and energy consumption. However,
this method often lacks practical significance, as it fails
to capture the complex interdependencies and trade-offs in-
herent in industrial applications. A more holistic approach
to optimization is required, which should consider multiple
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goals simultaneously and reflect the real-world constraints and
requirements of industrial environments.

To systematically highlight the innovations of our proposed
method, Table I provides a cross-dimensional analysis across
six critical aspects. Compared with other frameworks, OR-
BIDT implements hierarchical task offloading and optimizes
resource control and real-time interaction. By introducing
a voting mechanism based on transmission reliability and
equity, the node selection process is optimized to improve the
efficiency and security of block verification. In terms of reward
payoff, unlike other linearly superimposed objective functions,
OR-BIDT models the objective as GA-MDP and optimizes
the experience playback through the LSHER algorithm, which
improves the convergence and efficiency of GCRL. These
designs are especially designed for industrial digital twin
scenarios and emphasize the reliability of data transmission.

III. SYSTEM MODEL

In this section, we present the system architecture, and then
fully introduce network module, transmission module, com-
putation module, reliability module, and blockchain module,
respectively.

A. System Architecture

Fig. 1 presents a blockchain-enabled D2D-based industrial
DT architecture where RA is crucial for optimizing productiv-
ity and efficiency in distributed systems [23]. In the system,
DTs serve as a cornerstone in the OR-BIDT framework by
creating virtual replicas of physical entities within an indus-
trial environment. These virtual models enable real-time data
exchange and online monitoring. Specifically, DTs continu-
ously collect data from their physical counterparts and update
the virtual model accordingly. This ensures that the digital
representation remains synchronized with the physical state,
facilitating timely decision-making. By providing a dynamic,
real-time view of physical assets, DTs allow for proactive
identification of performance bottlenecks, thereby supporting
operational optimization. In the context of industrial networks,
DTs enable efficient communication by acting as intermedi-
aries that process and relay data between physical devices,
edge and cloud.

The OR-BIDT framework integrates DTs with several key
modules, including hierarchical offloading, resource alloca-
tion, and the R-DPoS consensus mechanism. DTs collaborate
with the hierarchical offloading mechanism to optimize the
distribution of computational tasks across edge servers and
cloud servers. Using their virtual models, DTs assess the
real-time status of physical devices and determine which
tasks should be offloaded to higher layers. DTs contribute
to resource allocation by providing data-driven insights into
the resource demands of physical entities. For instance, the
virtual models generated by DTs can predict resource needs
based on current operational conditions, enabling dynamic
optimization of bandwidth, computational power, and storage
across the framework. This synergy enhances the scalability
and adaptability of the OR-BIDT framework, particularly in
handling fluctuating workloads in industrial scenarios. In the

blockchain-integrated architecture of OR-BIDT, DTs play a
vital role in the R-DPoS consensus mechanism. They par-
ticipate by ensuring the integrity and reliability of data fed
into the blockchain network. Specifically, DTs validate data
from physical entities before it is processed into blocks,
enhancing security. Additionally, they assist in the selection
of consensus nodes by providing reliable data on node per-
formance, which is factored into the reputation scores used
by R-DPoS. Blockchain-anchored DT operation logs enable
auditable service delivery.

The proposed system intelligently assigns servers and of-
floads tasks based on the current state, adapting to various
goals like maximizing throughput or minimizing latency and
cost. In the D2D and edge layers, end devices (EDs) offload
selected data to edge server nodes (ESNs) for processing.
Let X = {1,2,..,2} and ¥ = {1,2,...,y} represent EDs
and ESNs, respectively. When ESNs reach capacity, tasks are
offloaded to the CS. Processed data is either returned to EDs
or stored in the CS. In the blockchain system, offloading
and storage actions are recorded as transactions, and ESNs
participate in R-DPoS consensus to validate transactions as
full nodes.

B. Communication Module

For communication from EDs to ESNs, EDs employ orthog-
onal frequency-division multiple access (OFDMA) to transmit
data to edge servers. In this blockchain-supported system, each
ED =z utilizes 7, subchannels for data transmission, with an
uplink bandwidth B,,. The association of subchannel i to ED
x is denoted by w?, o represents noise power, and g¥(¢) and
eL are the channel gain and transmission power of ED z in
subchannel ¢ at time slot ¢. The transmission rate for each ED
x is given by:

N, g (t) - ek
Ve(t) = Bo - Y_wf -log, (14 Z——2L)

g

(D

Similarly, when data is transmitted from ESNs to the CS
with total 1g subchannels, the transmission rate from the ESN
y can be defined as 1/5 (t) at time slot ¢, in which Bg is the
uplink transmission bandwidth, the ESN y associated to the
subchannel i is represented by w?, and G¥(¢) and e’ mean the
channel gain and transmission power of ESN y in subchannel
1 at time slot ¢, respectively. 1/5(15) can be expressed as:

s

Yy T
Vi) = By 3wt tog (1 S CE) g

C. Computation Module

In this system, EDs can execute tasks locally or offload
them to ESNs. Complex tasks and block mining are sometimes
not parallel due to ESN limitations. Therefore, ESNs can
further offload tasks to the CS for optimized processing. These
offloaded tasks generate computational receipts, such as data
hashes and signatures, which are recorded on the blockchain
as transactions.
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Blockchain System

Transaction tx67890

"transaction_id": "tx67890",
" ion_type": "Task Offfoading",

"timestamp": "2024-07-19T12:30:00Z",
"offloader": "node_2",
"task_description": "Srorage task",
"original _resource": {
"resource_type": "Server",
"resource_id": "server B"

"target_resource": {
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"resource_id": "server_D"
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. \§;\© Transaction 1 "scheduling_policy" "Priority: High,
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}
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Fig. 1. The Framework of Proposed OR-BIDT System.

Let Cp  be the CPU cycles required to process tasks on
ED z at time slot ¢, with fp , as the CPU frequency and ep ,
as the computing power. If the ED processes tasks locally, the
processing latency at time ¢, ¢, ,(t), is given by:

Cp (1)
fD7:v

the resulting energy wf, ,(t) generated by the ED x in the
above process can be expressed as follows:

-Cp(t)

15 () = 3)

€D,z
fD,m

When an ED offloads computation to an ESN, latency and
energy overhead primarily result from data transmission and
processing at the ESN. Let er represent the transmission
power between the ED and ESNs over wireless links. Data is
segmented into units of size sy for efficient processing, with
each segment marked by a unique number to ensure proper
ordering. At time slot ¢, the number of segments from ED
x is N (t), and the CPU frequency and power of ESN y
are fg,(t) and eg ,, respectively. The latency and energy
overhead at time slot ¢ are calculated as follows:

“4)

w%,m(t) =€Dax- t%,:p(t) =

Cpu
Baglt) = o N2 + S22 )
x Y
o _ 6% 50 o €E,
W ., () = 0] NG (t) + ' y?) Cp.(t)  (6)
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where the transmission rate that we use in equations is the
average of all EDs for simplified calculations.

In the same way, CPU cycles that are needed to compute
tasks in the ESN y at time slot ¢ is presented as C' ,,(t). When
current computation tasks in ESNs are processed locally, the
processing latency can be defined as:

Cr,y(t)
B By
t) = —""= 7
e = 0,0
and energy used for processing tasks can be denoted as:
€E,
wg,y(t) =C€By 't%,y<t) = s éJt) CEy(t) ®)
Y

If some current computation tasks at the ESN y are of-
floaded to the CS, the latency and consumed energy can be
deduced using the same as the above-mentioned principle,
where the transmission rate means the average of all ESNs.
Suppose that there are Nyﬁ (t) segments transmitted from the
ESN y to the CS at time slot ¢, while fg and eg represent the
CPU computation frequency and power of the CS, respectively.
Consequently, the corresponding results can be calculated by:

Cry(t
B0 - e + 2o
Yy
0= B2 N0+ 2 Cry) )
S,y 1/5(15) y fs Ey

Through probability theory, we define events A and B
s ”"Data of the ED is offloaded” and ”Data of the ESN
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is offloaded,” respectively. These events are represented by
indicator functions 14, and Ip,, which follow a Bernoulli
distribution. 14 , is 1 if event A occurs in x, and 0 otherwise;
similarly, Ip , is 1 if event B occurs in y, and 0 otherwise.
Thus, the total service time of the system is given by:

T = 3 3 (5O 4 [t 0, (O] )+

yey reX

> ([, OF (15, ()] )

yey

(1)

Note that the time calculated here is the CPU time not the
wall-clock time, and the aggregate energy overhead can be
represented as:

W) =D 3 ([wh (O 2 -t () 4)+

yey reX

> (W, (&) - [wg

yey

(12)
,B17)

)

D. Reliable Transmission

In the proposed system, we give the calculation of the
reliability A.(¢) similar to [11], which consists of three
components: 1) transmission reliability between EDs and the
ESN, 2) transmission reliability between ESNs and the CS
and 3) transmission reliability between delegated nodes’ and
edge servers, denoted as A\PF(t) and )\fs(t) and A[(t),
respectively. We utilize o2, ¢ and 3 to represent the trans-
mission link coefficient from EDs to the ESN, transmission
link coefficient from ESNs to the CS, and transmission link
coefficient between delegated nodes and edge servers. Then,
the transmission reliability can be calculated by A\PZ(t) =
e—%s (0N (&) /v (1) /\fs(t) =%y (50N (6)/ v](®) and
AB(t) = e~ (P sa N2 @O/vp (=25t The reliability of
the entire system is deduced as:

[I222@ IT Ao TT A7 @

zEX yey yeY

Ae(t) = (13)

E. Blockchain Module

In the proposed model, ESNs act as blockchain nodes for
auditing and storing records of offloading data, and high-
reputation nodes are selected through voting similar to [37].
The blockchain module collects and records transactions on
the chain, with the set of delegated nodes participating in the
blockchain network denoted as = {1,2,3,---,z}, where
Q) C Y. Transactions are securely recorded in two steps:
generating blocks and broadcasting them for consensus.

4: In blockchain technology, Delegated Nodes typically refer to nodes
authorized to participate in network consensus or governance through a
delegation mechanism. These nodes are responsible for validating transactions,
generating new blocks, and protecting the network. Their core characteristic
is that their authority derives from delegation by other users (e.g., via voting
or staking), rather than being directly selected or through open participation.

Transmission
reliability

Success_ density pace
moderation factor %

2 ()

\ote on
through Y, (t)

Nodes
Holding stake

Delegated
nodes

|

Q[z] creates a

Candidate block, zr =z
nodes l
No | 2=+ 1) mod|a |

%&Y‘fs

Fig. 2. Process of R-DPoS consensus algorithm.

Remove No
z]

Verified by
other Q

1) Block Generation: A scheduling strategy selects a block
producer from full nodes, which then collects, validates, and
packages transactions into a new block. Let p be the processing
density (in CPU cycles/bit), s4 be the size of a unit transaction
(in bits/unit), fg ,(t) be the CPU frequency of the producer z
at time slot ¢, and N (t) be the number of transactions that
represents offloading processes, hash-encrypted signatures,
and data records generated by EDs and ESNs at time slot
t [38]. The time cost by the producer z for block generation
can be given by:

P Sd B
tg,z(t) fE,z(t) N (t)

2) Consensus Process: We present R-DPoS, an enhanced
version of DPoS [39], to achieve consensus without the
resource-heavy competition of Proof-of-Work (PoW) systems
like Bitcoin [40]. The innovation of the R-DPoS consensus
mechanism is its node selection process. Unlike the traditional
PoS mechanism, R-DPoS introduces transmission reliability
as a voting weight to ensure that high-reliability nodes are
more likely to become verifiers. In addition, with the suc-
cess density moderation factor, the mechanism prevents long-
term monopolization of high-computing-power or high-equity
nodes, enhancing the fairness and security of the system.
This design makes it particularly suitable for industrial DT
scenarios, in contrast to traditional consensus mechanisms
that focus only on equity [12]. As shown in Fig. 2, nodes
holding stakes become candidate nodes initially. If a candidate
node receives over 50% of the votes, it is promoted to a
delegated node. These delegated nodes are then arranged in a
randomized sequence to create blocks, which are subsequently
submitted for validation by regular nodes. After each block
creation, the index of the delegated node increments; if a
block fails verification, the responsible delegated node is

(14)



IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL., NO., NOV 2024 7

removed. Additionally, factors such as transmission reliability
and computational frequency influence the voting mechanism,
determining the nodes eligible to participate in block creation.
Finally, the created blocks are confirmed only after successful
verification by other delegated nodes.

For easier calculation on the mathematical model, we di-
vide R-DPoS into two parts: block propagation and block
verification, in which we define transmission reliability be-
tween delegated nodes and edge servers as AP(t). The suc-
cess density moderation factor of ESNs and transmission
link coefﬁment among edge servers are denoted as pic
and Y, so that A\Z(t) can be calculated by AE) =
e~ (1P )sa- NP 0)/vp(D=¢Zt:()  In order to follow the R-
DPoS in the proposed blockchain-enabled system, consensus
nodes are chosen based on their high number of votes invested
in block generation and verification. The number of votes
assigned to delegated nodes for the consensus is determined
by holding stakes Y*(¢) = {Y1(¢), Ya(t), -, L.(t)}, where
Y.(t) is determined by Y.(t) = wy - AE(t) + w2 - fr.(t),
where w; and wo are weight factors, wy,wy € (0, 1).

In the first process, let 1 B and ¢; be the block interval and
the broadcast latency between ESNs [37]. The rate of wire link
from the block producer z to the block producer z* at time slot
t is indicated as v, (t), where v, (t) = min,«cq -2 {yf (t)}
and ) C Y. Then, the broadcast time of the block in P2P
network can be calculated as follows:

Sq-IN B (t)
vp(t)
In the verification process, the computational cost of cryp-
tographic operations is crucial, as demonstrated in [37]. Let

0(t) denote the CPU cycles required for block verification at
time slot ¢. The validation time is then calculated by:

0(t)

sl =5, 0

The blockchain system’s delay is measured by the ’de-
lay/time to finality’ (DTF/TTF), which indicates the time
needed to finalize transactions. Let C' be the event where an
ESN is selected as a block producer, and I¢ , be an indicator
function that is 1 if C occurs in z, and 0 otherwise. The DTF
for transactions at time slot ¢ from z is calculated as:

Taim(8) = > (tg.(t) + 1p(t) + tux(1)) - Fes

zeQ

tp(t) = +IP + (15)

(16)

a7

IV. PROBLEM FORMULATION

In this section, we introduce the problem formulation by
leveraging the Markovian property, which is well-known for
modeling wireless channels [41], [42]. For the proposed OR-
BIDT that involves more general and complex scenarios, we
adopt the GA-MDP framework to define the problem and
address it with GCRL [43].

A. State Variable and Space

At each discrete time epoch ¢ (¢t = 1,2,---,), the state
of the system environment is observed first by the agent,
the experience is obtained, and then the decision policy is

updated through the proposed algorithm. For the system
state space, we define five components to describe the
current state, which are U(t), TB(t), Q(t), Y*(¢) and \*(2),
respectively. The union of the operational capability in
the system U(t) = {7°(t),W(t),T.5,.(t)}. The current
time cost spent by blockcham producers can be denoted as
TE(t) = {T8(), TL@), -, T2(t)}. The channel gain
from EDs to ESNs and from ESNs to the CS can be denoted as

Q(t) = {g(t), G(t)}, where g(t) = [gl(t) g2 (t) - g*(t)
and G(t) = [dl(t) G2(t) - (iy(t)}. In g(t) and
G(t), subchannel gains distributed in each unit can
be given by g*(t) = (gf(t), g5(t), .95 () and
Gv(t) = (GY(), Gy() ,GY,(t)). The union of the
current reliability A*(t) = {)\DE AES (), AP (1), Ae(t)
which s composed by three joint  vectors
WEO o O A28
ABS (1) = {/\Es(t) (), A AB(@) =
{AE@), A5 (), - (t)} and a scalar Ac(t). The number
of stakes Y*(t) = {Tl(t) 2(t), -+, Ty (¢)}. Then, the state

space is represented as:

={u®), TR, Q). T (1), ()} es  (8)

In our model, the continuous state space renders the like-
lihood of a specific state meaningless. Let £¢(-) denote the
probability density function. The probability of transitioning
from state s(t) to s(t + 1) after action A(¢) is taken can be

expressed in integral form as follows:

Ps(t + 1)[s(t), a(t)) = / £4(s(t),a(t), s.) ds.  (19)

B. Action Variable and Space

We define the action space as a(t) =
{OP(t),0F(t), fE(t)} € A, which consists of hierarchical
ofﬂoadmg decisions OP(t) and OF(t), and CPU frequency
allocation decisions for computation f%(t).

Hierarchical Offloading Decisions: EDs and ESNs can both
choose whether to offload tasks for RA. Decisions of EDs and
ESNSs can be denoted by:

2 {oP(t),08(t), -, 0P (t)} (20)

2 {0 (t),07 (1), 0, (1)} @1

Frequency Allocation Decisions: With multiple tasks to
process in ESNs, including those offloaded from EDs, tasks
generated within ESNs, and blockchain mining, ESNs must
allocate CPU frequency across these tasks to maximize the
total reward, as follows:

FE@) 2 {fea(t), fea(t), - fey(t)}

where Zyey fBy(t) = fE.maz> a0d fg mqs is the total CPU
frequency in the system.

(22)
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C. Goal Space

For the GA-MDP, v is a mapping function, which maps the
state space to the goal space. Here, we adopt the first elements
of the state space U(t) = {T°(t),W(t),TE(t)} as the goal
space, which means g € G = ¢(S) = Y. This design ensures
that goals directly align with the operational metrics of the
proposed system.

D. Reward Function

In this paper, the reward goal is to achieve long-term
goals G, including total service latency, aggregate energy
overhead, block interval, and transaction DTF. Unlike the
linear accumulation of metrics in other studies, our reward
is defined by states, actions, and goals as follows:

- <
where s; and a; mean s(t) and a(t), and 4 is a tolerance
threshold determining the precision required for goal achieve-
ment (e, > 0). ¢, defines the tolerance for goal attainment,
the value of which needs to be determined based on specific
requirements and state space properties. When high accuracy
is required in industrial environments, €, should be small to
ensure that the agent strictly meets the goal. On the contrary,
€4 can be appropriately relaxed to increase flexibility. In the
experimental part, we fine-tune €, based on the agent learning
performance. The equation (23) is a binary reward function
designed to measure whether the agent can make the next
state s;4+1 map to a value ¥(s¢11) in the goal space close to
the goal g after executing the action a,. Specifically, when the
Euclidean distance between 1) (s;+1) and g is less than or equal
to 4, the reward is 0, indicating that the agent has successfully
achieved the goal. Otherwise, the reward is -1, indicating that
the goal was not reached. This design encourages the agent
to take actions to make 1(s;4+1) as close to g as possible,
thus effectively guiding the learning process. Compared to
traditional continuous rewards, binary rewards simplify the
signal complexity and allow the agent to focus more on goal
attainment, which is particularly applicable in GCRL.

Given the consideration of the long-run comprehensive re-
ward of the entire system, an optimal policy 7(a|s, g) in GCRL
is needed to find. We denote the desired goal distribution of
the environment and the discount factor as P9 and v, where
~ € (0,1). Then the goal-conditioned value function in 7'-step
future can be given by:

T

thrc(8t7at>g)] (24)

t

Vﬂ-(‘ghg) =

E ar~(|st,at)
st41~P(-|se,at)

V. GOAL-CONDITIONED REINFORCEMENT
LEARNING ALGORITHM WITH LSHER-BASED
GCRL FRAMEWORK

In this section, due to the continuous actions of the system
and the rather sparse reward, the LSHER-based GCRL algo-
rithm is developed as shown in Fig. 3. In this framework, an
agent interacts with the environment and receives observations,
which are processed by the OR-BIDT. The LSH-based state

selection module efficiently categorizes states into hash buck-
ets, allowing the algorithm to quickly retrieve and evaluate
similar states, which facilitates the selection of optimal actions.
The overall system optimizes by iterating through actions,
rewards, and updates across both the actor-critic networks and
the hash-based state selection, ultimately refining policy and
value estimations for improved performance.

A. DDPG Framework for RA Problem in OR-BIDT

Since the actions are defined in continuous space, the DDPG
algorithm is used to solve the proposed GCRL problem. This
algorithm utilizes the actor-critic structure, incorporating both
an actor network and a critic network. The actor network is
used to generate a deterministic action after observing the
current state, and the critic network is used to evaluate the
value of the action based on this state. Due to the estimation
bias caused by bootstrapping in TD-error, two other target
networks are designed to obtain the action and value in next
time epoch during the process of optimising the network pa-
rameters, which enhances convergence and stability. After the
actor and critic networks are updated, the two target networks
are iterated through updated parameters and themselves as
well.

Given a goal g during a trajectory, the agent observes the
current state s; of the system at the epoch ¢, which is inputted
into the actor network (s, g;6), and then a deterministic
action ay is outputted by a; = 7(ss, g; ). Note that actions are
continuous, so the output of 7(s;, g; #) here is a deterministic
value, not the probability density. The agent calculates the
action value ¢; by ¢ = q(s¢, at, g;w) at the current epoch ¢.
After the agent performs the action a;, it receives a reward
r& and the system enters the next state s;y;. To prevent
estimation errors, two target networks, 7(;607) and ¢(;w™)
are used to get the next action a;4; and value ¢;1;, where
aty1 = m(s¢41,9:07) and gy 1 = (5411, 0411, 9;w™ ). Here,
a¢+1 and g1 are only computed, and the agent do not take the
action a¢41. 0,w, 0~ and w™ are parameters of four networks.
The quintuple (s¢,as,s:11,7¢,g) is a transition, which is
recorded in an experience replay pool with capacity N, for
future training. Take a transition (s, a;,s;11,7",g) from the
buffer, and the more precise value can be obtained from the
Bellman equation as follows:

g =10+ va(ser1, m(se41, 9,07 ), gsw™)  (29)

To train the parameters 6 of the actor network, the action
value function can be maximized through accumulation in a
trajectory as an objective function, i.e.,

1
N D dlsem(se,9:0),g;w)
¢ ot

(26)

The policy gradient of the actor network can be found by
the chain derivative rule:

V@j(@)z 1 Zaq(staﬂ-(shg;e)vg;w)
t

N, 00

_ 1 3 9q(s¢, ar, g;w) Om(s¢, g;0)
N, & day 0

27)
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Fig. 3. Process of the proposed algorithm.

Denote the learning rate in the actor network as ,, where
&, € (0,1), and the parameters can be updated by:

0 6+ 0T(9) (28)

To train the parameters w of the critic network, the mean
square error (MSE) of TD-error can be denoted as a loss
function, i.e.,

1
L(w) = K;(Q(St,at,g;w) _Zl/t)2 (29)

The policy gradient of the critic network can be found by

the chain derivative rule:

2 9q(st, at, g;
V o L(w) = Fz(qt_yt)w
¢t

ER (30)

Denote the learning rate in the critic network as &, where
& € (0,1), and the parameters can be updated by:

w—w =&V GL(w) (31)

After updating the actor and critic networks, the target
networks need to be updated as well. Set a hyperparameter
T € (0,1), parameters #~ and w™ can be modified by the soft
update algorithm as follows:

0" <10+ (1—71)6" (32)
wi+Tw+ (1 —7)w” (33)

The detailed workflow of the presented algorithm for our
system is shown in Algorithm 1.
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~- Experience Replay

B. LSH-Based Experience Replay Approach

Based on the definition in this paper, it can be found
that the reward for GCRL tends to be very sparse. Although
the classic hindsight experience replay (HER) algorithm that
was proposed in [44] can well address this problem, it often
fails to consistently generate the most relevant goals, espe-
cially in high-dimensional state spaces characterized by sparse
distributions. To overcome this issue, we introduce a novel
LSHER algorithm, specifically designed for addressing GA-
MDP problems.

Suppose that using the policy to explore in the environment
for a goal gives us this one trajectory {si,ss,...,s7}, and
g ¢ {s1, 82, ..., s7}. This means that all rewards the agent get
in this entire trajectory are —1, which helps very little with
the training. Although the goal g was not reached, during
its exploration, the agent accomplished equal corresponding
goals {si,s2,...,s7}, which meant it accomplished goals
{¥(s1),9(s2), ..., ¥(sr)}. If these goals are utilized to replace
the original goal g with a new goal g~ and recalculate
the rewards in the trajectory, it allows the policy to derive
information useful for network training from experiences of
failure. Based on the above idea, firstly, the experience replay
pool Pr is initialized, and then the trajectories obtained by
sampling the environment with the policy according to the goal
g and initial state s; are stored in Pg in the form of quintuple
(s,a,s™,r g). After that, some quintuples (s,a,s™,r,g) are
sample from the pool Pg and a state st is selected to
map as a new goal g© = (sT). The new reward r* is
calculated by r* = r%(s,a,g*), and (s,a,s™,r, g) is replaced
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Algorithm 1: DDPG-Based Framework for RA in OR-
BIDT

Setup the max value epoch E,, ;.

Setup the number of time slots in each epoch T'.
Setup the capacity in the pool N..

Setup learning rates of actor and critic networks &, &.
Setup the hyper-parameters of target networks 7.
Initialize parameters 6 and w of networks.

Initialize 6~ = # and w™ = w of target networks.
Empty the experience replay pool Pg = ().

NN R W N

£

for i =1 to E,,4, do

10 Observe the initial state s; from the system

11 for i =1 to E,,,; do

12 Generate a goal g.

13 Obtain the action a; from (s, g; 0).

14 Take the action a;.

15 Observe the next state s;;1 and get r{.

16 if size(Pg)! = FULL then

17 Store (s¢,az,si41,7,g) into Pg.

18 else

19 Randomly select ng transactions as P,
from Pg.

20 Execute the Algorithm 2, LSHER(P,).
21 Update 6 with &, according to (28).

22 Update w with &, according to (31).

23 end

24 end

25 Update #~ and w™ of target networks with 7
according to (32) and (33).

26 end
27 end

Algorithm 2: LSHER-Based Algorithm in Proposed
Algorithm

Input: A subset of the experience replay pool P,.
1 for tz in P, do
2 Retrieve all states from the buckets corresponding
to the hash code H}@*" (tz).
Form a candidate set Cgiqte-
Select s with the minimum distance from Cgtqte.
Map a new goal g7 = 9(sT).
r* = r%(ta.state, tr.action, g7 ).
Remove tx with P, .remove(tx).
tz = (tx.state, tz.action, tx.next_state,r*, g*)
Append tz with P, .append(tx).

o N N Bt R W

10 end

by (s,a,s™,r* g*), which can be used for policy training.
Here, we select the nearest future state as the hindsight goal,
as it is more likely to be both relevant and beneficial to the
learning process. Let s; be the current state at the time ¢, and
{St4+1, St+2, ..., ST} be the set of future states in the episode.
The objective is to select a state s* from this set such that
the distance d(s¢, s*) is minimized. LSHER leverages LSH
to efficiently identify the nearest future state by grouping

similar states into the same bucket with high probability,
which significantly reduces the computational cost of nearest
neighbor searches in high-dimensional spaces. We define the
LSH family for Euclidean distance as follows:

a'5t+ﬂrsJ

Obin 4

P (s0) = |
where a is a random vector with each component drawn from a
Gaussian distribution A'(0, 1)%¢!, 3,.; is a random scalar drawn
from a uniform distribution (0, 6p;p,) and 0y, is the width
of the projection bin. Subsequently, a hash table is created
following the steps outlined below.

1) Multiple Hash Tables: We define k independent hash
functions hq, ho, ..., hy, each of which is constructed
through the equation (34). These hash functions are
applied to the state s;, resulting in a composition of
hash values. Then, construct L independent hash ta-
bles H'@sh = {3posh|l=1,2,...,L}, each with a
hash value composition. Formally, this composition is
denoted as:

M0 (se) = (R (se) [| Bip(se) [ -+ - ] B (50))

2) Hashing Future States: For each future state s;, compute
L x k hash functions to derive its hash codes.

3) Bucket Insertion: Insert each state s; into the corre-
sponding buckets in each of the hash tables.

(35)

Once the hash tables have been constructed, the nearest state
can be efficiently identified by the procedure outlined in the
Algorithm 2.

C. Scalability Analysis

The communication module employs an OFDMA-based
dynamic subchannel allocation mechanism (1)—(2). The dy-
namic subchannel allocation strategy w? and co; maintains
channel utilization through probabilistic optimization, enabling
transmission rates u(t) and ug (t) to grow logarithmically
with device count N. Transmission reliability ADF(¢) coun-
teracts channel contention effects via adaptive adjustment of
link coefficients 2 and @5 . The hierarchical architecture
(ED—ESN—CS) decomposes end-to-end latency t%ry(t) 5)
and tgy(t) (9) into subproblems, achieving sub-linear latency
growth (O(v/N)) with device scale.

The hierarchical computation framework (3)—(12) balances
local processing latency t%yw(t) (3) and edge offloading la-
tency t% ., (t) (5), maintaining system service time 7°(t)
(11) at O(LkN + Lm) complexity. The LSHER algorithm
reduces high-dimensional state space nearest neighbor search
complexity from O(N?) to O(LkN). Dynamic CPU fre-
quency fg,(t) and power eg, allocation, combined with
blockchain-based reputation weights Y, (t), achieve optimal
resource distribution.

The enhanced R-DPoS consensus mechanism employs dual-
weight voting for dynamic node selection. Delegated node
rotation maintains O(1) index update complexity, while par-
allel verification through Merkle proofs optimizes validation
latency t, .(t) (16) to O(log|€?|). Transmission reliability
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AE(t) (13) suppresses malicious nodes impact through adap-
tive factor p2°¢, achieving O(log N) throughput degradation
with node count growth.

System-level scalability is realized through parameter cou-
pling. Communication module subchannel ratio 1, /75 (1)—(2)
and computation module data segmentation sy (5) jointly
reduce end-to-end latency to O(\/N ). The bucket width dp;,,
(34) of LSHER dynamically correlates with computation den-
sity p for high-dimensional state processing. R-DPoS weight
factors wy /ws balance reliability AZ(¢) (13) and computational
performance fg .(t) via dynamic optimization. This synergy
ensures deterministic latency bounds for industrial IoT require-
ments.

VI. EXPERIMENTS AND DISCUSSION

In this section, the simulation results of the proposed
LSHER-based GCRL algorithm for the OR-BIDT system have
been performed.

A. Simulation Setup

The experiments were executed in the Microsoft Windows
11 Enterprise operating system (CPU 12th Gen Intel (R) Core
(TM) i7-12700KF 3.60 GHz, GPU NVIDIA GeForce RTX
4060 Ti, RAM 32.0 GB). In the simulation, we conducted a
OR-BIDT system, in which 1 CS, 5 edge servers and 20 EDs
are established for the standard scheme. For the channel gain
g¥(t) and GY(t), we set channel gain transition probability
similar to [11], and divided them into 10 and 8 levels,
which are [107°,107%, 0.2,0.5,0.8,1.1,1.4,1.7,2.0,2.6]
and [3.0,3.3,3.6,3.9,4.2,4.5,4.8,5.1], respectively. For a
clearer description of the key parameters in the simulation
[11], [37], [45], we present them in Table II. To give a
further evaluation of the proposed GCRL-based algorithm
with LSHER for the OR-BIDT system in RA problem,
we provide other three schemes. Since some schemes can
only handle discrete action spaces, we discretize the ac-
tion space using a freedom parameter pg for fair compar-
isons. Specifically, the CPU frequency of each ESN can
be calculated by a natural number n,(t), which means
Fry(t) = P25, (), ny(t) € N and 3,y my (6) = pua
The actual action space is discretized can be replaced by
a(t) & {OP(t), 0F(t),n1(t), n2(t), ...,ny(t) }, so that PPO
and DQN algorithms are available for proposed OR-BIDT. The
experiment is simulated for 2000 time slots, and the learning
losses are shown in 3.5 x 10 steps.

For evaluation of the presented algorithm, following four
schemes are considered in the simulation:

1) GDWL (DDPG-based scheme of GCRL with LSHER):
This scheme is the proposed scheme, which adopts
DDPG with LSHER to address the issue of sparse returns.

2) GDWOL (DDPG-based scheme of GCRL without
LSHER) [46]: This scheme is the same as our proposed
scheme, except that the LSHER algorithm is not utilized.

3) GPPO (PPO-based scheme of GCRL) [47]: This scheme
uses PPO-based algorithms to solve the problem, and the
action space is discrete.

TABLE II
KEY PARAMETERS IN THE SIMULATION

Parameter Value
Uplink transmission bandwidth from EDs to 20MHz
ESNs
Uplink transmission bandwidth from ESNs 35MHz
to CS
Required CPUS cycles of ESNs [0.5,3.0] Geycles/s
Transmit power 3W
Computing power 2.5W
Each size of one data segment 256KB
Number of data segments of each ED 1 100

Success density moderation factor of ESNs 0.8

Number of transactions in each block 100
Learning rate of actor network 0.0001
Learning rate of critic network 0.0003

Weight factors in consensus process {0.3,0.7}
Soft update parameter for target networks 0.4

Opposite Actor Loss

0 250 500 750 1000 1250 1500 1750 2000
Episode

(a) (®)

Fig. 4. Experimental results of different schemes for OR-BDT, including (a)
Returns of different algorithms, (b) Learning Loss of Proposed LSHER-based
DDPG for OR-BDT.

5 2
step

4) GDQN (DQN-based scheme of GCRL) [48]: This scheme
apples DQN-based algorithms to solve the problem, and
the action space is discrete.

B. Convergence Performance

We first show the total returns of the proposed LSHER-
based DDPG algorithm, DDPG without HER algorithm, DQN-
based algorithm, and PPO-based algorithm for OR-BDT in
Fig. 4 (a). In this simulation, there are 5 edge servers, 20
EDs and 1 CS. The figure illustrates that the GDWL scheme
achieves convergence to a stable average return of approxi-
mately -0.2 within 270 training episodes, while the baseline
algorithms fail to converge within 2,000 episodes and keep
fluctuating between -200 and 0. The percentage reduction in
steps required for stability relative to the maximum observed
steps can be calculated as % x 100% = 86.5%.
This is because that GDWOL scheme does not use the
HER algorithm, which ultimately fails to converge due to
the sparsity of returns. In GPPO and GDQN schemes, the
action space becomes a discrete space and does not converge
well, since there is the curse of dimensionality. With the
increase of iterations, GDWL is the only method that reaches
a convergence and maximizes returns. This indicates that the
proposed GDWL scheme for OR-BDT is more powerful and
functional than the other three methods, since our algorithm
can make better real-time decisions in DT. However, the
convergence of the returns of the system from negative to



IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL., NO., NOV 2024 12

(a) GDWL (b) GDWOL

(c) GPPO (d) GDQN

Fig. 5. Experimental results of different schemes for OR-BIDT, including (a) LSHER-based GCRL, (b) GCRL scheme without LSHER for OR-BIDT, (c)

DQN-based scheme and (d) PPO-based scheme.

(a) Returns

(b) System time

(c) System energy (d) Blockchain time

Fig. 6. Performance of GDWL with different learning rates, weights, and hidden layers in neural networks for OR-BIDT, including (a) returns, (b) system

time cost, (c) system energy cost and (d) blockchain time cost.

0 in the Fig. 4 (a) is attributed to the fact that OR-BDT
employs the GCRL model, where the distance of the state
space mapping to the goal is less than a given value, and the
reward is 0, otherwise it is —1. Fig. 4 (b) demonstrates that the
convergence curves of the learning loss for the actor network
and the critic network. Note that the critic network needs
to minimize the loss function MSE, so the learning loss is
decreasing to around 0.01 and converge at about 1 x 10* steps,
which is at least W x 100% = 71.43% faster than
the other schemes. While the actor network needs to maximize
the Q-value (minimize the opposite of Q-value), the opposite
of the learning loss increases and the convergence speed is at
almost W x 100% = 14.29% faster than the other
schemes.

C. Performance of the Proposed Algorithm

Fig. 5 compares the performance of different OR-BIDT
schemes. The LSHER-based DDPG algorithm consistently
achieves the designated goals, maintaining returns at 0. This
leads to the convergence of energy cost, system time, and
blockchain time at approximately 120, 30, and 10, respec-
tively—lower and more stable than those of other schemes
(b), (c), and (d). These results demonstrate that the GCRL-
based algorithm of DDPG with LSHER algorithm outperforms
GDWOL, GPPO, and GDQN by effectively reducing energy
consumption, time costs, and blockchain latency while ensur-
ing system security. Moreover, it supports real-time offloading
and resource allocation, adapting to varying DT model require-
ments, such as minimizing time or energy costs.

Fig. 6 shows the total system returns, system time cost,
energy cost and blockchain time cost of the proposed LSHER-

based DDPG algorithm with different parameters. Here,
we adopt learning rates, weight factors of holding stakes,
and hidden layers in the algorithm, which includes (¢, =

10746 = 1004w = 03,ws = 0.7,HL = 128),
(e = 1073,& = 1073wy = 0.3,ws = 0.7, HL = 128),
(€ = 1073,& = 1072, w; = 0.5,wy = 0.5, HL = 256),
(e = 107%,& = 1074wy = 0.6,ws = 0.4, HL = 256).

The algorithm can converge well in these four options. When
the parameters are set to (&, = 1074 & = 1074w, =
0.3,we = 0.7, HL = 128), the system return converges fastest
compared with other three options, and the energy cost, system
time cost and blockchain time cost are gradually reduced
until they stabilize. This is because settled hidden layers and
learning rates enable neural networks to fit faster functional
relationships between the physical and digital worlds. In the
meantime, w; = 0.3 and wy = 0.7 allow ESNs to vote more
efficiently with holding stakes. When the parameters are set
to (£, = 1073,&, = 1073, w; = 0.3,ws = 0.7, HL = 128),
as the learning rates increase and the neural network contains
fewer nodes in the hidden layer, the system return has the
slowest convergence, but the time and energy cost are still
decreasing, which illustrates the effectiveness of OR-BDT.
When the parameters are set to (£, = 1072,&, = 1073, w; =
0.5,wy = 0.5, HL = 256), the energy consumption curve
fluctuates a bit before convergence, due to the variation of the
weight factors w; and ws. Similarly, the system returns and
energy consumption fluctuate when w; = 0.6 and wy = 0.4,
but the rate of convergence is slightly different, since there
are some modifications in the learning rate and the nodes in
the hidden layer. Therefore, we can conclude that the proposed
LSHER-based DDPG algorithm is adapted to various complex
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Fig. 7. Performance of LSHER-based GCRL algorithm with different number
of devices, including (a) system time cost and returns, (b) blockchain time
cost and system energy cost.
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Fig. 8. Performance of LSHER-based GCRL algorithm with different total
CPU capability, including (a) system time cost and returns, (b) blockchain
time cost and system energy cost.
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Fig. 9. Performance of LSHER-based GCRL algorithm with different block
intervals, including (a) system time cost and returns, (b) blockchain time cost
and system energy cost.

scenarios and makes the system meet the requirement of the
consumption of less energy or lower latency.

Fig. 7 shows illustrates the performance of LSHER-based
GCRL algorithm with different number of devices in four
aspects: returns, system time cost, blockchain time cost and
energy consumption. To better assess the impact of variable
numbers of devices on these four measures, we assigned five
levels to the number of devices, 10,20, 30,40, 50. Experi-
mental comparisons with different numbers of devices are
of great importance for practical scenarios. From Fig. 7 (a),
we can observe that as the number of devices grows, the
system returns fluctuate and the time consumed by the system
increases, especially after the number of devices exceeds 30.
Similarly, in Fig. 7 (b), it can be shown that the time consumed
by the blockchain module and the energy consumption of the
system increases. On the one hand, the returns tend to decrease

because the system converges more slowly as the number of
devices increases. On the other hand, the time consumed by
the blockchain, and the system energy consumption mainly
come from the edge servers, but the time consumed by the
system mainly comes from the number of devices. Therefore,
the difference between the maximum and minimum of the two
evaluation criteria in Fig. 7 (b) is not as large as the difference
of the system time in Fig. 7 (a).

Fig. 8 demonstrates the performance of LSHER-based
GCRL algorithm with different total CPU capability. Here,
we set the total CPU capacity (G/Cycles) of edge servers to
five levels, and they are 0.5, 1.0, 1.5, 2.0, 2.5, respectively.
In Fig. 8 (a), the system converges more slowly as the total
capacity of the edge server increases, and the system time is
significantly reduced. In Fig. 8 (b), the consumption time of
the blockchain module is the same as the system time, but the
energy consumption increases dramatically. This is because
the larger the total capacity becomes, the more difficult it is
for the system to allocate resources to each server, and then
the slower the system converges.

Fig. 9 shows the performance of LSHER-based GCRL
algorithm with different block intervals. We set the block
interval (number/minute) to 0.1, 0.2, 0.3, 0.4, and 0.5, which
means 1, 2, 3, 4, 5 blocks are produced by ESNs every 10
minutes. In Fig. 9 (a), we can observe that the system returns
are almost unchanged when the block interval is varied within
a given range. There is only a small increase in system time
cost, which is due to the fact that more blocks produced
per unit of time take up more resources of edge servers. In
Fig. 9 (b), when blocks are generated faster, the more energy
is consumed while the less blockchain time is spent, since
edge servers utilize more CPU resources and blockchain time
cost consists of block generation time, broadcast time and
validation time.

The effectiveness of GCRL stems from its ability to gen-
eralize across different goals through a shared understanding
of the state space. Specifically, the agent learns to associate
states with actions that are optimal for achieving various
goals, enabling it to transfer knowledge between related tasks.
This generalization reduces the learning burden when new
objectives arise, as the agent can leverage previously acquired
skills to address novel goals efficiently. The fundamental
reason for these improvements is that GCRL is not limited
by the static linearly weighted objective combinations in
traditional approaches, but is able to dynamically focus on
the most important current objectives for optimization. For
example, in high load scenarios, GCRL can make latency min-
imization the primary optimization objective, while switching
to energy-saving mode at low loads. This dynamic tuning
capability allows the system to maintain high performance
under different operating conditions, whereas traditional linear
summation methods may lead to sub-optimal results due to
trade-offs between objectives. In addition, through state-space
mapping, GCRL can match states and actions more accurately
in complex and changing environments, further improving
decision-making efficiency. Together, these features contribute
to the excellent performance observed in the experiments,
which makes GCRL an ideal choice for coping with the
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dynamic demands of industrial environments.

The proposed algorithm integrates LSHER to enhance the
efficiency of the reinforcement learning process, particularly
in high-dimensional state spaces prevalent in industrial DT
systems. Traditional experience replay methods, such as HER,
often struggle to efficiently select relevant goals, impeding
learning in sparse reward settings. LSHER overcomes this lim-
itation by clustering similar states using LSH, which allows for
fast and accurate identification of relevant experiences required
for training. Through approximate nearest neighbor searches,
LSHER reduces the computational overhead of hindsight goal
selection, thereby accelerating convergence and improving
sample efficiency. This integration results in measurable gains
in training speed and decision-making precision, which are
critical for real-time applications in dynamic industrial net-
works.

D. Practical Implications

The experimental results demonstrate that the proposed OR-
BIDT framework with the LSHER-based GCRL algorithm
has optimized system performance in multiple dimensions
while adapting to varying parameters and scenarios. This
flexibility and efficiency translate into significant practical
value in dynamic industrial DT environments, where real-time
RA, energy efficiency, and data security are critical.

1) Manufacturing Process Optimization: Fig. 6 highlights
how parameter tuning leads to the fastest convergence of sys-
tem returns and stabilizes energy and time costs at lower levels.
In manufacturing, where energy consumption and production
cycle time are major cost drivers, this adaptability ensures
a balance between throughput and operational expenses. For
example, during peak demand, manufacturers can prioritize
throughput by adjusting parameters, while in low-demand
periods, they can focus on minimizing energy use.

Fig. 8 demonstrates that higher CPU capacity (e.g., 2.5
G/Cycles) significantly reduces system time, albeit with a
slight increase in energy consumption. In real-time manufac-
turing scenarios such as assembly lines requiring immediate
adjustments, deploying powerful edge servers can shorten
production cycles and enhance responsiveness, a critical ad-
vantage in industries like automotive manufacturing.

Considering an automotive assembly plant, the OR-BIDT
framework can optimize the allocation of robots and sensors
along the assembly line to minimize waste. By setting the
production goal, the system dynamically adjusts task offload-
ing strategies, ensuring efficient resource use while meeting
production schedules. Additionally, the blockchain component
ensures secure, traceable production data, enhancing quality
control and compliance with industry standards.

2) Supply Chain Management: Fig. 9 reveals that adjust-
ing block intervals from 0.1 to 0.5 blocks/minute impacts
blockchain time and energy consumption. Faster block genera-
tion reduces latency at the cost of higher energy use, which im-
proves real-time tracking. This trade-off is invaluable in supply
chains, where secure and tamper-proof data such as shipment
status must be updated frequently without overburdening the
energy budget of the system.

As shown in Fig. 7, the increasing number of devices
such as sensors on trucks or IoT devices in warehouses,
raises system time and energy costs, yet the system maintains
stable returns. This robustness ensures that the framework can
manage extensive logistics networks with numerous tracking
devices, maintaining performance as the supply chain scales.

Fig. 6 demonstrates that different parameter settings allow
the system to prioritize specific outcomes, such as faster
convergence for time-sensitive deliveries or lower energy use
during off-peak periods. This flexibility enables supply chain
managers to tailor the system to fluctuating demands.

In a global supply chain, the OR-BIDT framework can
optimize cargo routing and scheduling to ensure on-time
delivery. The system uses real-time traffic and warehouse data
to adjust transportation strategies dynamically. The blockchain
ensures a secure, transparent record of shipment movements,
preventing data tampering and building trust among stakehold-
ers.

VII. CONCLUSION AND FUTURE WORK

In this article, we proposed the OR-BIDT to analysis statis-
tics in the digital world and guide decisions in the physical
world. To achieve the required performance of the system, we
presented a hierarchical offloading mechanism and defined the
goal space according to time delay, energy consumption, block
interval, and block delay, which was formulated as a GA-
MDP. Then, we developed a GCRL algorithm with LSHER-
based DDPG to address the problem of playing back high-
dimensional experiences. Experimental results showed that our
algorithm converged very quickly with different parameters.
In future work, we will consider interference management
and goal-conditioned multi-agent (GC-MA) algorithms in
blockchain-based systems.
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