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Abstract—Equipping deep learning models with a principled
uncertainty quantification (UQ) has become essential to ensure
their reliable performance in open-world environments. To ad-
dress uncertainty arising from two prevalent sources - distribution
shifts and out-of-distribution (OOD) inputs, this paper presents
a unified, uncertainty-informed approach for quantifying and
managing the risks these factors pose to deep learning models.
Toward this goal, we leverage a principled UQ approach, Spectral-
normalized Neural Gaussian Process (SNGP), to quantify the
epistemic uncertainty associated with model predictions. Unlike
other UQ methods in the literature, SNGP offers two distinc-
tive properties: (1) spectral normalization applied to hidden
layer weights to preserve relative distances among data points
throughout feature transformations, and (2) replacement of the
output layer with a Gaussian process to produce distance-
aware uncertainty estimates. Using the uncertainty estimates
from SNGP, we employ Youden’s index to derive an optimal
threshold that categorizes predictions into different risk levels,
enabling uncertainty-informed decision making. Experiments on
two datasets of varying scale demonstrate that the proposed
method facilitates effective risk assessment and management
in open-world settings. Computational results show that the
proposed method achieves predictive performance comparable to
Monte Carlo dropout and deep ensembles, while providing more
computationally efficient, consistent, and principled uncertainty
estimates under no shift, distribution shift, and OOD conditions.

Index Terms—Deep learning; Uncertainty quantification; Dis-
tribution shift; Out-of-distribution; Uncertainty-informed risk
management

I. INTRODUCTION

DEEP neural networks (DNNs) have been increasingly
applied across a wide spectrum of domains, including

object recognition [1, 2], chatbots [3], smart cities [4], and
many others. While DNNs have achieved outstanding perfor-
mance in various real-world applications, their translation and
deployment in safety-critical applications remain strikingly low
due to the lack of mature risk assessment and management of
artificial intelligence (AI) models under open environments [5–
8]. As revealed by several studies in the literature [9, 10],
DNNs tend to be overconfident in the sense that they produce
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unreasonably high confidence for out-of-distribution (OOD)
inputs. This overconfidence is especially concerning when the
distribution of unseen testing data significantly differs from
that of the training data. This situation occurs frequently and
unavoidably after the model is deployed in an open-world
setting [11, 12]. Since a misleading prediction might endanger
the safety of users in high-stakes applications such as medical
diagnosis and autonomous driving [13, 14], it is important to
equip DNN models with a rigorous uncertainty quantification
(UQ) to effectively assess, mitigate, and manage potential
adverse outcomes [15, 16]. Such research and development
efforts facilitate building reliable and safe AI models in the
long term.

In the risk analysis field, uncertainty plays a pivotal role
in defining, modeling, assessing, and managing the risk across
various engineering systems [17, 18]. By definition, uncertainty
refers to the lack of knowledge in estimating a hypothesis,
a quantity, or the occurrence of an event [19]. Risk analysts
often utilize probability, a generic modeling theory and a
useful mathematical tool, to characterize uncertainty [20–22].
A range of approaches grounded in probability theory have
been developed to assess and analyze the uncertainty, such
as sampling-based methods [23] and the use of probabil-
ity distributions [20, 24]. In addition, Bayesian subjective
methods, interval probabilities, fuzzy theory, and qualitative
approaches have also been developed [25]. These methods
have been applied in a wide range of domains, such as
engineering and infrastructure, occupation health and safety,
and ecological risk assessment [18, 26, 27]. Nevertheless, these
methods traditionally used for risk analysis in conventional
engineering systems are not well-suited for measuring and
assessing uncertainty in the context of DNNs for the following
reasons: (I) Predictability and explainability [28]: DNN models
lack transparency and interpretability, and they work like a
black box. This will complicate the uncertainty modeling and
risk management. (II) Data dependency: DNNs inherently rely
on the data they are trained on. If the data is biased or defective,
it will impair the predictions produced by the model. Data de-
pendency might lead the model to create potentially dangerous
situations and undesirable outcomes in high-stakes decision
settings—a challenge that is rarely encountered in the risk
analysis for traditional engineering systems. (III) Relearning
and adaptability: DNNs can relearn as new data comes in. This
relearning can introduce unknown uncertainties since DNN’s
behavior may change over time. To the best of our knowledge,
limited research has been conducted to investigate DNN’s
uncertainty, risk assessment, and risk management when DNN

The following publication L. Xue, S. -H. Chung, L. Yang, X. -L. Wang and X. Zhang, "A Unified Uncertainty-Informed Approach for Risk Management of Deep Learning Models 
in the Open World," in IEEE Transactions on Emerging Topics in Computational Intelligence, vol. 10, no. 2, pp. 2121-2135, April 2026 is available at https://doi.org/10.1109/
TETCI.2025.3647582.

This is the Pre-Published Version.

© 2026 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained for all other uses, in any current or future media, 
including reprinting/republishing this material for advertising or promotional purposes, creating new collective works, for resale or redistribution to servers 
or lists, or  reuse of any copyrighted component of this work in other works.



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 ii

models face distributional shifts in the open environment.
Accurate and reliable uncertainty estimation provides an

informative signal that helps end users determine when a
DNN’s predictions can or cannot be trusted. Importantly, by
leveraging predictive uncertainty, the DNN gains the ability
to express ”I don’t know” by indicating the confidence level
associated with its predictions. A higher uncertainty estimate
naturally reflects a greater likelihood of prediction failure, and
vice versa. By quantifying model prediction uncertainty in a
given scenario and understanding the potential consequences,
decision-makers gain a nuanced view of the risks associated
with relying on the model’s output. For example, when a
self-driving car encounters a previously unseen situation, a
high uncertainty estimate can alert the driver that the model’s
prediction is unreliable, prompting timely human intervention.
Therefore, developing principled and robust UQ methods is
essential for accurately characterizing uncertainty, supporting
risk assessment, and enabling risk-informed decision-making
in safety-critical applications.

This paper examines two major uncertainty sources in open-
world environments: distribution shifts and OOD inputs. Typ-
ically, the training, validation, and testing data are assumed
to be independently and identically distributed (i.i.d) samples
drawn from the same distribution. However, this assumption
does not always hold, when the model is deployed in a
constantly changing environment. Over the past few years,
distributional shifts have received increasing attention due to
the pervasive and unpredictable variations that occur in real-
world environments [29–31]. By definition, distributional shift
refers to the mismatch between the training data (seen data)
and the testing data (unseen data) [32, 33]. In other words,
the training data distribution differs from the testing data
distribution to some extent [30]. For example, consider a model
developed to predict the risk of obesity based on the dataset
from a specific population - old white males living in rural
areas. If this model is applied to a different population, such as
young Asian females living in urban areas, it performance may
degrade significantly. This is because the distribution of the
underlying data has changed - the training data features certain
characteristics (old, white, male, rural), but the testing data has
different characteristics (young, Asian, female, urban). In this
case, the testing data is viewed as an instance of the distribution
shift. If the distribution shift is ignored, the resultant model
performance will degrade largely, thus increasing consequential
health risks (e.g., false positives). In healthcare, such issue is
particularly concerning as models are often developed using
data from a specific subgroup of patients and then applied to
broader patient population [34, 35]. Besides distribution shift,
OOD data also presents a significant challenge to the trust-
worthiness and reliability of DNN applications in high-stakes
domains. When confronting OOD inputs that fall outside the
scope of the training distribution, DNN models often exhibit
a substantial performance drop. For example, in the context
of self-driving, OOD examples arise when self-driving cars
encounter never-seen road scenarios that are not represented
in the training data. Consider an autonomous driving system
developed using data collected in California, where the weather
is predominantly sunny. The developed model performs well
since it has learned to recognize and respond to various traffic

situations in California, such as traffic signs, pedestrians, vehi-
cles, etc. However, if the same self-driving system is deployed
on snowy roads in Alaska, it may struggle to identify traffic
signs, as it was not trained on data from snowy conditions. In
this context, the snowy weather conditions represents an OOD
instance to the trained model. In this case, the self-driving car
might misinterpret the snow-covered road signs. This situation
poses a serious challenge because training self-driving systems
in every possible driving condition is an impossible task.
Ideally, in the case of OOD situations, to stay safe, the self-
driving system is expected to abstain from making decisions
by saying ”I do not know”. Therefore, it is important to assess
and handle the OOD input to ensure the safety of self-driving
vehicles.

Bayesian methods for DNN uncertainty estimation assume
a predefined prior distribution over model parameters, which
is updated with training data to obtain the posterior distri-
bution via Bayes’ rule [36–38]. However, since the exact
posterior inference is computationally intractable, approxima-
tion methods have often been proposed to infer the posterior
distributions, including variational inference [39], and Laplace
approximation [40]. Although these approximation approaches
have achieved decent performance on uncertainty estimation
to some extent, their performance is highly dependent on the
assumed prior and suffers from demanding computational cost
compared to non-Bayesian methods [10]. Monte Carlo dropout
(MC dropout) and deep ensembles are two common methods
to quantify the prediction uncertainty of neural networks. In
essence, MC dropout [41] estimates model uncertainty by
performing multiple forward passes through a neural network
with dropout enabled during model inference. As a result, it
generates a distribution of predictions for uncertainty estimates.
Unlike MC dropout, deep ensembles train multiple neural
networks independently and then combine their predictions
to approximate the predictive distribution. However, both ap-
proaches suffer from two fundamental deficiencies. First, both
approaches require multiple forward passes for uncertainty
estimation, which largely increases the computational cost
compared to their deterministic counterparts [37]. Second,
they often struggle with OOD detection by assigning high
confidence to OOD samples [42]. As revealed in [43], MC
dropout and deep ensemble estimate the uncertainty of a given
sample based on its distance from the decision boundary
separating different classes. This UQ behavior leads them to
assign overconfident uncertainty estimates to OOD samples as
they overlook the distance of the sample from the training
data. Except for the weaknesses mentioned in the existing
UQ methods, limited research has been performed to utilize
the estimated uncertainty to combat distribution shifts and
OOD at the same time. In 2017, Lakshminarayanan et al. [10]
assessed the robustness of deep ensemble-based method for un-
certainty estimation using OOD samples from unseen classes.
In addition, Ovadia et al. [36] comprehensively evaluated six
existing uncertainty estimation methods under dataset shift on
classification tasks. Furthermore, Liu et al. [42] proposed a
distance-aware approach to quantify the predictive uncertainty
of the OOD. The experimental results demonstrate the distance-
aware method generates principled predictive uncertainty.

In this work, our goal is to develop a unified, uncertainty-
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informed approach for assessing and managing the risks posed
by distribution shifts and OOD data in the open-world de-
ployment of DNNs. To this end, we consider three evaluation
scenarios—no shift, distribution shift, and OOD—and system-
atically assess the quality of predictive uncertainty produced
by several UQ methods. Normally, the larger the distributional
shift, the higher the predictive uncertainty. If the input sample
is OOD, the estimated uncertainty should be way higher to
alert decision-makers to give up relying on the DNN model’s
prediction. To achieve this desirable behavior in UQ, we
leverage a principled UQ method, spectral-normalized Gaus-
sian process (SNGP), due to its two properties in distance-
preserving representation learning and distance-aware output
layer [42, 44]. Specifically, as the input data passes through
multiple transformations in the hidden layers, the distance-
preserving property ensures the relative distances between data
points in the input space are maintained in the hidden space. In
other words, the distance ∥h(x)−h(x′)∥H in the latent space
has a meaningful correspondence to the distance ∥x−x′∥X in
the input space, see Eq. (4). The distance-awareness property
is achieved by replacing the conventional dense output layer
of neural network with an approximate Gaussian process (GP).
Consequently, the magnitude of the distance in the latent space
is translated into the corresponding predictive variance (i.e.
predictive uncertainty) accordingly.

We quantitatively compare the performance of the proposed
method against MC dropout and deep ensembles across three
levels of distributional shift. Furthermore, we establish an
uncertainty-informed risk assessment and management strategy
to safeguard the DNN’s applications. Our contributions are
summarized as follows,

1) We consider a real-world classification problem in three
scenarios (i.e., no distribution shift, distributional shift,
and OOD) to mimic the potentially varying levels of
open-world novelty. This setup allows us to illustrate
the emerging risks that DNN models commonly face in
practice.

2) We compare the performance of three UQ methods re-
garding the quality of UQ estimations and classification
accuracy. A quantitative metric is introduced to assess
the correlation between the estimated uncertainty and the
degree of distributional shift. We empirically demonstrate
that the proposed method not only achieves comparable
predictive accuracy, but produces more consistent and
reliable uncertainty estimations.

3) We reveal the high-quality UQ of the proposed method
by uncovering the crucial role of distance preserving dur-
ing feature transformation in uncertainty estimation. The
Pearson correlation coefficient and the average predictive
uncertainty are two metrics to evaluate the quality of es-
timated uncertainty across the three considered scenarios.

4) We develop an uncertainty-informed risk assessment and
management strategy based on Younden’s index to divide
the uncertainty to quantify the risks in consideration of
the specific scenario and its consequences. By establishing
proper uncertainty thresholds, the uncertainty and its asso-
ciated risk are well understood, and corresponding actions
can be taken according to decision-makers’ evaluations.

The rest of the paper is organized as follows. Section II sum-

marizes the differences and similarities of uncertainty in the
traditional risk analysis field and the context of DNNs. Section
III briefly describes the two considered uncertainty sources in
the open-world setting, introduces the underlying logic behind
the SNGP approach in detail, and presents the uncertainty-
informed risk management strategy. Section IV describes the
datasets and MC dropout and deep ensemble approaches for
computational study, and analyzes the performance of each
method. Section IV-E explicates the utilization of uncertainty-
informed risk assessment and management strategy based on
Youden’s index. Section V ends this paper with conclusions
and future work.

II. UNCERTAINTY MODELING

Uncertainty has played a central role in the definition,
quantification, and assessment of risk over the past decades [21,
22]. Measuring and quantifying uncertainty is vital for the
sound risk assessment and management in high-stakes ap-
plications. We adopt the definition of uncertainty from The
Society for Risk Analysis (SRA): ”Imperfect or incomplete
information/knowledge about a hypothesis, a quantity, or the
occurrence of an event” [19]. Based on this definition, we
elaborate on the similarities and differences of uncertainty from
four aspects - uncertainty types, sources, modeling methods,
and applications - in the traditional risk analysis domain and
the uncertainty instantiations in the DNN context.

In risk analysis, uncertainty is typically categorized into
epistemic and aleatoric (stochastic) uncertainty. In essence,
epistemic uncertainty refers to ”incomplete knowledge about
a hypothesis, a quantify, and the occurrence of an event” [19]
while aleatoric uncertainty arises from the ”variation of quanti-
ties in a population of units (commonly represented/described
by a probability model” [19]. To model these heterogeneous
uncertainties, various methods have been developed in the
literature. It is well-accepted that probability is the most fun-
damental theory used to measure and quantify the uncertainty
in risk analysis. Following this, three different interpretations
of probability - classical, frequentist, and subjective (judgment,
knowledge-based) probabilities - have been applied to express
and quantify the uncertainty [19, 21]. In addition to the
probability methods, interval probability and fuzzy probability
have also been adopted to model the uncertainty [18, 45].

In contrast, in the DNN field, uncertainty sources are often
analyzed from the epistemic (model) and aleatoric (data)
perspectives. Epistemic uncertainty arises from four primary
sources: (i) uncertainty in the model structure, (ii) uncertainty
introduced during the training procedure, (iii) variability in
real-world environments such as distribution shifts, and (iv)
uncertainty caused by unknown or OOD inputs [9]. Because
DNNs depend heavily on the training distribution, they lack
the knowledge to correctly interpret inputs that deviate from
it. As a result, distributional shifts or OOD samples can lead
to degraded or overconfident predictions. Data uncertainty
refers to the inherent noise in the data and, unlike epistemic
uncertainty, is irreducible. Owing to the complexity, data
dependency, and adaptability mentioned earlier in Section I,
existing treatments for uncertainty modeling in the context
of traditional risk analysis are inapplicable to DNNs. In the
context of DNNs, Bayesian, ensemble, and single network
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TABLE I
COMPARISON OF UNCERTAINTY MODELING IN TRADITIONAL RISK ANALYSIS AND DNN CONTEXTS

Description Uncertainty modeling DifferenceIn traditional risk analysis In deep neural networks

Category Epistemic uncertainty, aleatoric (stochastic) uncertainty Model (epistemic) uncertainty and data (aleatoric) uncertainty No

Source

Epistemic uncertainty: ”incomplete knowledge about a hypothesis, a
quantity, or the occurrence of an event” [19]; Aleatoric uncertainty:
”variation of quantities in a population of units (commonly repre-
sented/described by a probability model)” [19]

Epistemic (model) uncertainty: incomplete knowledge about the model
(e.g., model structure and training procedure), variability in real world
situations (e.g., distribution shift), and unknown data (e.g., out-of-
distribution) Aleatoric (data) uncertainty: imprecise measurement system
(e.g., imprecise sensors)

No

Quantitative method Probabilistic analysis, fuzzy approach, probability interval, etc [45, 47] Ensemble methods, Bayesian methods, single network deterministic
methods, etc [9, 37, 48] Yes

Application Nuclear industry, occupation health and safety, infrastructure systems,
security and defense, supply chain management, etc.

Medical image analysis, robotics, autonomous vehicle control, fraud
detection, etc. Yes

deterministic methods are common approaches adopted to
measure and quantify the predictive uncertainty. In Bayesian
methods, we obtain distributions over model parameters rather
than point estimates, then propagate these to produce predictive
distributions whose variance quantifies uncertainty. Since exact
Bayesian inference is intractable, deep ensembles approximate
this by training multiple identical architectures independently
and using the variance of their aggregated predictions as
uncertainty estimates. Alternatively, single-model deterministic
methods achieve uncertainty quantification in one forward pass
through techniques like distance preservation, GP, and prior
networks [9, 14, 42, 46].

From an application standpoint, traditional risk analysis
methods for UQ are primarily used in domains such as nuclear
safety, engineering, infrastructure systems, and occupational
health. In contrast, UQ methods developed for DNNs are typi-
cally applied to areas like medical image analysis, robotics, and
autonomous systems. Table I provides a structured comparison
of the major differences between these two domains in terms
of uncertainty categories, sources, quantitative methods, and
application areas.

III. PROPOSED METHODOLOGY

This section introduces the concepts of distribution shift and
OOD inputs, followed by a detailed description of the SNGP
method for UQ. It then explains how the resulting uncertainty
estimates are used to build uncertainty-informed deep learning
models and manage risks in open-world environments.

A. Distribution Shift and Out-of-Distribution

By definition, the distribution shift refers to the mismatch
between the training and production data (i.e., test data) [33].
Fig. 1 illustrates the relationship between the training data,
distribution shift, and OOD. As can be seen, the distribution
of training data and distributional shifts are different in terms
of the basic distribution characteristics, such as modes, dis-
tribution shape, variance, etc. Here, we view OOD as a com-
pletely different distribution from the training data distribution.
Compared to the distribution shift, OOD is farther away from
the training data distribution. In particular, the OOD does not
overlap with the training data distribution. As reflected by the
overlap between the training data and the distribution shift, the
distribution shift only happens to some features and instances,
but not all the features and instances.

DNN models generally perform the best on the non-shift
distribution data (i.e., i.i.d) and the worst on the OOD. The
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Fig. 1. A schematic diagram to illustrate distribution shift and OOD

larger the distributional shift, the poorer the model’s prediction
performance. Suppose inputs and target variables are denoted
by X = {x1,x2, · · · ,xn} and Y = {y1, y2, · · · , yn}, where
n denotes the number of data points, xi

(
xi ∈ Rd, 1 ≤ i ≤ n

)
denotes the d-dimensional features associated with the i-th
sample while yi denotes the target corresponding to xi, and
xi ∼ X , yi ∼ Y . Mathematically, the independently and
identically joint distribution of X and Y can be expressed as
follows:

PTest(X ,Y) = PTrain(X ,Y) (1)

The distribution shift denotes the mismatch between the
distributions of training data and the testing data. It can be
mathematically defined as below [49]:

PTest(X ) ̸= PTrain(X ) and PTest(Y) = PTrain(Y) (2)

For the OOD, we define it as follows:

PTest(X ) ̸= PTrain(X ) and PTest(Y) ̸= PTrain(Y) (3)

In OOD cases, where PTest(Y) ̸= PTrain(Y), the model has
no knowledge of the true labels, as they lie outside the support
of the training distribution. As a result, its predictions become
unreliable and incorrect.

B. Uncertainty Quantification

We describe the SNGP method for UQ, highlighting its two
key features that enable distance-preserving representations
and distance-aware uncertainty estimation. SNGP seamlessly
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Fig. 2. A schematic illustration for distance-aware uncertainty quantification for DNN model

integrates with existing DNNs by combining the feature ex-
traction capability of NNs with the distance-aware uncertainty
estimates of GP. Architecturally, SNGP employs a standard NN
as a feature extractor, followed by a Random Fourier Features
(RFF)-based approximation to GP. This architecture enables
SNGP not only to harness the powerful representation learning
ability of NNs but also to provide an estimate of the uncertainty
associated with the model predictions. Specifically, the uncer-
tainty is captured as the predicted variance generated by the
RFF-based GP layer. Importantly, the spectral normalization
constraint ensures that feature representations learned by NNs
are sensitive to input variations and capable of generalizing
effectively due to the enforced smoothness [50]. As shown in
Fig. 2, SNGP makes two critical changes to the regular neural
network: adding spectral normalization on the weights of each
hidden layer to make the feature mapping distance-preserving;
replacing the traditional dense output layer with a GP to make
the quantified uncertainty distance-sensitive. Note that RFF is
adopted to approximate the GP kernel function in order to make
the computation scalable [51]. These two prerequisites enable
deep learning models to express uncertainty as a function of
the distance between the training data and test samples in a
principled way.

1) Distance Preserving with Spectral Normalization: Dis-
tance preserving entails that the distances between any pair
of data points are maintained after they go through multiple
transformations by the hidden layers in the DNN model, see
h1, h2, · · · , hL−1 in Fig. 2. This enables the distances in the
hidden space to have a meaningful correspondence to the
distance in the input space. However, this distance-preserving
property is usually not guaranteed for regular DNN models,
which leads to a detrimental phenomenon known as feature
collapse in neural network [52].

By applying spectral normalization over the weights of each
hidden layer, the distance in the input space can be preserved

in the hidden space appropriately. Consider a given input
x, the hidden mapping function h(x), the output layer g, a
deep learning classification model can simply be expressed as
logit(x) = g ◦ h(x). In this equation, the function h(x) maps
the input x into the representation h(x) in the latent space,
and the output layer g maps the h(x) into the corresponding
label. Given test samples x′, the bi-Lipschitz condition in Eq.
(4) needs to be satisfied to ensure that the distances in the
hidden space ∥h(x)−h(x′)∥H have a strong correlation to the
distances in the input space ∥x − x′∥X [42]. Mathematically,
the mapping h(x) should satisfy the bi-Lipschitz defined as
follows [53]:

L1 ∗ ∥x− x′∥X ≤ ∥h(x)− h(x′)∥H ≤ L2∗∥x− x′∥X (4)

where L1 and L2 are positive lower and upper bounds (0 <
L1 < 1 < L2) imposed on the Lipschitz constant of the feature
extractor h (·), i.e., h(x) is the distance preserving function.

To this end, we apply spectral normalization over the weights
of each hidden layer so that the distances in the hidden space
have a corresponding relation to the distances in the input
space. In spectral normalization, we set the spectral norm
(i.e., the largest singular value) on each hidden weight matrix
{Wl}L−1

l=1 to less than 1, which is sufficient to ensure the hidden
mapping h(x) is distance preserving. We adopt the power
iteration method to estimate the spectral norm λ̂ ≈ ||Wl||2 at
every training step, and the spectral normalization on hidden
layer weights Wl can be expressed as follows [54, 55]:

Wl =

{
c ∗Wl/λ̂ if c < λ̂

Wl otherwise
(5)

where c > 0 is employed to fine-tune the spectral upper bound
on ||Wl||2 and to ensure ||Wl||2 ≤ c.

2) Distance-Aware Uncertainty Estimation: To incorporate
distance awareness into the output layer g : h → Y , the
SNGP replaces the standard dense output layer with GP.
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In the GP, the level of uncertainty at the test point x′ is
determined by its distance from the training data in the
hidden space. Given N training samples D = {yi,xi}Ni=1

and the penultimate layer hi = h(xi), the output layer of
the GP gN×1 =

[
g(h1), . . . , g(hN )

]T
is assumed to follow

a multivariate normal prior distribution:

gN×1 ∼ MVN(0N×1,KN×N )

where Ki,j = exp

(
−||hi − hj ||22

2

)
(6)

According to the Bayes’ theorem, the posterior distribution
is calculated as p(g|D) ∝ p(D|g) · p(g). The p(g) represents
the prior of the GP described in Eq. (6). The p(D|g) is the
data likelihood indicating the probability of seeing the observed
data D given the parameters g. However, inferring the exact
GP posterior involves a high computational complexity of
O(N3) due to the need to invert the N ×N kernel matrix K,
which can be problematic when handling large datasets. As a
consequence, we adopt the RFF method to approximate the
kernel function[51]. The RFF-based approach results in a low-
rank approximation of the kernel matrix, denoted as K = ΦΦT

using random features [51]:

gN×1 ∼ MVN(0N×1,ΦΦT
N×N )

where Φi,DL×1 =
√

2/DL ∗ cos(WLhi + bL)
(7)

where hi = h(xi) represents the hidden representation in
the hidden layer hL−1 with a dimension of DL−1. Φi is
the penultimate layer with dimension DL, which consists
of WL and bL, shown in Eq. (7). The WL is a fixed
weight matrix with dimensions DL × DL−1, and its entries
are generated independently and identically randomly from a
normal distribution with a mean of 0 and a standard deviation
of 1, W ∼ N (0, 1). Additionally, the bL is a fixed bias
term with dimensions DL×1, and its entries are independently
sampled from a uniform distribution ranging between 0 and
2π, bL ∼ Uniform(0, 2π).

Consequently, the RFF approximation to the GP prior in Eq.
(7) for the k-th logit can be represented as a neural network
layer. This layer has fixed hidden weights WL and fixed biases
bL, and the output weights denoted as βk that can be learned:

gk(hi) =
√
2/DL ∗ cos(WLhi + bL)

⊤βk

with prior βk,DL×1 ∼ N (0, IDL×DL
)

(8)

With the RFF approximation, conditional on the h(x),
β = {βk}Kk=1 is the only trainable parameter in the model.
Consequently, the RFF approximation in Eq. (8) transforms an
infinite-dimensional GP into a finite Bayesian linear model. β
together with the weights and bias in the L− 1 hidden layers
constitute the trainable parameters of the entire neural network.
These parameters are trained to minimize the cross-entropy loss
in the classification problem.

C. Uncertainty-Informed Risk Management

In real-world applications, DNN models are expected to
accurately express the uncertainty associated with their predic-
tions, especially when facing common open-world novelties,
such as distribution shifts and OOD. Accurate and reliable
predictive uncertainty estimations enable decision-makers to

quantitatively know the potential risks involved in the decision-
making under a certain scenario. Since we have limited control
over what is fed into the deployed model, uncertainties such
as distributional shifts arising from the constantly changing
external environment pose significant risks to the model’s
predictions [56].

Performance of the deployed model might deteriorate over
time and generate unreliable predictions due to variations in
the underlying data distributions. Note that risk is reflected in
the uncertainty regarding its associated consequences under a
certain scenario [17, 26]. As shown in Fig. 3, we establish a
unified uncertainty-informed risk assessment and management
strategy to safeguard the DNN’s applications in the presence of
the two emerging uncertainties in the open environment - dis-
tribution shift and OOD. Specifically, for these three common
data scenarios, we derive customized uncertainty thresholds
(i.e. low and high uncertainty) to determine the degree of
uncertainty in the model prediction for a specific sample.
(1) The low uncertainty threshold Ul is selected using the
Youden’s Index, which minimizes the classification error on the
validation set (shown as the upper-right subplot). In the subplot,
the vertical dotted line marks the threshold separating low- and
high-uncertainty regions for in-distribution data, whereas the
dashed curve traces the corresponding Youden’s Index values.
(2) The high uncertainty threshold Uh is determined as the
maximum predictive uncertainty on the normal validation data.
(3) The medium uncertainty is an interval formed by the low
uncertainty Ul and the high uncertainty Uh. Thus, we obtain
three uncertainty intervals (i.e., (0, Ul], (Ul, Uh), [Uh, ∞]) to
assess the predictive uncertainties estimated by the deployed
model on unobserved data.

Furthermore, the three uncertainty intervals serve to inform
what actions to take next (i.e. trust model or human interven-
tion) considering decision-makers’ review and judgment (e.g.,
value-based and policy-related considerations) in a certain
scenario. For example, in an objection identification problem, if
the predictive uncertainty is less than the Ul and its associated
consequences are affordable, we can choose to trust the model
prediction in order to reduce the workload. In contrast, for
a cancer diagnosis system, if the predictive uncertainty falls
within the interval (Ul, Uh) or even [Uh, ∞], such a case
should be flagged and passed over to medical experts for further
examination. This is because the consequences of a wrong
cancer diagnosis are unacceptable.

Such a risk-informed strategy combines human knowledge
and the DNN model to make better decisions. This con-
tributes to building more trustworthy and safe DNN models. If
decision-makers understand the consequences associated with
the decisions, predictive uncertainty can be a valuable indicator
to increase the decision-makers’ awareness of the underlying
risk. Consequently, the decision-makers can take necessary
actions to alleviate and manage the risk. In addition, the
estimated uncertainty also can signal when to update and refine
the deployed model. For instance, if the predictions of the DNN
model with high uncertainties appear many times, such a case
could trigger the retraining of the deployed model. In contrast,
the standard DNN models are unable to provide such valuable
information to manage these emerging risks and trigger the
model update. Section IV-E will provide a concrete example



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 vii

Distribution Shift

Out-of-Distribution

In-Domain Distribution

Data

Uncertainty-informed decision-making

Low
Uncertainty

Medium
Uncertainty

High
Uncertainty

Human
InterventionTrust Model

Consequence

Uncertainty-aware deep learning with SNGP

(0, 𝑈! ] [𝑈" , ∞ )(𝑈! , 𝑈"]

Input

𝑥 ⟶ ℎ 𝑥 ℎ 𝑥 ⟶ Φ ℎ 𝑥 ⟶ 𝑦

Low-confidenceHigh-confidence

Correct
Incorrect

Uncertainty

D
en
sit
y

Youden’s Index

Threshold

…

… … …

Input layer Hidden layers Output layer

h1 h2 hL-1…x

Input 1

Input 2

Input n

Distance-preserving learning
with spectral normalization

…

…

!(hi)RFF Learnable
weights

RFF-based GP for distance-aware 
uncertainty estimate

WL~ N(0, 1)
bL ~ Uniform(0, 2!)

!
"!
∗ cos(-WLhi+bL)

##,"!

Fig. 3. Illustration of uncertainty-informed risk assessment and management of deep learning models under distribution shift and Out-of-Distribution [57]

to demonstrate the uncertainty-informed risk assessment and
management strategy.

IV. CASE STUDY

In this section, we perform two case studies to compare the
prediction accuracy and the quality of the uncertainty estimated
by the proposed method against MC dropout and deep ensem-
bles. In addition, using the Diabetes example, we demonstrate
how the estimated uncertainty facilitates risk assessment and
management of deep learning models in practice.

A. Dataset Description

Diabetes is a chronic disease that affects about 38 million
U.S. adults. In addition, approximately 98 million adults have
prediabetes. Diabetes affects the human body in turning food
into energy and also leads to other health issues, such as
stroke, kidney failure, heart disease, etc, and even death. The
economic cost of diabetes is substantial. For example, the cost
of diagnosed diabetes in 2017 was around $327 million [58].
Early detection of diabetes has a significant impact by allowing
for early medical intervention and potentially reducing the
prevalence of the disease [31]. Prediabetes also has significant
impacts both on health outcomes and quality of life, and early
detection can help identify prediabetic individuals [58].

The applications of AI technologies in the treatment and
study of diabetes have been extensively investigated in fun-
damental biomedical research, applied research, and clinical
practice [59–61]. These technologies are helpful in the predic-
tion of diabetes onset, management of risk factors, screening,
automatic diet monitoring, etc. The predictive uncertainty can
help decide whether to trust the model’s prediction or take
extra measures. Consequently, it can reduce and even avoid
incorrect diagnoses. This will facilitate appropriately allocating
health resources and reducing medical costs. More importantly,
it also helps mitigate and avoid unnecessary physical and

mental health pressure for a healthy person caused by a wrong
diagnosis.

This paper considers a real-world binary classification task
using diabetes data collected and published by the Centers for
Disease Control and Prevention (CDC) [62]. Based on the data,
Gardner et al. [31] extracted a set of features related to diabetes
(e.g., general physical health, BMI/obesity, and demographic
indicators) to develop a distribution shift benchmark termed
as TableShift. To study the model’s robustness to the distribu-
tion shift, they partition the data by race/ethnicity, where they
utilize the “White non-Hispanic” individuals as the training
data and all other race/ethnicity as the testing data. This is
because all other race-ethnicity groups have a higher risk than
“White non-Hispanic” individuals [62].

We fetch the data diabetes from the distribution shift bench-
mark. As Fig. 4 shows, we consider three different types of
data for testing purpose, namely normal, shift, and OOD, to
validate the performance of the developed model in UQ and
classification accuracy. Apart from the OOD, all the datasets
are drawn from the benchmark. We construct the OOD data
based on the heart attack data by adding some trivial artifi-
cial features. More detailed information about the benchmark
TableShift and data diabetes can be found in Ref. [31].

In addition to the diabetes dataset, we also evaluate the
proposed method on the MNIST handwritten digit dataset [63]
to assess its effectiveness when applied to convolutional neural
networks (CNNs). We follow the method in Ref. [36] to create
the shifted and OOD data by rotating the images and rolling
the image pixel value in the normal test data.

B. Benchmark UQ Methods

1) Monte Carlo dropout: The MC dropout randomly drops
a certain percentage of neurons during inferencing to gen-
erate a distribution of predictions. The posterior predictive
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Fig. 4. Experimental setup. Models are trained on the data ”Train” from
the data diabetes. Predictions are made for three different test sets: (1) Normal
test; (2) Distribution shift test; (3) Out-of-Distribution test.

distribution is approximated as follows [11]:

p(y∗|x∗, D) =

∫
p(y∗|x∗, θ) · p(θ|D) dθ

≈ 1

N

N∑
n=1

p(y∗|x∗, θ(n))

(9)

where D refers to the training data, x∗ indicates the test
sample, N means the number of forward passes with MC
dropout, and θ(n) indicates the i-th model’s parameters.
The posterior distribution is approximated by combining
the outputs from N multiple forward passes. The variance
of N predictions is used to model the predictive uncertainty.

2) Deep ensembles: In deep ensembles, multiple models
with the same architecture are trained independently and
then their predictions are combined together to estimate
the predictive uncertainty[10]. Note that these models are
trained with different configurations, such as parameter
initialization and dataset splitting. The M predictions are
combined to form a mixture distribution [11]:

p(y∗|x∗) ≈ 1

M

M∑
m=1

p(y∗|x∗, θm) (10)

where θm is the m-th independent model’s parameters. The
variance of these M predictions can be used to measure the
uncertainty.

C. Performance Metrics

1) Classification accuracy: To examine the classification per-
formance of the proposed method, we evaluate the predic-
tion accuracy. This metric is used to benchmark the four
considered methods, including the standard deep learning
model, MC dropout, deep ensembles, and the proposed
method.

2) Correlation coefficient: To assess the consistency and
quality of the estimated uncertainty, we use the Pearson
correlation coefficient to analyze the relationship between
the quantified uncertainty and the hidden distance. The esti-
mated uncertainty is expected to correlated with the degree
of distribution shift. Specifically, as the distribution shift
intensifies, the estimated uncertainty should also increase
to reflect the growing distance between the in-distribution
training data and the shifted data. Since the true uncertainty

is unknown, the consistency of a model’s estimated uncer-
tainty becomes a key criterion for evaluating its quality.
The predictive uncertainty should increase accordingly as
the degree of distributional shift grows. Therefore, accurate
and reliable uncertainty estimations are anticipated to align
well with the distances between the training data and testing
samples. Mathematically, we have the Pearson correlation
coefficient r defined as [64]:

r =

∑n
i=1(σi − σ̄)(di − d̄)√∑n
i=1(σi − σ̄)2(di − d̄)2

(11)

where σi and di indicate the predictive uncertainty (i.e.,
variance) and the corresponding distance indexed with i, σ̄
and d̄ are the mean of σ and d, respectively, and n is the
total number of samples.

3) Mean uncertainty: The average prediction uncertainty
across normal, shift, and OOD scenarios serves as an
additional evaluation metric and helps address potential bi-
ases associated with the correlation coefficient. This metric
offers an independent assessment of the consistency and
reliability of our uncertainty estimates when the input data
distribution changes. It offers an additional perspective on
the quality of uncertainty estimation, complementing the
insights obtained from the correlation with hidden distances.

D. Performance Comparison

We consider four methods - standard NN (no UQ capability),
MC dropout, deep ensembles, and the proposed method - in the
following computational study. Note that they have an identical
residual neural network (ResNet) and CNN architectures for
the two classification problems. Regarding the binary classi-
fication problem, the ResNet has 3 hidden layers, with each
hidden layer consisting of 128 hidden units, a ReLU activation
function, and a dropout rate of 0.1. The RestNet is trained
to minimize the binary cross-entropy loss using the Adam
optimizer with a learning rate of 10−4 and a batch size of 512
for 100 epochs. For the deep ensembles, 5 individual models
are trained independently, and they produce 5 individual pre-
dictions for each test sample. In addition, we keep the same
data setting from the distribution shift benchmark TableShift
for the four considered methods [31]. Similarly, for the image
data, the parameters on the CNN are kept the same across the
four methods.

We compare the performance of the four considered meth-
ods from two aspects: classification accuracy and quality of
estimated uncertainty. Note that variance is employed as an
indicator of the predictive uncertainty of each method in the
rest of the paper. In addition, the values of estimated uncer-
tainty reported in Tables II and III are the average values under
different shifts. Note the difference between the distributions of
the shift test and the normal test is insignificant since only one
feature race among 21 features is considered shifted [31]. Thus,
we magnify the distances between the in-domain distribution
and distributional shifts by adding Gaussian noises in the
distribution shift and OOD. Such modification will highlight
the distance-aware property of the proposed method.

Tables II and III summarize the performance of the four
methods in terms of the predictive accuracy and the estimated
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TABLE II
PERFORMANCE COMPARISON IN CLASSIFICATION ACCURACY AND QUALITY OF ESTIMATED UNCERTAINTY ON DATASET DIABETES

Scenario Classification accuracy Estimated uncertainty
Standard DNN ↑ MC dropout ↑ Deep ensembles ↑ Proposed method ↑ MC dropout Deep ensembles Proposed method

Non-shift 0.8735 0.8735 0.8733 0.8735 0.0006 0.0007 0.0085
Shift 0.8285 0.8291 0.8299 0.8291 0.0012 0.0046 0.0407
OOD ∗ ∗ ∗ ∗ 0.0003 0.0032 0.0598

TABLE III
PERFORMANCE COMPARISON IN CLASSIFICATION ACCURACY AND QUALITY OF ESTIMATED UNCERTAINTY ON MNIST

Scenario Classification accuracy Estimated uncertainty
Standard DNN↑ MC dropout↑ Deep ensembles↑ Proposed method↑ MC dropout Deep ensembles Proposed method

Non-shift 0.9918 0.9914 0.9939 0.9920 1.9757 2.0393 0.0048
Shift 0.5515 0.5898 0.6721 0.5818 1.5648 1.9661 0.0088
OOD ∗ ∗ ∗ ∗ 1.5153 1.7324 0.0102

TABLE IV
COMPARISON OF UNCERTAINTY ESTIMATION QUALITY USING NLL, BRIER, AND ECE ON THE MNIST DATASET

Scenario Model Metric
NLL ↓ Brier ↓ ECE ↓

Non-shift

Standard DNN 0.0304± 0.0043 0.0135± 0.0017 0.0047± 0.0008
MC dropout 0.0284± 0.0039 0.0136± 0.0018 0.0025± 0.0006

Deep ensembles 0.0169± 0.0007 0.0089± 0.0004 0.0020± 0.0004
Proposed method 0.0252± 0.0023 0.0115± 0.0011 0.0021± 0.0006

MC dropout (SNGP) 0.0272± 0.0021 0.0120± 0.0010 0.0046± 0.0007
Deep ensembles (SNGP) 0.0170± 0.0003 0.0081± 0.0001 0.0034± 0.0001

Shift

Standard DNN 2.3450± 0.2808 0.6368± 0.0600 0.2703± 0.0292
MC dropout 2.0305± 0.2352 0.6005± 0.0548 0.2141± 0.0281

Deep ensembles 1.3598± 0.0495 0.4878± 0.0109 0.1097± 0.0050
Proposed method 1.1605± 0.1004 0.4792± 0.0379 0.1618± 0.0188

MC dropout (SNGP) 1.0699± 0.0865 0.4619± 0.0346 0.1078± 0.0184
Deep ensembles (SNGP) 0.8375± 0.0192 0.3792± 0.0076 0.0443± 0.0078

TABLE V
RESULTS OF ONE-SIDED PAIRED T-TEST (SIGNIFICANCE THRESHOLD p < 0.005) FOR NLL, BRIER SCORE, AND ECE COMPARING

THE PROPOSED METHOD AGAINST BASELINES UNDER NON-SHIFT AND SHIFT SCENARIOS

Scenario Baseline Comparison P-value
NLL Brier ECE

Non-shift

Standard DNN Proposed method < 0.001 < 0.001 < 0.001
MC dropout Proposed method 0.0036 < 0.001 0.029
MC dropout MC dropout (SNGP) 0.126 < 0.001 1.000
Deep ensembles Deep ensembles (SNGP) 0.618 0.007 0.999

Shift

Standard DNN Proposed method < 0.001 < 0.001 < 0.001
MC dropout Proposed method < 0.001 < 0.001 < 0.001
MC dropout MC dropout (SNGP) < 0.001 < 0.001 < 0.001
Deep ensembles Deep ensembles (SNGP) < 0.001 < 0.001 < 0.001

uncertainty. Clearly, the proposed method not only achieves
comparable prediction accuracy, but also produces consistent
uncertainty estimates. The predictive uncertainty grows as the
degree of distributional shift grows. By contrast, the predictive
uncertainties of the other two methods decrease on OOD data,
indicating that we cannot rely on their uncertainty estimates to
detect OOD data. Under the three considered scenarios, each
method’s estimated uncertainty varies. To further investigate
this issue, we visualize the histograms of predictive variance
estimated by the three methods in Fig. 5. As can be seen,
the proposed method accurately distinguishes among the three
data scenarios and effectively reflects these differences in its
estimated uncertainties. Clearly, there is a distinct separation

between the normal, distribution shift, and OOD data in the
uncertainty estimated by the proposed method. However, MC
dropout and deep ensembles fail to separate the three data
scenarios as the estimated uncertainties are mixed up together.

In addition, we evaluate the quality of uncertainty esti-
mates of these methods on both the non-shift and shifted
MNIST datasets using three established metrics—Negative
Log-Likelihood (NLL), Brier score, and Expected Calibration
Error (ECE)—as summarized in Table IV. Specifically, we train
20 standard DNNs and 20 instances of the developed models,
using identical dataset splits and initializing each model with
the same seed for each independent run. For both the standard
DNN and the proposed method, we report the mean and
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standard deviation of the NLL, Brier score, and ECE values
across the 20 independent runs. For MC dropout, each model
randomly drops 10% of units during model inference, and the
predictive mean is estimated by averaging over five stochastic
dropout-enabled forward passes. We repeat this procedure
across the twenty independently trained models to derive the
mean and standard deviation for each method. For ensembles,
we constructed five ensembles using bootstrap sampling, with
each ensemble consisting of ten independently trained models.
We report the mean and standard deviation of model perfor-
mance across these five ensembles. We further evaluate the
statistical significance of the performance differences using a
paired t-test, as reported in Table V. It should be noted that
p < 0.001 demonstrates that our proposed method achieves
statistically significant improvements over the baseline. Based
on the computational results presented in these two tables,
we draw the following conclusions regarding predictive per-
formance and the calibration quality of uncertainty estimation.

• Proposed method vs. standard baselines
– Non-shift setting: The proposed method outperforms the

standard DNN and MC dropout across all evaluation
metrics, while it exhibits a slightly higher NLL and Brier
score and comparable ECE relative to deep ensembles. For
example, compared to the standard DNN, the proposed
method achieves a lower NLL (0.0252 vs. 0.0304), Brier
score (0.0115 vs. 0.0135), and ECE (0.0021 vs. 0.0047),
with all improvements being statistically significant (p <
0.001). Compared to deep ensembles, however, it shows a
slightly higher NLL (0.0252 vs. 0.0169) and Brier score
(0.0115 vs. 0.0089), with a comparable ECE value (0.0021
vs. 0.0020).

– Shift setting: The proposed method outperforms both
the standard DNN and MC dropout across all metrics,
with all improvements being statistically significant (p-
value<0.001). Compared to deep ensembles, it achieves
slightly lower Brier (0.4792 vs. 0.4878) and NLL (1.1605
vs. 1.3598), but higher ECE (0.1618 vs. 0.1097), reflecting
a trade-off between accuracy and calibration.

Beyond the single-model variant, our proposed method can
be seamlessly integrated with MC dropout and deep ensembles.
As a result, we further compare the MC dropout and ensemble
variants of SNGP against their respective counterparts.

• MC dropout and ensembles of SNGP vs. their respective
counterparts
– Non-shift setting: The SNGP-based MC dropout and deep

ensemble achieve modest improvements in NLL and Brier
scores over their baselines, but both incur higher ECE.
For example, the SNGP-based MC dropout significantly
reduces the Brier score (0.0120 vs. 0.0136, p < 0.001),
and the SNGP-based deep ensemble also achieves a signif-
icantly lower Brier score (0.0081 vs. 0.0089, p = 0.007).

– Shift setting: Both SNGP-based MC dropout and en-
semble variants significantly outperform their counterparts
across all evaluation metrics. Specifically, SNGP-based
MC dropout improves in NLL (1.0699 vs. 2.0305), Brier
(0.4619 vs. 0.6005), and ECE (0.1078 vs. 0.2141), all
with p-value<0.001. The SNGP-based deep ensemble
demonstrates the strongest overall performance, with sub-

stantial improvement in NLL (0.8375 vs. 1.3598), Brier
(0.3792 vs. 0.4878), and ECE (0.0443 vs. 0.1097), all p-
value<0.001.

In summary, these computational findings show that our
proposed method achieves statistically significant improve-
ments over both the standard DNN and MC dropout in the
non-shift setting, with its advantages becoming even more
pronounced under distribution shift. Importantly, the proposed
method delivers performance comparable to deep ensembles
while avoiding their heavy computational overhead. Requiring
only a single forward pass, our method offers a scalable and
computationally efficient solution for uncertainty estimation
in practical settings. Moreover, the proposed method can be
readily integrated with MC dropout and deep ensembles,
resulting in superior performance compared to their standard
counterparts. In addition, our approach reliably estimates the
uncertainty for detecting OOD inputs - where ground-truth
labels are unavailable and NLL, Brier, and ECE cannot be
computed - highlighting its practical value for real-world
deployment.

TABLE VI
PEARSON CORRELATION COEFFICIENT BETWEEN THE HIDDEN DISTANCE

AND ESTIMATED VARIANCE ON DIABETES

Scenario Pearson correlation coefficient
Standard DNN MC dropout ↑ Deep ensembles↑ Proposed method↑

Non-shift ∗ 0.077 0.205 0.897
Shift ∗ 0.038 0.089 0.903
OOD ∗ −0.198 −0.083 0.803

Overall ∗ 0.076 0.265 0.982

TABLE VII
PEARSON CORRELATION COEFFICIENT BETWEEN THE HIDDEN DISTANCE

AND ESTIMATED VARIANCE ON DATASET MNSIT

Scenario Pearson correlation coefficient
Standard DNN MC dropout↑ Deep ensembles↑ Proposed method↑

Non-shift ∗ 0.641 0.612 0.802
Shift ∗ 0.614 0.463 0.868
OOD ∗ 0.603 0.470 0.908

Overall ∗ 0.654 0.536 0.850

TABLE VIII
TRAINING TIME ON TWO DIFFERENT DATASETS

Time(s) Training time on two different datasets
Standard DNN↓ MC dropout↓ Deep ensembles↓ Proposed method ↓

Diabetes 20.35 20.35 93.24 27.65
MNIST 24.53 24.53 105.44 24.89

Table VI and VII present the Pearson correlation coefficients
between hidden distances and estimated uncertainties across
three data scenarios for each method. The hidden distance is the
distance between the hidden representations of normal test data,
shifted data, and OOD data, relative to their corresponding
hidden representations of training data for each method. For
example, to calculate the hidden distances between the training
data and the shifted data for the proposed method: 1) we first
derive the hidden representations of the training data using the
proposed method; 2) we derive the hidden representations of
the shifted data using the same method; 3) for each shifted
data instance, we calculate its average Euclidean distance
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Fig. 5. Histogram of estimated variances

from the 10 nearest samples from the training data in the
latent space. Note that we compute the input distance only
for the tabular data to understand the relationship between the
distributions of the input space distances and their associated
hidden distances for each method. The input space distance,
defined as the Euclidean distance between the training data
and testing samples (e.g., normal, shifted, and OOD samples),
is calculated without applying any feature extraction. Similar
to the calculation of hidden distances, the final input distance
for each testing sample is determined as the mean of the 10
samples with the nearest distances to the training data, as
shown in Fig. 7(a).

Each column in Tables VI and VII displays the correlation
between the hidden distance and the estimated uncertainty
specific to that scenario. The last row (i.e., overall) reports
the correlation across all three scenarios for each method. The
proposed method achieves the highest correlation coefficient of
0.982 and 0.850, which suggests that the uncertainty estimated
by the proposed method closely matches the hidden distance
between the test samples and the training data. In fact, the
uncertainty estimated by the proposed method aligns well with
our expectations because it captures variations in the underly-
ing data distribution. Specifically, as the data shift increases,
the estimated uncertainty should rise accordingly to reflect the
growing distance between the test samples and the training
data. Notably, in both distribution shift and OOD settings,
the proposed method consistently achieves significantly higher
correlation coefficients compared to the other two methods
across both datasets, which demonstrates the consistency and
reliability in the UQ performance of the proposed method.
These findings are further illustrated in Fig. 6.

As elaborated earlier in the Section III-B, distance is an
important consideration in estimating the predictive uncertainty
in the proposed method. On the one hand, the proposed method
is able to preserve the distance of the input space in the hidden
space by normalizing each hidden layer’s weights with spectral
normalization. Secondly, it leverages the relative distance in
the hidden space to quantify the uncertainty by replacing the
output layer with an RFF-approximated GP. Nevertheless, MC
dropout and deep ensembles fail to distinguish the differences
with respect to the distance between normal data and shift
and OOD data. In this classification problem, MC dropout
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Fig. 6. Relationship between the hidden distance and estimated variances

and deep ensembles estimate the predictive uncertainty by
measuring the distance between the testing sample and the
classification boundary. Consequently, the correlation between
the hidden distance and the estimated uncertainty of the pro-
posed approach is much higher than the MC dropout and deep
ensembles. The poor performance of MC dropout and the deep
ensembles is attributed to their inability to preserve the relative
distance among data points during data transformations.
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Fig. 7. Comparison of the histogram of distance (i.e. ∥h(x)− h(x′)∥H )

To further verify this point, we compare the histograms of
distance in the input space and the hidden space in Fig. 7. As
it shows, the distance in the input space is well preserved in
the hidden space after multiple transformations by the hidden
layers in the proposed method. As the distributional shift
grows, the associated distances increase. Since the proposed
method is equipped with the distance-preserving property, the
relative distance between the training data and the shift data
is well retained in the hidden space, as shown in Fig. 7.
However, the MC dropout and deep ensembles are not able to
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maintain the distance in a principled and meaningful manner.
By visualizing the distance in the input and hidden space,
we further highlight the critical role of the distance-preserving
property in uncertainty estimation.

Table VIII presents the training time of the four methods on
tabular data (size: 87,230 × 142) and image data (size: 60,000 ×
10). Evidently, the proposed method demonstrates comparable
computational efficiency to the standard neural network. In
contrast, deep ensembles suffer from the highest computational
overhead as they need to train multiple individual models. The
experiment was conducted using an NVIDIA GeForce RTX™
4090. For implementation details and reproducibility materials,
see our code repository at https://github.com/EricXue92/UI.

E. Uncertainty-Informed Risk Management

This section examines the application of UQ for uncertainty-
informed risk assessment and management in diabetes predic-
tion. Since the model development prior to deployment primar-
ily relies on in-distribution data, we first use Youden’s index,
calculated from normal validation data [65], to determine a low
uncertainty threshold Ul. Furthermore, the maximum predictive
uncertainty, Uh, observed in the normal validation data, serves
as a high uncertainty threshold to differentiate between in-
distribution and OOD data.

Formally, Youden’s index J is defined as follows:

J =
TP

TP + FN
+

TN
TN + FP

− 1 (12)

where the first term, TP
TP+FN , represents true positive rate (sen-

sitivity), and the second term, TN
TN+FP , represents true negative

rate (specificity). Youden’s index identifies the point on the
receiver operating characteristic (ROC) curve that maximizes
the trade-off between sensitivity and specificity. By balancing
these two measures, Youden’s index ensures that the chosen
threshold minimizes the misclassification errors. The steps
to calculate in distributionUl associated with the maximum
Youden’s index are as follows:
1) Generate the ROC curve: The ROC curve is generated

by plotting the predictive incorrectness (PI) against the
predictive uncertainties (PU). Given the PI and the PU, the
ROC curve can be computed as:

sfpr, stpr, sthresh = roc curve(PI,PU) (13)

2) Calculate Youden’s index (J): The index is computed as
the difference between the true positive rate (stpr) and the
false positive rate (sfpr):

Ji = stpr,i − sfpr,i (14)

3) Determine the maximum Youden’s index and its corre-
sponding uncertainty threshold: The optimal threshold is
identified by finding the point where J is maximized. The
uncertainty threshold Ul is as follows,

Ul = sthresh

(
argmax

i
Ji

)
(15)

where argmaxi identifies the index i where the difference
stpr,i − sfpr,i is maximized, and sthresh(i) represents the
threshold uncertainty corresponding to this optimal index.

In real-world settings, patient demographics can evolve —
across time or between hospitals — leading to shifts in the
underlying diabetes data distribution. Such shifts introduce
varying levels of uncertainty in DNN predictions. By quan-
tifying these levels, decision-makers can judge when to trust
or question the model’s output. As Fig. 8 shows, the vertical
red dotted line indicates the uncertainty threshold Ul (i.e.
0.010) to distinguish the low and high uncertainty over the
normal validation data. The black line represents the Uh (i.e.
0.034) to differentiate the OOD and in-distribution input. These
two thresholds Ul and Uh enable decision-makers to gain
a quantitative understanding of the uncertainty level and its
potential corresponding uncertainty scenario. Usually, the risks
caused by the OOD data associated with the uncertainty greater
than the Uh are unacceptable as the input is beyond the scope
of the trained model. When the uncertainty falls within the
range [Ul, Uh], the associated risk can be determined according
to the specific situation, e.g., risk tolerance level, potential
consequences, risk policy, etc. Generally, when the uncertainty
is greater than the prescribed threshold Ul, users should be
cautious and examine the particular DNN prediction carefully.
By contrast, if the predictive uncertainty is less than the
threshold Ul, we could choose to trust the model’s prediction
to reduce the workload.
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Fig. 8. Determination of uncertainty thresholds

V. CONCLUSION AND FUTURE WORK

This paper leverages a distance-aware UQ method to esti-
mate predictive uncertainty for DNNs under three scenarios:
no distribution shift, distribution shift, and OOD inputs. We
empirically evaluate classification accuracy and the quality of
the uncertainty estimates against two widely used UQ base-
lines. Unlike these baselines, the proposed approach preserves
pairwise distances throughout the feature transformations pro-
cesses and uses an RFF-based GP to produce distance-sensitive
uncertainty estimates. Consequently, it matches the predictive
performance of standard NNs, MC dropout, and deep ensem-
bles, while delivering more consistent and reliable uncertainty
assessments. The observed correlations among input-space dis-
tances, hidden-space distances, and predictive variances further
validate the importance of distance preservation.

We also demonstrated the value of the unified uncertainty-
informed risk assessment and management strategy through
a diabetes prediction case study. Beyond healthcare, the pro-
posed UQ framework has strong potential in other high-stakes

https://github.com/EricXue92/UI
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applications. For example, in autonomous driving, it can detect
novel or anomalous road conditions not present during training;
in power systems, it can provide reliable uncertainty estimates
for renewable energy generation to support the secure inte-
gration of renewables into the grid. Future work may explore
these application domains more extensively. Additionally, a
deeper examination of the approximation error introduced by
RFF could further improve the fidelity of the uncertainty
estimates [66].
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