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Abstract
Characterized by robust technical anonymity and a conspicuous absence of stringent regulations, the dark side of the 
Internet represent the less illuminated aspects of the digital world. This study analyzed a national survey conducted 
in the United States in November 2020 (N = 702) to understand the relationship between using the dark side of the 
Internet and misinformation beliefs in both public health and political context. With the help of propensity score 
matching and instrumental variables, the results reveal that the users of the dark side of the Internet are more inclined 
to believe the misinformation about the COVID-19 pandemic and the 2020 US Presidential Election. Overall, the 
findings significantly contribute to the existing body of knowledge concerning the social impacts of technologies that 
grant a high level of user anonymity while operating with minimal regulatory oversight.
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Malicious contents on the Internet always need to 
find pathways to percolate and reach its potential 
audience. Built on emerging technology for anony-
mous communication, the dark platform (e.g. 8kun 
imageboard websites) and the Dark Web (e.g. the 
Onion Router (Tor) network) represent the less regu-
lated or unregulated aspects of the Internet. In this 
study, the dark side of the Internet refers to both the 
dark platform (the dark side of the surface Web) and 
the Dark Web (the dark side of the subsurface Web). 
Owing to the robust technical infrastructure ensuring 
a high level of anonymity, the dark side of the 
Internet has played a pivotal role in enabling the 
widespread propagation of extremist contents on a 
global scale, a substantial portion of which falls 
under the category of misinformation (Caiani & 
Parenti, 2009; French & Epiphaniou, 2015).

The rise of dark platforms (e.g. the 8kun image-
board website) has brought much attention to the 
proliferation of deceptive information (Zeng & 
Schäfer, 2021). The dark platforms operate as a par-
allel information system alongside social media plat-
forms. While there are false claims about COVID-19 
on many social media platforms (Enders et  al., 
2021), the dark platforms often manifest a notably 
elevated prevalence of misinformation, especially in 
the form of conspiracy theories. This phenomenon 
could be attributed to the inherent platform charac-
teristics, specifically the heightened degree of user 
anonymity and the cultural norms cultivated within 
the predominantly anonymous environment. 
Therefore, greater emphasis should be placed on 
conducting a thorough investigation into the conse-
quences of such marginalized groups.

Compared to the dark platform, the Dark Web 
(e.g. Tor network) represents an even more extreme 
case. The Dark Web has become an ideal place for 
sheltering unlawful and restricted contents, under 
the technical protection of the onion routing strate-
gies provided by the Tor anonymity network 
(Alfosail & Norris, 2021). The anonymity of the Tor 
network ensures that user browsing histories are 
technically untraceable by third-party actors and 
offers a valuable opportunity to safeguard user iden-
tities during online activities (Nugent, 2019). As a 
result, the Tor network has been well-known for both 
legal and illegal online activities (Avarikioti et  al., 

2018; Owen & Savage, 2016). Built on the Tor ano-
nymity network, the Dark Web ecosystem provides a 
good opportunity to study the hidden world that 
operates in a fully anonymous setting and therefore 
should not be ignored.

While empirical research on the dark side of the 
Internet has gradually increased over the years (Chen 
et al., 2023; Davis & Arrigo, 2021; ElBahrawy et al., 
2020), there are still research gaps in prior research. 
First, both the Dark Web and the Surface Web should 
be considered together when capturing the entire 
map of online information ecology (Beshiri & 
Susuri, 2019; Jin et al., 2023; Martin et al., 2018). A 
substantial number of restricted contents tend to 
escape into the Dark Web to circumvent censorship 
and regulations from the authorities. A good exam-
ple of such content is the Daily Stormer (a far-right 
website), which was shut down on the Surface Web 
due to its extreme ideology but then restarted on the 
Tor network (Vandiver, 2020). Second, there is still 
scant information in the existing literature about the 
potential social and political implications of the dark 
side of the Internet. Third, advanced data analytical 
methodologies, such as propensity score matching 
(PSM) and instrument variables (IV), have not been 
adequately incorporated into investigations of the 
dark side of the Internet and potential social impacts.

To fill these research gaps, this study formulates 
the following key question: what is the relationship 
between using the dark side of the Internet and mis-
information belief? We claim that more use of the 
dark side of the Internet may be positively correlated 
with higher levels of misinformation beliefs during 
political elections and public health crises. To 
explore the social impacts of the dark side of the 
Internet, this study concentrates on the US land-
scape, a country characterized by one of the most 
substantial concentrations of users on the dark side 
of the Internet around the world, that is, the highest 
penetration rate (The Tor Project, 2022). In the fol-
lowing sections, this study will explore how the use 
of the dark side of the Internet influences COVID-19 
misinformation beliefs, as well as political misinfor-
mation beliefs during the presidential election. The 
research questions are empirically examined using a 
national cross-sectional survey conducted in 
November 2020, soon after the presidential election 
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in the United States, using hierarchical regressions, 
PSM, and instrumental variables.

Literature review

The dark side of the Internet and 
misinformation beliefs

In this article, the dark side of the Internet encom-
passes both the dark platforms (Zeng & Schäfer, 
2021) and the Dark Web (Gehl, 2018). As a whole 
concept, the dark side of the Internet represents a 
shadowy underbelly of the digital world, character-
ized by illicit activities, anonymity, and the exploita-
tion of vulnerabilities (Barton, 2016; Chen et  al., 
2024). There is a range of elements that collectively 
contribute to its ominous reputation. The Dark Web, 
with its encrypted communication channels and hid-
den forums, serves as a hub for cybercriminals to 
exchange knowledge, tools, and stolen data, thus fur-
ther facilitating their nefarious activities. Criminals 
have exploited the Internet’s interconnected nature to 
launch attacks, steal personal information, commit 
financial fraud, and perpetrate various forms of 
online criminal activities. Hacking, phishing, ran-
somware attacks, and identity theft are also prevalent 
in this realm (French & Epiphaniou, 2015).

Moreover, the dark side of the Internet serves as a 
breeding ground for extremist ideologies, hate 
speech, and the spread of conspiracy theories 
(Johnson et al., 2019). Online platforms within the 
dark web create echo chambers where like-minded 
individuals reinforce and amplify their beliefs, lead-
ing to radicalization and the potential for real-world 
harm. These platforms enable the dissemination of 
propaganda, recruitment of new members, and coor-
dination of malicious activities, posing huge chal-
lenges to societal harmony and public safety (Chen 
& Liu, 2021; Chen et  al., 2021). More extremely, 
with its anonymity, weak supervision, and potential 
for exploitation, the dark side of the Internet is a 
multifaceted entity that harbors a range of illicit 
activities (Ranaldi et al., 2022; Sirola et al., 2022). 
Therefore, although the dark side of the Internet rep-
resents only a fraction of the Internet’s vast land-
scape, we cannot overshadow its potential for 
connectivity and knowledge sharing.

Several studies have established a strong inter-
connection between online media usage and the for-
mation of misinformation beliefs (Enders et  al., 
2023; Stępińska et al., 2023). The online forums and 
online communities on the dark side of the Internet 
have provided platforms for like-minded individuals 
to validate and spread conspiracy theories, intensify-
ing their impact on vulnerable individuals (Gaudette 
et al., 2020). These networks may further reinforce 
false narratives, contributing to the radicalization of 
individuals and the perpetuation of misinformation-
driven worldviews (Soldatos, 2017). One way this 
occurs is through disinformation campaigns orches-
trated on the Dark Web. Malicious actors can lever-
age the anonymity and global reach of the dark web 
to disseminate false information, manipulate narra-
tives, and exploit people’s biases and vulnerabilities 
(Chen, 2008). In addition, the Dark Web hosts web-
sites that mimic legitimate news sources but peddle 
entirely fabricated stories or heavily biased contents. 
These fake news websites thrive on the dissemina-
tion of misinformation, deceiving readers and dis-
torting public discourse. By exploiting the lack of 
regulation and oversight in the Dark Web, these sites 
can propagate falsehoods without facing the conse-
quences typically associated with spreading misin-
formation (Kavallieros et al., 2018).

Numerous studies have sought to unravel the 
mechanisms behind individuals’ misinformation 
belief. Some scholars view misinformation belief 
as an inherent tendency influenced by factors like 
demographic characteristics (Anspach & Carlson, 
2022), personality (Lai et al., 2020; Taurino et al., 
2023) and in-group identity (Robertson et al., 2022; 
Van Bavel et  al., 2024). However, these studies 
often overlook the potential impact of the external 
information environment on individuals’ misinfor-
mation belief. Other research pays attention to the 
role of the media information environment in shap-
ing misinformation belief (Ahmed & Rasul, 2022; 
De Coninck et al., 2021; Enders et al., 2023), but 
these studies do not adequately address the issue of 
bidirectional causality—specifically, whether users 
actively choose media platforms consistent with 
their inherent misinformation belief, or if their 
level of misinformation belief are passively influ-
enced by the media contents.
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To summarize, there are two major reasons 
behind misinformation beliefs. First, information on 
social media often prioritizes novelty over authentic-
ity (Vosoughi et  al., 2018), and social media plat-
forms typically experience less censorship than 
traditional media (Lemaire, 2023). Second, the com-
plexity of information on social media can lead to 
user fatigue (Ravindran et  al., 2014), making indi-
viduals too overwhelmed to verify the authenticity 
of the information and thus more susceptible to mis-
information (Jiang, 2022).

As the Dark Web operates with minimal regula-
tory oversight, the two factors contributing to 
stronger misinformation belief tend to be more pro-
nounced in this environment. The lack of regulation 
provides fertile ground for malicious communicators 
to manipulate information more effectively, particu-
larly during the COVID-19 pandemic (Sirola et al., 
2022). The proliferation of untraceable content on 
the Dark Web not only hampers efforts to identify 
the sources of information and verify its authenticity, 
but also reinforces users’ beliefs in misinformation.

However, the observed correlation between Dark 
Web use and stronger misinformation beliefs may be 
spurious. Individuals who are already inclined to 
believe misinformation may be more likely to use the 
Dark Web. This endogeneity issue complicates the 
causal interpretation of the relationship between 
Dark Web exposure and misinformation. Prior study 
has indicated that individuals with stronger percep-
tions of misinformation are more likely to consume 
news on social media and other alternative media 
outlets (Hameleers et al., 2022). The theoretical basis 
of this perspective is rooted in social identity theory, 
which posits that individuals believe in misinforma-
tion because they align with the beliefs of their in-
groups (Cookson et  al., 2021). As a digital space 
characterized by various subcultures where users 
gather due to shared beliefs, many users actively 
engage on the Dark Web and share information on 
these platforms because they feel a sense of belong-
ing within these communities (Sirola et  al., 2024). 
Consequently, an echo chamber effect may reinforce 
individuals’ beliefs in misinformation (Wolfowicz 
et al., 2023). Furthermore, the Dark Web’s propensity 
to challenge dominant narratives also allows it to 
shape internal discourse and establish itself as a safe 

haven for niche groups to exchange information 
(Gehl, 2016), thereby strengthening the cohesion of 
these in-groups and further amplifying the volume of 
voices within the echo chamber.

Overall, the role of new media technology in 
social and political contexts has always been a sig-
nificant and debatable topic in information and com-
munication studies, particularly how people use and 
interact with media platforms and how media influ-
ences people’s behavior in information-seeking and 
sharing (Beshiri & Susuri, 2019; Devine et  al., 
2015). In this study, we do not aim to compare the 
two aforementioned perspectives separately. While 
we acknowledge the role of user selection mecha-
nisms, our primary focus is to explore whether using 
the Dark Web can increase individuals’ belief in mis-
information, which requires minimizing the problem 
of endogeneity and mitigating reversed relationship. 
To this end, we employed rigorous data analysis 
methods to investigate the relationship between 
users’ exposure to the Dark Web and their levels of 
misinformation belief.

Misinformation during the COVID-19 
pandemic

The COVID-19 pandemic has evolved into a signifi-
cant socio-political concern within US society, 
marked by a proliferation of misinformation and 
conspiracy theories (Stępińska et al., 2023). Despite 
calls for political consensus, there is growing evi-
dence that the public response to the COVID-19 
pandemic was widely politicized in the United States 
(Druckman et al., 2021). For example, according to 
a representative national sample, liberals exhibited a 
higher perceived risk compared to conservatives 
(Kerr et  al., 2021). Meanwhile, liberals were more 
critical of government and placed less trust in the 
political actors who handled the pandemic, while 
simultaneously placing more trust in medical 
experts, such as the World Health Organization. 
Furthermore, coherent empirical evidence has 
revealed significant political polarization between 
different partisanships beyond attitudes. Moreover, 
liberals consistently exhibited significantly higher 
levels of probability of COVID-19 prevention 
behaviors (such as wearing face masks and washing 



Chen et al.	 5

hands more often). Therefore, COVID-19 was per-
ceived as both a public health crisis and a political 
communication crisis (Gollust et al., 2020).

As one of the most widely used services on the 
Tor network, cryptomarkets have been deeply 
influenced by the COVID-19 pandemic (Barratt & 
Aldridge, 2020). Although the Tor network ensures 
high levels of anonymity and network safety, 
online transactions still must be completed by 
offline deliveries, which are inevitably obstructed 
by multiple pandemic prevention measures. At the 
peak of market disruption, the rate of successful 
deliveries decreased to only 21% of all transac-
tions due to failed issues on shipments (Bergeron 
et  al., 2020). Simultaneously, cryptomarket users 
demonstrated significant reactions to the COVID-
19 pandemic (Bracci et  al., 2021). For example, 
cryptomarkets started offering products related to 
COVID-19 (such as masks and test kits) as soon as 
the pandemic started. At that time, there was a sig-
nificant shortage of prevention products (e.g. 
masks) in the regular economy. Subsequently, 
when the approved vaccines were released, ven-
dors on the Dark Web started to offer fabricated 
proofs of vaccination and COVID-19 passports. 
When the regular economy was able to satisfy the 
demand for public goods, the Dark Web started to 
decrease its offerings (Bracci et al., 2021). All the 
evidence has demonstrated that the Dark Web 
operates as an “underground world” that is com-
plementary to the real world (Razaque et al., 2021).

Moreover, in response to COVID-19, contents 
that were not available on other platforms emerged. 
A study examined the sales of some COVID-19 
related goods (such as masks and vaccines) on 
Dark Web marketplaces and found that activities in 
Dark Web marketplaces were highly responsive to 
the emerging crisis under COVID-19 (Bracci et al., 
2021). This example demonstrates that the Dark 
Web is deeply influenced by real-world events out-
side the ecosystem. Another study demonstrated 
that more than 20% of commonly visited Tor net-
work domains usually import resources from (or 
directly link to) the Surface Web. Specifically, 
those comprising 20% with imported contents 
from external sources on the Surface Web are 

among the most prevalent websites on the Tor net-
work (Sanchez-Rola et al., 2017).

Over the period of COVID-19 pandemic, image-
board websites have also become a hotbed for the dis-
semination of various pieces of misinformation (some 
are even political) related to the pandemic. For exam-
ple, there was a shift in the types of meme templates 
and images posted in threads about the COVID-19 
pandemic by users on the well-known 4chan platform 
(a sister website to 8kun). Initially, in January 2020, 
users from the /pol/ channel on 4chan often discussed 
COVID-19 with humorous hazmat suit memes. 
Subsequently, there were increasing references to 
charts and graphs related to scientific information 
about COVID-19 as the pandemic progressed (Jin 
et  al., 2020). These findings suggest that there were 
more discussions around the COVID-19 case counts 
and projections emerging on the imageboard plat-
forms. In addition, politically charged memes and 
image contents became more popular on the platform.

Overall, people generally have much more time 
to stay at home and use the Internet to access the 
outside world nowadays. When users access either 
cryptomarkets or imageboard websites, they are 
more prone to encountering content that remains 
exclusive to the dark side of the Internet and is not 
accessible elsewhere. Furthermore, due to its special 
technical features, the culture and ecosystem of web-
sites hosted on the dark side of the Internet tend to be 
quite special, and users tend to adhere to certain 
political attitudes. For example, the users of crypto-
markets are typically in favor of libertarianism, 
while imageboard website users tend to support far-
right populism (McSwiney et al., 2021). It is proba-
ble that a socialization effect occurs between these 
users during the information exchanges on the web-
sites. Therefore, users of cryptomarkets are likely to 
show differences in their beliefs and behaviors 
related to the COVID-19 pandemic. Accordingly, we 
ask the following research questions:

Hypothesis 1 (H1). The use of the dark side of 
the Internet is positively associated with misin-
formation beliefs related to the COVID-19 
pandemic.
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Misinformation during the 2020 US 
Presidential Election

The increasing trend of hate speech and misinforma-
tion on the Internet presents a myriad of challenges 
to the quality of society’s information environment, 
particularly in the elections (Carlson, 2020). In par-
ticular, many recent studies have discussed the 
potential impacts of misinformation and fake news 
on electoral processes (Green et al., 2022; Gunther 
et  al., 2019; Leyva & Beckett, 2020). People with 
more beliefs in misinformation about certain candi-
dates may be less likely to vote for them, and such 
beliefs may further reinforce a vote for their pre-
ferred candidates (Cantarella et al., 2023). Therefore, 
distorted beliefs about political issues have the 
potential to influence people’s vote on a ballot, con-
trolling for political orientations and audience 
sophistication (Reedy et  al., 2014; Wells et  al., 
2009). For example, exposure to misleading infor-
mation regarding the European refugee situation sig-
nificantly increased voting intentions for far-right 
candidates (Barrera et  al., 2020). Taken together, 
voter partisanship and perceived news credibility 
tend to have strong associations with the belief in 
misinformation, which could further influence vot-
ing choices in elections.

As users from the dark side of the Internet tend 
to be more sensitive to personal privacy about their 
online behaviors, they are also likely to be less 
trusting in authorities. Cryptomarket users tend to 
hold strong political attitudes. Much of the com-
mentary in social media (sometimes by the market 
users themselves) demonstrated that cryptomar-
kets represented an unfettered, perfect, and anar-
cho-capitalist (or libertarian) space for a 
competitive market (Obreja, 2024). Trust in main-
stream media could serve to guide and navigate the 
public in complex political situations within soci-
ety, and thus closely related to beliefs in political 
misinformation (Mansoor, 2021). Individuals who 
exhibit skepticism or a lack of trust in mainstream 
media are inclined to resort to social media or non-
mainstream media platforms for their information 
consumption (Hameleers et  al., 2022). Online 
media has become a perfect venue for mistrustful 

members of the public in search of alternative 
facts, which can be highly persuasive. The less one 
trusts news media and politics, the more one 
believes in online disinformation (Zimmermann & 
Kohring, 2020).

Public authorities, commentators, and civil soci-
ety groups have reported that the rise of far-right ide-
ologies has been cultivated in anonymous online 
spaces in recent years (Baele et al., 2023; Europol, 
2019; Törnberg & Törnberg, 2023). Imageboard 
websites are particularly known as a gathering place 
for far-right groups and their far-right centered and 
populist antagonistic speech (Hagen, 2022; Nagle, 
2017; Tuters & Hagen, 2019). For example, 8kun 
(previously called 8chan) has become another home 
of the discredited far-right QAnon conspiracy theory 
(Weill, 2020). The Internet has rendered it easier for 
these people to promote extremist messages and hate 
speech without being investigated by the police. A 
well-known example is the QAnon conspiracy the-
ory, which originated on 4chan.

Online platforms such as anonymous forums and 
imageboards have created opportunities for far-right 
actors to bypass the gatekeepers of institutional 
political discourse (such as parties and mainstream 
media) (Atton, 2006; Schroeder, 2019). Users on the 
dark side of the Internet are more likely to be exposed 
to special contents that are not shown elsewhere. 
Notably, as there are well-known far-right websites 
(such as the Daily Stormer and 8kun) hosted on the 
dark side of the Internet, users are much more likely 
to be exposed to a large amount of far-right informa-
tion during the 2020 US Presidential Election. 
Furthermore, the dark side of the Internet has pro-
vided shelter for alternative media, allowing them to 
circumvent any state censorship and regulations 
from authorities. Therefore, it is highly likely that 
users initially hold relatively radical political atti-
tudes when they intend to use the dark side of the 
Internet. Building upon the prior discussions, it is 
anticipated that distinctions in attitudes and behav-
iors, particularly in misinformation beliefs, may 
emerge between users and non-users of the dark side 
of the Internet during the 2020 US Presidential 
Election. This leads to the formulation of the follow-
ing research question:
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Hypothesis 2 (H2). The use of the dark side of the 
Internet is positively associated with misinforma-
tion beliefs related to presidential candidates?

Data and methods

Data

A national survey was conducted online from 13 to 
15 November 2020, which was within 2 weeks after 
the 2020 US Presidential Election, and was aimed at 
people aged 18–65 years who were currently living 
in the United States.1 The survey was delivered by a 
company called “LUCID,” based in New Orleans, 
Louisiana, following Yu et al. (2024).2 A quota sam-
ple, based on gender and age using census data as a 
reference (US Census Bureau, 2019), was drawn 
from the online access panel maintained by the com-
pany. Furthermore, we employed post-stratification 
to adjust the weights of subpopulations, enhancing 
the representativeness of the sample. The post-strat-
ification weight was constructed for age, gender, and 
income using the 2020 Current Population Survey 
(CPS) as a benchmark.

At the beginning of the survey, the age and resi-
dence of respondents were asked to ensure that any 
who were aged below 18 or above 65, and those not 
currently living in the United States were filtered 
out. There were also two attention-checking ques-
tions embedded in the survey, and any respondents 
who failed to pass this check were excluded from the 
data. Furthermore, anyone who finished the survey 
within an extremely short time (<5 min) was also 
excluded. The final sample size is 702. Table 1 pre-
sents an exposition of the demographic variables.

Measurement

Dark platform use (Mean = 2.031, SD = 1.764, 
alpha = 0.966).  To gauge the extent of dark plat-
form usage, participants were asked to indicate 
their frequency of engagement with two widely 
recognized imageboard websites: 4chan and 8kun 
(formerly known as 8chan). Featured with full 
anonymity and image-based communication, 
4chan and 8kun have created a special online pub-
lic space that is widely known for cultural and 

political memes (Nissenbaum & Shifman, 2017). 
The measurement was based on a 7-point Likert-
type scale, ranging from 1 (“Never”) to 7 (“All the 
time”). Participants were instructed to provide rat-
ings reflecting their typical level of activity on 
these platforms. The measure was then averaged 
for the two questions.

Dark web use (Mean = 2.077, SD = 1.808, alpha =  
0.945).  To assess participants’ involvement with the 
Dark Web, we examined their reported frequency of 
engagement with specific platforms. Following pre-
vious studies which provided a systematic overview 
of the Dark Web marketplaces (Zaunseder & Ban-
croft, 2019), we selected Dread, a prominent discus-
sion forum, and White House Market, a notorious 
online marketplace associated with illicit goods and 
services, as representative of this environment. Par-
ticipants were asked to indicate how frequently they 
visited these Dark Web platforms, using a scale rang-
ing from 1 (“Never”) to 7 (“All the time”). The meas-
ure was then averaged for two questions.

Tor browser use (Mean = 2.795, SD = 2.283).  The fre-
quency of Tor browser use was assessed through a 
single question asking respondents about their gen-
eral web browsing habits using the Tor browser. Par-
ticipants provided their responses on a 7-point 
Likert-type scale, ranging from 1 (“Never”) to 7 
(“All the time”). The survey indicated a relatively 
high proportion of Tor users, which aligns with pre-
vious research suggesting the United States has a 
significant number of Tor network users, especially 
following the 2013 revelations by Snowden (Rosso 
et  al., 2020). To further validate the prevalence of 
Tor network usage, the survey included additional 
questions about specific websites commonly 
accessed through Tor. Bivariate Pearson correlation 
analyses were conducted to explore the relationships 
between general Tor network usage and the utiliza-
tion of these specific websites (see Table 2).

COVID-19 misinformation belief (M = 3.123, SD = 1.642, 
alpha = 0.851).  This item was measured by asking 
respondents about their level of belief in six items. 
The wording was as follows: what is the likelihood 
that it is true? The six items contained six messages 
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related to COVID-19, which were manually vali-
dated as misinformation. The measure was then 
averaged for the six items.

Political misinformation belief (M = 3.659, SD = 1.420, 
alpha = 0.788).  This item was measured by asking 
the respondents about their level of beliefs in eight 

Table 1.  Characteristics of demographic variables.

Demographic variable Level Number Percentage

Age group 18–29 162 23.1%
30–49 299 42.6%
50–65 241 34.3%

Gender Male 344 49.0%
Female 358 51.0%

Education level 12th grade or below, no high school diploma 21 3.0%
High school graduate/diploma or equivalent 143 20.4%
Some college education but no degree 163 23.2%
Bachelor’s degree 214 30.5%
Postgraduate degree 161 22.9%

Personal yearly income Under US$5000 53 7.5%
US$5000–US$9999 27 3.8%
US$10,000–US$14,999 37 5.3%
US$15,000–US$19,999 31 4.4%
US$20,000–US$24,999 38 5.4%
US$25,000–US$29,999 42 6.0%
US$30,000–US$34,999 34 4.8%
US$35,000–US$39,999 21 3.0%
US$40,000–US$44,999 26 3.7%
US$45,000–US$49,999 18 2.6%
US$50,000–US$54,999 29 4.1%
US$55,000–US$59,999 24 3.4%
US$60,000–US$64,999 18 2.6%
US$65,000–US$69,999 15 2.1%
US$70,000–US$74,999 19 2.7%
US$75,000–US$79,999 20 2.8%
US$80,000–US$84,999 16 2.3%
US$85,000–US$89,999 9 1.3%
US$90,000–US$94,999 5 0.7%
US$95,000–US$99,999 16 2.3%
US$100,000–US$124,999 59 8.4%
US$125,000–US$149,999 43 6.1%
US$150,000–US$174,999 35 5.0%
US$175,000–US$199,999 23 3.3%
US$200,000–US$249,999 18 2.6%
US$250,000 or more 26 3.7%

Marital status Married 365 52.0%
Not married but in a relationship 100 14.2%
Single 237 33.8%

Living area Urban 507 72.2%
Rural 195 27.8%
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items. The question wording was as follows: what is 
the likelihood that it is true? The eight items con-
tained eight messages related to the presidential can-
didates in the 2020 US Presidential Election (two 
messages for every candidate: Donald Trump, Joe 
Biden, Amy Barrett, and Kamala Harris) that were 
manually validated as misinformation. The measure 
was then averaged on all eight items.

Exposure to dark web scandals (M = 1.912, SD = 1.153, 
alpha = 0.903).  Exposure to Dark Web scandals was 
assessed using two questions. The first question 
asked participants to recall the amount of informa-
tion they had encountered in the media (including 
television, radio, newspapers, magazines, and the 
Internet) over the past 12 months regarding Dark 
Web vendor arrests around the world. The second 
question focused on the participants’ exposure to 
media coverage of Dark Web market crackdowns 
and “exit scams” during the same period. Exposure 
to Dark Web scandals was included as a control vari-
able in the regression analyses to account for poten-
tial confounding factors and the influence of counter 

information related to the Dark Web and the darker 
aspects of the Internet. This was done to address the 
possibility that exposure to such scandals might 
influence individuals’ beliefs in the misinformation 
obtained from dark platforms and the Dark Web.

Control variables.  To ensure a comprehensive analy-
sis, the regression models included several control 
variables. First, traditional media use was incorpo-
rated as a control, measured by three questions that 
assessed the frequency of news consumption from 
different media platforms in the previous month, 
such as printed media (newspapers and magazines), 
radio, and television. Second, Internet use was con-
sidered as a control variable in the regression mod-
els. Given the proliferation of false or misleading 
information available online, the frequency of Inter-
net use could be associated with both Tor usage and 
belief in misinformation. Furthermore, exposure to 
scandals related to Dark Web markets, as reported in 
the news, was integrated as a control variable. This 
control variable accounts for the potential impact of 
negative information dissemination about Tor and 
dark platforms in general through news coverage. 
Finally, individual demographic variables, including 
political identity, education, income, marital status, 
geographic area, age, and gender, were also included 
as control variables in the regressions.

Analytical approach

This study aims to explore the relationship between 
the utilization of dark platforms and the Dark Web, 
and individuals’ beliefs in health and political misin-
formation. In addition to conventional multivariate 
regression analysis, the research employs instrumen-
tal variable (IV) and propensity score matching 
(PSM) techniques to enhance the robustness of the 
findings. Instrumental variable analysis is a power-
ful statistical method used to address endogeneity 
and establish causal relationships between variables. 
It involves identifying an instrumental variable that 
is correlated with the variable of interest but only 
affects the outcome indirectly through its impact on 
the variable being studied. This instrumental varia-
ble acts as a “proxy” or source of exogenous varia-
tion, enabling researchers to isolate and estimate the 

Table 2.  Zero-order correlations with Tor browser 
use.

Websites on the Tor network Pearson correlations

DuckDuckGoa r = 0.59, p < 0.001
8kunb r = 0.64, p < 0.001
Dreadc r = 0.65, p < 0.001
White House Marketd r = 0.65, p < 0.001

ahttps://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twags 
wzczad.onion/
bhttp://8kun.top.qulatc2tl34vwefcc2pbsxi7vennhbew57jbl2d3pb 
hvjhozkoizdoqd.onion/
chttp://dreadytofatroptsdj6io7l3xptbet6onoyno2yv7jicoxknyaz 
ubrad.onion
dThe White House Market has been shut down in 2021 (see 
the news: https://www.wired.com/story/white-house-market-
dark-web-drugs-goes-down/). Despite never reaching the 
peak trading volumes of its antecedent cousins, the more 
well-known cryptomarkets Silk Road and AlphaBay, White 
House Market has already established itself as one of the 
most popular cryptomarket on the Dark Web. Established 
since August 2019, there have been 467, 371 users, including 
2877 vendors, and 36,357 products listed on the White 
House Market.

https://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion/
https://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion/
http://8kun.top.qulatc2tl34vwefcc2pbsxi7vennhbew57jbl2d3pbhvjhozkoizdoqd.onion/
http://8kun.top.qulatc2tl34vwefcc2pbsxi7vennhbew57jbl2d3pbhvjhozkoizdoqd.onion/
http://dreadytofatroptsdj6io7l3xptbet6onoyno2yv7jicoxknyazubrad.onion
http://dreadytofatroptsdj6io7l3xptbet6onoyno2yv7jicoxknyazubrad.onion
https://www.wired.com/story/white-house-market-dark-web-drugs-goes-down/
https://www.wired.com/story/white-house-market-dark-web-drugs-goes-down/


10	 Communication and the Public 00(0)

causal impact of the variable of interest. The instru-
mental variable approach relies on two critical con-
ditions: relevance and exogeneity. Relevance ensures 
that the instrumental variable is correlated with the 
endogenous variable it is meant to instrument for, 
while exogeneity ensures that the instrumental vari-
able is not directly associated with the outcome vari-
able, except through its effect on the endogenous 
variable. By meeting these conditions, instrumental 
variables help address challenges related to endoge-
neity and produce more reliable estimates of causal 
effects.

Furthermore, the study employs PSM to estimate 
the effects of Tor network usage. The underlying 
principle of PSM is to pair respondents who have 
similar propensity scores, with one being exposed to 
the treatment (Tor network usage) and the other 
serving as a control. The goal is to identify matched 
pairs of individuals who have the same likelihood of 
receiving the treatment, akin to a between-subject 
experimental design. To calculate propensity scores, 
a logistic regression model is employed, where the 
treatment variable serves as the dependent variable 
(Y ). The independent variables in this regression 
model are the covariates that are expected to influ-
ence both the treatment and the outcome variable. 
These covariates should be potentially correlated 
with both the treatment variable and the outcome 
variable (Imbens & Rubin, 2015). Through this step, 
the probability P (i.e. the propensity score) of the 
individual unit receiving the treatment (in this case, 
the probability of using the dark side of the Internet) 
was calculated based on the following equation with 
a logit function

logit | logcovariatesY X
P

P
�� � �

�
�
�
�

�
�
�1

1

Results

Hierarchical regression analysis

To address the research questions, hierarchical 
regression analyses were conducted using conven-
tional regression models for two outcome variables: 
COVID-19 misinformation belief (see Table 3) and 

political misinformation belief (see Table 4). To 
ensure the robustness of our regression models, we 
conducted a Variance Inflation Factor (VIF) analysis 
to assess multicollinearity among the predictors. The 
VIF values for the variables are as follows: Political 
identity (1.03–1.07), Education (1.58–1.67), Income 
(1.80–1.87), Marriage (1.36–1.43), Area (1.17–
1.22), Age (1.05–1.24), Gender (1.13–1.17), 
Traditional Media Use (1.71–1.76), Internet Use 
(1.06–1.09), Tor Browser Use (1.62–1.96), Exposure 
to Dark Web Scandals (1.75–1.91), Dark Platform 
Use (2.48), and Dark Web Use (2.73). Most of the 
VIF values are well below the threshold of 5.0, indi-
cating that multicollinearity is not a significant issue 
in the hierarchical regression models.

After accounting for all covariates, the study 
found a statistically significant positive association 
between the use of dark platforms and beliefs in 
COVID-19 misinformation (β  = 0.355, SE = 0.043, 
p < 0.001), as well as political misinformation 
(β  = 0.255, SE = 0.041, p < 0.001). Similarly, the use 
of the Dark Web emerged as a significant predictor 
of both COVID-19 misinformation (β  = 0.420, 
SE = 0.043, p < 0.001) and political misinformation 
(β  = 0.315, SE = 0.041, p < 0.001). Taken together, 
the hierarchical regression analyses have demon-
strated the significant relationships between both 
dark platform usage and Dark Web engagement and 
beliefs in health and political misinformation. 
Specifically, the use of the Dark Web appears to have 
a stronger association with misinformation beliefs 
(with larger regression coefficients) when compared 
to the use of dark platforms alone.

Propensity Score Matching

To further validate the findings, the PSM method was 
employed. The use of the dark platforms and the Dark 
Web was dummy coded into 1 for the treatment group 
and 0 for the control group. Following the work of 
Kobayashi (2018), the level of media consumption 
and the individuals’ demographic data (i.e. education, 
income, marriage, area, age, and gender) were selected 
to calculate the propensity scores. The covariate bal-
ancing propensity scores (CBPS) method was used to 
ensure covariate balance during the matching proce-
dure (Imai & Ratkovic, 2014). We further employ 
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optimal full matching method to group every pair of 
individuals into subclasses, and the effect size was 
then estimated using the multilevel modeling method 
(Hansen, 2004). This matching approach was optimal 
because the sum of the absolute distances between the 
treated and control units in each subclass was opti-
mized to be as small as possible.

Figure 1 illustrates how much covariate imbal-
ance was reduced using the CBPS method. The 
empirical analysis of covariate balances and propen-
sity scores indicated that the matching was success-
ful. The absolute standardized mean difference for 

all the covariates substantially decreased (<0.5) 
after the adjustment of the CBPS method, which is 
approximately the same level as the experimental 
data with random assignment. As a result, this subset 
of the sample forms a quasi-experimental dataset 
where respondents were assigned to the treatment or 
control condition in an “as-if random” manner. This 
approach mitigates concerns related to endogeneity 
and omitted variable bias, which are common issues 
in observational studies.

Figure 2 presents detailed histograms of the pro-
pensity scores for both the treatment and control 

Figure 1.  Mean differences of propensity scores and covariates between matched pairs.

Figure 2.  The histograms of propensity scores before and after matching.
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groups, shown before and after the matching pro-
cess. Initially, there was a noticeable difference in 
the distribution of propensity scores between the 
untreated and treated groups. However, following 
the application of the optimal full matching proce-
dure, which involves assigning weights within each 
subclassification, the distribution of propensity 
scores became more balanced between the treated 
and control groups.

Once the matched subsample is generated, this 
study adopted the average treatment effect (ATE) as 
the major estimand, meaning the difference in the 
expected means between the actual outcome of those 
who were treated and the counterfactual outcome 
that would be observed if they were not treated. 
Regression analyses without covariates were esti-
mated on the matched data with robust standard 
errors (see Table 5). The ATE of dark platform use 
on COVID-19 misinformation belief was 0.741 
(SE = 0.186, p < 0.001), and the ATE on political 
misinformation belief was 0.559 (SE = 0.232, 
p < 0.05). The ATE of Dark Web use on COVID-19 
misinformation belief was 1.391 (SE = 0.291, 
p < 0.001), and the ATE on political misinformation 
belief was 0.972 (SE = 0.249, p < 0.05).

Instrumental variable

By utilizing instrumental variable analysis and PSM, 
this study aims to overcome common methodologi-
cal challenges and provide more robust insights into 
the relationships between dark platform usage, Dark 
Web engagement, and beliefs in health and political 
misinformation. We utilize media exposure to Tor-
related information as an instrumental variable to 
examine its impact on the use of Tor and the dark 

websites hosted on it. While exposure to Tor-related 
information is highly likely to drive the use of Tor 
and access to dark platforms, it is unlikely that expo-
sure to Tor will lead to belief in misinformation. 
Therefore, exposure to Tor can serve as a useful 
instrumental variable for exploring the relationship 
between Tor usage, dark platforms, and belief in 
misinformation (see Table 6).

When employing instrumental variables to esti-
mate the relationships between using dark platforms 
and COVID-19 misinformation beliefs, both the 
weak instrument test (statistic = 15.128, p < 0.001) 
and Wu–Hausman test (statistic = 5.803, p < 0.05) 
yield significant and substantially large statistics. 
Consequently, the instrumental variable test is con-
sidered valid. According to the two-step least squares 
(2SLS) regression model, the use of dark platforms 
emerges as a significant predictor of COVID-19 
misinformation belief (β  = 1.048, SE = 0.343, 
p < 0.01). In addition, the inclusion of dark plat-
forms as an explanatory variable in the model passes 
both the weak instrument test (statistic = 15.128, 
p < 0.001) and Wu–Hausman test (statistic = 5.803, 
p < 0.05), indicating statistical significance. The 
effect of dark platform usage on political misinfor-
mation belief is also significant (β  = 0.857, 
SE = 0.318, p < 0.01).

Similar patterns are observed when examining the 
effect of using the Dark Web with the same instru-
mental variable. The weak instrument test (statis-
tic = 21.593, p < 0.001) and the Wu–Hausman test 
(statistic = 3.936, p < 0.05) both yield significant and 
substantially large statistics. The use of the Dark Web 
is positively associated with belief in COVID-19 
misinformation (β  = 0.901, SE = 0.268, p < 0.001). 
Moreover, when incorporating the use of dark 

Table 5.  The estimated Averaged Treatment Effects (ATE) on the matched sample.

COVID-19 misbelief Political misbelief

(Intercept) 2.859*** (0.172) 2.690*** (0.070) 3.462*** (0.139) 3.357*** (0.087)
Dark Platform Use 0.741*** (0.186) 0.559* (0.232)  
Dark Web Use 1.391*** (0.291) 0.972*** (0.249)
Observations 702 702 702 702
R2/R2 adjusted 0.054/0.053 0.182/0.181 0.040/0.038 0.114/0.113

*p < 0.05; ***p < 0.001.
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platforms as an explanatory variable, both the weak 
instrument test (statistic = 21.593, p < 0.001) and the 
Wu–Hausman test (statistic = 3.341, p < 0.1) produce 
significant and substantial results. Thus, the instru-
mental variable test is passed, and the use of dark 
platforms is positively linked to belief in political 
misinformation (β  = 0.738, SE = 0.253, p < 0.01).

In summary, the outcomes derived from tradi-
tional multiple regression analysis, PSM, and instru-
mental variables analysis exhibit remarkable 
consistency in both the direction and significance of 
effects, which underscores the robustness of the 
research findings. The analytical results uniformly 
signify that engagement with the dark side of the 
Internet, encompassing both dark platforms and the 
Dark Web, is positively correlated to heightened 
misinformation beliefs concerning both the COVID-
19 pandemic and the 2020 US Presidential Election.

Discussion

With an exceptionally high level of anonymity, the 
dark side of the Internet has become a crucial part of 
the online information ecosystem. However, the social 
and political implications of this new media technol-
ogy remain largely unknown. The findings of this 

study indicate that using the dark side of the Internet 
has a significant association with the beliefs in misin-
formation. The estimated coefficients obtained from 
hierarchical regressions slightly differ from those 
derived from PSM and 2SLS regressions utilizing 
instrument variables. However, the differences primar-
ily lie in the magnitude of the effects while maintain-
ing the same direction. The relationships between the 
variables remain consistent across different analyses. 
While the effect sizes may differ, the direction of the 
relationships remains consistent. This suggests that the 
relationships observed between the variables are 
unlikely to be artifacts of a particular methodology or 
data treatment. Overall, this study’s results paint a 
comprehensive picture suggesting that utilizing dark 
platforms and the Dark Web has a potent influence on 
user attitudes, particularly in terms of believing misin-
formation in public health crises and political contexts 
during an election.

Theoretical implications

This study offers significant theoretical implications 
by establishing a novel link between the “dark side 
of the Internet” and the dissemination of misinfor-
mation. By examining the COVID-19 pandemic and 

Table 6.  2SLS regressions with instrumental variables.

COVID-19 misbelief Political misbelief

Political Identity 0.075** (0.026) 0.075** (0.024) 0.026 (0.024) 0.026 (0.022)
Education –0.167** (0.062) –0.168** (0.057) –0.132* (0.058) –0.132* (0.053)
Income –0.013 (0.011) –0.011 (0.009) –0.005 (0.010) –0.003 (0.009)
Marriage 0.020 (0.078) 0.047 (0.074) 0.053 (0.073) 0.076 (0.070)
Area 0.180 (0.148) 0.243 (0.142) 0.152 (0.137) 0.205 (0.134)
Age –0.004 (0.006) –0.004 (0.006) –0.003 (0.006) –0.003 (0.006)
Gender –0.072 (0.126) –0.084 (0.116) –0.101 (0.117) –0.111 (0.109)
Traditional Media Use –0.022 (0.068) –0.029 (0.063) –0.045 (0.063) –0.051 (0.059)
Internet Use 0.082 (0.079) 0.048 (0.065) 0.183* (0.073) 0.156* (0.061)
Tor Network Use –0.092 (0.099) –0.057 (0.080) –0.062 (0.092) –0.034 (0.076)
Exposure to Dark Web Scandals –0.177 (0.151) –0.089 (0.114) –0.185 (0.140) –0.113 (0.107)
Dark Platform Use 1.048** (0.343) 0.857** (0.318)  
Dark Web Use 0.901*** (0.268) 0.738** (0.253)
Intercept 1.525* (0.637) 1.619** (0.565) 1.791** (0.591) 1.868*** (0.533)
Observations 702 702 702 702
R2/R2 adjusted 0.192/0.177 0.332/0.320 0.069/0.053 0.207/0.194

*p < 0.05; **p < 0.01; ***p < 0.001.
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the US presidential election—two high-profile 
events with far-reaching consequences—the research 
pioneers the exploration of how anonymous online 
platforms influence societal discourse during critical 
periods (Green et al., 2022; Kerr et al., 2021). This 
dual focus not only advances our understanding of 
the dark side of the Internet but also enriches our 
knowledge of how such platforms intersect with sig-
nificant socio-political events. After accounting for 
reverse causality, our findings still indicate a signifi-
cant positive effect of dark web usage on individu-
als’ misinformation belief. This suggests that even if 
users do not have a predisposition for using dark 
platforms, mere exposure—whether accidental or 
not—might guide them to be influenced by prevalent 
misinformation and develop stronger misinforma-
tion belief. These results confirm the media effect 
pathway and further highlight the negative impacts 
of dark platforms on society (Sirola et al., 2022).

In addition, this study provides solid evidence 
supporting the negative impacts of information 
manipulation within conservative media environ-
ments. Prior research has demonstrated that mali-
cious communicators within conservative media 
ecosystems, such as the dark web, can more easily 
manipulate information through the aggregation of 
information into evidence collages and platform fil-
tering (Krafft & Donovan, 2020). Whereas, these 
studies have not fully explored whether a conserva-
tive media environment can actually intensify misin-
formation beliefs among its users. This study 
introduces a robust outcome variable for this rela-
tionship and may serve as a crucial mediating varia-
ble for future research on how conservative media 
environments influence specific human behaviors.

Practical implications

Practically, this research provides valuable insights 
that can serve as a compass for policymakers, law 
enforcement agencies, and online platforms in for-
mulating precisely targeted interventions aiming at 
mitigating the adverse consequences linked to the 
dark side of the Internet (Davis & Arrigo, 2021). 
Our findings underscore the urgent need for con-
tinued, comprehensive research into the dynamic 

landscape of the Dark Web and its far-reaching 
societal implications. Such knowledge is essential 
for developing effective countermeasures against 
illicit activities, safeguarding vulnerable popula-
tions, and promoting digital well-being. By illumi-
nating the complexities of the Dark Web, 
policymakers can work toward a safer, more 
informed, and ethical online ecosystem.

For policymakers and law enforcement agencies, 
this study highlights the crucial role digital platforms 
play in shaping individual and collective percep-
tions. While prior research predominantly concen-
trated on online behaviors and interactions within 
such platforms (Alharbi et  al., 2021; Bracci et  al., 
2021), this study broadens its scope to understand 
how these interactions extend into the offline world. 
The findings reveal a notable positive effect of the 
dark side of the Internet on misinformation beliefs. 
By placing particular emphasis on the relationships 
between the dark side of the Internet and misinfor-
mation beliefs, the research enriches existing theo-
retical frameworks (Barton, 2016; Devine et  al., 
2015), which emphasizes the transformative power 
of digital environments, particularly the “dark” alter-
native media platforms, on individuals’ real-world 
beliefs and actions.

For online platforms, the research findings, in a 
broader context, shed light on the complex dynam-
ics of online communication within anonymous 
platforms. With the increase in deplatforming meas-
ures, many contents (e.g. extreme ideologies and 
hate speech) are censored and restricted by online 
media platforms (Rogers, 2020). However, the 
moderated online contents do not necessarily disap-
pear when they are cracked down by major Internet 
platforms, as they may shift to alternative media 
outlets. A significant portion of these restricted con-
tents, such as extreme ideologies and hate speech, 
tend to escape into the dark side of the Internet. 
Over time, as malicious contents always find an 
audience, they tend to percolate back to mainstream 
websites on the Internet (Johnson et  al., 2019). 
Therefore, understanding and managing online 
information environments necessitate careful con-
sideration of the entire system. The dark side of the 
Internet should be particularly recognized as a vital 
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component of the overall landscape of online infor-
mation ecology (Jardine, 2019).

Limitations and future directions

There are several limitations to consider in inter-
preting this study’s findings. First of all, the sam-
pling approach employed was based on age and 
gender quotas. The study’s sample may not accu-
rately represent the diverse characteristics of the 
general users of the dark side of the Internet, thus 
could potentially introduce biases into the findings. 
Methodologically, caution is needed in interpreting 
the results related to PSM. Accurate estimation of 
propensity scores requires controlling for all poten-
tial confounders, which may not always be feasible 
in practice, leading to potential bias from omitted 
variables. In addition, this study focuses on the 
binary distinction between users and non-users of 
the dark side of the Internet, which simplifies the 
treatment variable for conceptual and operational 
convenience. Exploring more nuanced differences 
among users with varying levels of technology 
usage frequency through continuous coding could 
yield additional valuable insights. Finally, the cross-
sectional nature of the data collection poses limita-
tions in establishing the causal relationships between 
Tor usage and misinformation beliefs. Incorporating 
longitudinal data in future research could provide a 
more robust understanding of the temporal dynam-
ics and causal effects involved.

The generalizability of this study’s findings is 
mainly constrained by its focus on specific online 
platforms identified within the participant survey. 
While the literature has referenced a broad spectrum 
of platforms constituting the dark side of the Internet, 
such as Reddit, the study’s results are exclusively 
applicable to 4chan, 8kun, and several other Dark 
Web websites. This narrowed scope limits the 
extrapolation of findings to the broader digital land-
scape. To mitigate this limitation, future research 
should expand its scope to encompass a wider array 
of online platforms and facilitate a more nuanced 
exploration of Dark Web usage, including variations 
in user behaviors, motivations, and involvement in 
different illicit activities or online communities. 
Future studies may generate further insights to 

inform policy development, shape intervention strat-
egies, and empower individuals to navigate the rap-
idly evolving digital landscape.

Despite all the limitations, this study offers a val-
uable foundation for further research in understand-
ing the social implications of the dark side of the 
Internet. The findings shed light on the intricate and 
often hidden aspects of online behaviors and the 
consequences that arise from engaging with the 
darker corners of the digital realm. Future research-
ers can explore alternative sampling strategies to 
enhance the representativeness of the sample, allow-
ing for a more accurate reflection of the diverse pop-
ulation engaging with the dark side of the Internet. 
Longitudinal data collection can also be employed to 
establish temporal and causal relationships. By 
addressing these methodological shortcomings, 
future studies may provide more insights into the 
evolving ecology of online behaviors and their 
offline consequences.
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Notes

1.	 The data are available on the OSF: https://osf.
io/9m78f/

2.	 We chose to utilize LUCID for data collection 
due to its ability to efficiently recruit a nationally 
representative sample. While self-administered 
surveys offer greater control over data collection, 
LUCID’s established infrastructure and respondent 
pool allowed us to gather a larger and more diverse 
sample within a shorter timeframe. This approach 
was particularly beneficial for capturing a broad 
range of demographic groups, enhancing the gen-
eralizability of our findings. Notably, LUCID has 
been used in other studies, which underscores its 
credibility and utility in academic research (such 
as Yu et al., 2024).
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