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ABSTRACT With the increasing adoption of Internet-of-Things (IoT) technologies, numerous devices
utilizing protocols such as Sigfox and LoRa are now widely available inexpensively and operate in
unlicensed ISM bands. However, challenges such as inventory management, unauthorized usage, and
network performance must be addressed. Future adoption of emerging IoT protocols with various modulation
schemes, bandwidth, and data rates can further complicate this. Therefore, it is important not only to classify
but also to localize the frequency, bandwidth, and time of these LPWAN signals on the air for management,
security, or band planning purposes. SOTA algorithms usually look through the whole received signal on the
time domain or frequency domain only to perform classification tasks, without finding out the corresponding
time-frequency location of the signal. This paper proposes to classify and localize time-frequency locations
of LPWAN signals by an enhanced version of Deformable DEtection TRansformer (Deformable DETR).
We devise an attention radius suitable for processing Low Power Wide Area Network (LPWAN) Spectrogram
traces extracted from Software Defined Radios (SDRs) IQ data with Short-Time Fourier Transform (STFT).
Inspired by Large Language Models (LLMs), sequences of STFT vectors from SDR IQs can leverage
attention mechanisms, and finding out LPWAN signals in spectrograms is similar to object detection tasks in
computer vision. Our method eliminates the need for hand-crafting CNN layers or signal processing pipelines
for different LPWAN protocols provided that sufficient training samples are available. Therefore, we build
a fully annotated dataset for Lora and Sigfox in multiple frequencies, bandwidths, packet data, and time,
as well as data augmentation techniques that serve both training and validation datasets for our modified
Deformable DETR model. The experimental results demonstrate an average precision of over 89.5% for
LoRa signals and over 79.8% when mixed with ultra-narrow-band signals.

INDEX TERMS Attention mechanisms, multiple signal classification, radio spectrum management,
reconnaissance.

I. INTRODUCTION

With the recent development of the Internet of Things
(IoT) technologies, an abundance of inexpensive IoT devices
equipped with various Low-Power Wide-Area Network
(LPWAN) wireless protocols were deployed in areas such
as security, smart homes, smart cities, healthcare, infras-
tructures, and more [1], [2]. By 2030, projections suggest
over 31 IoT devices per person, contributing to a global
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market valued at over $8 trillion U.S. dollars [2]. To stay
connected, these IoT devices usually form networks with
LPWAN protocols, for example, LoRa [3] and Sigfox [4].
These protocols often coexist in the unlicensed Indus-
trial, Scientific, and Medical (ISM) bands, where regional
restrictions apply. For example, the European Union (EU)
imposes that only 1% duty cycle of on-air-time is allowed
for all LPWAN protocols on some frequency bands and
transmission power [5]. As such, spectrum planning and
management [2] are crucial to cater to the increasing number
of IoT devices that are squeezing into the ISM band
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and to increase the underlying Signal-to-Interference-plus-
Noise Ratio (SINR) for better signal reception and device
availability. In addition, mitigating privacy issues [6], [7] [8]
and security threats [9] such as counterfeit and rogue [10] [oT
Devices, also relies on the intelligence of spectrum status.
In this paper, we propose transformer-based classification
and time-frequency localization of the underlying LPWAN
technologies in any unknown premises.

This work is empowered by Software Defined Radios
(SDRs) [11], a relatively cheap radio frontend in small form-
factor hardware, while most of the signal processing blocks
are conducted on PC software, providing extreme flexibility.
The application of SDRs to promote the effective usage of the
radio spectrum is also known as Cognitive Radio (CR) [12].
The most crucial advantage of CR is reconfigurability, where
the radio itself can be reconfigured to adapt to variations
in the development of new wireless standards, incorporating
new services and applications as they arise. With the aid
of SDRs, we can reconfigure and receive various LPWAN
Radio Frequency (RF) signals at different frequencies,
channels, bandwidth, protocol, and modulation schemes,
with minimal efforts and costs by scanning across these ISM
bands.

Once SDRs form the basis for accessing the underlying
LPWAN technologies in the spectrum, we adopt a modified
version of Deformable DEtection TRansformer (Deformable
DETR) [13] to process LPWAN spectrogram traces obtained
from SDRs In-phase and quadrature (IQ) data. This allows us
to perform LPWAN technology classification while obtaining
the respective frequency, bandwidth, and time locations in the
spectrogram traces. In other words, we effectively transfer
object detection in machine vision to LPWAN protocol
classification. More specifically, to detect the presence of RF
signals, a received signal strength indicator (RSSI) threshold
(RF squelch) is defined to determine the start and the end of
the RF transmission [14]. For multiple LPWAN technologies
coexisting in the spectrum, it is often difficult to determine
the optimal universal threshold and the problem could be
further complicated when there are multiple transmitters with
different protocols, power levels, modulation schemes, and
bandwidths. In the case of SDRs, as the number of protocols
and their parameters are unknown, we often received multiple
LPWAN protocols at once with overlapping packets across
the spectrum. In recent research, Machine Learning (ML)
approaches with Convolutional Neural Networks (CNNs)
which were originally designed for image classification
domain [15] can be employed as a means to perform mod-
ulation classification [16], technology classification [17],
or source identification [18] for these LPWAN protocols,
without tuning on various threshold parameters. However,
most of these works can only determine the presence
of signals, but not the exact time and frequency of the
packets. Some even cannot work on Sub-GHz LPWAN
signals due to their long transmission time and narrow
bandwidth.
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To summarize, our work has two main contributions.
First, to analyze spectrum status in any premises, we pro-
pose transformer-based (Deformable DETR with Multiscale
Deformable Radial Attention) classification on various
LPWAN protocol signals from the spectrogram traces of
SDR 1Q data. Second, to validate our method as well as any
LPWAN method in the future, we build a fully annotated
LPWAN dataset of LoRA and Sigfox for both training and
validation in LPWAN research, together with its generation
pipeline and data augmentation.

The remainder of this paper is organized as below.
Section II presents related work in the field of wireless tech-
nology detection, classification, and their applications with
ML. In Section III, the method of generating, augmenting,
and processing the annotated LPWAN dataset is outlined.
Section IV presents the Deformable DETR model with our
customization for spectrogram traces from SDR IQ data.
Section V shows the empirical evaluation results against
various parameters.

Il. RELATED WORK

To perform technology classification or fingerprinting of
LPWAN or generic RF signals, various methodologies
can be employed. These methodologies can be broadly
categorized based on whether they involve using machine
learning techniques. Both categories will be outlined in this
section.

For non-ML approaches, some work [19], [20] focused
on transient-based identification on the frequency domain,
which is based on the signal amplitude or power. These
approaches utilize statistical analysis such as standard
deviation, variance, skewness, and kurtosis on the transient
portion of the signal before the preamble. Some work
directly works [21], [22] [23] on the preamble, which is
highly different across various RF protocols and modulations,
or relying on modulation specifics like the inter-carrier spac-
ing of orthogonal frequency-division multiplexing (OFDM)
in different wireless standards. Reference [24] This implies
these algorithms require pre-existence knowledge of the
underlying signals. Moreover, some of these works are
dependent on specialized hardware for data acquisition like
oscilloscopes with high sample rates or dedicated spectrum
analyzers, further increasing the cost of data collection and
reducing the flexibility of the system. Thus, we would like to
present an approach that can work with less prior knowledge
of the LPWAN protocols.

For ML-based approaches, most of the work is based on
CNNs, which is prevalent in image classification tasks. Some
focused on modulation classification [25], [26] instead. For
technology classification, in [27], the authors proposed a
framework that allows compressing STFT traces into smaller
sizes while being able to keep global signal features and
augmenting small object highlights onto the compressed
spectrogram traces and fed into a CNN network. However,
they evaluated relatively high-bandwidth signals like Zigbee,
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FIGURE 1. 1Q dataset generation architecture.

TABLE 1. Comparison between this work and other state-of-the-art
works.

Work | Time- Identifies Contains real- | Full dataset
Frequency world-liked generation pipeline
Localization overlapping | with COTS SDRs

signals

This | Yes LPWAN Yes Yes

work Protocols

[25] |No Modulations| No No

[17] |No LPWAN No Partial
Protocols

[19] |No Individual | No No
Devices

[28] |No LoRa No No
Spreading
Factors

[27] | No 2.4GHz Yes No
Protocols

[26] | Yes Modulations| No No

[29] | Yes 4G/5G Yes No

[30] | Yes Modulations| No No

Wi-Fi, and Bluetooth on 2.4GHz bands, which marked the
difference with our work. In [28], this work aims to utilize
a CNN-based classifier to identify LoRa signals, with their
protocol parameters like spreading factors (SFs) to determine
if there are inter-SF interferences, therefore it is LoRa
specific. The most promising work lies in [17], where the
authors proposed a spectrum manager framework with two
custom-designed CNN networks to handle 1Q and FFT data
aiming to classify narrow-band LPWAN technologies such as
Sigfox, LoRA, and IEEE 802.15.4g. However, some of these
works did not use SDRs for real-world evaluation and they did
not allow their algorithm to output the exact time-frequency
location of the LPWAN signals especially when multiple
LPWAN signals occur, with possible overlapping positions
in the incoming IQ data.
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FIGURE 3. Actual setup of Sigfox 1Q dataset generation.

To the best of our understanding, LPWAN technology
classifications, especially in Sub-GHz ISM bands using
SDRs and Transformer models have not been investigated
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so far. This work will attempt to investigate this with
our modified Deformable DETR model that is suitable
for processing LPWAN Spectrogram traces extracted from
SDRs IQ data with STFT to perform classification and
time-frequency localization of LPWAN signals.

Additionally, Table 1 outlines the differences between
our work and other state-of-the-art approaches that utilize
Machine Learning methods.

IlIl. LPWAN IQ DATASET GENERATION AND PROCESSING
To generate a custom LPWAN dataset for this work, we have
employed two HackRF SDRs, LoRa Modules, and Sigfox
Modules for data collection with proper dataset annotations.
Fig. 1, Fig. 2 and Fig. 3 outline our IQ dataset generation
architecture and our actual setup for LoRa and Sigfox,
respectively.

A. DATASET GENERATION WITH LPWAN DEVICES AND
SDRs

All of our LPWAN devices are initially preloaded with
custom firmware, which provides flexibility for controlling
the LPWAN radio modem and various parameters, including
transmission power and protocol parameters such as LoRa
Spreading Factors (SFjy,), preamble length (PremLeniyq),
data length (PktLen,,,,) and the actual data bytes per packets
with our PC. Before starting the data collection process,
the output power of the LPWAN devices is measured
initially with an external power analyzer, and then with
the SDR itself, to ensure consistency among the annotated
data. RF attenuators are placed on both ends of the RF
Power Combiner ports to achieve calibration purposes and
to ascertain the output power per LPWAN devices will not
overload the RF frontend of the SDRs, or damage the SDRs
due to the direct connection of high-power RF path.

To generate LPWAN annotated datasets, software written
in GNURadio [31] Blocks and Python on the computer starts
recording IQ data with the SDR tuned to a center frequency
Je, that is wholly covering the transmission frequency and
bandwidth of the LPWAN device and saving them to a file on
the computer while instructing individual LPWAN devices
to transmit on a random frequency f,.,, with random data
bytes, power level and protocol parameters (if applicable).
1Q samples from an SDR device can be represented as:

x[n] = Re(x[n]) + jIm(x[n]) = I[n] + jQOIn] (1

where, n is the IQ sample index and /[n] and Q[n] represent
the real and imaginary parts of the signal, respectively.
Before the start and after the end of the transmission,
relevant sample locations (n) in the IQ file will be marked in
an annotation file, along with the protocol parameters, power
levels, and the SDR acquisition parameters, including f., and
the sample rate (SR) of the resulting 1Q data. In the current
generated dataset, SR = 2Msps, and the value of f. , are
433.000MHz and 920.800MHz for LoRa and Sigfox datasets
respectively. Itis worth noting that the differences of f;. ;. have
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minimal impact on the resulting IQ dataset, as all of these 1Q
files are baseband signals.

After an LPWAN packet transmission is completed,
we sleep the modem of an individual LPWAN device for
a random amount of time before starting the process over
again. We deliberately do not avoid overlapping the signals
in the frequency domain from multiple LPWAN devices
connecting on the same RF Power Combiner, since we are
providing annotations of the signals per IQ files, outlining the
time-frequency location of each LPWAN packet. As datasets
for training and validation of ML models, this could help the
model to adapt to overlapping of signals which is prevalent in
real-world environments with overlapping LPWAN signals in
ISM bands.

As a result, we have generated 50 packets per IQ file and
signal class. With a total of 40000 packets across both LoRa
and Sigfox classes, we have 400 IQ files per signal class.
Each signal class bears LPWAN packets of randomized SNRs
(SNR) of SNR € {0, 3, 6}dB. With Sigfox, packet length
of 12 bytes of random data and bandwidth (BWgigf,,) of
BWgigfox = 100H7z are applied due to protocol specifications.
For Lora, we have 8 < PktLen;,;, < 48 bytes and random
data bytes. Additionally, we also varied LoRa protocol-
specific parameters: 0 < PremLeny,,, < 24 symbols;
6 < SFiprq < 12; and BWj,,, € {125,250, 500}KHz.

To further increase the available training and validation
data for our proposed model, we will incorporate data
augmentation techniques against our generated datasets.
We specifically choose to add Additive White Gaussian
Noise (AWGN) along with our generated dataset to increase
the robustness of the model and provide more variety of
SINR combinations that are closer to real-world scenarios
of coexisting LPWAN technologies with different signal
strengths and channel conditions. After adding AWGN to our
1Q datasets, these AWGN-added datasets, combined with the
original datasets will be calculated for STFT, then converted
to spectrogram, and undergo power-law normalization before
feeding into the model for training and validation. The data
augmentation and dataset processing pipeline are outlined in
Fig. 4.

B. DATA AUGMENTATION WITH AWGN
To generate an AWGN with unity power, we can construct
complex AWGN noise as:
_ N, 1) +jN(O, 1)
V2

where, NV(0, 1) denotes a standard normal distribution with
w=0ando? =1

To obtain an AWGN noise-added signal, we can add the
original 1Q data with w[n], scaled by the factor of «.

Xnoisyln] = x[n] + \/E x wln] 3)

In our work, we have chosen @ € {0.0001, 0.0002} to
mix with the original IQ datasets. For an original noise floor
that is well below these chosen noise power levels, these

wln]

@)

VOLUME 13, 2025



C. H. Kong, H. Hu: Classification and Time-Frequency Localization of Arbitrary LPWAN Signals

IEEE Access

arg(X)

IQ Datasets Data Augumentation STFT

Y

Spectrogram —>|

by adding AWGN

Resulting Datasets
—> for Model
Training / Validation

Power-Law
Norm

N Sliding
Window

FIGURE 4. 1Q dataset processing pipeline.

AWGNSs will be the dominant noise in the IQ dataset, thus
decreasing the SINR of each LPWAN transmission. After
this data augmentation step, the total number of IQ files will
be increased by the factor of 2, resulting in 1200 IQ files
combined across all signal classes.

Selected visualization examples of the augmentation
dataset versus the original datasets of one of the signal classes
are presented in Fig. 5.

C. PROCESSING OF TRAINING AND VALIDATION DATASET
As we require the time-frequency location of the LPWAN
signals, STFT will be taken on all of the IQ data. STFT
operation on x[n] to produce X [k] can be expressed as:
KR+N—1
Xlkml= > x[nlWln — kRle 7% (4)
n=kR

where,

o k is the index of the time bin.

« m is the index of the frequency bin.

e W[n — kR] is the window function

e N is the FFT size, and in our case N = 2048 to balance

computation efficiency and frequency resolution.

e Ris the hop size, and in our case R = N = 2048.

Here, we utilized blackman window in W[n — KR], which
is given by the following equation:

2nn)+008 (47m
.08 cos
N —1 N -1

where, n is the sample index, and N is the total number of
samples in the window.

After obtaining the STFT vectors, to determine the power
of the signal and obtaining a spectrogram, we can just square
the magnitude of the STFT vector obtained in (4):

W[n] = 0.42 — 0.5 cos ( ) ()

Plk, m] = |X[k, m]|? (©6)

Note that ZX[k, m] is unaltered. It will be used directly as
a learning and inference feature for the model.

To increase the dynamic range of the spectrogram vector
Plk.m], we will apply power-law normalization, which can
give the model a better ‘““visual representation” for learning,
because Deformable DETR was originally used in Image
Detection Tasks, this would result in a more natural image
look-alike spectrogram vector. This normalization step can
be expressed as:

Pk, m] — min(P) ,

. (7N
max(P) — min(P)

Prormalizealk, m] = (
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where, y is the power law exponent, chosen as y = 0.13 to
highlight both strong and weak LPWAN signals.

As the model presented in the later section requires running
on a GPU for training and validation, it is impossible to feed
the whole STFT vector without splitting the data. Hence,
we have implemented a sliding window along the time-axis,
allowing splitting up the Spectrogram traces and allowing
more positional combinations of the LPWAN packets in the
spectrum to train and validate the model. The sliding window
SW can be represented as follows:

i k —iSSW. )
min(Lsw,T —iSsw)

®)

SWIi, k, m] = Puormaiizealk, m] x rect(

where,

o i1is the index of the sliding window.

o Ssw is the step size of the window in terms of time
bin indices. In our case, we have set this to 1 second
equivalent.

o Lgw is the window length in terms of time bin indices.
In our case, we have set this to 3 seconds equivalent.

o T is the total number of time bins in Pjopmalized (1-€.
max(k) + 1).

e rect(n) is the rectangular sliding window function,
as shown below in (9).

1, if0< 1
rect(n) = nu= n = ©)]
0, otherwise
The number of sliding windows is given by:
T—-L
Lensy = {—SWW +1 (10)
Ssw

The window length of 3 is chosen because it is desirable
to have all of the LPWAN packets in the dataset to be
at least in view in one of the sliding windows. Since the
maximum on-air time of the LoRa packets in the datasets is
1.954 seconds, we chose 3 seconds to allow every LPWAN
packet at least contained in a sliding window once, with a
step size of 1 second to avoid discontinuity among LPWAN
signals.

With 1200 IQ data files from the previous steps, we defined
80% of the data for training and 20% of the remaining data for
validation of the model. As a result, we have generated a total
of 32565 and 8196 Spectrogram sliding windows for training
and validation respectively. Examples of spectrogram sliding
windows are shown in Fig. 6.

53069



IEEEACC@SS C. H. Kong, H. Hu: Classification and Time-Frequency Localization of Arbitrary LPWAN Signals

= | ORa Device 1
- | 0Ra Device 2
1e6 a = 0.0001 1e6 o = 0.0002

Original IQ File

0.75

0.50

0.25

0.00

f (Hz)

-0.25

—0.50

-0.75

-1.00
0 4 6 8 10 0 2 4 6 8 10 0 2 4 6 8 10

t (seconds) t (seconds) t (seconds)

FIGURE 5. Original 1IQ and AWGN augmented datasets comparison.

IV. MODIFIED DEFORMABLE DETR MODEL DESIGN Traditionally, many hand-engineered components such as
DETR [32] applies the transformer model and atten- non-maximum suppression (NMS) to remove overlapping
tion mechanism [33] into the area of object detection. bounding boxes are designed in object detection systems.
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FIGURE 6. Example of spectrogram sliding windows.
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DETR simplifies the detection pipeline by framing the
problem as a direct set prediction task. It primarily consists
of the following components:

« Backbone: This component extracts features from
high-resolution images into lower-resolution activation
maps.

o Transformer Encoder-Decoder: This component pro-
cesses the flattened activation maps and learns global
dependencies through a self-attention mechanism, given
by:

Attention(Q, K, V) = softmax (QKT) Vv arn
o Vi

where, Q denotes the queries, K denotes the keys,
V denotes the values, and d; is the dimension of
the key vectors, which helps provide stability during
training. Positional encodings are also fed into the
encoder because the transformer architecture is position
invariant.

o Object Queries: These are learned embeddings that the
decoder transforms. These queries attend to the output
of the encoder through a cross-attention mechanism
to generate class labels and bounding box coordinates
through a Feed Forward Network (FFN).

« Bipartite Matching Loss: This component involves
matching predicted objects to ground truth objects using
a bipartite matching algorithm. The pairwise matching
cost is given by:

N
& = argmin ) Luacn(i: Jo (i) (12)

(IEGN i=1

where, & is the permutation of N predictions that
minimizes the sum of the matching costs, Sy denotes
the set of all permutations of N elements, y; are the
ground truth labels, and ;) are the predicted labels
permuted by o. To calculate the actual loss, we use
LHungarian Which is given by:

N

Lyungarian (), y) = Z [_ logﬁ&(i)(ci)
i=1

i Loo(bi o] (13)

where, p(;)(c;) is the probability of the predicted class
c; for the i-th ground truth object, 1.,«p is the indicator
function that is 1 if the ground truth class c¢; is not an
‘empty’ class (meaning no object), and Lpox is the loss
for the bounding box coordinates.

In Deformable DETR [13], it further enhances the
original DETR implementation by introducing deformable
attention mechanisms, which was inspired by deformable
convolution [34], allowing sparse spatial sampling of input
features. The deformable attention mechanism attends to a
selected group of sampling coordinates, acting as an initial
filter to highlight key elements from the entire set of feature
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map pixels. The deformable attention mechanism can be
modeled as:

M K
DA(qupq’ x) = Z Win |:2Amqk
m=1 k=1

'W;;1x(pq + Aquk)] (14)

where,

e z4 is the query feature at position g. This is the feature
vector.

e pg is the reference point corresponding to the query
position gq.

o x is the input feature map.

e M is the number of attention heads.

« K is the number of sampling locations for each attention
head.

o W, is the output projection matrix for m’th attention
head.

o W, is the input projection matrix for m’th attention
head.

e Ak is the attention weight at m’th attention head and
k’th sampling location, linear projected from z.

o Apmgi the sample offset at m’th attention head and &’th
sampling location, linear projected from z,.

This can also be extended to multi-scale feature maps,
which are usually obtained from selected layers from the
Backbone. The Multi-Scale Deformable Attention Module
can be modeled as:

M L K
MSDA(zg, pg» 1X'Viz) = D" Wi [Z > Amigk

m=1 =1 k=1

WX (Bi(pg + Apmzqk))} 15)

where,

o ! }f‘: | isasetof L input feature maps at different scales.

o L is the number of scales (feature levels).

o K is the number of sampling locations for each attention
head at each level.

o Apigr is the attention weight at m’th attention head,
I’th feature level, and k’th sampling location, linear
projected from z,.

o Apmigk the sample offset at m’th attention head, I’th
feature level and k’th sampling location, linear projected
from z,,.

e ¢i(-) is the transformation function that maps coordi-
nates from the query feature map to the [’th level feature
map.

Based on Deformable DETR, below we will present our
modifications and enhancements that allow our new model
to accept spectrogram sliding windows outlined in previous
sections to perform classification and time-frequency local-
ization of LPWAN signals.
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A. RESNET50 BACKBONE MODIFICATIONS WITH
TRANSFER LEARNING

In the original DETR [32] and Deformable DETR [13] imple-
mentations, the CNN backbone utilized the Resnet50 [35]
model for feature extraction. Resnet50 is also used in
some work as modulation pattern recognition [36], thus,
it is possible to utilize the same model to perform feature
extraction on our spectrogram traces, without implementing
a new backbone from scratch.

However, unlike normal images that contain either 3 chan-
nels for RGB, or a single channel for grayscale images,
our spectrogram data contain 2 channels instead, which
are the power-law normalized power level and the STFT
phase (Pnommatized and /X[k, m]). To expedite the training
process and reuse pre-existing weights, we employed transfer
learning techniques and modified the first Convolution
layer (Conv2d) of Resnet50 from 3-channels input to
2-channels. After obtaining pre-trained weights of Resnet50
from PyTorch [37], we simply calculate the mean of the
original 3-channels weights and apply them to the new
2-channels instead:

. I 5 . .
Wnew[:s]s :1 :] = g Z Worig[:y lv :7 :]7 fOr] E {Os 1} (16)
i=0

where, i and j, are the indices of the original and new
channels, respectively, and W,;g and W,,,,, denote the original
and the new learnable weights.

For the original first Conv2d layer, stride is used to
skip certain pixels (or time-frequency bins in our case) to
speed up training and validation time. It is expressed by
Conv2dyyyige = (h, w) where, h and w, denote the height and
width for the convolution kernel to skip when convolving
the input spectrogram sliding window. By default, Resnet50
uses Conv2dyige = (2,2). In our experiments, we varied
this parameter to optimize feature extraction for narrowband
signals for more frequency-domain details, especially for
ultra-narrow-band signal classes such as Sigfox, as it
occupies only 1 frequency bin before frequency expansion
(see Section IV-C).

B. MULTI-SCALE DEFORMABLE ATTENTION WITH
ATTENTION RADIUS

The idea behind having deformable attention is to allow
the model to attend to certain sampling points that contain
important features. However, by reverse thinking, we can
also explicitly instruct the model not to attend to certain
locations if we have prior knowledge of the nature of the
application. In the case of LPWAN signals that are located in
Sub-GHz bands, especially in ISM bands, there is an
allocation bandwidth. To fully comply with relevant laws and
standards, usually, the upper limit of the signal bandwidth
should be well within the band allocation bandwidth. For
instance, the maximum frequency of LoRa in the Sub-GHz
band is 5S00KHz, while the ISM band in ITU Region 1 is
1.74MHz. [38] With this as prior knowledge, when the

VOLUME 13, 2025

bandwidth of the SDR’s received baseband signal is higher
than the possible LPWAN signals, we can restrict the
attention radius of the model for faster convergence of the
model.

Recall in (14), we have A4 which is the attention weight,
describing the importance of the sampling location k. We can
define that for a certain attention radius (), we set Ay to
0 when [(Apmgk)y| < r, which means the resulting sampling
location p; + Appgr is out of range (in the y-axis). This
implies that the feature of the specific LPWAN signal should
not exist at those points, and therefore, the model should not
attend to them as they are irrelevant. Formally, to achieve this,
we can modify DA in (14) as follows, we call this Deformable
Radial Attention:

M K
DRAGy. g, 1) = 3 Wy [zAmqk
m=1 k=1

Mgk (Apmgic, 1) - Wy/n'x(pq + Apmqk)]
(17)
where,

1 if |(Apmqk)y| =r

18
0 otherwise (18)

Mmqk(Apmqk’ r)= {

where, (Apmgk)y, explicitly denotes the y-component (fre-
quency axis) of Apygk.

Note that renormalization is required if our mask has mod-
ified weights on the attention head. This is because the sum
of the attention weights has to be 1. (i.e. Zszl Amgk = 1).
Formally, we can do this by:

A _ Amqk : Mmqk(Apmqks r)
0=
" ZkK/=1 Amqk’ : Mmqk’(Apmqk’, r)

(19)

where, A;n «» 18 the renormalized attention weight

Additionally, this modified algorithm can also work on
MSDA in (15), allowing the application of attention radius
across all feature levels, we call this Multi-scale Deformable
Radial Attention:

M L K
MSDRA(zg, pg, (X'}izy, 1) = D W [Z > Amigk

=1 k=1
Mgk (APmigic, 1)

m=1

Wy x (i (pg + Apmzqk»}
(20)
where,

1 if |(Apmlqk)y| =r

. (21)
0 otherwise

Mmlqk(Apmlqlm r)= [

where, (Apmigr)y explicitly denotes the y-component (fre-
quency axis) of Apyjgk.
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C. EXPANDING BANDWIDTH ANNOTATIONS
Ultra-narrowband LPWAN signals such as Sigfox (100Hz in
bandwidth) present unique challenges due to their limited
spectral footprint by occupying only about 1 frequency bin
in the Spectrogram. This lack of dynamic range on the
frequency domain will negatively affect our model’s ability
to learn. This problem is more prevalent when Sigfox is using
BPSK modulation, which implies each packet provides little
to no frequency variation which in turn, we can only rely
on phase information to determine Sigfox packets. We can
indeed increase the frequency resolution by increasing the
FFT size (N), or reduce the baseband bandwidth by reducing
SDR’s sample rate (SR), but in this way, we are sacrificing
the ability to receive multiple LPWAN signals in-band for
simultaneous time-frequency localization. Increasing N will
also affect the memory usage of the GPU, in which, we can
only decrease Lgw to compensate. A simpler solution is to
increase the bandwidth of these ultra-narrow-band signals in
our dataset annotations, which allows the model to not only
learn from the signal itself but also the surrounding blank
space in the spectrogram.

In the case of Sigfox, the 100Hz packets are being deployed
in a 192KHz wide band and a 100Hz channel within this
192KHz is randomly selected for uplink. To the best of
our knowledge, Sigfox did not release any information on
whether there are guard bands or gaps between these 100Hz
sub-channels. Even if there are none, the probability of one or
more packets transmitting in the adjacent sub-channel at the
same time is low: P = 1/1920. Moreover, for cases where
overlap happens, the number of non-overlapping samples
should be more than overlapping samples, which should
produce minimal impact on the model, and the advantages
should be outweighed.

Hence, two versions of our model are being trained
with two levels of increase in Sigfox bandwidth annotation.
BWyigtox € {5000, 7000}Hz, corresponds to additionally
include 2 and 3 frequency bins for both top and bottom in
the bounding boxes, respectively.

V. RESULT AND DISCUSSION
To evaluate the performance of our model, we have consumed
the remaining 20% of our dataset as an evaluation dataset.
It consists of 8196 spectrogram sliding windows containing
28503 and 28662 LoRa and Sigfox packets, respectively.
It has been trained with NVIDIA V100 GPUs with 50 epochs.
Fig. 7 and Fig. 8 are examples of bounding box predictions
from the model for LoRa and Sigfox respectively to demon-
strate the ability of the model to perform time-frequency
localization and classifications of LPWAN signals. To ana-
lyze the model’s performance, similar to object detection
tasks, we focus on its Average Precision (AP) [39] and
Average Recall (AR) metrics, given by a certain IoU
(Intersection over Union) threshold (0.5). We additionally
introduce Y-AP and Y-AR metrics which are the AP and AR
respectively when only considering the Y-axis (the frequency
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axis) IoU thresholds (Y-IoU). The replaced Y-IoU can be
calculated by:

AN

Y-loU =
Y, U Y,

(22)

where,
o Y, is the predicted y-axis range (frequency axis)
e Y, is the ground truth y-axis range (frequency axis)
e |YpNY,|is the length of the intersection of the predicted
and ground truth y-ranges
e |Yp U Y| is the length of the union of the predicted and
ground truth y-ranges
In practical applications for technology classification and
spectrum management, it is more important to find out which
band (i.e. channel) the LPWAN signal occupies, rather than
the exact location of the start of the packet in the time domain,
since often the specific LPWAN device will transmit in a
fixed subset of frequencies in the ISM bands. Introducing
Y-AP and Y-AR provides a better picture of the capability
of the model to extract the frequency locations of LPWAN
signals. Unless specified otherwise, all AP, AR, Y-AP, and
Y-AR are averaged over all classes.

A. TIME-FREQUENCY LOCALIZATION PERFORMANCE

To evaluate the time-frequency localization performance
of the model, we utilized AP and AR metrics and com-
pared them against different parameters for the model.
More specifically, we adjusted the Comv2dgiq. parameter
where Comv2diq. € {(1,5),(2,4),(2,3)}, while keeping
BWi;igfox = {7000}Hz and MSDRA on. Overall performance
in AP and AR are presented in Fig.9, where a maximum
AP of 77.62% can be obtained with Conmv2dyiqe = (1, 5).
It appears that decreasing the stride amount in the y-axis
(frequency axis) can increase the AP of the model, the reason
behind this can be seen in Fig. 10.

In Fig. 10, an interesting phenomenon can be observed,
where, Comv2dgige = (2, 4), produces the best AP for LoRa
signal instead. This discrepancy came from the Sigfox class,
while we have a better AP by using Comv2dsige = (2,4)
for LoRa, using Conv2diqe = (1,5) allows an even better
increase in AP in the Sigfox class, which outweigh the AP
decrease in LoRa class and increasing the overall class-
averaged AP. This implies that LoRa (or relatively higher
bandwidth LPWAN signal) may not benefit from the finer
details of frequency axis details in the Backbone. On the
contrary, ultra-narrow-band signals like Sigfox do require
high-resolution details in the frequency domain to extract fine
details for the model to converge. Interestingly, decreasing
the x-axis (time axis) stride did not increase the AP and
AR and worsened the metrics. This suggests that careful
balance is required between the x and y axis of Conv2dige
and time-axis details are less important than frequency-axis
details, especially a decrease in the stride of the y-axis
will increase the amount of data in subsequent layers, for
example, from /2 to h/1 will increase the y-axis size of
the output of Conv2d layer by 2, which in turn increase
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FIGURE 7. Example of LoRa prediction.
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FIGURE 8. Example of Sigfox prediction.
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FIGURE 9. Time-frequency localization performance.
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FIGURE 10. Time-frequency localization per-class performance.

the training time. At Comv2dsyige = (1,5), AP@0.5 for
the LoRa signal class can still achieve nearly 90% AP,
which we believe the merits for ultra-narrow-band outweigh
the disadvantages for relatively higher bandwidth LPWAN
signals.

B. FREQUENCY LOCALIZATION PERFORMANCE

The introduction of Y-IoU in (22) enables us to calculate
Y-AP and Y-AR that characterize the performance of the
model in the Y-axis (frequency-axis). This would give us a
better picture of the frequency localization performance of
the model. The relevant metrics are presented in Fig. 11 and
Fig. 12.

Similar to the previous section of V-A, the best result
is achieved by Comv2dyyige = (1,5). The metrics of
Y-AP and Y-AR are higher than those of AP and AR
(Y-AP > AP and Y-AR > AR) in the previous section.
Y-AP@0.5 for LoRa and Sigfox reaches 95.94% and
74.23% respectively. The increase of Y-AP and Y-AR
denotes that the model has greater ability at frequency
localization than time-frequency localization. This provides
the feasibility of application in spectrum management for this
model.
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FIGURE 11. Frequency localization performance.
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FIGURE 12. Frequency localization per-class performance.

C. PERFORMANCE UNDER NOISE

To further find out how noisy environments impact the model
performances, we isolated out the AP values per class and per
noise levels, as shown in Table 2.

TABLE 2. Comparison of AP values across different classes and noise
levels.

Class | Metric AP of AP of AP of AP
both AWGN- | AWGN- Differences
mixed free added after
dataset dataset dataset AWGN-

added

ALL AP@0.5 77.6% 94.6% 70.7% -23.9%

Y-AP@0.5 | 85.1% 98.6% 80.0% -18.6%

LoRa AP@0.5 88.3% 98.9% 84.1% -14.8%

Y-AP@0.5 | 95.9% 99.1% 94.2% -4.9%
Sigfox AP@0.5 67.0% 90.3% 57.4% -32.9%
Y-AP@0.5 | 74.2% 98.1% 65.8% -32.3%

All AWGN-free datasets yield AP values exceeding 90%
and Y-AP values above 98%. After adding AWGN noise
into the dataset, it is obvious that large-bandwidth signals
like LoRa are less susceptible to AWGN noise due to the
fact that there are still more frequency-axis features available
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for the model to perform LPWAN signal classification and
time-frequency localization. One way to tackle this is by
increasing the number of STFT bins, which allows the
model to learn more frequency-axis features from ultra-
narrowband signals. Details of this are outlined in the next
section.

D. CLASSIFICATION ONLY PERFORMANCE

To further extend the evaluation of the classification perfor-
mance of the model, we presented the confusion matrix for
the two classes in Fig. 13.

True Label
LoRa

Sigfox

LolRa Sigfox
Predicted Label

FIGURE 13. Confusion matrix of the model for classification.

Note that the reason for the sum of the column is not
1.0 owing to the underprediction of the model, where some
of the ground truth labels were not detected. This issue is
much more prominent in Sigfox as the lack of frequency-axis
features in the backbone and the STFT bins is due to the ultra-
narrow-band nature of the LPWAN packets. It is desirable
if more features can be extracted by the backbone from the
frequency axis, which could increase the performance of the
model.

To improve the performance of the model to detect
ultra-narrow-band signals like Sigfox, we could increase
the amount of information available in the frequency-axis,
by sacrificing some time-axis features. Originally, an STFT
size of N = 2048 had been chosen to strike a balance between
time and frequency resolutions among large bandwidth
signals and narrow bandwidth signals, as well as computation
time of performing the STFT operation itself, and favor
to LoRa signals which is a much more common LPWAN
protocol. When we set N = 4096 to favor more narrow
band features, per-class AP of LoRa and Sigfox decreased
from 89.5% to 86.9% (-2.6%) and increased from 66.9% to
72.6% (+5.7%), respectively. Per-class Y-AP for LoRa and
Sigfox also slightly decreased from 95.9% to 95.2% (-0.7%)
and significantly increased from 74.2% to 80.2% (+6.0%),
respectively. Overall AP reaches 79.8% in this case. This
results in an improved confusion matrix which favours Sigfox
predictions outlined in Fig. 14.
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FIGURE 14. Confusion matrix of the model for classification with
N = 4096.

E. ABLATION STUDY

1) MULTI-SCALE DEFORMABLE RADIAL ATTENTION
(MSDRA)

The modification of MSDA in (15) to MSDRA in (20) by
adding attention radius was supposed to expedite the model
convergence when we have acquired prior knowledge of the
target spectrum environment where the LPWAN signals are
located. All of the conducted experiments were carried out
with MSDRA for a 250KHz attention radius on the y-axis,
because of the constraint of S00KHz maximum bandwidth
of LPWAN signals in ISM bands. Here, we will try to use
the original MSDA without any radial attention mechanism
to study the impact of MSDRA on the convergence of the
model.

As seen from Fig. 15, when MSDRA is not used, AP and
Y-AP decreased by nearly 3% and 2.6% respectively. The
model also converges faster with higher (Y-)AP as early
as at epoch 20 when MSDRA is used. Thus, we conclude
that MSDRA is essential and useful for processing LPWAN
spectrogram data with the possession of prior spectrum
knowledge.

2) EXPANDING BANDWIDTH ANNOTATIONS

In section IV-C, we have to expand the bandwidth of
the Sigfox annotations to allow the model to learn about
frequency features around the Sigfox signal (e.g. noise
surrounded by the Sigfox signal). Note that when this
modification is not added, the AP of the Sigfox class drops
significantly to near 0. This is due to the way that IoU
calculations work, where the model has to predict with
1-pixel accuracy, which results in a lack of dynamic range.
If the prediction were off by 1 pixel in the y-axis, the IoU
would result in 0, because there would be no overlapping
at all. The reason is that the original Sigfox only occupies
1 bin, or more precisely about 0.1 bin because the bandwidth
of Sigfox is 100Hz, and the width of each Spectrogram bin
for SR = 2MHz with STFT N = 2048 is about 976.5625Hz.
Thus, the lack of dynamic range coupled with the fact that
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FIGURE 15. Impact of AP when removing MSDRA.

Sigfox uses BPSK with little frequency-axis variation results
in poor prediction results for Sigfox.

Here, we try to use different Sigfox Bandwidth, as shown
in Fig. 16.

BWsigrox = 7000 BWsigiox = 5000

— "Stride=(1,5) Stride=(1,5)
Stride=(2.3) Stride=(2.3)
— Stride=(24) Stride=(2,4)
80 AP@0.5 Y-AP@0.5
70
60
w§50
26
@40
Z 330
a
20 [
104
0
%0 AR@100 Y-AR@100

0 10 20 30 40 50 0O 10 20 30 40 50
Epoch Epoch

FIGURE 16. Impact of AP when varying BWjjgfoy -
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Improvements can be observed when we set BWjigrox =
7000, but this only applies to Com2dgige € {(2,4), (2, 3)}.
For Conv2dgige = (1, 5), which is the best parameter so far,
we should keep BWjigfox = 5000. This means that when more
details exist in the frequency axis (i.e. lower Conv2dige),
it is possible to less artificially increase the annotated
bandwidth of the ultra-narrow-band signals. To ensure the
annotations are closer to reality, we can just use BWsjgfor =
5000, with finer details for Conv2dyyige, allowing the model
to learn the extra features around the real Sigfox signal,
increasing the dynamic range for (Y-)IoU calculations, while
keeping the annotations closer to reality.

F. VISUALIZATION OF RADIAL ATTENTION

To better demonstrate the impact of the addition of radial
constraints in (MS)DRA, Fig. 17 visualizes the non-zero
attention-weighted sampling locations for each reference
point in MSDA that contains at least one out-of-radius
sampling location in a random spectrogram sliding window.
We define “In-radius sampling points” as those lying within
a specific radius (< 250KHz), and “‘Out-of-radius sampling
points” as those lying outside this radius.

This visualization clearly shows that, without radial
constraint, some reference points within a LoRa packet
annotation attended to blank signal regions that are far
away from actual in-packet signal features. Additionally,
many reference points outside any annotated regions attended
to sampling locations of pure noise, resulting in noisy
reference points attending to noisy sampling locations. This
behavior contributes minimally to the model’s convergence
and learning process.

Thus, by applying (MS)DRA, the model is constrained
to focus only on meaningful regions within specified
radius. This targeted attention mechanism facilitates faster
convergence and improves the model’s overall accuracy by
preventing attention from being wasted on irrelevant or noisy
areas.

G. COMPUTATIONAL COMPLEXITY

It is also important to evaluate the computational complexity
of the model, especially if running at the edge with
resource-constrained IoT devices is required. Note that the
addition of (MS)DRA essentially applies a lightweight mask
towards the original implementation of (MS)DA, which
incurs limited additional asymptotic complexity to the model.
Based on the original complexity of (MS)DA [13], the
complexity of (MS)DRA can be given by:

O(N,C?* + min(HWC?, N,KC?) + 5N,KC
+ 3N,CMK + N,K) (23)

where,
e N, is the number of queries;
o HxW is the height and width of the input feature map,
respectively;
o C is the embedding dimension;

53079



IEEE Access

C. H. Kong, H. Hu: Classification and Time-Frequency Localization of Arbitrary LPWAN Signals

—— LoRa Device 1 —— LoRa Device 2
In-radius Sampling Point x  Out-of-radius Sampling Point
¢ Reference Point

One Sliding Window with LoRa Packets
(from t=4.59 seconds to t=7.59 seconds)

5.0 5.5 6.0
t (seconds)

FIGURE 17. Visualization of attention sampling points.

VOLUME 13, 2025




C. H. Kong, H. Hu: Classification and Time-Frequency Localization of Arbitrary LPWAN Signals

IEEE Access

e K is the number of sampling points per query per
attention head;
e M is the number of attention heads.

The addition of NyK term accounts for the extra nor-
malization step introduced in (MS)DRA when an attention
weight of a specific sampling point is modified by setting it
to zero due to being out of radius. This step ensures that the
remaining attention weights still sum to one after masking
out out-of-radius points. However, this normalization step
has a negligible impact on the overall complexity as terms
involving H, W, Ny, K, and C remain dominant. On a
separate note, decreasing Conv2ds;i4. values in the Resnet50
backbone increases the frequency resolution of the feature
map, which improves AP and Y-AP values, as demonstrated
above. However, this comes at the cost of a larger input
feature map (H and W), leading to a higher computational
complexity.

In practice, MSDRA has tested on multi-generation old
GPUs. With a single NVIDIA GTX1070, inferences of each
sliding window of 3 seconds (Lsw = 3) with Conmv2dyyyige =
(2,4) and N = 2048 require approximately 0.875 seconds
of GPU runtime, demonstrating the feasibility of perform-
ing real-time inferences and highlighting the practicality
of the proposed model. The computational bottleneck is
more likely to arise from the encoder layers with global
attention mechanisms in the original transformer model,
which is inherently resource-intensive. If further decrease in
computation complexity is required, it is possible to decrease
the number of attention heads, scales, and sampling points
to scale down the overall model, employ advanced feature
extraction techniques that reduce the dimension of input
features, or simply decrease the STFT resolution according
to specific application needs. These approaches provide
flexibility for adapting MSDRA and Transformer models
to more resource-constrained environments, such as edge
devices in [oT applications.

H. REAL-WORLD DATASETS

To demonstrate the robustness of the proposed model with
real-world scenarios, we evaluated it using a real-world
commercially available IoT device, a LoRa temperature
sensor, transmitting in public ISM bands via actual antennas
on both the transmitter and receiver sides. It is important
to note that the signals transmitted by the commercial
LoRa temperature sensor as shown in Fig.18 were not
included in the original training dataset, ensuring the model
is inferring towards unseen real-world LPWAN signals.
Furthermore, we confirmed that the model and manufacturer
of the wireless modem Integrated Circuits (ICs) are different
between the datasets: the LPWAN dataset was generated
using the ASR6501 modem, while the commercial device
uses the SX1268 modem. This ensures minimal correlation
between signal features from the same family of ICs. The
dataset generation process also followed the pipeline outlined
in Section III, without any additional tuning or adjustments.
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FIGURE 18. Commercial LoRa temperature sensor for real-world
inferencing.

The LoRa packets transmitted by the temperature sensor
were manually annotated after being received by a HackRF
SDR over-the-air, with a physical separation of more than
20 meters within the same room without line-of-sight. The
data collection spanned over 17 hours, resulting in 1,048 indi-
vidual LoRa packets being received and annotated. Despite
the model encountering entirely new data from a different
device in real-world conditions, it achieved an AP exceeding
90% . This performance is comparable to the results obtained
with the original LPWAN dataset, highlighting the model’s
robustness and generalization capabilities when applied to
LPWAN signals not seen during training.

VI. CONCLUSION

In this paper, without hand-crafting specific models, we have
proposed a customized Deformable DETR-based model with
DRA and MSDRA to classify LPWAN technologies for time-
frequency localization. The custom modifications transfer
the model from image detection tasks to LPWAN signal
detection, allowing the model to accept spectrogram traces
obtained from STFT of SDR IQ data to perform classification
and time-frequency localization. The IQ datasets captured by
Software Defined Radios for this work contain two sub-GHz
signal classes with narrow-band technologies. These anno-
tated datasets have gone through data augmentation steps
and are further processed to produce spectrogram sliding
window traces that can be fed into our model for training
and validation. In the experiments, our model localized
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and classified LPWAN signals in the spectrogram traces,
achieving an AP of 77.6% and 79.8% for N = 2048 and
N = 4096, respectively at IloU@0.5 in the validation set.
For LoRa and Sigfox, per-class AP can reach 89.5% and
66.9% respectively, and per-class Y-AP at 95.9% and 74.2%
respectively. Additionally, we tested the model’s robustness
by training it with the custom LPWAN dataset generation
pipeline and inferring on real-world commercially available
IoT devices, ensuring the model is applicable in real-world
scenarios. Although the modification of (MS)DRA spans
from (MS)DA and incurs minimal additional computational
complexity, it still heavily relies on the original Transformer
model which could still require a global attention mechanism
on the encoder layers. In future work, we plan to extend the
annotated datasets to more real-world LPWAN technologies
across ISM bands. We will also explore a new ML-based
approach toward LPWAN technology classification with
time-frequency localization. For example, to detect ultra-
narrow-band LPWAN signals, we will modify the STFT
processing pipeline with an adaptive number of STFT bins,
to incorporate more fine signal details for feature extraction
to the model. Itis also worth investigating in non-transformer-
based models which could further decrease the potential
computational complexity from encoder layers. Last but not
least, ultimately we plan to propose a low-cost federated
LPWAN signal detection network on the edge.
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