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Abstract—This paper is concerned with the remote state
estimation secrecy problem for networked systems in the presence
of eavesdroppers. The majority of current research centers on one
kind of eavesdropper that is equipped with predefined estimation
structures. To enhance the resistance against eavesdroppers,
we simultaneously consider two distinct categories of logical
eavesdroppers in this paper, namely: smart eavesdroppers, who
possess the same level of knowledge as legitimate users, and naive
eavesdroppers, who remain oblivious to the encoding process.
Moreover, we propose an innovative aggregation-based secrecy
code that employs pseudo-random numbers, incorporating both
a pseudo-random real-number sequence and a pseudo-random
binary scheduler. Also, an «-relative secrecy is proposed by
introducing a relax variable, which offers higher flexibility than
the traditional relative secrecy. Then, both the classical perfect
secrecy and the newly proposed a-relative secrecy are proven
under specific conditions. Furthermore, the estimation perfor-
mance for users and eavesdroppers can be tuned by designing
the aggregation structure and the probability distribution of the
pseudo-random samples, rather than being solely determined by
the communication channel characteristics as in previous work.
Finally, the effectiveness of the proposed coding method is verified
through numerical experiments conducted on two systems with
differing stability characteristics.

Index Terms—Remote state estimation, eavesdropping attacks,
data aggregation, pseudo-random numbers, networked systems,
packet dropping.

I. INTRODUCTION

Cyber-physical systems (CPSs) represent highly intricate
engineering integrations that coordinate, regulate, and incorpo-
rate perceptual and computational components [1]. They have
been utilized in diverse fields, encompassing wireless sensor-
actuator networks [2], multi-sensor fusion system [3], direct
current microgrids [4], and unmanned systems [5]. Remote
state estimation has gained significant attention as a crucial
aspect of CPSs, because it offers real-time monitoring and
supervision capabilities to these systems [6]. However, due
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to the increasing network openness and the remote intercon-
nectivity among various parties of CPSs, the remote state
estimators are vulnerable to a variety of cyberattacks [7], such
as denial of service attacks [8]-[10], false data injection attacks
[11], [12], and eavesdropping attacks [13]-[15]. It should be
noted that the eavesdropping attacks can cause severe risks
by intercepting communications, leading to the information
leakage and the occurrences of other active cyberattacks.
Hence, countering eavesdroppers has emerged as a vital and
pressing research for remote state estimation.

Recently, a variety of privacy-preserving methods have
gained significant attention to combat potential eavesdropping
threats [13], such as cryptography [16]-[18], random per-
turbation [19]-[21], and transmission scheduling [15], [22].
Cryptographic approaches focus on encrypting the message
with high-complexity secrete keys such that the attacker cannot
easily decrypt it. Specifically, secure multi-party computation
techniques, for example, homomorphic encryption [17], allow
computation to be directly performed on ciphertexts. Pertur-
bation methods aim to increase the uncertainty of transmitted
data. Typically, this involves the injection of random noises
with careful consideration from privacy metrics such as differ-
ential privacy [19] to design the probability distribution of the
noises. Moreover, given the inherent unreliability of networks,
which may occasionally result in packet dropping, plenty of
scheduling or coding approaches have been proposed on the
basis of this property. Secrecy codes represent a category
that leverages packet dropping to prevent eavesdroppers from
acquiring the complete real-time data and then create recursion
to exacerbate the adverse impact of such losses [22].

Notice that secrecy codes possess superior estimation per-
formance while consuming less computation resources when
compared other encryption approaches, making them widely
discussed in secure remote state estimation. The state-secrecy
code stands as a cutting-edge method that operates by em-
ploying suitably defined noises and system matrices [22].
However, it poses a potential vulnerability to CPSs, since this
method necessitates the reliable feedback of acknowledgments
(ACKSs) while the transmission of ACKs cannot be completely
safeguarded and is also susceptible to cyberattacks. A dy-
namic switching strategy was developed to maintain resilience
against flipped ACKs [23], including scenarios of sending both
ciphertexts and plaintexts. Then, an enhanced coding scheme
operating independently of ACKs was proposed in [24]. It
relied on the random alternation between the transmission of
system state values and of random noises, which possessed
statistical property similar to that of the system state.

Injection of pseudo-random [25] or true-random [20] num-
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bers is treated as a typical perturbation approach, since it can
enhance the data uncertainty. Meanwhile, the pseudo-random
scheduler can be synchronized for both sensor and legitimate
user such that the sensor can realize the operation of user
without feedback ACKs [24]. Further, a moving horizon sum-
mation method [21] was developed to diverge the estimation
error of the eavesdropper by adding two-step sequential noises.
It should be pointed out that there is only limited work dis-
cussing the presence of different kinds of eavesdroppers. Most
existing findings only concern smart eavesdroppers [20], [21],
which can create sophisticated estimation structures to decode
packages. Although some studies do consider naive eavesdrop-
pers that directly use the transmitted data [25], they cannot
effectively destroy the performance of such eavesdroppers.
Also, directly adding noises [20], [25] can only exaggerate
the estimation error while not making its covariance diverge.
Motivated by the above analysis, we propose an aggregation-
based code in the presence of packet loss that can more
effectively degrade the performance of multiple eavesdroppers.
The main contributions of this paper can be summarized as
follows.

1) Two distinct categories of eavesdroppers are rigorously
defined and simultaneously taken into account, which are
specifically named as the smart eavesdropper and the
naive eavesdropper. For remote state estimation scenarios
where packet dropping occurs, tailored estimators are
meticulously designed for the legitimate user and each
type of eavesdropper under corresponding definitions.

2) A novel aggregation-based coding approach with pseudo-
random numbers is proposed for networked systems in
the presence of packet dropping communications. Specif-
ically, this technique involves a pseudo-random binary
scheduler that alternates the transmission between the
raw state estimate and the code encrypted with a pseudo-
random real-number sequence.

3) The performance analyses for legitimate user and eaves-
droppers under the proposed code are conducted, includ-
ing estimation error covariances and their expectations.
Following this, we provide conditions based on system
stability and communication properties for achieving the
secrecy metrics, encompassing the newly proposed low-
level a-relative secrecy and the high-level perfect secrecy.

The rest of this paper is organized as follows. Section II
provides the remote state estimation secrecy structure in the
presence of eavesdroppers. Meanwhile, based on the channel
modeling of networked system, the problem to be solved
in this paper is discussed. In Section III, we propose the
detailed design of aggregation-based coding scheme with
pseudo-random numbers. Then, the minimum mean square
error (MMSE) estimators for all the legitimate users and
eavesdroppers are strictly analyzed. Next, the estimation er-
ror covariances for the above various MMSE estimators are
discussed in Section IV. Furthermore, Section V discusses the
expectations of the above covariances. Meanwhile, based on
the calculated expectations, the secrecy targets including a-
relative secrecy and perfect secrecy are proved to be achieved.
Then, in Section VI, we provide the simulations on two

systems with different stability characteristics to thoroughly
demonstrate the effectiveness of the proposed methods. Fi-
nally, the conclusion of this work is given in Section VII.
Besides, a brief summary of the notations that are commonly
utilized throughout the entire paper is provided below.

Notations: The superscript “T” means the transpose of a
matrix. A\;(A) stands for the i-th eigenvalue of a matrix A
and p(A) denotes the spectral radius that is calculated by
p(A) = max; |\ (A)|. “I,,” represents the identity matrix
with dimension n while “0,,x,” denotes the zero matrix with
dimension m xn. diag {a1, ..., a,} is a block diagonal matrix
and col {aq,...,an} is a column vector, whose corresponding
elements are ay, ..., a,. Moreover, Z, Z, R, R™, and R"*™
respectively represent the sets of integers, positive integers,
real numbers, n-dimensional real vectors, and n x m real
matrices. E {-} means the mathematical expectation and IP {-}
represents the probability of an event. tr {-} stands for the trace
of a matrix. X > (<)0 represents a positive-definite (negative-
definite) matrix, while X > (<)0 represents a non-negative
definite (non-positive definite) matrix.

II. REMOTE STATE ESTIMATION SECRECY

In this section, we begin with the state-space model and
the basic remote state estimation structure of the CPS. Subse-
quently, we provide the transmission and channel models for
both the user and the eavesdropper. Meanwhile, we construct
general MMSE estimators for the above parties and summarize
the problem to be solved in this paper.

A. Remote State Estimation

Consider the physical process of a CPS described by the
following linear time-invariant state transition model:

Tpy1 = Azy + wy, (1

where xj, € R™= represents the state, A is the state transition
matrix, and wy, stands for the system process noise at discrete
time k € Z,. The covariance of the state is defined as
Si £ E {zy2] }. Meanwhile, the spectral radius of the system
matrix A is denoted by p(A) = max; |A\;(A4)|, where X;(A)
denotes the i-th eigenvalue. Then, a smart sensor is deployed
to observe the above dynamic of the CPS. In this paper, we
consider the linear measurement model that is expressed as

yr = Cxp + v, 2

where y. € R™v is the measurement, C' means the measure-
ment matrix, and v denotes the measurement noises that may
come from sensing errors or environment disturbances.

Here, we assume that the initial state xg, the system noise
wyg, and the measurement noise vy are zero-mean Gaussian
distributed and mutually independent, satisfying

B {(of uf, of 17 uf, o)
= diag {20, (S(k/‘l, kz)Q, (S(kl, ]{?Q)R} ,

where Yy, ), and R are non-negative definite and represent
the covariances of =g, wg, and vy, respectively. Besides,
d(k1,k2) is an indicator function such that 0(ki,ks) = 1
if ky = ko; otherwise, d(k1,k2) = 0. Meanwhile, the

3)
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Fig. 1. The overall structure of the remote state estimation for networked
systems in the presence of eavesdroppers.

above system is assumed to be controllable and observ-
able, ie., rank{[vQ AVQ --- A"="1/Q]} = n, and
rank{[CT (CA)T ... (CA"=—1HT|TY = n,.

In this paper, the smart sensor will compute the state
estimates based on its measured data. Thanks to the con-
trollability and observability of the considered system, the
following steady-state Kalman filter is directly adopted to
reduce computation resource [21]:

T = (Inx — KC)A.SEk_l + Kyk 4)
The optimal steady-state Kalman gain K is calculated by
K =P CcT(CPC"+R™, (5)

where P~ is the steady-state prediction error covariance
satisfying the following Riccati equation:

P~ =AP AT +Q

_ _ _ 6
— AP~CT(CP~CT + R)~'CcP~ AT, ©

Meanwhile, the steady-state estimation error covariance be-
comes P = (I,, — KC)P~.

B. Transmission and Channel Models

Due to the existence of potential eavesdroppers, in this
work, an encoder will be designed and utilized by the smart
sensor to protect data privacy. The general form of the encoder
can be described by the following form:

Zk = fk(yl:ka‘%lzkvaNS)' (7)

Here, y1., = {vy1,---,yr} means the whole set of the
valid measurements and 2., = {#1,---,4%} represents the
corresponding state estimate set. fj(-) is the encoder function
that required to be designed for destroying the performance
of eavesdroppers. Specifically, “PRNs” denotes the pseudo-
random numbers used to aid in the coding process. After
successfully encrypting the state estimates, the output zy, or
so called the ciphertext, will be modulated and sent to the
communication network by the smart sensor.

In this paper, we consider the situation where the channels
of the network in CPS are unreliable. Owing to a diverse array
of unstable factors, network packet dropping arises when data
packets from the sensor are unable to reach their designated
recipients, generally the legitimate user. These factors span a
wide range, encompassing network congestion and constrained
bandwidth, as well as hardware malfunctions and environmen-
tal circumstances that impede the communication pathway.
In this case, there exists a probability that the data packet

originating from the remote sensor may be lost or discarded
during the networked transmission, and similarly, networked
eavesdropping will also introduce the risk of packet dropping.

Here, we define two binary indicators v, and v, to re-
spectively stand for the successful reception for the legitimate
user and the eavesdropper, i.e.,

1, if user receives packet zg,
Yu,k = . .
0, if user does not receive packet zj,

{1, if eavesdropper receives packet zy,
Ye,k =

0, if eavesdropper does not receive packet zj.
®)
The corresponding probabilities of successful receptions are
presented as follows:
(0 < py <1),
(0 < pe <1).

P{’Yu,k = 1} =M,
P{’Ye}k = 1} =He,

Obviously, the failure rates are (1 — ) and (1— p.). Besides,
we assume that all the communication channels are inde-
pendent with each other, i.e., v, and 7. are independent
random variables and E{~, x7Ver} = 0.

Furthermore, we delve into a more challenging scenario,
in which the transmission is one-way. More concretely, the
sensor is the only entity responsible for dispatching its data to
the user, with no requirement for the user to transmit ACKs,
feedback, or any other synchronous information in real time.
Such an unidirectional structure can improve efficiency, reduce
latency, and enhance the scalability of the CPS. However,
it also poses the unique difficulty of ensuring data integrity
and minimizing performance loss, as there is no immediate
mechanism for the sensor to verify whether its packets have
been successfully received. The overall structure of the remote
state estimation for networked systems in the presence of
eavesdroppers is shown in Fig. 1.

(€))

C. MMSE Estimation

Obviously, the legitimate user knows all the encoding infor-
mation, because it is the intended recipient of the communica-
tion and typically has access to the most comprehensive and
accurate information set. In this case, its valid data set for state
estimation can be constructed as Z,, £ {hqy, 1., f1.x, PRNs},
where hu,l:k £ {hu,la ce ahu,k} = {'}/u,lzl, T a'Yu,k’Zk}
represents all the received packages. Then, the minimum mean
square error (MMSE) estimate for the legitimate user can be
generally expressed by

Ty = E{ok|Zur},
Py g =E{(xh — Zup) (@h — Zup) " |Zun}-

Notice that an eavesdropper’s capability of wiretapping can
be influenced by several factors, such as technical proficiency,
access to advanced eavesdropping equipment, and the prox-
imity to the target communication network. Therefore, the
eavesdroppers possess distinct and generally unequal infor-
mation sets due to their varying abilities. The segmentation of
eavesdroppers is crucial as it allows for a more nuanced un-
derstanding of the different types of eavesdropping activities,
enabling more effective countermeasures to be implemented.

(10)
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Here, the eavesdropping data set is generally defined as
Z. ) that contains he 1.5 = 7ek?1:x and other possible in-
formation. Also, it is pivotal to point out that, despite the
varying abilities of eavesdroppers and the resulting diversity
in their information sets, none of these sets will surpass the
completeness of the information possessed by the legitimate
user, i.e., Zo;, € Z,%. Then, the MMSE estimate for an
eavesdropper will be described as

Ze = E{ak|Ze i},
Py =E{(vx — Zer)(xr — Tep) | Zer}-

To summarize, the primary aim is to designed a secrecy
code mechanism fj, which can maintain the high performance
of the legitimate estimator and maximize, better diverge, that
of the eavesdroppers. Moreover, we will thoroughly discuss
the estimators employed by each eavesdropper, and carefully
analyze their respective performances and the impact that the
secrecy code mechanism has on them.

Remark 2.1: It is worth noting that the proposed secrecy
code operates independently of the local estimation structure
of the sensor. This implies that smart sensors can also employ
other types of estimators with varying performance metrics.
This flexibility stems from the fact that the coding mechanism
utilized by the sensor is designed for state estimates rather
than raw measurements. Consequently, the coding process is
indifferent to the specific estimation methodology adopted.
Nonetheless, the privacy metric shall be re-evaluate due to
the differing performances of alternative local estimates.

(1)

III. AGGREGATION-BASED CODE WITH PSEUDO-RANDOM
NUMBERS

In this section, we aim to develop an encoding method that
delivers a relatively optimal state estimate to the legitimate
user while preventing eavesdroppers from accurately estimat-
ing the states. This design is of great significance, because
providing the user a precise state estimate can greatly improve
the performance of many applications. At the same time,
destroying the performance of eavesdroppers can maintain
trust and reliability in the communication system.

At the start, we introduce a pseudo-random real-number
sequence denoted as [i(# 0), which can be generated by
deterministic algorithms starting from an initial seed, such as
linear congruential generator (LCG) [26]. It is designed to
exhibit random-like characteristics while maintaining a degree
of determinism, allowing it to serve as a foundation for our
encoding method. The statistical properties of this sequence
are assumed to possess a mean of pg and a covariance of
Q. In parallel, we introduce another pseudo-random binary
scheduler 7. Besides, it is assumed that all the mentioned
pseudo-random numbers are well synchronized. The probabil-
ity of n; taking the value of 1, or the mathematical expectation,
is iy, i€,

Pl = 1} =ty (0 < iy < 1).

Also, we assume that this indicator is independent of the above
packet dropping indicators.

12)

With the above pseudo-random sequence and scheduler, an
aggregation-based encoder is proposed in this work to encrypt
the remote state estimate as follows:
if Nk = 0,

13)

5 i’ka
k= R R .
Br(Tp—1 + Tx), if mp =1

In other words, the plaintext, i.e., the raw state estimate, will
be sent when 7, = 0, while the ciphertext, i.e., the aggregation
results with pseudo-random number multiplication, will be
transmitted when 7, = 1. Here, we treat S and 7 or their
corresponding pseudo-random seeds as the synchronous key
PRNs, and they can be acquired by the legitimate user.

Then, from the perspective of the legitimate user, it has
access to the key PRNs and thus can successfully recover
the complete pseudo-random sequence J; and scheduler 7.
This implies that the user is aware of the aggregation-based
encoding structure and it can apply the difference for decoding.
Besides, due to the possible packet dropping, the user has to
consider one-step prediction Az, y—1 to minimize the mean
square errors (MSEs). Then, the detailed estimator design for
the legitimate user can be delineated as follows:

AZy g1, if (yur =0 & V i),
g = { Pk if (yup =1&m=0), (14
2k,

@ — i‘u,k—la lf (Vu,k = 1 & Nk = 1).

For eavesdroppers, their estimators should be categorized
based on their respective capabilities as previously mentioned.
In this work, we distinguish between two types of eavesdrop-
pers, referred to as the smart eavesdropper and the naive
eavesdropper. First, according to Kerckhoffs’ principle [27],
all the information except for secret keys can be known to the
eavesdropper. In this case, the encoding structure should not be
assumed to be protected and it could be acquired by the smart
eavesdropper. Meanwhile, the pseudo-random numbers are not
complicated enough to be treated as secret key. Therefore,
the worst case is that the eavesdropper knows all the valid
information of the proposed coding scheme, and we define
such an adversary as a smart eavesdropper.

Definition 3.1: (Smart Eavesdropper) A smart eavesdrop-
per has comprehensive access to all relevant system infor-
mation, including the system dynamics, the structure of the
encoder, and the real-time access to the transmitted data. It
can effectively decode, analyze, and potentially manipulate the
intercepted communications.

Specifically, according to the above definition, a smart
eavesdropper knows the encoding function f.; and the syn-
chronous key PRNs. Hence, its estimator can be designed
exactly the same way as that of the legitimate user:

A‘i‘z,kflv if (er,lc =0&V Tik),
Br=3" it (e =1&m=0), @5

B Tep-1s i (Yep=1&m=1).

Moreover, in this work, we recognize the existence of not
only the smart eavesdroppers who possess advanced tech-
niques and resources, but also the naive eavesdroppers. These
eavesdroppers, unlike the smarter counterparts, may lack the
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TABLE I
AN EXAMPLE OF THE COMPARISON FOR THE DATA UNDER VARIOUS CODING SCHEMES.
time step k 0 1 2 3
Pasrzzif:l:;rs indicator 7y, 0 1 1 1
indicator v, 1 0 1 1
coding result Zk o 1 To — AZq T3 — AZo
State-S . . . N .
C2dee iﬁc[r;%/ user hy, g 0 T To — ATy I3 — Ao
eavesdropper h o 0 To — AZq T3 — AZo
scheduler vy, 0 1 0 1
Scheduled
State-Secrecy coding result zy, Zo T1 — AZo + x1 ) T3 — AZa + x3
Code in [24]
user Ay k 0 1 — AZo + x1 T2 T3 — A2 + x3
eavesdropper h? . o 0 To T3 — AZo + x3
pseudo-random sequence [y 0 1 2 3
pseudo-random scheduler 7y 0 1 1 1
Aggregation-
Based Code in coding result z, Zo 1 + Zo 2(T2 + 21) 3(23 + &2)
This Paper
user h, 0 T1 + To 2(532 -+ 531) 3(@3 -+ 532)
eavesdropper h? . o 0 2(T2 + %1) 3(Z3 + Z2)
yding yding
7 "\\ '/’ """""""""""""""""""""""""""" ~\\
] . \ H User > Prediction (Drop) i
: E l:il‘l‘entt (- — Sensor : : . » Use (Receive estimate) :
: stimate : 1 > - » Decode (Receive code) 1
' i Network | !
1 1 1
! 1 1 L) H
: Current Scheduler : 1 _>tA$ ‘.s »  Prediction (Drop) 1
: Estimate @ — —r—>> + » Use (Receive estimate) :
1 : : Smart » Decode (Receive code) :
H Previous o ! | Eavesdropper i
H Estimate @ ! i I
I Ciphertext : :
H Random ! 1 1
| Number 'Ill"' 1 i i
\ / H
\, 4 \

Fig. 2. The overall system structure with both encoding and decoding for the remote state estimation in the presence of the eavesdroppers.

technical expertise or knowledge to effectively understand
or manipulate the decoding operations, and we propose the
detailed definition as follows.

Definition 3.2: (Naive Eavesdropper) A naive eavesdrop-
per has access to the data being transmitted in real time, while
it lacks knowledge of the underlying coding mechanisms used
to encode or encrypt the data. As a result, the naive eaves-
dropper treats the received signals as plain and unencoded
information, devoid of any extra operations.

Based on this definition, the naive eavesdropper will directly
treat the transmitted data as its original type, i.e., the real-time
state estimates from the sensor. This leads to the following
naive state estimator:

if (’Ye,k‘ =0 & v nk')v
if ('Ye,k =1&VY 77k)-

oy 13

~n
_ Axe,k—la
xe,k -

(16)
2k

By considering all the encoding and decoding processes
mentioned above, the overall system structure for the net-
worked remote state estimation in the presence of the eaves-
droppers is illustrated in Fig. 2. Meanwhile, we provide a
detailed example to compare the data under various coding
schemes in TABLE I, including original state-secrecy code

in [22], scheduled secrecy code in [24], and the aggregation-
based code proposed in this paper.

Moreover, we employ MMSE as a benchmark to evaluate
the estimation performance of all the parties. Given the varying
performance capabilities of eavesdroppers, we introduce two
privacy metrics to provide a comprehensive assessment, which
are both based on the expected MMSE. First, we introduce a
concept of secrecy called a-relative secrecy.

Definition 3.3: (a-Relative Secrecy) The relative secrecy is
achieved when the following conditions hold. First, the trace
of the legitimate user’s expected MMSE is bounded, i.e., there
exists a constant {2,, such that

tr{E{Pyr}} < Qu, ¥ k. (17)

Second, the trace of the eavesdropper’s expected MMSE is
bounded, i.e., there exists a constant {2, such that

tr{E{P.x}} < Qe, V k. (18)

Meanwhile, the trace of the legitimate user’s expected MMSE,
when multiplied by a € Z,, is less than that of the eaves-
dropper’s, i.e.,

o tr{E{P,x}} < tr{E{P.x}}, V k. (19)
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Compared with the traditional relative privacy [24], a relax
variable « is introduced to further enhance the flexibility and
provide the quantitative secrecy level. Nevertheless, it still
represents a somewhat lenient condition, because the eaves-
dropper may possess relative high estimation performance as
legitimate user. Therefore, we introduce a metric with high
privacy level below, which is called perfect secrecy. It indicates
that the user’s performance is optimal and the eavesdroppers’
covariance grows unbounded.

Definition 3.4: (Perfect Secrecy) The perfect secrecy is
achieved when both the following two conditions hold. First,
the trace of the legitimate user’s MMSE performance is
bounded, i.e., there exist a constant 2 such that

tr{E{P,x}} < Q, V k. (20)

Second, the trace of the eavesdropper’s MMSE performance
grows unbounded, i.e.,

klggo tr{E{P. x}} — oc. (1)

Remark 3.1: It should be noted that the proposed smart
eavesdropper differs significantly from that presented in [24].
That particular eavesdropper is not classified as the strongest
due to its limitation of not knowing whether the data it
intercepts is encrypted. In fact, according to Kerckhoff’s
principle, a fundamental concept in cryptography, the strongest
eavesdropper should ideally possess all the knowledge about
the system except for certain secrete keys. In this case, the
smart eavesdropper emerges as a more potent threat, and its
corresponding estimator proposed in this paper demonstrates
superior performance when compared to that in [24].

Remark 3.2: The majority of existing research papers
primarily focus on smart eavesdroppers possessing specific
state estimation structures, while scant attention has been
devoted to the scenarios involving naive eavesdroppers. In
fact, numerous practical eavesdroppers are naive, because
they always commence their interception halfway after system
initialization. This means that they are unaware of certain
initial conditions, encompassing the coding mechanism and
other private information. Hence, a naive eavesdropper only
tries to directly utilize the received data for estimation.

Remark 3.3: Note that the pseudo-random number is di-
rectly added in [24]. The straightforward addition of a pseudo-
random number cannot effectively destroy the performance
for the eavesdropper, and in most cases, it cannot produce
significant divergence [25]. By contrast, in our approach, we
apply the pseudo-random numbers to multiply certain data
during the encryption process. Such a strategy can thwart some
uninformed eavesdroppers, including the naive eavesdropper
defined in this work, thanks to to the rapid divergence intro-
duced by the multiplication process.

IV. ESTIMATION ERROR COVARIANCE ANALYSIS

In this section, we analyze the estimation performance for
all parties involved, including the legitimate user and the
eavesdroppers. Specifically, we calculate their estimation error
covariances based on the proposed encoder and the previously
mentioned estimator designs.

A. User Estimation Error Covariance

Under the proposed coding scheme, we first analyze the
estimation performance for the legitimate user, mainly related
to the estimation error covariance of the estimator in (14). The
segmented covariance corresponding to each possible case is
derived in the following theorem.

Theorem 4.1: The estimation error covariance for the
legitimate user’s estimator (14) under the aggregation-based
code (13) can be described by

AP, 1 AT+ Q,  if (Yur =0 & V mp),
P,p =< P, if (Y =1& mi =0),
Por—1+Tur—1, if (ur=1&m=1),
(22)
where
Cur =(I,, + A— KCA)P(I,, + A - KCA)"
— (In, + A— KCA)®] ,
—®, (I, + A—- KCA)T
+ (I,, - KC)Q(I,, — KC)T + KRK™, @3

Syp=—Pyr 1M+ N,
M =(A-KCA)T,

N =(I,, + A— KCA)P(A— KCA)T

+ (I, — KO)Q(I,, — KO)T + KRK™.

Proof 1: For legitimate user, there exist three possible
different usages of packages, each serving different purposes
and requirements. These usages reflect functionality of the
packages in various application scenarios, and we require to
compute them respectively. In the first case, the package will
be discarded and the user cannot receive anything from the
communication network, i.e., (7,5 = 0 & V ;). The one-step
prediction, that is the MMSE estimation under the set Z,, ;1
without current information, will be applied to minimize
the error as much as possible. Given the system dynamics
described in (1), the estimation error Z,, j L — 2y k can be
expressed by the following form:

Ty =AZy k-1 +Wk—1 (Yux =0& VYV mi).  (24)

Since wy_1 is an independent noise with covariance @) ac-
cording to (3), the corresponding covariance of the above
estimation error can be easily written by

Puy =APu 1 AT +Q (Vur = 0 & Y mp). (25)

For the second scenario, the indicators are determined as
(vuxg = 1 & mp = 0). This means that the legitimate
user receives the raw state estimate without any encoding. In
this case, it becomes evident that the legitimate estimator is
equivalent to the steady-state Kalman filter (4), i.e., £, 1 = Zx,
and likewise, the covariance exhibits the same equivalence as

(26)

Puk =P (yur =1 & np = 0).

In the final case, only the encoding result can be acquired
through the network, indicating that (v, = 1 & n = 1)
is met. This implies that the data is successfully transmitted
and encoded, but retrieving the original information through
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decoding becomes challenging due to the incorporation of
pseudo-random numbers. Fortunately, the legitimate user is
well-informed about the type of package being used as well
as the encryption key thanks to the synchronization of all the
pseudo-random numbers. Despite this advantage, the complex-
ity of the estimation error remains high, because it is still
challenging to accurately reconstruct the original data in the
presence of packet dropping communications.

Based on the valid information, the legitimate user will try
to perform the opposite of the encoding process to decode the
ciphertext as £, = Z—i —24y,k—1. By substituting the encoding
output (13), the estimation error can be expressed by

Tuk = —Fuh-1+ Tk +Th—1 (ur=1&n,=1). (27)

According to the Kalman filter design in (4), the recursive
form o_f raw estimation error_i"k can be dgscribed as Iy =
(A—-— KCA)Z—1 + (I,, — KC)wy_1 — Kug, deriving the
following relationship:

Tk + Tp—1 =L, + A— KCA)Tp_1 28)
+ (Inr — f(C)wk_l — K’Uk.

After being integrated with the above formula, the estimation
error (27) of the legitimate user becomes

ju,k = - ju,k’—l + ([na‘ + A— KCA)fk_l

+ (I, = KC)wp—1 — Kvg (Yo =1 & np = 1).
(29)
Obviously, before deducing the covariance, it is required to
compute O, 1, = T, ki;f, serving as a fundamental component
in the expression of the final covariance.
By combining (27)-(29), the intermediate variable ®,, ;, can
be described by the following recursive form:

O, =E{(~Zyp-1+ In, + A~ KCA)Tp,

+(In, — KC)wy—1 — Kvy)

x (Th_1(A— KCA)T
twy_1(In, — KC)" —vg KT)}

=— 0, 1(A-KCA)T

+ (I, + A— KCA)P(A - KCA)T

+ (I,, - KC)Q(I,, — KC)T + KRK™

(Yup =1 & mp = 1).

By introducing M and N in (23), the recursion of ®, ; can
be reformulated in the manner presented in (23).

Eventually, through utilizing the above result (30), the
estimation error covariance P, j can be derived:

Py =E{(=&Fu 1+ (In, + A~ KCA)ij_1

+(In, — KC)wj—1 — Kvy)

X (=& oy + Ty (In, + A— KCA)T
+wl (I, — KCO)T —of K7)}

=Puj1—Pp_1(l,, + A— KCA)T

+(I,, + A= KCA)P(I, +A—-KCAT

— (I, + A— KCA)®}_,

+ (I,, - KC)Q(I,, — KC)T + KRK™

(Vup =1 & i = 1).

(30)

€29

The terms except for recursion are gathered as I', ; that is
expressed in (23). Now, by integrating all the above cases,
the estimation error covariance is obtained, shown by the
segmented form (22) in the theorem. This completes the proof.

B. Eavesdropper Estimation Error Covariance

After analyzing the estimation performance of the legitimate
user, that of the eavesdroppers shall be simultaneously ana-
lyzed, given their pivotal role in privacy concerns. Note that
eavesdroppers are categorized into two classes in Definition
3.1 and Definition 3.2 according to their varying capabilities
and competencies. In light of this classification, we proceed
to respectively compute the estimation error covariance for
each possible case. First, we focus on the smart eavesdropper
defined in Definition 3.1. Based on the estimator form given in
(15) for the smart eavesdropper, the corresponding covariance
is presented in the following theorem.

Theorem 4.2: The estimation error covariance for the smart
eavesdropper’s estimator (15) under the aggregation-based
code (13) can be expressed by

AP AT +Q, i (e =0 & YV mi),
ok =14 P if (Ve =1 & e =0), (32)
Pl 1+ T, if (er=1&mn=1),
where I, follows the same recursion as I';, ;, in (23).

Proof 2: It is obvious that the estimation structure in
(15) for smart eavesdropper exhibits the similarity to that in
(14) for the legitimate user. This suggests the parallelism in
their underlying mathematical expressions. Consequently, we
can describe the covariance for the smart eavesdropper as
presented in (32), which follows the same recursive pattern
as (22) for the user. This completes the proof.

Second, we turn our attention to discussing the performance
of the naive eavesdropper. The covariance for its estimator, as
presented in (16), is analyzed as follows.

Theorem 4.3: The estimation error covariance for the naive
eavesdropper’s estimator (16) under the aggregation-based
code (13) can be expressed by

AP, AT +Q, if (Yer =0& VY 1),

Pewfk: P7 if (Ve,kzl&nk:O%
ApiSe1Af e+ Hey,  if (e =1 & mi = 1),
(33)

where

Agre = (1= Br)A = Bily,,
Hy, = Bi(I,, + A— KCA)P(I,, + A— KCA)T
+ (I, — BKC)Q,, — BLKC)" + BRKRK™.
(34
Proof 3: The naive eavesdropper is a special yet common
type of adversary in remote state estimation systems. It op-
erates in a straightforward manner by directly treating the
received data packet as the real-time raw estimate without
applying any sophisticated processing or decoding techniques.
Despite the fact that the operation is limited to just two types,
the covariance manifests itself in three distinct forms, which
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is a variation stemming from the proposed coding mechanism.
First, when (7., = 0 & V 7y), all parties involved, including
the naive eavesdropper, must engage in prediction. Hence,
the prediction error and covariance are analogous to those
previously calculated, i.e.,

To =AT 1+ wr—1 (Yer =0 & V 1), (35)

and

Pl =APM AT+ Q (Ve =0 & V ). (36)

Next, the scenario (7. = 1 & V 1) necessitates a more
detailed examination and shall be divided into the following
two distinct cases: (Yex =1 & nr, = 0) and (Ve = 1 & i =
1). This division is crucial because the received data vary
significantly between these two cases, leading to different
estimation outcomes. Consequently, the estimation process for
the naive eavesdropper can be expressed as follows:

if ('76,k =1&n = 0)7

x .
if (’Ye,k =1& Nk = 1)'

on Tk 37)
k= N .

‘ B (-1 + Z),

For the plaintext transmission situation, i.e., when (%,k =

1 & n, = 0), it is evident that the covariance is equivalent to

the steady-state one:

Ps’k EP (’ye);c =1& Nk = O)

€

(38)

On the other hand, we discuss the ciphertext communication
situation when (ver = 1 & n, = 1). Based on the relation
T, = T + Tk, the estimation error can be written as

5 =(1 = Br)wk — Brwk—1 + Brdr + BrTr—1- (39)

Combining the transition relations of state and local Kalman
filtering error, i.e., xp = Axg_1 + wg—1 and T = (A —
KCA)ip_1+ (I,, — KO)wg_1 — Ky, the final estimation
error for the case (7., = 1 & 1, = 1) can be simplified as

T3 =Agktk-1 + Br(In, + A— KCA)I_y

_ _ 40
+ (In, — B KC)wy—1 — BrKvy, “0)

where Ag j, is defined in (34). Note that &, is orthogonal to Ty,
under the Kalman filtering structure, one has E{#,%1} = 0
and E{z;2L} = E{#,3L} = P. Also, wy_1 and vy, are both
independent noises. Therefore, the estimation error covariance
can be obtained as shown in (33) and (34) in the theorem.
This completes the proof.

V. PRIVACY GUARANTEES

Due to the still randomness of the estimation error covari-
ances presented in the last section, our primary objective in this
section is to systematically compute and analyze the expected
values of these covariances. Subsequently, based on these
expected performances, we propose the conditions necessary
to achieve the previously defined privacy metrics.

A. User Expected Performance

After obtaining the covariance (22) given in Theorem 4.1
for the legitimate user, we will now proceed to compute its
expectation as follows.

Theorem 5.1: The expectation of the estimation error
covariance (22) for the legitimate user’s estimator (14) under
aggregation-based code (13) is

B{P,1} =(1 — p1,)AB{P, 1} AT

41)
+ ‘uu,unE{Pu,k_l} + Oy,

where

®u,k :,uu(l - UW)P + (1 - Mu)Q + Muunru,k—l- (42)
Proof 4: According to the result (22) in Theorem 4.1,
there are three outcomes for the legitimate user’s estimator,
including:
1) Failed receipt of the package with probability p, 1 =
]P{’Yu,k = 0} = (1 - :U‘u)'
2) Successful receipt of raw remote state estimate with
probability p, 2 = P{yur =1,m = 0} = pu (1 — py).
3) Successful receipt of the code with probability p, 3 =
]P){’Yu,k =l =1} = Houflm-
Here, we introduce a temporary variable, denoted as ¢y =
J (5 € {1,2,3}), which is specifically designated to represent
the above j-th scenario or case being considered. By applying
the expectation, the expected covariance can be calculated by

3
E{P, s} = E{Pyxlér = j}P{¢r = j}

j=1
:pu,l(AE{Pu,k—l}AT + Q)
+ Pu2P + pu3(B{Pyg—1} +Th1).
After substituting corresponding probabilities in Theorem 4.1

for all p, j, we can easily derive the result in the theorem.
This completes the proof.

(43)

B. Eavesdropper Expected Performance

Next, we present the expected covariances for the eaves-
droppers. Since the estimator of the smart eavesdropper is
same as the user, we can directly acquire its expectation by
imitating the derivation process in Theorem 5.1.

Theorem 5.2: The expectation of the estimation error

covariance (32) for the smart eavesdropper is
E{Pes,k} :(1 - Ne)AE{Pes,k—l}AT (44)
+ pepnBALY 1} + Oc i,

where

@6,k :Ne(l - Un)p + (1 - .UE)Q + Neﬂnre,k—b (45)
Proof 5: Since the estimator employed by the smart eaves-
dropper closely resembles that used by the legitimate user, we
will omit the detailed proof in this context and proceed to
directly present the covariance as given in the theorem.
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Unlike the legitimate user and the smart eavesdropper,
who possess certain levels of knowledge and expertise, the
estimator of the naive eavesdropper lacks most information.
Therefore, the computation of its expected covariance requires
a more intricate approach, which is detailed as follows.

Theorem 5.3: The expectation of the estimation error
covariance (22) for the naive eavesdropper is

E{P} =(1 = pe) AB{PL JAT + pregin (S 1 + Hp p),
(46)
where
Sae =((ns — 1)* + Qp) A1 A" + (13 + Qp)Sk—1
+(1p(1 = pp) + Q) (ATj—y + p_1 AT)
Hg o =(u% + Q) (KCQCTK™ + KRK™
+ (I, + A= KCA)P(I,, + A— KCA))*T
+Q - ps(KCQ + QCTK™).
(47
Proof 6: For the naive eavesdropper, there also exist three
kinds of cases, including:

1) Failed receipt of the package with probability p.; =

P{yes =0} = (1 - pc).
2) Successful receipt of raw remote state estimate with

prObabﬂity DPe2 = ]P){’Ye,k = 17 e = 0} = Ue(l - .un)'
3) Successful receipt of the code with probability p. 3 =

P{ver = 1,m = 1} = ity
Then, the expected covariance can be calculated by

3
E{P"} =D E{Pr o = j}P{or = j}
= . (48)
=pe 1 (AE{P;_1}A" + Q)
+ peoP + pe,3E{(AB,kEk—1AE,k + Hy)}.

Now, we start to analyze the part E{(A@,kEk,lAEk—i—Hk)}.
According to the property of the mathematical expectation:
E{aA + bB} = aE{A} + DE{B}, the expectations for the
items with respect to 3 can be computed as:

S =E{((1 = Br)A = BrLn,)Sh-1((1 — Br)A — BrLn,)}
=((up —1)* + Q) AT, 1 AT + (U3 + Qp)Sk—1
+ (ps(1 — pp) + Q) (AZk_1 + 1 A7)
(49)
and
Hy ), =E{B}(I,, + A— KCA)P(I,, + A— KCA)"
+ (In, — BKC)Q(In, — BKC)" + B{KRK"}.
(50)

By resorting to the statistical information of (3, the results in
(46) and (47) are derived. This completes the proof.

C. Guarantees of a-Relative Secrecy

As previously discussed, we have proposed two different
secrecy metrics tailored to accommodate the varying capa-
bilities of eavesdroppers. Initially, we provide the condition
for realizing a-relative secrecy that is defined in Definition
3.3. This objective is relatively lenient and straightforward to

fulfill. The following theorem demonstrates how this target is
met for the smart eavesdropper.

Theorem 5.4: (a-Relative Secrecy Under Smart Eaves-
dropper) With the coding scheme (13), for the legitimate
user’s estimator (14) and the smart eavesdropper’s estimator
(15), the relative secrecy in Definition 3.3 can be achieved
when the following conditions hold:

(1 - Me)p(A)2 + Hepn < L,
a-tr{P,} —tr{P?} <0,

(D
(52)

where P, and 1565 are the respective solutions to (41) and (44).

Proof 7: According to the requirement of realizing relative
secrecy, the detailed comparison for the traces of the afore-
mentioned expectations should be analyzed and examined. At
first, the trace of the expectation (41) for the legitimate user
can be easily obtained as:

tr{E{ Py }} =tr {(1 — pu) AE{P, j—1 }A"

+UuﬂnE{Pu,k—1} + @wk} .

Based on the properties tr{ AB} = tr{ BA} and tr{A+ B} =
tr{ B+ A}, the above first part tr { (1 — p,,) AE{P, x—1} AT}
can be written as tr { (1 — ,) ATAE{P, ;—1}}. In this case,
the trace (53) can be further expressed by the following form:

tr{E{P, x}} :tr{((l — py)ATA

+Nu/1477]nz) E{Pu,kfl} + ®u,k} .

The spectral radius of above user’s trace system, denoted by
pu, can be obtained as

(53)

(54)

Pu :(1 - ,uu)p(A)Q + Hufly- (55)

Hence, in accordance with the first condition (17) of relative
secrecy, it is imperative to ensure the stability of the above
system. This indicates that the spectral radius is required to
be bounded by “1”, which means that the inequality in (51)
should be satisfied.

On the other hand, we can similarly describe the trace for
the smart eavesdropper as

tr{BE{P? 1} =tr{((1 — pe)ATA
+ trepindn, JE{F; .1} + Ocyk,

with the spectral radius

P2 =(1 = pe) p(A)* + prepin.

In this case, to guarantee the requirement « - tr{E{P, 1 }} <
tr{E{P?,.}}, the spectral radius of the legitimate user must be
smaller than that of the smart eavesdropper. In this case, we
have (1 — p1,)p(A)? + fupty < (1— f1e)p(A)? + [efin, thereby
only the requirement (51) can simultaneously guarantee the
conditions (17) and (18). Then, we assume that the solutions
to (41) and (44) are P, and P?. According to the requirement
a - tr{E{Pyr}} < tr{E{P;;}} in (19), the result (52) is
derived, and this completes the proof.

Then, we give the theorem of «-relative secrecy for the
naive eavesdropper in the similar way.

(56)

(57

Theorem 5.5: (a-Relative Secrecy Under Naive Eaves-
dropper) With the coding scheme (13), for the legitimate
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user’s estimator (14) and the naive eavesdropper’s estimator
(16), the relative secrecy in Definition 3.3 is achieved when
the following condition holds:

(1 - Nu)p(A)Q + M by < L,
a-tr{P,} —tr{P"} <0,

(58)
(59)

where P, and 156” are the respective solutions to (41) and (46).

Proof 8: For the naive eavesdropper, the trace of its
expected performance (46) can be expressed by

e {E{ P} =tr{(1 — pe) ATAR{P 1} + Sp0 + Hp i},
(60)
and obviously, its spectral radius can be obtained as

pe =(1 = pe)p(A)*.

Since the term i, is positive, one has (1 — u,)p(A4)? +
Pty > (1 — py)p(A)?, and thus the requirement (58) can
simultaneously guarantee the conditions (17) and (18). After
acquiring the solutions P, and P? for the equations (41) and
(46), the result (59) can be obtained under the condition in
(19). This completes the proof.

(61)

D. Guarantees of Perfect Secrecy

Now, we delve into presenting the condition for perfect
secrecy, a benchmark that stands as one of the most stringent
criteria. This notion of perfect secrecy is different from the
concept of relative secrecy, especially for the requirements for
the eavesdroppers. Under the relative secrecy, there is some
tolerance for the eavesdropper’s performance to deviate from
the ideal. However, perfect secrecy demands an uncompromis-
ing standard, where the eavesdropper’s performance must be
entirely divergent. In accordance with the conditions proposed
in Definition 3.4, we prove its achievements as follows.

Theorem 5.6: (Perfect Secrecy Under Smart Eavesdrop-
per) With the coding scheme (13), for the legitimate user’s
estimator (14) and the smart eavesdropper’s estimator (15),
the perfect secrecy in Definition 3.4 can be achieved when the
following condition holds:

(1= ) p(A)? + prupan < 1,
(1= pe)p(A)? + prepiy > 1.

(62)
(63)

Proof 9: According to the specifications in Definition 3.4,
we must ensure that two crucial conditions are met regarding
the expected performances of both the legitimate user and the
eavesdropper. On the one hand, the trace of the legitimate
user’s covariance should remain bounded, which means that
the spectral radius should be less than “1”. The expression
of this condition, shown in (62), aligns with the conditions
stated in (51) and (58). On the other hand, the trace of the
smart eavesdropper’s covariance should diverge, indicating
that the spectral radius should be greater than “1”. In this case,
according to its radius computed in (57), the condition (63)
can be easily obtained. By combining the above two results,
this theorem is derived, and the proof is completed.

Then, the results for the naive eavesdropper is given below.

Theorem 5.7: (Perfect Secrecy Under Naive Eavesdrop-
per) With the coding scheme (13), for the legitimate user’s
estimator (14) and the naive eavesdropper’s estimator (16),
the perfect secrecy in Definition 3.4 can be achieved when the
following condition holds:

(1 - :uu)p(A)2 + o oy < 17
(1= pe)p(A)* > 1.

(64)
(65)

Proof 10: For brevity, we omit the detailed proof of this
theorem. In a similar manner to Theorem 5.6, we can derive
the results given in (64) and (65) by taking into account the
spectral radius conditions outlined in Definition 3.4.

VI. EXPERIMENT RESULTS

Since the results vary with the system stability, we thor-
oughly discuss two kinds of systems, including stable and
unstable cases, to more comprehensively illustrate the effec-
tiveness of the proposed method. Furthermore, we compare
the performances of the proposed aggregation-based method
(13) with that of the following recently advanced approaches:

1) Moving summation with two-step sequential true-random
noise injection in [21], where summation length is set as
ty =2

2) Scheduled state-secrecy code with no ACKs in [24],
where the pseudo-random scheduler vy is set as same
to the scheduler 7 in this paper.

3) True random noise injection in [20];

4) Pseudo random noise injection in [25].

A. Numerical Simulation

First, let us consider a numerical CPS described by the
following parameters in (1) and (2):

Ao [0.8 0.2} C= {1.0 o.o] 7

0.0 05 04 06 (66)

The covariances of noises are assumed to be @ =
diag{0.02,0.04}, R = diag{0.01,0.02}. The spectral radius
is p(A) = 0.8. Then, the steady-state prediction error co-

ariance is obtained as P~ = 0.0248 = 0.0019
v = 10.0018  0.0464

the Riccati equation in (6), and the corresponding steady-
state estimation error covariance can be further computed as
p_ 0.0069 —0.0018
—0.0018  0.0257 |°
We presume that the packet dropping rates are respectively

specified as p,, = 0,9,u. = 0.1. Meanwhile, the pseudo-
random sequence in this section is randomly selected from
the set {—2,2}. The probability of choosing —1 is set at 0.5,
which indicates p1g = 0 and Qg = 4. The mathematical ex-
pectation of the binary pseudo-random scheduler is established
with i, = 0.2. Then, the traces of various expected estimation
error covariances are plotted in Fig. 3.

Moreover, the metrics outlined in the theorems for relative
secrecy with respect to o are depicted in Fig. 4. The dotted
lines denote the parameters of the metric, while the solid lines

by solving
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Fig. 3. The traces of various expected estimation error covariances.
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Fig. 5. The MSEs of the smart eavesdropper under various methods.
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Fig. 4. The metrics of various conditions for relative secrecy with respect to
a.

represent the corresponding thresholds. It is apparent from this
figure that the first conditions in (51) and (58) remain below
the threshold value of 1, whereas the second conditions in
(52) and (59) are lower than the threshold value of 0 when
a < 2. Also, we proceed with a numerical analysis for the
case where o = 2, and the conditions specified in (51), (52),
(58), and (59) are calculated as

(1= p1e)p(A)? + prepiy = 0.5960 < 1, (67)
a-tr{P,} — tr{P?} = —0.0307 < 0, (68)
(1 — ) p(A)? + pupty = 0.2440 < 1, (69)
a-tr{P,} — tr{P"} = —0.0041 < 0. (70)

Evidently, all the prerequisites in Theorem 5.4 and 5.5 are met,
thus ensuring the attainment of a-relative secrecy for both the
smart and naive eavesdroppers.

Furthermore, we apply MSEs to assess the practical per-
formances of various estimators, where the theoretical MSEs
are approximated by 100 runs of the Monte Carlo method.
On the one hand, the MSEs of the smart eavesdropper under
various privacy-preserving methods mentioned previously are
plotted in Fig. 5. From this figure, one can observe that the
MSE associated with the proposed aggregation-based code is
higher when compared to all the other approaches. The direct
incorporation of pseudo-random noise fails to degrade the
performance, because the smart eavesdropper defined in this
paper is aware of all the simple secret keys. On the other hand,
the MSEs of naive eavesdroppers are plotted in Fig. 6, while

0.25
0.20
0.15F 1
m
17 T B R e I kTR
= 0.101 ~+Proposed Aggregation-Based Code with Variance 9 | |
: ~Proposed Aggregation-Based Code with Variance 4
- Moving Summation
0.05F State-Secrecy Code o
~Direct Aggregation-Based Code
True(Pseudo)-Random Noise Addition
0 I I I | | | | | |
0 5 10 15 20 25 30 35 40 45 50

k

Fig. 6. The MSEs of the naive eavesdropper under various methods.

the relations with respect to the variance (g is illustrated.
Although the MSE of the direct aggregation-based method is
higher than that of random noise addition, it is lower than that
of moving summation. Moreover, by increasing the variance
of the pseudo-random sequence, the MSE can be significantly
elevated. This strongly highlights the benefits of incorporating
pseudo-random numbers into the secrecy code.

B. Target Tracking

Note that performance is related to system stability. Here,
we employ another system to present some supplementary
results that enrich the findings with the proposed methods.
This additional system allows us to gain a more comprehensive
understanding of the privacy implications associated with our
methods. Meanwhile, we do the real-world experiment in this
section to demonstrate the effectiveness and practical usage of
the proposed methods.

Here, we consider a target tracking system to observe the
real-time trajectory of an unmanned aerial vehicle (UAV). A
real-world UAV platform called Crazyflie is utilized for the
experimental assessment of this work. Apart from the essential
elements like the battery, rotors, and propellers, this mini drone
is equipped a micro-controller as well as a reflective marker.
We presume its flight path to be within a horizontal plane,
subject to white-noise acceleration. The height is fixed at a
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Legitimate
User

Fig. 7. The platform of a drone used for experiment.

constant value of 0.5m, and the kinematic model in X-Y plane
can be expressed by

POSzk =p0Sa k-1 + Vely 1T + 0.5wy p 117,

velw,k :'Uelz,k—l + w%k_lT, 1)
DOSy | =POSy —1 + vely 1T + 0.5wy,k,1T27

vely i =vely g1 + wy 17T

(pOSg. ks POSy. 1) represents the 2-dimensional coordinate of
the Crazyflie in the X-Y plane and (vel,y,vel, ) de-
notes the corresponding velocity, where the initial state is
[P0Sz,0, Vely 0, POSy. 0, vely o] = [0;—1;0;1]. [wg ks wy k] is
the process noise and the sampling frequency 1/7 is 50Hz.

Then, we deploy a motion capture system called Vicon to
monitor various states of the Crazyflie drone in real time.
The Vicon utilizes multiple high-precision cameras to capture
the real-time information of the reflection marker, which
is deployed on the target drone and represents the center
Cartesian coordinates of the drone. In this scenario, the Vicon
will provide the 2-dimensional position of the Crazyflie, and
thus the measurement model can be described as

P05, i =POSak + Vo ks

__ (72)
DOSy k, =POSy,k + Vy k-

(pos, ., P05, ;) denotes the 2-dimensional coordinate ob-
served by Vicon, and [vg x; vy 5] is the measurement noise.

In this paper, Vicon will initially compute state estimates
grounded on its local measurements. A mini computer known
as Next Unit of Computing (NUC) serves as the legitimate
user, poised to receive the estimates from Vicon. The commu-
nication for the above drone system is based on Wifi, implying
that Vicon will broadcast the estimates via the wireless net-
work. In this case, the eavesdropper could potentially intercept
the wireless transmission, leading to a breach of privacy. The
complete system structure is demonstrated in Fig. 7.

To prevent the eavesdropper from obtaining accurate real-
time estimates, the estimate will be encrypted by the proposed
aggregation-based code in (13). In this scenario, the pseudo-
random real numbers () are generated by resorting to LCG.
The parameters of LCG are a = 2, c =0, m = 5, and By =
1. Then, the pseudo-random sequence will cycle through the
fixed set {1, 2, 4, 3}. These pseudo-random numbers, including
real and binary numbers, are depicted in Fig. 8.

~

8]
T

value
(3]
T

*Pseudo-Random
i il i 3 |

70 80 90 100

Real Sequence
T R —

value

| “~Pseudo-Random B

inary Scheduler
I I R WY A U UV

0 10 20 30 40 50 60 70 80 90 100

Fig. 9. The actual flight path of the Crazyflie.

The actual flight path of the Crazyflie is depicted in Fig. 9.
Starting from the coordinates (0, 0), the UAV intends to move
toward approximately (—2,2) with a velocity of (—0.2,0.2).
The tracking trajectories for all the parties are depicted in Fig.
10. From this illustration, it becomes evident that the error
associated with the naive eavesdropper is extremely large, to
the extent that we cannot even discern the rough outline of the
trajectory. Furthermore, although both the legitimate user and
the smart eavesdropper are capable of nearly accurate target
tracking, the small inset figure shows that the smart eaves-
dropper appears to miss some key positions. Then, Figure 11
presents the real-time square errors (SEs) between the various
compensated estimates and the originally optimal estimates. It
demonstrates that the legitimate user’s error generally remains
below that of the eavesdroppers, further proving the practical
realization of relative secrecy.

Moreover, the packet dropping rate of legitimate user
and eavesdropper are respectively tested to be approximately
Yo = 0.99 and . = 0.9. The real-time packet dropping
indicators are displayed in Fig. 12, which are collected through
networking protocols in the real world. Under the above
scenario, considering the proposed aggregation-based code as
shown in Fig. 2 and the packet dropping links in Fig. 12,
the traces of various real-time estimation error covariances are
presented in Fig. 13. It clearly illustrates the relations between
the traces and the indicators, with the trends being consistent
with the SEs in Fig. 11.
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Fig. 11. The real-time SEs of various estimates.

VII. CONCLUSION

The issue of privacy preservation has been investigated in
the context of remote state estimation in the presence of smart
and naive eavesdroppers. An aggregation-based encryption
approach was proposed, involving the seamless switching
between the raw state estimate and a code derived from the
product of local state estimates and pseudo-random numbers.
Then, under specific and carefully defined conditions about the
system stability and channel models, the relative secrecy and
the perfect secrecy were rigorously proved to be feasible and
achievable. Finally, analytical, numerical, and experimental
results were comprehensively provided to demonstrate that the
proposed encoding methods offer substantial privacy benefits.

Note that in this paper, we have only considered the simplest
aggregation form, which involves gathering just two estimates.
In the future, we may delve deeper into the complicated
relationship between estimation performance and the length
of aggregation. Furthermore, the form of aggregation itself
can be modified and refined to better suit specific applications.
By exploring different aggregation strategies, we may uncover
new ways to improve the privacy and estimation performances.
Also, it may be interesting and valuable to explore the effec-
tiveness of the aggregation-based code within the frameworks
of multi-sensor fusion estimation, multi-agent distributed esti-
mation, and time-varying estimation. These scenarios present
unique challenges and opportunities, and understanding how
aggregation-based codes can be leveraged in these contexts
may lead to significant advancements.
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Fig. 12. The real-time packet dropping indicators.
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Fig. 13. The trace of the real-time estimation error covariance.
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