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Abstract—Internet of Things (IoT) technologies offer great
potential benefits to the development of smart buildings.
However, the functionalities of IoT applications in buildings,
especially those involving time-critical control tasks, are still
limited due to the strict real-time and reliability requirements.
These tasks could be easily affected by network uncertainties in
the IoT environment. Current optimization methods aimed at
mitigating network impacts have limitations in their applications
and often overlook the impacts in real engineering cases. This
study, therefore, proposes a robust networked control adopting
the prediction-compensation mechanism to improve the
robustness of building field-level controls implemented in the
IoT-enabled building automation system. The control mainly
consists of a predictor to estimate the controlled variable, and a
compensator to evaluate the uncertainties. To assess the
performance and the improvement on control robustness, a
typical time-critical building field-level control task is
implemented in a networked building field-level control
simulation platform, considering network uncertainties. The
proposed robust control is adopted for implementing the control
task. The results show that the proposed robust networked
control is a promising option due to its significant improvement
in the control robustness when affected by network constraints,
especially in critical conditions of the control process.

Index Terms—Internet of Things (IoT); building automation;
field-level; networked control; predictive control; compensation

1. INTRODUCTION

As one of revolutionary technologies, Internet of Things
(IoT) technologies bring benefits to nearly every field
worldwide. The features of IoT, such as scalability and plug-
and-play, show desirable advantages and potentials in various
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applications. With the trend of “connecting everything
together”, the number of IoT devices has a significant increase
[1]. A report shows that there will be 75.4 billion IoT devices
by 2025 [2]. The growth rate of IoT devices is around 10%
every year, which is expected to be more than 10 times faster
than the growth rate of Internet users [3]. With these
advantages in various applications, IoT technologies are
penetrating different industrial fields, including the building
sector.

In the building sector, there are numerous successful
practices of adopting IoT technologies in building automation
(BA), mainly in the areas of security [4], indoor environment
monitoring [5] and energy management [6]. However, there
are only a few applications adopting IoT in building control.
For example, Malkawi et al. proposed a IoT architecture for
data-driven smart building operations [7]. In their architecture,
the IoT sensors are utilized to collect indoor environment data
for the multi-objective optimization involving indoor air
quality, thermal comfort, and energy efficiency. Li et al.
proposed an optimal control approach for IoT-enabled BA
system. This approach is based on the fully distributed sensing
agents to optimize the control of multi-zone fresh air systems
[8]. Su et al. proposed a distributed control structure for
heating, ventilation, and air-conditioning (HVAC) system [9].
In this structure, each field-device in the HVAC system is
equipped an [oT controller for local optimization. From these
studies, it can be seen that the functionality of IoT devices is
limited. The typical usage is serving as an additional data
source in a supplementary role for different purposes. Only a
very few studies consider directly using IoT devices in
decision-making of optimal control, which have less real-time
and reliability requirements. However, as a fundamental
function of BA system in buildings, the building time-critical
control tasks, e.g., field-level process control tasks, are still
implemented in the conventional direct digital control (DDC)
architecture. This implementation adopts physical controllers
and electrical cable to exchange digital/analog control signal.
This manner can guarantee the real time and reliability for
controls. No study on using IoT technologies for these time-
critical control tasks is found. The capability and reliability of
IoT technologies in real time applications are still an open
question.

To achieve deeper penetration of IoT technologies in time-
critical control tasks in building and industrial fields, the
uncertainties from the impact of networks on control data
transmission is a critical factor that cannot be ignored. In the
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conventional control architecture based on electrical cable
connection, the control signals are in the analog form
transmitted through the electrical cables. The transmission of
electrical signals is real time with very high reliability. Thus,
the signal transmission can be regarded as “perfect”, where
delay and signal loss can be ignored [10]. However, when
adopting IoT technologies, the control data, e.g.,
measurements from sensor(s) to controller(s), are transmitted
through the network. Wireless networks, typically like Wi-Fi,
are not designed for real-time communication with high
reliability requirements [11]. For example, the delays of
narrowband IoT (NB-IoT) are normally considered around 10s,
making this network technologies much suitable for the delay-
tolerant services rather than time-critical control tasks [12]
[13]. As a result, the control could be affected by the
uncertainties due to the unavoidable network constraints,
which typically include network delay, packet loss, variable
sampling/transmission interval, communication constraints,
and quantization errors [14,15,16]. Among these constraints,
network delay and packet loss are considered as two major
constraints [17]. Su et al. analyzed the impacts of delay on the
distributed optimal control in buildings [18]. The results show
that the delay can result in lower convergence rate and bias in
the optimization, leading to the degradation of energy
performance. Li et al. investigated the impacts of network
constraints in the HVAC process control [19]. The results
show that the continuous packet loss can significantly degrade
the control performance, causing large overshoot. From these
studies, it can be concluded that these network constraints
could significantly affect control performance, and packet loss
is regarded as the most destabilizing reason for the networked
control system due to the fact that a large number of packets
may lost at simultaneously [20].

Currently, many studies use different optimization
approaches to mitigate the impacts of network uncertainties
caused by network constraints and enhance control
performance. The common approaches include optimizing
control design, adopting advanced network technologies, and
using compensation methods. For the optimization by control
design, many studies focus on optimizing the control structure
or topology, or the parameters of control system. For example,
Li et al. proposed a robust optimal control method for HVAC
system in a networked IoT control environment, considering
network failure [8]. This method shows good performance in
cases of communication link failure, where the performance of
the conventional approaches has significant degradation.
Ploplys et al. proposed an adaptative sampling method for
networked control of a rotating base pendulum [20]. This
method can maintain the packet loss rate under 5% by
reducing the sample rate to ensure the control performance
when network congestions happened. Li et al. proposed an
enhanced network control strategy and optimized its
deployment in networked IoT environment [19]. In this
strategy, the control loop is optimized, and each smart IoT
device is responsible for part of control decision-making. This
enhanced strategy can effectively reduce the overshoot and
deviation caused by packet loss.

The optimization by adopting emerging network
technologies is also considered by many studies. For example,
the fifth-generation (5G) cellular network attracts many
attentions due to its features of ultra-low latency and high
reliability [21]. Many studies pointed out that the 5G networks
can be expected to meet the strict requirements of control
tasks [22] [23]. There are some emerging practices of applying
the 5G network into control tasks. Wang et al. analyzed the
performance of adopting the 5G network on grid interaction. It
shows that the transmitted delay in the core network can be
stabilized around 30 ms, which is significantly lower than the
regulation signals of smart grids. It concluded the feasibility of
adopting 5G networks for the smart grid regulation [24]. Li et
al. employed the 5G network in the control of a gantry crane
in a harbor with adopting end-to-end communication topology
[25]. The results shows that the 5G network can provide a
network environment with good reliability and low latency.
Furthermore, some cellular networks can allocate dedicated
network resources for specific tasks. Li et al. implemented
networked control in a dedicated fourth-generation (4G)
cellular network with industrial configurations to test
performance using dedicated network resources [26]. The
results show good performance with less interference from
other network users. The 5G network provides the feature of
network slicing, where dedicated network resources can be
allocated by only software configuration. In this manner, the
control environment can be more reliable with less
interference.

For using compensation methods, the networked predictive
control is commonly used to mitigate the impacts of network
delay and packet loss. This method is highly applicable to
different applications as it does not require on network
infrastructure or modifications to control design. This control
adopted prediction-compensation mechanism, which consists
of two parts, i.e.,, control prediction generator and
compensator, as shown in Fig. 1 [14]. The design of this
mechanism considers the nature of networks: data are
transmitted in the form of “packet” in the network, which can
contain multiple values or other data [27]. Base on this
concept, the control prediction generator, serving the same
function as controller, can generate a serial of future control
predictions with timestamps and send them to the actuator in a
signal packet. The compensator can select the proper
prediction value by the corresponding timestamp. Thus, once
packet loss happened, the actuator can still operate based on
the prediction value, rather than only relying on the control
decision made by out-of-date control signals.

— Compensator |—{ Actuator
[ Control network with uncertainties ]
Controller

with control prediction generator

Fig. 1. Structure of networked predictive control

Many studies in the control field theoretically analyzed the
feasibility of networked predictive control. For example, Xia
et al. proposed a control prediction generator and a network
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delay compensator for a networked control system with
random delay and packet loss. Its feasibility is validated by a
theoretical analysis [27]. Liu et al. analyzed the stability of the
networked predictive control with delays in the forward and
feedback channels, and assessed the performance using a
numerical model in real network environments [28]. It is
theoretically proven that the necessity of using compensation
methods in network environments. The results show that the
negative effects of Internet delay on control can be
compensated. Gao et al. optimized the prediction control by
adopting a data-driven prediction method [29]. The simulation
results from the tests adopting a ball-beam system model show
the effectiveness of this method. However, from these studies,
it can be seen that these compensation methods are based on
theoretical analyses, or implemented using numerical or
simple demo. In engineering cases, there is still a lack of
investigation regarding the impacts of real-world control
system on the mechanism performance, such as characteristics
of control components in the system. The effectiveness in the
real engineer cases, which can be influenced by multiple
factors and different operation conditions, is worth to
investigate.

In summary, it can be concluded from above studies that the
uncertainties caused by network constraints significantly limit
the applications of IoT technologies, especially in the time-
critical tasks. In the building sector, the time-critical control
tasks could be easily affected by the network uncertainties. To
adopt the IoT technologies in more essential control functions
beside the non or less time-critical tasks, an optimization
method is necessary to ensure the control performance when
affected by the network uncertainties. When considering
different optimization methods to mitigate network constraints,
adopting compensation methods has been proven effective
with better applicability for different control tasks. However,
to adopt this method in real engineer cases, the impacts of real
engineering control system, the proper implementation ways,
and the performance in real engineering projects still need
further investigation, which is significant for more reliable
networked control in a real-world engineering.

This study, therefore, proposes a robust networked control
to improve the robustness of building field-level controls
implemented in the IoT-enabled building automation system
considering network uncertainties and impacts in the
engineering control system. The control adopts the prediction-
compensation mechanism, which includes a predictor to
estimate the controlled variable, and a compensator to evaluate
the uncertainties. To validate its performance, the proposed
robust control is adopted to implement a typical building field-
level control task, i.e., supply air temperature control task. The
task is implemented in a networked building field-level
control simulation platform considering network uncertainties.
The improvement of control performance and robustness
under impacts of network constraints are investigated.

II. PROPOSED ROBUST NETWORKED CONTROL FOR FIELD-
LEVEL CONTROL

The basic methodology of this study is to propose and adopt
an optimization method to improve robustness and
performance of building field-level control implemented in
networked IoT environments. For this purpose, a robust
networked  control  adopting  prediction-compensation
mechanism is proposed. The improvement of performance and
robustness is validated by implementing the control in the
simulation platform of the networked IoT environment in the
next-generation of building automation system.

A. Overview of architecture for field-level control in
networked loT environment

When the control is implemented in the networked IoT

environment, the control architecture could be significantly
different. Fig. 2.a shows the loT-based control architecture for
field-level control deployed in the networked IoT environment,
while Fig. 2.b, serving as a comparison, shows the
conventional direct digital control (DDC) architecture for
field-level control in current building automation systems.
In the IoT-based control architecture, the control data (e.g.,
measurements) are transmitted through the network. These
data could be affected by network constraints, e.g., delay and
packet loss. The smart device makes the control decisions
according to the received data with uncertainties from the
network. The transmitted data might be loss, delay, or
disorder. Thus, the control performance could be affected by
the network constraints. In contract, in the conventional DDC
control architecture, a DDC controller is responsible for
aggregating measurements from analog sensor(s) via electrical
cable and making control decisions. The transmission of
control data could be considered as “perfect”.

Control
Uncertainties decision-making
Smart sensor

a) Structure of loT-based control architecture

Control
decision-making

Smart actuator

DDC station

Measurement Control output

b) Structure of conventional DDC control architecture

Fig. 2. Different architectures for control implementation

B. Development of prediction-compensation mechanism

As a key part of the proposed robust networked control, the
prediction-compensation mechanism is implemented and
adopted to compensate the impacts of network constraints
(e.g., packet loss and delay) on networked building controls.
The structure of the implementation of this mechanism is
shown in Fig. 3. There are two main parts in the mechanism,
namely “predictor” and “compensator”. The predictor is used
to predict the optimized control variable, according to the
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received value and the estimated value. The compensator is
used to evaluate the uncertainties of these two types of value
for the predictor.

Predictor
Prri’dicted

Space state | value
model Kalman filter }~

Current input Optimized
value

Received
value

Measurement
uncertainty

Packet loss
indicator

C

hl Prediction uncertainty

Fig. 3. Structure of prediction-compensation mechanism
implementation

The predictor mainly consists of a space state model and a
Kalman filter. The space state model employs the current
system input (i.e., current valve opening, V) to generate a
predicted control variable (i.e., supply air temperature, Tsup). In
each sampling interval, the Kalman filter combines the
predicted value and received value (i.e., from the network) to
compute an optimized value according to the uncertainties.
The parameters of Kalman filter are also updated at same time.
The Equations of the Kalman filter is shown in (1)-(5) [30].

Xy = A%_, +Buy_4 )
P, = AP,_1A” +Q 2)
K, = PLHT(HP HT + R)™?! 3)
Ry = X + Ky (z — HXY) 4)
P, = —-KH)P, (5

Where, E.q. 1-2 are the prediction steps, and E.q. 3-5 are
the update steps. In these equations, X, is a priori state
prediction of Ty at step k; A4 is the state-transition model; X
is a posteriori state prediction of Twp at step k given
measurement z,; B is the control input model; u;_; is the
control input (i.e., V); P, is the measure of the estimated
accuracy of the state estimate; H is the observation model; z,
is the measurement of true state of x; at step k; K is the
Kalman gain; Q is the covariance of the process noise; R is the
covariance of the measurement noise;

The compensator employs the indicator of packet loss as
input, and records the numbers of continuous lost packets. It
calculates the covariance matrices of the estimated value and
the received value, which are treated as measurements of
uncertainties. When an expected packet is successfully
received, the uncertainty of received value is set to zero,
which means that the Kalman filter completely relies on the
received value. When the packet(s) is lost, the uncertainty of
received value is increased with the number of lost packets. It
leads the Kalman filter much more rely on the predicted value.

C. Simulation test platform and implementation of proposed
control

i. Simulation platform and experimental validation

The networked building field-level control simulation
platform is used to simulate the implementation of field-level
control in IoT-enabled building automation system. The
supply air temperature control of an air-handling unit (AHU),
which is a typical HVAC field-level control task, is

implemented in the platform. The control diagram is shown in
Fig. 4. It can be seen that the valve opening directly tracks the
deviation between supply air temperature (7sp) and its
setpoint (Zsupset). Proportional and integral (PI) control is
employed and implemented in the controller.

T, Veer
PI Controller |—’| Valve I—Pl AHU |——>

sup,set

Top
Fig. 4. Diagram of AHU supply air temperature control
Strategy

The schematic of the simulation platform used in this study
is shown in Fig. 5. The simulation platform mainly includes
two parts, i.e., the HVAC process model and the network
operation model.

The HVAC process model includes the physical processes
involved in the supply air temperature control considering the
effects of unfavorable component characteristics. Three
physical processes are considered, including the valve
movement process, water flow rate regulation process, and air-
handling process. The effects of component-level
characteristics include valve dead band, valve movement
speed, valve sensitivity, and maximum heating capacity of
AHU.

The network operation model is used to simulate the details
of data transmission through the network with the
consideration of network constraints. Two main network
constraints, i.e., packet loss and network delay, are taken into
consideration. The packet loss is modelled by using a Markov
chain, which consists of two states, i.e., packet received or lost.
The transition between these two states depends on the current
state and transition probability of each state. The network
delay is modelled adopting the probability of normal
distribution. Once the packet loss is not happened, the packet
will be held for a random time, which is generated based on
the defined probabilities distribution from the experimental
test, before being send to the receiver.

For the integration of the network operation model, given
that the controller is deployed in the smart actuator, only the
data transmission from the smart sensor to the smart actuator
needs to go through the wireless network and may be affected
by network constraints. Thus, the network operation model is
integrated into the link from the sensor to the controller (smart
valve) in the control loop.

HVAC process model

1
1

Water flow rate nir handli :T‘“"
regulation ir handling 1
1

~ Valve

setpoint
Control Valve
decision-making movement

“Switch” controlled

by Markov chain
Packet lost

T\
Random su
delay

Delay from
probability distribution

Smart sensor

Network operation model

Fig. 5. Schematic of simulation platform
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To experimentally validate the simulation platform and
provide real-world network conditions, a compact HVAC test
rig is constructed, as shown in Fig. 6. The prototypes of smart
devices (e.g., smart valve) are also developed and integrated in
the test rig, as shown in Fig. 7. The test rig implements the
supply air temperature control, similar as the HVAC system in
buildings. Typical settings in commercial HVAC systems are
adopted in the validation for the platform. For the smart
devices, the valve is integrated with an IoT controller, forming
a “smart valve”. The IoT controller includes a STM32
microcontroller and a Wi-Fi module. It enables the data
exchanging from the Wi-Fi network and control decisions
making. The sensor (i.e., supply air temperature sensor) is also
“updated” to a smart sensor by aggregating the existing analog
sensors into a computer via IO modules. It is also equipped
with a Wi-Fi module to communicate with other smart devices

through the wireless network.

® Modulating
! valve

Electric

a) Schematic of the experimental b) Image of the experimental
test rig test rig
Fig. 6. Compact HVAC test rig

7

B g | LoT controller
i ‘ i Wi-Fi network module :
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Fig. 7. Structure of smart valve

ii. Implementation of robust networked control

The implementation of the robust networked control in the
simulation platform is shown in Fig. 8. The module of
prediction-compensation mechanism is implemented in the
smart valve. It means that the valve is responsible for the data
receiving, compensation, local control decision-making, and
actuator operation. The received packet is directly processed
by the prediction-compensation module. If there is no packet
loss, the received packet will be directly used in the control
decision-making process. If the packet loss happens, a
predicted value generated by the prediction-compensation
module will be wused, alternatively. In the real-world
engineering case, given the low computation load of the
Kalman filter in the mechanism module, the IoT controller of

smart device has sufficient computational resource to execute
the whole process.

The simulation platform and models are programmed using
Simulink. A PC with 2.0 GHz quad-core CPU and 16 GB
memory is used to executed the simulation.

Toup Q-{ PI(z) point Vv m out Water flow rate Tsup =)
‘Tsup_set_Schedule ] Valve movement HysteresisDeadband  Water flow rate Airhanding
Controller module  module regulation
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Network operation module Smart sensor
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Network schedule
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Smart valve Network

Fig. 8. Structure of implementation of robust control in
simulation platform

iii. Simulation test arrangement

After implementing the proposed control into the simulation
platform, the settings, similar as the practical settings in
commercial HVAC systems, are adopted to assess the
improvement on control performance and robustness under
impacts of network constraints. In these settings, three
different setpoints of supply air temperature (Zsupset) are
adopted: 50 °C, 45 °C and 43 °C. These setpoints are adjusted
step by step after the output is stable. According to the setting
of modulating valve characteristics, setting the Tsupset below
45 °C could high likely result in the instability of control
output (Tsup). It is due to the fact that the corresponding water
flow rate is lower than the controllability range of the valve.
When the water flow rate is lower than the minimum
controllable range, the valve may cut down the water flow rate
due to the fact that the valve opening reaches its dead band.
The cut off water flow rate could significantly reduce the
supply air temperature, causing the control instability.

The parameters of network conditions are obtained from a
typical research and teaching building. The network
deployment is shown in Fig. 9. This network deployment is
similar to the deployment of IoT-enabled BA system where
the network coverage of smart field-level devices is poor,
resulting in a marginal network condition for time-critical
tasks. The obtained network parameters include mean network
delay, standard deviation of delay, and packet loss rate in
different states.

u] g 0
Researcl h office.
] N
t Research office
jﬂ Research
] office
| ‘Wi-Fi router
Corridc L4m .
1 CablL/A Meeting * X
27m ]JQ room Test rig
| 7m
Teaching room B
ml r L Windows side [ | 1] m

Fig. 9. Deployment location for network condition assessment

The delay distribution and packet loss rates are shown in
Fig. 10.a and Fig. 10.b, respectively. The overall packet loss
rate is 19.2%. Among the packet loss rate in different state, the
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possibility of continuous packet loss (i.e., packet loss
happened when the previous packet is lost) is significantly
high, which figure is 83.1%. It means that once the packet loss
happened, a large number of packets may be lost continuously.
For the distribution of network delay, the mean value is 292
ms, while the standard deviation is 148 ms. It can be seen that
most of the delay is lower than 500 ms. Only a few packets
with delay high than 1 s, which proportion is 3.1%. Based on
these parameters from experimental tests, a schedule of
network delay and packet loss is generated. Each simulation
test utilizes this same schedule to assess the performance
enhancement of the proposed robust control. This approach
can avoid the difficulty from random network constraints in
field tests for comparison, while reflect on-site network
conditions.
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Fig. 10. Characteristics of tested network condition

In this study, dynamic and steady-state performance of the
control is assessed. The dynamic performance includes
overshoot, peak value, peak time, and rise time. The steady-
state performance, considering for the setpoint of 50°C,
includes the steady value, standard deviation, and steady-state
error. The oscillation range of the control output, i.e., supply
air temperature, is recorded, which can be used to assess the
network impact on the control performance in the critical
condition of the actuator. These indicators are compared in
different simulation tests to assess performance and
improvement of the proposed robust control.

III. SIMULATION RESULTS AND ANALYSIS

In this study, the control task implemented in the
conventional DDC control architecture is first simulated,
serving as a baseline for comparison. In this simulation, the
data exchange is regarded as “ideal”, which means that there is
no network constraints effect. Then, the control task
implemented in the IoT-based control architecture without
adopting proposed robust control is simulated. The
performance of this case is compared to the baseline, revealing
the impacts of network uncertainties on the control task. Next,
the control task implemented in the IoT-based control
architecture with adopting the implementation of proposed
robust control is simulated. The improvement of compensating
the network constraints on networked control performance is
assessed.

A. Performance of control implemented in conventional DDC
control architecture

As a baseline for the comparison, Fig. 11 shows the test
results of the simulation when the control strategy is
implemented in the conventional DDC control architecture.
The profile includes supply air temperature (7swp) and its
setpoints  (ZTsupset). TABLE 1 shows the major control
performance indicators in this test. Given that there is no
network constraints impact, and all control signal transmission
can be regarded as “ideal”. At Tsupset of 50 °C, the control
output (i.e., Tsup) can be effectively controlled due to the fact
that the corresponding water flow rate is in the controllable
range of the valve. Only 0.39 K of steady-state error can be
seen at this setpoint. When the setpoint is lower (i.e., at the
setpoint of 45 °C and 43 °C), the Tsup becomes oscillated and
the control process becomes more dynamic. The oscillation
ranges for these two setpoints are 7.6 K and 82 K,

respectively.

Toupset =50 °C Toupset =43 °C
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Fig. 11. Major control and system variables when control
employing the conventional DDC control architecture

TABLEI
CONTROL PERFORMANCE EMPLOYED THE CONVENTIONAL
DDC ARCHITECTURE
Tsup,setzsooc Tsup,set:450C Tsup,set:43oc
Overshoot 4.1% - -
Peak value (°C) 52.0 - -
Peak time(s) 121 - -
Settling time (£5%, s) 71 - -
Steady value (°C) 50.4 - -
Standard deviation
(Last 60s, K) 0.02 2.64 2.74
Steady-state error (K)  0.39 - -
Oscillation range (K) - 7.6 8.2
Oscillation interval(s) - 76 74

A typical period of oscillation is indicated as P; in Fig. 11.
The system variables involved in the control process,
including water flow rate (Q), actual detected valve opening
(¥), and valve opening setpoint (Vzet), are shown in Fig. 12. At
t1, the decrease of the valve reaches its dead band for water
flow rate regulation. The water flow rate is cut off
immediately. However, due to the longer response time of the
air-handling process, the supply air temperature (Zsup)
continues to increase, while the valve opening continually
decreases within the dead band due to the decisions of the PI
control. After 7wy finally starts to decrease, the valve needs
time to move out of the dead band until £, after which the
water flow rate can be regulated. At this time, the Twp is lower
than the setpoint, while the valve remains increasing the open
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ratio, which will cause Tsyp to increase after a while. As a
result, the oscillation happens at these lower setpoints.
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Fig. 12. Effect of dead band on the control in the oscillation
period

B. Performance of control implemented in loT-based control
architecture without adopting robust networked control

Fig. 13 shows the test results of the simulation when the
control strategy is implemented in the IoT-based control
architecture without adopting the robust networked control.
TABLE 1II shows the same major indicators of control
performance. It can be seen that the control output (i.e., Tsup) is
much more fluctuated compared to that in the case using the
conventional DDC control architecture. Even at the setpoint of
50 °C, which is in the controllable range for the valve, the Tsup
has a large decrease due to the network impacts. For the
setpoints of 45 °C and 43 °C, the oscillation range is
considerably enlarged. The maximum oscillation range is 20.1
K at the setpoint of 43 °C. The overall performance is
noticeably degraded.

Fig. 13.a
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Fig. 13. Major control and system variables when control
employing the IoT-based control architecture without robust
control
(Fig. 13.a: Overall profiles; Fig. 13.b: Network constraints
impacts in controllable range; Fig. 13.c: largest packet loss
impacts)

For the detailed impacts of network constraints on the
control process, there are two worth noting periods of packet

loss, indicating as P; and P2. The system variables involved in
the control process of these two periods are shown in Fig. 13.b
and Fig. 13.c, respectively. P; is in the controllable range of
the valve, while P: is the largest continuous packet loss in this
test. During P;, as shown in Fig. 13.b, the valve operates
within the controllable range at 50 °C of setpoint (Zsup,set). Due
to the continuous losses of 31 packets, the received
measurement is not updated to the actual supply air
temperature. The controller accumulates the bias and
continuously reduces the output (i.e., Vset) according to the
mechanism of PI control. At ¢';, the difference between the
valve opening setpoint and current valve opening exceeds the
threshold of valve movement. Then, the valve starts to move
and reaches its dead band, cutting off the water flow rate. It
causes -4.6 K (down to 45.4 °C) decrease of Tsup.

TABLEII
CONTROL PERFORMANCE EMPLOYED THE IOT-BASED
CONTROL ARCHITECTURE WITHOUT ROBUST CONTROL

Tsup,setzsooc

Tsup,set:450C

Tsup,set:43 °C

Overshoot 5.1% - -

Peak value (°C) 52.5 - -

Peak time(s) 131 - -

Settling time (£5%, s) 71 - -

Steady value (°C) 50.2 - -

Standard deviation

(Last 60s, K) 0.29 3.16 4.77
Steady-state error (K)  0.18 - -
Oscillation range (K) - 12.3 (max)  20.1 (max)
Oscillation interval(s) - 89.4 106.7

The largest continuous packet loss is shown in Fig. 13.c,
where a total of 50 packets are lost continuously. The period
of packet loss starts at 2. At this time, the latest updated
measurement of Tsyp is 43.6 °C, which is very close to the
setpoint of 43 °C. Thus, the valve remains unchanged at the
low opening position. However, due to the different response
speeds of the air-handling process and valve movement, the
Tswp continually decreases at such a low valve opening. At ¢,
the measurement packet is updated finally, and the controller
provides new valve opening setpoint immediately. The valve
needs time to move the spindle out of the dead band (i.e., from
t'3to t's) to reach the higher setpoint, while the bias of control
output (i.e., Tsup) continues to increase. As a result, the packet
loss causes 13.7 K (down to 29.3°C) decrease of Tsup.

C. Performance of control implemented in loT-based control
architecture with adopting robust networked control

Fig. 14 shows the test results of the simulation when the
control strategy is implemented in the IoT-based control
architecture with adopting the robust networked control.
TABLE III shows the same major indicators of control
performance in this case. It can be seen from Fig. 14 that the
control output (7wp) is significantly stable compared to the
case without adopting the proposed robust control, even when
the control task is subjected to the same effects of network
delay and packet loss. At the setpoint of 50 °C, the control
output (i.e., Tsup) is not significantly interfered by the network
constraints. The oscillation ranges at the setpoints of 45 °C
and 43 °C are 8.84 K and 8.91 K, respectively. These values
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are significantly lower than the maximum oscillation ranges of
12.3 K and 20.1 K observed in the case without adopting the
proposed robust control. It can be concluded that the
introduction of the proposed robust networked control can
significantly improve the control performance and reduces the
impacts of network uncertainties on the networked control
process.
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Fig. 14. Major control and system variables when control
employing the IoT-based control architecture with robust
control
(Fig. 14.a: Overall profiles; Fig. 14.b: Network constraints
impacts in controllable range; Fig. 14.c: largest packet loss
impacts)
TABLEIII
CONTROL PERFORMANCE EMPLOYED THE IOT-BASED
CONTROL ARCHITECTURE WITH ROBUST CONTROL
Tsup,setzsooc Tsup,set:450C Tsup,set:43oc

Overshoot 2.4K (4.8%)

Peak value (°C) 524

Peak time(s) 128

Settling time (5%, s) 72

Steady value (°C) 50.0

Standard deviation

(Last 60s, K) 0.50 3.18 2.86
Steady-state error (K)  0.05

Oscillation range (K) - 8.84 8.91
Oscillation interval(s) - 89 81

For the details of the improvement by the proposed control,
the same periods of network effect are indicated as P"; and
P">. In Fig. 14.b, when packet loss happened, indicated by ¢"1,
the predicted values are used for control decision-making.
These predicted values can follow the trend of the supply air
temperature, even with slight bias. The valve opening
setpoints then slightly increase according to the control
decisions. Thus, the valve does not reach its dead band range,
where the water flow rate will be cut off, similar to the case
shown in Fig. 13.b. During the largest packet loss in P, as
shown in Fig. 14.c, the predictor continuously provides the
predicted values for control decision-making. Even though

there are some bias in the predicted values, the controller can
still make more proper decisions compared to directly using
the out-of-date measurements. It can be seen the control
output, i.e., supply air temperature, is not significantly affected
by the losses of measurement packets. The highest deviation
during this period is 5.8 K, which reduce 57.7% compared to
the deviation of 13.7 K observed in the case without adopting
the robust control, as shown in Fig. 13.c.

Fig. 15 shows the performance of the prediction-
compensation mechanism during packet loss. The model
shows acceptable performance with 0.962 of R2. However, it
can be seen from Fig. 14.c that the bias could slightly increase
with an increasing number of lost packets. The predicted
values tend to be slightly lower than the actual supply air
temperature. This phenomenon is due to the fact that the
weight of predicted value becomes higher with the increase of
lost packets. It is means that the predictor relies more heavily
on the state-space model. However, it is difficult to capture the
nonlinear factors of the control process accurately, such as
dead band and saturation. It could cause the deviation between
the final optimized values and actual values. Nevertheless,
when continuous packet loss happens, using the predicted
values, even with some bias, is significantly better than
directly using the out-of-date measurement data for the control
decision-making.

55

R?=0.962

30 35 40 45 50 55
Tsup,predict (°C)

Fig. 15. Performance of prediction

IV. DiscUSSION

From the results of this study, it can be seen that adopting
IoT technologies in the field level of BA systems still exists
many fundamental issues to be addressed. Directly adopting
wireless networks may hard to meet the requirements of
timing and reliability for control tasks. The control
performance may have significant degradation due to network
constraints. Therefore, it is necessary to implement
optimization methods to improve control robustness for the
networked controls in IoT-enabled BA systems.

To optimize the networked controls, using compensation
methods, such as the proposed robust networked control,
could be a good option compared to current methods.
Currently, many studies have proven that optimizing control
strategies [19] and wusing advanced communication
technologies (e.g., 4" generation/ 5" generation network
technology) [26,31] can improve the control robustness and
performance under the impacts of network constraints, while
these two methods have their limitations. For control design
optimization, distributed control decision-making can improve
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the robustness. However, this manner requires changing the
control strategy, or installing additional devices (e.g., sensors).
In some specific scenarios, the control strategy may be fixed,
or additional devices cannot be installed. For adoption of
advanced network technologies, 5G network can provide
ultra-low latency communication, and 4G/5G network can
allocate dedicated network resources for specific tasks.
However, in specific control scenarios, the location of the
control system may not be within the coverage of the
advanced network, or the cost of extending coverage may be
too high, and the network infrastructure may not be available
to support such network. Compared to these methods, using
the proposed robust control with prediction-compensation
methods has more flexibility for the real implementations of
building control using IoT technologies. This method does not
require additional devices or updated network communication
infrastructure. Moreover, the smart field-level IoT devices
possess computation capacity to execute such algorithm. Thus,
this manner could have great potential to be applied for
various control tasks in networked building controls.

In the deployment aspect, the prediction-compensation
mechanism is implemented on the actuator side. The smart
actuator is responsible for many functions, including data
receiving, data processing, prediction-compensation, control
decision-making, and actuation. The computational load needs
to be seriously considered. In the previous studies of the
authors [19,26], the proposed IoT devices show sufficient
capacity for implementing networked control. Given the low
computation requirements of Kalman filter adopted in the
mechanism, it can be expected that the proposed robust
control can be easily deployed in current commonly-used IoT
controllers. Meanwhile, many network protocols can be used
in real-world implementations, such as delivery-guarantee
network protocols. These protocols can be implemented in the
smart IoT devices to achieve higher reliability in the network
transmission aspect.

For system engineering, the characteristics of control
system need to be seriously considered. As a critical part of
the proposed robust control, the performance of the model in
the predictor has direct impacts on the compensation
performance. The model should fit the system characteristics
well in different operation conditions. When the system
characteristics changed, the model should be easily to be
updated. Based on the results of this study, it can be seen that
even the performance of the state-space model is acceptable,
there is still challenge when dealing with more difficult
scenarios. As the increased number of packet losses, the bias
of prediction is slightly increased correspondingly. Meanwhile,
considering the long-term system operation, the characteristics
of field-level devices may change, and their performance also
may degrade. Thus, it could be beneficial to adopt an
advanced method that accurately models the control process
and adapts to the changes of field-level devices. The online
update model or light-weight machine learning model could
be the potential options.

V. CONCLUSION

This study proposes a robust networked control to improve
the robustness and performance of networked building field-
level controls affected by network uncertainties in IoT-enabled
building automation systems. The proposed control adopts the
prediction-compensation mechanism, which includes a
predictor to estimate the controlled variable, and a
compensator to evaluate the uncertainties. To test and assess
the performance and improvement, the proposed robust
control is adopted to a typical building field-level control task,
i.e., supply air temperature control. The control is
implemented in a networked building field-level control
simulation platform, with experimental validation. The
performance and robustness improvement by the proposed
robust control under impacts of network constraints are
investigated.

Based on the test results and analysis, the proposed robust
networked control can significantly improve control
performance under network impacts. Concerning performance
of the prediction-compensation mechanism, the predictor can
provide a satisfactory estimated value for control decisions
with an R? value of 0.962, while the compensator can
effectively evaluate the uncertainties of the received values
and estimated values based on the network condition.
Concerning the control performance, the proposed robust
control can significantly reduce the control output deviation
from 13.7K to 5.8K (57.7%) under the same period of
continuous packet loss. Moreover, the computation load of the
robust control is low enough to be easily implemented in
todays’ smart IoT controllers. Having the optimization
methods to ensure the control performance in the networked
IoT environments, IoT technologies could play more crucial
roles building automation.
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