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ABSTRACT
Transportation Cyber-Physical Systems (TCPS) are facing an emerging cyber threat
from disinformation attacks that can manipulate individual cognition and behaviors,
potentially making urban transportation vulnerable. Traditional studies on road
network vulnerability have primarily focused on physical attacks like node or link
removal, with little attention to disinformation attacks. To fill this gap, this study
introduces a novel disinformation attack mode for road TCPS. It hacks navigation
applications by strategically modifying the link cost information, thereby affecting
drivers’ routing decisions. Crucially, this attack mode leaves the physical topology of
TCPS-based road networks unchanged, impacting only the cyber layer’s information.
Additionally, intriguing link metrics, like the partial derivative of total travel time
to link flow, are introduced to identify attack targets. On this basis, we design multi-
strategy disinformation attacks to assess road network vulnerability. The proposed
research framework, validated by San Francisco’s large-scale urban road network,
reveals that disinformation attacks on just 0.12% of links could cause an annual
city-wide economic loss of $79.26 million in the worst-case scenario. This study
offers a unique viewpoint on road network vulnerability, emphasizing the vital need
for TCPS cybersecurity to ensure urban transportation’s reliability and resilience.

KEYWORDS
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transportation cyber-physical system

1. Introduction

The development goals of smart and sustainable cities are intensifying the need for
intelligent, green, and resilient transportation solutions (Chow et al. 2015). In the dig-
ital 3.0 era, Transportation Cyber-Physical Systems (TCPS) (Deka et al. 2018; Dey,
Fries, and Ahmed 2018) are emerging as a promising paradigm for next-generation
transportation systems (Zhu, Qu, and Ma 2023). TCPS seamlessly integrate physical
and cyber infrastructures, facilitating the collection, processing, and analysis of real-
time data for intelligent transportation system management. However, TCPS remains
vulnerable to various cybersecurity threats, including hacktivism, data poisoning at-
tacks, deepfake manipulations, and malicious applications of generative artificial intel-
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ligence, all of which can severely compromise urban transportation system operations
(Pundir et al. 2022). Consequently, conducting comprehensive vulnerability assess-
ments of TCPS-based road networks against potential cyberattacks is essential for
ensuring the continued reliability, resilience, and sustainability of urban transporta-
tion infrastructure.

Nowadays, the emergence of digital media and technological advancements has led
to a unique and emerging cybersecurity threat in the form of disinformation. Disin-
formation refers to the false information deliberately spread to deceive people. Tradi-
tional cyberattacks are mainly technical, targeting computer systems, networks and
data, while Disinformation attacks are psychological and information-based, aiming
at exploiting our cognitive biases and emotional reactions. Disinformation is a form of
cognitive hacking (Vagan, Golovianko, and Gryshko 2018). Recent widespread disin-
formation campaigns targeting the U.S. presidential election, Brexit, and COVID-19
vaccination have spotlighted the disinformation attack as an emerging and significant
cybersecurity threat (Pathak, Srihari, and Natu 2021; Jamalzadeh et al. 2022). Dis-
information detrimentally affects multiple domains, encompassing societal, political,
economic, and psychological aspects. The Global Risks Report 2023 has added mis-
information and disinformation as a new risk. In the contemporary digital landscape
characterized by instantaneous information dissemination, the rapid proliferation of
zero-cost rumors and the increasing prevalence of conversational AI technologies have
amplified the potential impact of disinformation attacks, necessitating heightened at-
tention and vigilance. However, the existing research on disinformation attacks remains
nascent, with a predominant focus on social media (Shu et al. 2020; Freelon and Wells
2020).

When disinformation attacks target urban critical infrastructure, the collective de-
cisions of individuals can significantly affect the system’s operation. The real examples
in recent years, such as the hacked power systems (Raman et al. 2020; Peng et al. 2020)
and the suspicious packages on airplanes (Jamalzadeh et al. 2022), prove that disin-
formation attacks on urban infrastructure can be highly harmful and pose significant
risks. Concerning disinformation on the road network, we recall the 2020 experiment
Google Maps Hacks by a German artist, who used 99 smartphones to trick Google
Maps into detecting fake traffic jams, exposing vulnerabilities in digital navigation sys-
tems. This classic case demonstrates that cyberattacks do not always involve directly
hacking systems; instead, they can exploit digital algorithms to create real-world dis-
ruptions. Additionally, other cases, such as Fort Lee lane closure scandal and Students
Hack Waze demonstrate that disinformation attacks can manipulate users’ driving
routing to cause inefficient traffic management, unnecessary detours and increased
congestion. Evidence suggests that while the evolution of next-generation transporta-
tion systems brings numerous advantages, it paradoxically amplifies the vulnerability
of road TCPS to disinformation attacks. Consequently, some scholars have begun to
make tentative explorations into this emerging issue. With false traffic alerts, road
signs and store discount notifications, Waniek et al. (2021) set up two disinformation
attack scenarios on drivers and discussed the impact of these attacks on streets. Spana
and Du (2022) revealed the optimal perturbation for the information sent to vehicles in
a coordinated routing scheme to alleviate traffic congestion. Jamalzadeh et al. (2024)
assessed the impacts of weaponized disinformation on multi-commodity critical infras-
tructure networks. Alvisi et al. (2024) demonstrates the potential for traffic congestion
induced by disinformation through adversarial attacks targeting traffic map providers.
Similarly, Khameneh, Barker, and Ramirez-Marquez (2025) investigates the effects of
disinformation on service disruptions in transportation operations, highlighting its sub-
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stantial impact on the reliability of transport infrastructure. Furthermore, Jamalzadeh
et al. (2025) introduces an approach to address the uncertainties arising during dis-
information campaigns, which pose significant risks to infrastructure networks. The
preceding remark highlights the susceptibility of road networks to information-based
attacks, yet research on the vulnerability of road TCPS to disinformation attacks
remains significantly limited.

The vulnerability of a system pertains to its susceptibility to performance degra-
dation experienced following perturbations, whether from deliberate attacks or unin-
tentional damage (Jenelius and Mattsson 2015). This concept captures the extent to
which the system’s functionality is compromised when faced with adverse conditions
or malicious activities (Gu et al. 2020; Hassan et al. 2022). Currently, the conventional
research on road network vulnerability primarily centers on the physical layer, with
simulation often depicting interruptions or failures through targeted attacks on spe-
cific network elements, such as nodes or links. Prior research has extensively examined
the impacts of diverse disruptive events on road network vulnerability, encompassing
extreme weather conditions, natural disasters, accidents, terrorist activities, and oper-
ational incidents (Singh et al. 2018; Calvert and Snelder 2018; Cats and Jenelius 2018).
However, contemporary discourse regarding emerging cybersecurity threats targeting
road networks remains inadequately comprehensive. The target selection in vulnera-
bility assessment typically involves ranking the importance of nodes or links (Jenelius,
Petersen, and Mattsson 2006; Zeng 2020; Chen et al. 2024). Additionally, the attack
modes exhibit diverse characteristics, ranging from random to strategically deliber-
ate patterns, and can be classified as either static or dynamic in nature (Liu, Shi,
and Tan 2021; Vivek and Conner 2022). At present, popular vulnerability assessment
methods primarily rely on approaches such as topology analysis, data-driven models,
scenario planning, system dynamics and optimization techniques (Jenelius and Matts-
son 2015; Gu et al. 2020; Hassan et al. 2022). In summary, traditional studies on
road network vulnerability have heavily relied on node or link removal methods. Such
methods fundamentally change the network’s physical structure, proving detrimental
to its sustainable development.

Meanwhile, there is a growing research trend focusing on the vulnerability of road
transportation networks to cyberattacks (Serdar, Koç, and Al-Ghamdi 2022). Existing
studies (Feng et al. 2018; Lin et al. 2018; Yang et al. 2021; Wang et al. 2021; Sun,
Luo, and Chen 2023; Zhu et al. 2023) investigate the issue by integrating fields like
cybersecurity, information science, data protection, and advanced machine learning
methodologies, including deep learning techniques. While historical cyberattacks on
road transportation systems have primarily targeted computational infrastructure,
emerging disinformation attacks represent a distinct threat paradigm that exploits
cognitive biases through strategically manipulated information. As a novel research
topic, vulnerability assessment of road TCPS to such attacks has not yet been explored.

Real-world cases have demonstrated the tangible impact of disinformation on ur-
ban traffic conditions. With the increasing prevalence of IoT devices in modern trans-
portation systems, the likelihood of such disinformation attacks ranges from medium
to high. Figure 1 serves as a visual representation of the motivation behind this study.
The TCPS-based road network features two interconnected layers: (a) the physical
layer with intersections, segments, and sensors like signal lights and cameras; and (b)
the cyber layer including communication systems, navigation apps, and digital infras-
tructure. A bidirectional flow of data and information between these two layers forms
a closed-loop system. In such a road network, it is assumed that drivers rely on in-
formation provided by navigation apps to make driving decisions, and they remain
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unaware of any information manipulation or perturbation in the system. As shown
in Figure 1(c), the reference driving time for an origin-destination (OD) provided by
Google Maps is 19 minutes in a normal case, while it displays 14 minutes after the
app is hacked. Drivers with similar travel demands may be drawn to choose this route,
potentially leading to traffic overload. In this study, we refine the attack target from
the path to the individual segment, to more accurately assess road network vulnera-
bility against disinformation attacks. During the attacks, the road network’s physical
topology does not change, but the information provision from the cyber layer does.
The contributions of this study are summarized as follows:

(1) A novel disinformation attack mode is proposed, involving the simulation of
hacking navigation apps by modifying link cost information on critical segments
to manipulate drivers’ routing decisions.

(2) Multiple disinformation attack strategies, including target identification strate-
gies and target attack strategies, are devised to assess the TCPS-based road
network’s vulnerability in various scenarios.

(3) A case study on a large-scale urban road network is implemented, and counter-
intuitive results are obtained.

(4) Differences between emerging disinformation attacks and traditional physical
attacks are discussed from various perspectives.

Figure 1. The conceptual representation of disinformation attack on road TCPS.

2. Methodology

The overall research framework of this study is shown in Figure 2. Using the open-
source datasets, traffic flow assignment and weighted complex road network modeling
are conducted. Subsequently, multiple target identification strategies and target at-
tack strategies are proposed to conduct disinformation attacks. The secondary traffic
flow assignment is executed, and the road network performance is evaluated both be-
fore and after attacks. Finally, the vulnerability of the TCPS-based road network to
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disinformation attacks is quantitatively assessed. Detailed descriptions of the specific
algorithms and models involved are provided below.

Figure 2. The overall research framework.

2.1. Traffic flow assignment

In reality, travelers usually choose routes that best serve their self-interests, typically
seeking to minimize travel-related costs like travel time or expenses. Therefore, this
study employs the Wardrop Equilibrium (User Equilibrium, UE) (Wardrop 1952) for
traffic assignment based on two key assumptions: the shortest path principle and the

5



assumption that drivers have perfect knowledge of link travel time. Consequently, ev-
ery route used between an origin (O) and destination (D) has equal and minimal
travel time. In the UE-based traffic assignment framework, multiple shortest paths
refer to the set of paths with the same minimum travel cost between OD pairs under
equilibrium conditions. Here, Beckmann mathematical planning model (Beckmann,
McGuire, and Winsten 1956) is adopted for traffic flow assignment and the mathe-
matical expression is as follows:

min Z(X) =
∑
a

∫ xa

0
ta(ω)d(ω) (1)

s.t.
∑
p

f rs
p = qrs, ∀r,s (2)

f rs
p ≥ 0, ∀p,r,s (3)

xa =
∑
r

∑
s

∑
p

f rs
p δrspa, ∀a (4)

Equation (1) shows the minimum value of the objective function and (2) - (4) are
the constraint conditions of the model. Among them, (2) represents that the total
traffic flow

∑
p f

rs
p between origin r and destination s equals the overall OD flow qrs,

reflecting flow conservation. Equation (3) indicates that the flow f rs
p on path p meets

the non-negative constraint, while (4) defines the link flow xa as the sum of the path
flows for all (r, s) pairs through link a, using the link-path correlation variable δrspa. δ

rs
pa

is binary (0-1), indicating 1 when path p includes link a and 0 otherwise.
As shown in Equation (5), the impedance crsp of path p is the total of link impedance

along it, with ta(xa) as the link performance function. The Bureau of Public Roads
(BPR) function for travel time calculation is shown in Equation (6). It involves link
cost ta, free-flow travel time t0, traffic volume xa and traffic capacity ca, with the
calibration parameters α and β.

crsp =
∑
a

ta(xa)δ
rs
a,p ∀p,r,s (5)

ta = t0(1 + α(
xa
ca

)β) (6)

In this study, the MSA (Method of Successive Average) algorithm (Sheffi and Powell
1982; Boyles, Lownes, and Unnikrishnan 2023) is used to solve the Beckmann function
model. As one of the link-based algorithms, MSA gradually approaches equilibrium by
continuously iterating the assigned flow of each road segment. AEC (average excess
cost) is chosen as the convergence criterion. The iteration will stop when the maximum
number of iterations is 100 or the AEC reaches the value of 1e-3.

We further validate the robustness of the numerical analysis in the traffic flow
assignment model. The assignment process considers multiple parameters, including
link attributes, OD multipliers, the BPR function, and turn penalties. To enhance
the model’s reliability, we integrate network data and commuting datasets from San
Francisco. Using software tools such as TransCAD and AequilibraE, we perform net-
work parameter calibration and traffic flow assignment. Furthermore, we validate the
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resulting travel times and average speeds against open-source datasets from Waze and
TomTom, ensuring the technical accuracy and reliability of the results. This compre-
hensive calibration and validation process demonstrates the robustness of the param-
eters utilized in the traffic flow assignment. The detailed implementation of this work
is discussed in our previously published study (Xu et al. 2024).

2.2. Weighted complex road network modeling

Currently, existing studies have demonstrated that urban road networks are inherently
complex systems, integrating structural, functional, and dynamic elements that evolve
continuously (Zeng 2020; Ando et al. 2021; Xu et al. 2022; Guo, Zhao, and Gao 2024).
The structural complexity primarily arises from the network topology, which is charac-
terized by multiple hierarchical levels, high connectivity, and redundancy. Functional
complexity is reflected in the mixed traffic flow, highly fluctuating traffic demand, and
the diverse transportation service objectives. Dynamic complexity pertains to the non-
linear effects of traffic congestion, human rerouting decisions, as well as the influences
of weather and time. Therefore, based on graph theory and complex network theory,
we build a complex road network model G = (V,E), where V = {vi, i = 1, 2, . . . , N} is
the node set and E = {eij , i, j = 1, 2, . . . , N, i ̸= j} is the link set. The nodes and links
represent the intersections and road segments in the actual road network, respectively.
If two nodes ⟨i, j⟩ are adjacent, there is a connected link and eij = 1, otherwise eij = 0.

Figure 3. The schematic representation of weighted complex road network modeling.

A weighted and directed urban complex road network model Gw = (V,E,W ) can
be constructed based on the link cost results derived from the UE assignment. W =
{wij , i, j = 1, 2, . . . , N, i ̸= j} is the weight set. Figure 3 illustrates the construction
principle of G and Gw, where (a) is the actual road network, (b) is the unweighted
and undirected complex road network G and (c) is the weighted and directed complex
road network Gw. The weight wij is the link cost, and a thicker representation of a
link signifies a longer travel time associated with that link.

2.3. Disinformation attack strategies

2.3.1. Target identification strategies

Target identification is the first critical step in disinformation attack strategies. This
part involves meticulously determining the road network’s most critical links that
could be potential focal points for an attack. It emphasizes pinpointing links with
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the most significant impact on the overall network. Uniquely, we propose a multi-
faceted approach to evaluating link importance, considering both structural position
and functional usage through metrics based on three perspectives: topology-based,
flow-based and a combined topology-flow approach.

(1) Topology-based metric
We utilize edge betweenness centrality (eb) in complex networks to effectively mea-

sure the influence of edges across the entire network (Freeman 1977; Kermanshah and
Derrible 2017). This metric focuses on determining how often an edge serves as a crit-
ical link on the shortest path between two nodes, as delineated in Equation (7). ebk
is the betweenness centrality of the edge k, σ(i, j) is the total number of the shortest
paths from node i to node j, and σ(i, j|k) is the number of the shortest paths from
node i to node j that pass through edge k.

ebk =
∑

i,j,k∈V

σ(i, j|k)
σ(i, j) (7)

(2) Flow-based metric
Traffic congestion is influenced by factors such as speed limits, traffic density, actual

travel speeds, traffic volume, and traffic capacity (Loder et al. 2019). Based on the
UE assignment, we can derive key metrics such as link flow (lf ), link cost (lc) and
link volume over capacity ratio (v/c ratio, denoted as lvc). Besides, the total travel
time (TTT ) of the road network can be obtained using Equation (8). We can further
obtain µ, the partial derivative of TTT to link flow, as shown in Equation (9). µk

represents the marginal cost of travel on link k. That includes both the direct effect
on the link itself and the indirect effect on other users who are delayed due to the
increased congestion on the link k. A higher µ means that the link is more critical,
and the network performance is more sensitive to the flow changes on this link. Based
on traffic flow data, we can employ four metrics, namely lf , lc, lvc and µ, to identify
the most critical target.

TTT =
∑
k

xktk(xk) (8)

µk =
∂TTT

∂xk
= tk(xk) + xk

∂tk(xk)

∂xk
(9)

(3) Topology and flow-based metric
Combining eb with Gw, we introduce the metric of link cost weighted betweenness

(cwb). As shown in Equation (10), cwbk is the link cost weighted betweenness of the
edge k, σw(i, j) is the total number of the shortest (i,j)-paths in Gw, and σw(i, j|k) is
the number of those shortest paths passing through the edge k in Gw.

cwbk =
∑

i,j,k∈V

σw(i, j|k)
σw(i, j) (10)

Additionally, we propose a link flow-based betweenness (lfb) measure based on eb
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and lf , which combines the topological structure of the network with the participation
rate of the segment. The participation rate of a segment is defined as the proportion
of link flow relative to the total OD demand within the road network. The lfb of link
k can be calculated using Equation (11), where ebk and l̂f k represent the eb and l̂f of

link k respectively. l̂f can be obtained by the max-min normalization of lf , and z is
the total OD demand of the road network.

lfbk =
l̂f k ∗ ebk

z
(11)

Figure 4. The multi-strategy disinformation attacks on the road network.

As shown in Figure 4, we put forward seven metrics, namely eb, lf , lc, lvc, µ, cwb,
and lfb, to measure link importance from three perspectives. Based on these metrics,
all the links in the network are ranked in descending order. Subsequently, the link
information corresponding to the maximum value (max or the top 1), the top 5, and
the top 10 in each metric’s ranking can be extracted. By identifying these critical
links using their unique IDs, the potential targets for disinformation attacks can be
systematically pinpointed.

2.3.2. Target attack strategies

Based on target identification strategies, we next delve into the disinformation design
and multimode target attack strategies. In the scenario of this study, link travel time
is a crucial factor influencing the drivers’ routing. Therefore, the disinformation fed to
drivers mainly focuses on the information regarding link cost. It is important to note
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that this study focuses on the profound effects of subtle information perturbations at
the cyber layer on the entire road TCPS. In addition, the disinformation attacks in
our study are assumed to be short-lived and imperceptible. We further assume that
traffic management systems have not detected these perturbations in time and that
drivers are unaware of the changes. Analogous to adversarial attacks on traffic signal
control systems (Qu, Tang, and Ma 2023), information-based attacks on communi-
cation systems and navigation apps are equally feasible. Given the high incidence of
road congestion, we choose to implement disinformation attacks during peak urban
commuting hours.

Guided by UE principles, the disinformation attacks can be executed based on the
following inference. For a given link, if its link impedance after attacks is lower than
its original value ta, this link has become more accessible to traverse in the next
assignment, potentially leading to increased traffic. Conversely, if the impedance of
an attacked link rises above ta, it will attract less traffic flow. According to the BPR
function in Equation (6), the minimum link impedance under the free-flow condition
is t0. Meanwhile, navigation apps typically provide an estimate of the maximum travel
time, which is often set at 1.5 times the reference value to create a buffer for variability.
It needs to be noted that this value is based on heuristic rules commonly observed
in real-world navigation systems. Given this, we alter the impedance information of
selected links to a specific constant t̃a to simulate the hacking of navigation apps.
Then, the driver’s perception and cognition of travel time will change in their routing.
Eventually, the road network stabilizes into a new equilibrium state after the secondary
UE assignment. Thus, the new x′a, t

′
a and TTT ′ can also be obtained. What needs

illustration is that t′a is still obtained by the BPR function using x′a, including those
attacked links’ cost.

Specifically, we design five unique information perturbations to simulate disinfor-
mation attacks by modifying the impedance ta of the targeted links. Five functions,
denoted as Attacki(l) where i = 1, ..., 5 and l is a link ID, are defined in Equation (12),
and t1, t2, . . . , t5 represent the modified impedance values. These functions return the
modified impedance t̃a based on the original impedance ta. The impedance ta and the
free-flow time t0 of a specific link l are denoted as ta(l) and t0(l), respectively. Figure
4 also illustrates the degree of attack on the targeted link under various information
perturbations. On the one hand, the link impedance t̃a is modified to t1, t2 and t3 re-
spectively, which is lower than the original value ta. On the other hand, the impedance
t̃a is modified to t4 and t5 respectively, which is larger than ta. The detailed target
attack strategies are described in Algorithm 1.

t1 = Attack1(l) = t0(l)

t2 = Attack2(l) = (t0(l) + ta(l))/2

t3 = Attack3(l) = 0.9ta(l)

t4 = Attack4(l) = 1.1ta(l)

t5 = Attack5(l) = 1.5ta(l)

(12)

Overall, the multi-strategy disinformation attacks involve the establishment of seven
distinct metrics, the application of three varying targeted link counts, and the deploy-
ment of five unique information designs. There is a total of 7× 3× 5 = 105 simulation
experiments, and each combination of these parameters represents a distinct attack
mode.
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Algorithm 1 Target attack strategies

Require: G is the road network, eb is a list of key-value pairs, with each key being a
link ID l and each value the eb of that link. lf , lc, lvc, µ, cwb and lfb are defined
similarly.

Ensure: The UE re-assignment results, including x′a, t
′
a and TTT ′.

for each metric m in {eb, lf , lc, lvc,µ, cwb, lfb} do
Sort the elements in m in descending order based on m.values.
Max ← Extract the target link based on the max in the ranking.
Top5 ← Extract the target links based on the top 5 in the ranking.
Top10 ← Extract the target links based on the top 10 in the ranking.
for i← 1, . . . , 5 do

for strategy s ∈ {Max,Top5,Top10} do
for each link l in s do

In G, set link l’s impedance ta(l) to t̃a = Attacki(l)
end for
Record the traffic flow re-assignment results using UE.

end for
end for

end for

2.4. Road network performance and vulnerability metrics

The overall service level of a road network is primarily evaluated through its perfor-
mance metrics. In this study, the road network’s overall OD demand does not change
before or after the attacks. Considering the travel expenses and preferences of the
driver, the road network’s performance Q is defined as the total travel time (TTT )
(Ganin et al. 2017; Angelelli et al. 2021; Qu, Tang, and Ma 2023), as expressed in
Equation (13). This approach captures both the direct costs and time efficiency of
travel while aligning with the drivers’ decision-making criteria. It offers a holistic and
user-centric metric to evaluate the network’s effectiveness.

Q = TTT =
∑
k

xktk(xk) (13)

The vulnerability (V ) of the road network is characterized by the extent to which
network performance is altered in response to attacks. This conceptualization captures
the network’s sensitivity to disinformation-induced disruptions. V is calculated as
Equation (14), where Q0 = TTT0 represents the normal network performance, and
Q′ = TTT ′ denotes the performance after attacks. As a complex system, the road
network exhibits heterogeneous responses to diverse attacks, reflecting differing levels
of vulnerability. A higher value of V for a specific attack mode indicates greater system
vulnerability to that particular attack typology.
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V =
∆Q

Q
× 100%

=
Q′ −Q0

Q0
× 100%

=
TTT ′ − TTT 0

TTT 0
× 100%

(14)

3. Study area and datasets

3.1. Study area

San Francisco Road Network (SFRN) is selected as the subject for the case study.
San Francisco, a metropolitan city situated on the central coast of California, USA,
is renowned as the commercial, financial, and cultural hub of Northern California.
The road network in San Francisco is well-developed and comprehensive, featuring
multiple road types for diverse traffic needs. However, San Francisco faces significant
traffic congestion challenges. According to the INRIX 2022 Global Traffic Scorecard,
congestion in SFRN is ranked as the 7th worst in the United States and 15th globally.

3.2. Datasets

The datasets utilized in this study comprise the road network and travel demand. The
underlying road network topology is extracted from OpenStreetMap. The node file
contains general intersections (Node type = 0) and centroids (Node type = 1). The
link file includes key road segment information such as Capacity (vehicle/hour), Length
(km), Free speed (km/h), Lanes, and Link type. The values of Link type, ranging
from 1 to 5, are associated with motorway, trunk, primary, secondary and tertiary,
respectively. Besides these general road segments, other links are connectors. For San
Francisco, the free speed of connectors is set at 5 km/h (Xu et al. 2024). There are
4,986 nodes (including 194 centroids) and 18,002 links (including 8,418 general road
segments) in SFRN.

The original urban travel demand datasets are derived from the Longitudinal
Employer-Household Dynamics Origin-Destination Employment Statistics (LODES),
published by the U.S. Census Bureau. These data represent average daily urban com-
muting patterns for the workforce during peak hours. The average daily OD distri-
bution between blocks of San Francisco in 2019 is derived from the total number of
jobs in the LODES7 datasets and visualized in Figure 5. Based on a unified dataset
from our previous research (Xu et al. 2024), the corresponding link attributes and
OD multiplier for San Francisco can be obtained. The total number of OD pairs in
the SFRN is 25,657, with a total travel demand of 299,276. To estimate the number
of vehicles, the travel demand is multiplied by a coefficient of 0.6, reflecting a more
realistic representation of vehicular traffic (Xu et al. 2024). Subsequently, the adjusted
travel demand datasets are utilized as input for UE assignment.
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Figure 5. The OD distribution of SFRN.

4. Numerical results analysis

4.1. Traffic assignment and link importance ranking under normal
conditions

For SFRN, the calibration parameters in the BPR function are set to α = 0.5 and
β = 2 accoring to our previous research (Xu et al. 2024). Using the UE assignment
model and the available datasets, the traffic flow assignment under normal conditions
can be derived. Here, we use lvc to visualize the first assignment results, which is shown
in Figure 6. Additionally, TTT 0 is 40,040.53 h and the Vehicle Kilometers Travelled
(VKMT ) amounts to 1,090,200.43 km. Thus, the average speed can be determined as
VKMT/TTT 0 = 27.23 km/h.

Figure 6. The first UE assignment results visualized with lvc.
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Based on the methodology outlined in Section 2.3.1, the eb, lf , lc, µ, cwb and lfb
distributions of SFRN can be obtained, as visualized in Figure 7. Despite variations in
link ranking across different metrics, the visual similarities between lc and µ suggest
a close alignment in how these metrics evaluate and rank network links. Subsequently,
disinformation attacks are conducted based on these link ranking results.

(a) eb (b) lf

(c) lc (d) µ

(e) cwb (f) lfb

Figure 7. The first UE assignment results visualized with eb, lf , lc, µ, cwb and lfb.
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4.2. Performance measurement of the SFRN under disinformation
attacks

After the disinformation attack, we can finally acquire the updated network perfor-
mance Q′. Figure 8 presents the calculation results of Q′ under multi-strategy disin-
formation attacks. The subfigures 8(a), 8(b), and 8(c) correspond to the TTT distri-
butions for three different attack counts (max, top 5 and top 10), respectively. Each
subfigure uses a consistent legend to facilitate clear comparison.

(a) Max (b) Top 5

(c) Top 10

Figure 8. The calculation results of Q′ under different disinformation attacks.

In a side-by-side comparison, the values of Q′ progressively increase as the number of
attacked links rises, indicated by the figures’ darkening color. There seems to be a pos-
itive correlation between the number of attacked links and TTT . Meanwhile, vertical
comparisons reveal that the variations in Q′ at t1 and t2 are markedly more pro-
nounced than those observed at t3, t4 and t5. Specifically, when the link impedance is
maliciously modified to free-flow time (t1), Q

′ reaches its maximum value of 42,164.24,
which is 5.3% higher than the original value of 40,040.53. The road network is more
vulnerable to disinformation attacks when the link impedance is reduced. Further-
more, lvcmax, µmax and lfbmax in subfigure 8(a) show greater sensitivity to changes
in link cost. In contrast, cwbtop5 and cwbtop10 in subfigures 8(b) and 8(c) exhibit the
least sensitivity. µ, lfb, and lf demonstrably exert greater impacts on Q′ relative to
other metrics. The formula of Q′ emphasizes the importance of link flow (xa) as an
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essential independent variable.
Moreover, despite the road network showing highly similar distributions under lc

and µ after the initial assignment, the impact of µ on Q′ in the max, top 5, and top 10
attack modes is more pronounced than that of lc. Additionally, when the top 5 and top
10 links are targeted across seven metrics, the minimum values of Q′ predominantly
occur at t3 = 0.9ta or t4 = 1.1ta. This pattern holds for all metrics except for the
maximum value of Q′ under the cwbmax attack, which uniquely peaks at t4. The
observed phenomena suggest that for the link importance metrics eb, lf , lc, lvc, µ and
lfb, a smaller variation in |ta − t̃a| (specifically, the absolute value of the difference
between ta and t̃a) results in lesser impacts on TTT .

4.3. Vulnerability assessment of the SFRN under disinformation attacks

Figure 9 displays the computed results of V for multi-strategy disinformation attacks,
ranging from t1 to t5. In the max-attack mode, the metrics µ, lfb and lvc hold the most
significant influence on V , contributing 1.338%, 0.876%, and 0.795% respectively.
Specifically, in the top 5-attack mode, the indicators µ, lfb, and lf emerge as the most
significant, while in the top 10-attack mode, this order shifts to lfb, lf , and µ. This
adjustment underscores the dynamic nature of their impacts in different operational
contexts. The peak value of V observed in lfbtop10 stands at 5.304%. Generally, when
µ and lfb are chosen as the link metrics, the resulting values of V are typically higher
compared to those derived from other indicators.

As shown in Table 1, the average value V is computed as the mean of V . For the
scenarios t1 and t2, V holds the top and second positions respectively. Overall, t5 is
third in its effect on V , while V records minimal values in scenarios t3 and t4. The
findings validate our initial assumption that lowering the link cost of a specific road
segment increases its attractiveness to drivers, which can potentially worsen congestion
and heighten the road network’s vulnerability. Besides, for t1, t2 and t5, the increase in
the number of attacked links, transitioning from max to top 10, leads to a significant
rise in TTT ′ and a more crowded road network. Furthermore, V > 0 indicates higher
total travel costs, which is detrimental to the overall efficiency of the road system.
Given that Table 1 shows predominantly positive values for V across most scenarios,
this highlights the road network’s susceptibility to attacks. The occurrence of V < 0
can be explained by understanding that an increase in ta leads to significant congestion
on certain links. This, in turn, encourages drivers to avoid these congested areas,
resulting in a reduction of TTT after UE assignment. It’s essential to note that the
highest absolute value noted in the occasional negative instances of V is only 0.051%.
The above analysis underscores the increased vulnerability of the entire network to
disinformation attacks, especially when ta is modified to match the free-flow cost.
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(a) Max (b) Top 5

(c) Top 10

Figure 9. The calculation results of V under multiple disinformation attacks.

Table 1. The calculation results of V under various disinforma-

tion attacks.

V Max Top 5 Top 10

t1 0.449% 1.376% 3.252%
t2 0.157% 0.394% 0.962%
t3 0.043% 0.021% 0.015%
t4 0.020% 0.016% -0.001%
t5 0.048% 0.070% 0.205%

5. Discussions

5.1. Economic loss caused by disinformation attacks

While disinformation attacks may currently represent a few isolated incidents, the
growing dependence on navigation technologies and traffic data suggests that such
attacks could become increasingly frequent in the future. Quantifying the impact of
disinformation attacks in terms of economic losses offers valuable insights for policy-
makers and urban planners, enabling them to better understand the potential eco-
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nomic consequences and prioritize effective mitigation strategies. Therefore, building
on the results of disinformation attacks obtained in this study, we further delve into
the economic repercussions of citywide traffic congestion induced by such attacks.

Urban traffic is crucial for economic growth, but congestion incurs substantial direct
economic costs (Arnott and Small 1994; Jayasooriya and Bandara 2017), particularly
in terms of lost productivity. The INRIX 2022 Global Traffic Scorecard report reveals
that in San Francisco, traffic congestion caused an average delay of 97 hours and a
loss of $1,642 per driver, totaling $2.6 billion in citywide costs. Next, we will compare
this study’s data with INRIX statistics for an in-depth examination. Given an average
of 250 working days per year, the calculation of the average annual lost time per
driver involves dividing the total daily lost hours by the number of drivers and then
multiplying by 250. This approach enables us to precisely quantify the ratio of annual
hours lost to disinformation attacks versus normal delays. Besides, the vulnerability
assessment has uncovered a critical insight: altering the link cost from ta to t1 exerts
the greatest effect on the road network’s vulnerability. Here, we focus on examining the
delay and economic loss resulting from the t1 attack, as detailed in Table 2. ∆TTT
denotes the lost hours, and V signifies the network vulnerability. γ represents the
delay experienced by each driver following the attacks. δ = γ/97 × 100% quantifies
the fraction of each driver’s delay during t1 attack relative to INRIX data. The INRIX
indicates that congestion costs San Francisco $2.6 billion. Multiplying this by the
factor δ allows for an estimation of the productivity loss L.

Table 2. The lost hours and economic losses of SFRN under the disinformation attacks of t1.

Attack
mode

Link
metrics

∆TTT
/hours

V γ/hours δ L/million
USD

Max

eb 7.25 0.018% 0.010 0.010% 0.270
lf 33.31 0.083% 0.046 0.048% 1.243
lc 0.00 0.000% 0.000 0.000% 0.000
lvc 318.19 0.795% 0.443 0.457% 11.874
µ 535.82 1.338% 0.746 0.769% 19.996

cwb 14.38 0.036% 0.020 0.021% 0.536
lfb 350.91 0.876% 0.489 0.504% 13.095

Top 5

eb 75.41 0.188% 0.105 0.108% 2.814
lf 761.32 1.901% 1.060 1.093% 28.411
lc 529.44 1.322% 0.737 0.760% 19.758
lvc 711.38 1.777% 0.990 1.021% 26.547
µ 913.94 2.283% 1.272 1.312% 34.106

cwb 14.34 0.036% 0.020 0.021% 0.535
lfb 850.02 2.123% 1.183 1.220% 31.721

Top 10

eb 1,360.11 3.397% 1.894 1.952% 50.757
lf 2,116.35 5.286% 2.946 3.038% 78.978
lc 881.76 2.202% 1.228 1.266% 32.905
lvc 997.91 2.492% 1.389 1.432% 37.240
µ 1,552.78 3.878% 2.162 2.229% 57.947

cwb 81.89 0.205% 0.114 0.118% 3.056
lfb 2,123.89 5.304% 2.957 3.048% 79.259

Here, the metric µ is selected as an instance to demonstrate. The vulnerability un-
der the max, top 5 and top 10 attacks is 1.338%, 2.283% and 3.878%, respectively.
Each driver will experience yearly delays of 0.769%, 1.312% and 2.229%, leading to
economic losses for the city of $20.00 million, $34.11 million and $57.95 million, re-
spectively. Meanwhile, only 0.012%, 0.059%, and 0.119% of general links are subjected
to attacks. According to Table 2, in the most severe scenario, targeting only 0.12% of
links can result in 2.96 hours of yearly delay per driver, leading to an economic loss
of $79.26 million for the city. The above analysis demonstrates that disinformation
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attacks targeting a small number of critical links can significantly amplify the road
network’s vulnerability, resulting in substantial economic losses for the city. Conse-
quently, implementing effective defensive strategies is crucial to mitigate the adverse
impacts of disinformation attacks and ensure urban transportation system resilience.

5.2. Emerging disinformation attacks vs traditional physical attacks

As discussed in the Introduction, existing studies on road network vulnerability have
primarily focused on traditional physical attack methods, specifically the removal of
nodes or links. In contrast, this study offers fresh insights into disinformation attacks
targeting large-scale urban road networks. Here, we examine the distinctions between
the two types of attacks through four key aspects:

(i) Research motivation. In the current era of information explosion, emerging disin-
formation attacks on road TCPS by deliberately spreading misleading informa-
tion to manipulate drivers psychologically, highlighting vulnerabilities in intel-
ligent transportation systems. Compared with traditional physical attacks, the
disinformation attack is a new form of information-based cyberattack.

(ii) Attack target. Disinformation attacks aim to influence drivers’ cognition and be-
haviors, where route choices are influenced by misinformation on navigation apps.
In contrast, traditional physical attacks focus on disrupting the physical topol-
ogy of the road network, impacting network performance by removing nodes or
links. The physical topology remains unchanged throughout the disinformation
attacks, while it undergoes substantial changes during the physical attacks.

(iii) Target identification. A new metric (µ, the partial derivative of TTT to xa) is
proposed to identify attack targets, supplementing conventional indexes used in
traditional physical attacks. µ encompasses both direct travel time (direct effect)
and marginal congestion effect (indirect effect), carrying significant implications
for road network optimization and pricing mechanisms. This study reveals that
metric µ significantly impacts road network vulnerability, indicating that it is a
more effective tool for identifying targets than other commonly used metrics.

(iv) Attack strategy. In contrast to traditional physical attacks that simulate massive
disruptions like natural disasters, epidemics, accidents or terrorist activities, the
disinformation attacks in this study involve minor modifications to link cost
information, rendering them less obvious and harder to detect through intuition,
i.e. disinformation attacks are implemented quickly in a short period of time. And
the truth is that such seemingly insignificant disinformation has a detrimental
effect on the road system and urban economy.

In short, emerging disinformation attacks described in this study are novel in the
aforementioned aspects when compared to traditional physical attacks. Given the rapid
progress and sustainable development of road TCPS, how vulnerable large-scale urban
road networks are to disinformation attacks is a specific field of research that requires
immediate concern.

5.3. Policy implications

This study highlights the significant negative impacts of disinformation attacks, par-
ticularly on drivers’ route choices. First, false information can create unsafe driving
conditions by leading drivers to take incorrect detours or encounter unexpected con-
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gestion, requiring heightened vigilance and caution. Second, disinformation increases
travel time and fuel consumption, resulting in higher economic costs, especially in
densely populated urban areas. Lastly, frequent disinformation attacks may erode
trust in navigation tools, prompting drivers to seek alternative, potentially less effi-
cient methods. To mitigate these risks, several management and prevention strategies
are proposed:

(i) Driver awareness and education. Raising driver awareness is a crucial first step
in mitigating the impact of disinformation attacks. Educating drivers about the
nature of these attacks and their potential influence on navigation tools can
help them recognize and respond to anomalies. Awareness campaigns can equip
drivers with the knowledge to identify anomalies or biases in routing recom-
mendations. Besides, promoting the use of multiple navigation platforms for
cross-verification can enhance the reliability of routing decisions.

(ii) Enhancements to traffic management systems. Traffic management systems
should harness advanced technologies, such as AI-driven algorithms, to detect
suspicious traffic patterns and validate data through multiple sources, includ-
ing GPS signals, roadside sensors, and camera feeds. Verified real-time traffic
updates can be delivered to drivers via dynamic information signs or broadcast
systems, circumventing potentially compromised digital platforms. Additionally,
developing robust emergency routing strategies is crucial for effectively redirect-
ing traffic during an attack, ensuring minimal disruption to the transportation
network.

(iii) Security improvements for navigation platforms. Enhancing the cybersecurity of
navigation platforms is crucial for mitigating vulnerabilities to disinformation
attacks. This involves implementing strong encryption protocols to secure data
transmission between navigation systems and vehicles, preventing signal manip-
ulation. Moreover, establishing redundant communication channels can further
strengthen system resilience, ensuring continuity and reliability even in the face
of potential attacks.

(iv) Policy and regulatory interventions. Policy and regulatory frameworks are es-
sential in mitigating the risks of disinformation attacks. Implementing stringent
regulations for traffic data collection, processing, and sharing is critical to stan-
dardizing and securing the ecosystem. Mandating regular security audits of traffic
management and navigation systems can help identify and address vulnerabili-
ties proactively. Furthermore, enforcing strict legal penalties can deter malicious
activities, ensuring accountability and compliance.

By integrating these strategies, the transportation ecosystem can enhance its re-
silience to disinformation attacks, safeguarding network functionality and promoting
more secure and reliable urban mobility systems.

6. Conclusions and future works

In this study, we propose a novel disinformation attack framework for large-scale road
networks, designed to manipulate drivers’ cognition and behavior by altering the dis-
played link cost information on navigation applications. To evaluate the vulnerability
of urban road networks, multiple disinformation attack strategies are developed and
analyzed. The proposed framework is applied to the San Francisco road network, lead-
ing to the following main conclusions:
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(i) Several key metrics (eb, lf , lc, lvc, µ, cwb, and lfb) are introduced to identify
target links for disinformation attacks. In particular, µ, the partial derivative of
total travel time with respect to link flow, is innovatively proposed, considering
the marginal cost. These metrics result in different rankings of links, with the
notable exception of a strong correlation observed between the results of µ and
lc.

(ii) The road network’s performance deteriorates proportionally with the increase
in the number of attacked links. The network performance suffers more with
malicious link cost changes at t1 and t2 compared to t3, t4 and t5. Moreover,
vulnerability assessment findings reveal that µ and lfb have more significant
impacts compared to other metrics. In attack modes t1, t2 and t5, the road
network’s congestion increases with the rising number of attacked links. The
network’s highest vulnerability occurs when ta is modified as t1, denoting free-
flow cost.

(iii) Overall, the road network demonstrates greater vulnerability when the link cost
is modified to a smaller value. In the most severe scenario, targeting merely
0.12% of the links could add 2.96 hours of delay per driver annually and cost
the city $79.26 million. Compared to traditional physical attacks, the road net-
work’s vulnerability to emerging disinformation attacks is more sophisticated and
nuanced, underscoring the need for increased vigilance and proactive measures.

This work reveals how drivers’ thoughts and actions are manipulated in TCPS-
based urban road networks, and it indicates that emerging disinformation attacks on
a few critical links greatly disrupt road network performance. To ensure the security,
reliability, and sustainability of TCPS, it is crucial to focus more on cyberattacks,
particularly within vital urban road infrastructures. This study offers a fresh perspec-
tive and valuable references in this regard. However, it has certain limitations. Firstly,
the disinformation attacks proposed in this study are applicable to other urban road
networks, prompting future research to explore variations among different cities con-
fronting such threats. Secondly, the UE model has certain limitations in capturing
the temporal dynamics of traffic flow and network behavior, and dynamic traffic as-
signment(DTA) model has the potential to further enrich analysis in future research.
Thirdly, the study employs multi-strategy static and greedy attacks by simultaneously
targeting specific links. The next step will be to investigate the impacts of dynamic
disinformation attacks on urban road network vulnerability. Lastly, this study delves
into the vulnerability of road infrastructure under diverse disinformation attacks, with
future endeavors aimed at exploring detection methods and resilience enhancement
strategies against such cyberattacks. These strategies encompass encryption, secure
communication protocols, data verification technologies, and other measures designed
to augment the road systems’ capacity to withstand disinformation attacks, thereby
bolstering their reliability and resilience.
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