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Facing enormous data generated at the network edge, Edge Intelligence (EI) emerges as the fusion of Edge
Computing and Artificial Intelligence, revolutionizing edge data processing and intelligent decision-making.
Nonetheless, this emergent mode presents a complex array of security challenges, particularly prominent in
image-centric applications due to the sheer volume of visual data and its direct connection to user privacy.
These challenges include safeguarding model/image privacy and ensuring model integrity against various
security threats, such as model poisoning. Essentially, those threats originate from data attacks, suggesting
data protection as a promising solution. Although data protection measures are well-established in other
domains, image-centric EI necessitates focused research. This survey examines the security issues inherent to
image-centric EI and outlines the protection efforts, providing a comprehensive overview of the landscape. We
begin by introducing EI, detailing its operational mechanics and associated security issues. We then explore the
technologies facilitating security enhancement (e.g., differential privacy) and edge intelligence (e.g., compact
networks and distributed learning frameworks). Next, we categorize security strategies by their application
in data preparation, training, and inference, with a focus on image-based contexts. Despite these efforts on
security, our investigation identifies research gaps. We also outline promising research directions to bridge
these gaps, bolstering security frameworks in image-centric EI applications.
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1 INTRODUCTION

In this transformative era, artificial intelligence (Al) is flourishing at an unprecedented pace and
leading a significant technological revolution across various sectors. This revolution has a pro-
foundly positive impact on our daily lives and public services [51]. Especially noteworthy are the
advancements in image-centric Al services, which are indispensable in enhancing safety and conve-
nience for personalized services. For instance, obstacle detection technology is vital in autonomous
vehicles, capable of identifying obstacles in real-time to prevent accidents and protect lives and
property [31, 181]. Similarly, facial recognition technology is widely applied across various sectors,
from unlocking phones and authenticating payments to enhancing public safety and border control,
improving service efficiency while also strengthening security and regulatory capabilities [88, 119].
It’s foreseeable that image-centric AI demands substantial computational power and memory
resources to deliver its outstanding services. Conventional image-centric Al services, operating in
a server-centric mode, transfer large volumes of image data from the owner to the server, which
incurs high latency, communication costs, and security risks.

Empowered by advanced edge devices and edge-friendly Al technologies, image-centric edge
intelligence (EI) emerges, shifting the paradigm from server-centric to edge-centric mode [16, 195].
This approach brings intelligent image processing closer to the source, improving responsiveness,
efficiency, and privacy. It reduces network strain, enables real-time processing, and enhances
security to some extent by keeping images local, all while optimizing edge computing resources
in areas with limited connectivity. Despite these advantages, image-centric EI still has a complex
spectrum of security challenges [165]. On one hand, collaborative computing in image-centric Al,
driven by its computational demands, involves multiple participants and diverse communication,
increasing the risk of security breaches. Those participants, often resource-constrained edge devices,
may be honest-but-curious or even malicious, potentially compromising privacy and Al services,
both actively and passively. The diverse communication also creates more opportunities for outside
attackers to exploit vulnerabilities. On the other hand, tailoring security measures to the functional
requirements of EI tasks is challenging. For instance, securing federated learning involves mitigating
the impact of malicious participants, accommodating the dropout of legitimate ones, and ensuring
efficient model update aggregation. Additionally, heterogeneous distributed data further complicates
the balance between functionality and privacy protection. Sophisticated security protocols are
required to safeguard against multifaceted security risks while meeting the operational demands.

This survey aims to explore the unique security challenges in image-centric EI, offering a detailed
overview of the current security landscape and guiding future research directions. There are three
main phases in image-centric Al tasks: data preparation, model training, and inference, each with its
own deployments and security issues. We investigate security measures based on their application
across these phases, with an in-depth discussion of the specific threats that arise in each phase.
Our contributions are summarized as follows:

1) We survey recent security measures for image-centric EI and classify them by application phase:
data preparation, model training, and inference. For each phase, we discuss the unique threats,
especially those intensified by the EI environment and deployment specifics, and categorize the
security schemes by their deployment and security techniques.

2) We provide an overview of attack sources and security threats. Specifically, we categorize
potential attackers into internal and external groups, each with distinct privileges and attack
vectors, and focus on the threats to both data security and model security.

3) We review the enabling technologies for both EI and security protection, offering a clearer
understanding of scheme deployments in EI, the additional threats they introduce, and the
fundamental security techniques.
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4) We discuss the challenges in securing image-centric EI due to inherent security technologies.
Specifically, theoretical and experimental results indicate that differential privacy (DP)-based
methods achieve the lowest communication and computation costs while balancing privacy and
utility; homomorphic encryption (HE) incurs the highest computation overhead but provides
strong security with low communication overhead; and secure multi-party computation (MPC)
has lower computation overhead but results in increased communication overhead. Additionally,
we outline three future opportunities related to security, efficiency, and model utility.

The survey is structured as follows: We begin by introducing image-centric EI, detailing its
operational mechanics and security concerns (Section 2). Next, Section 3 investigates technological
advancements in security, such as differential privacy, and edge-friendly Al technologies, including
compact networks and distributed learning frameworks. Security strategies are then examined
separately in the data preparation (Section 4), model training (Section 5), and model inference
phases (Section 6), with a specific focus on image-centric AL We also outline orthogonal security
strategies (Section 7) that could complement those in previous sections. Despite ongoing efforts to
strengthen data security in this emerging field, we identify continued research gaps and suggest
promising directions for future research to address these gaps and enhance security mechanisms in
image-centric EI applications (Section 8). Conclusively, we summarize the paper (Section 9).

1.1 Existing Surveys

To the best of our knowledge, a comprehensive survey on securing image-centric edge intelligence
has not yet been conducted, despite the publication of several related surveys in recent years. Villar
et al. [145] review the available and up-to-date frameworks for implementing secure EI, highlighting
the most relevant unaddressed gaps. Meurisch et al. [112] review data protection approaches for Al
services at three levels: management, system, and Al. Alwarafy et al. [5] focus on the security and
privacy issues inherent in edge computing-assisted [oT systems. They provide a comprehensive
overview of these concerns from multiple perspectives, including the challenges, attacks and threats,
as well as the countermeasures and solutions designed to address them. Singh et al. [136] discuss
security and privacy issues across various layers of the EC architecture, focusing on challenges
arising from the networking of heterogeneous devices. The main emphasis is on countermeasures
implemented through machine learning and deep learning to address various attacks, such as DDoS,
eavesdropping, malware, and more. Wang et al. [147] examine additional security and privacy issues
introduced by resource-constrained and security-vulnerable devices, security vulnerabilities in
RAN communication, and foundational MEC technologies like software-defined networking, all in
the context of MEC. They particularly review Al-based approaches to address these challenges. Liao
et al. [94] focus on the application of blockchain for security and forensics management in MEC-IoT
systems. Specifically, they analyze these blockchain-based secure approaches from three aspects:
device security, data security, and IoT forensics. AI-Doghman et al. [3] provide a comprehensive
survey on securing edge computing-based Al microservices, focusing on IoT management and
secure decision-making at the edge. They highlight key security requirements and challenges and
propose a framework for secure edge Al algorithms utilizing containerization technology.

2 BACKGROUND

In this section, we begin with an overview of El, followed by its operational mechanics, threat
model, and attacks.

2.1 Scope of Edge Intelligence
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Fig. 1. System Model.

2.1.1  System Model. As shown in Figure 1, EI consists of three main entities: end devices, edge
servers, and cloud. End devices, located at the very network edge, typically serve as the primary
sources for data generation and the initiators of Al tasks. With the progression of hardware
technology, these devices are equipped to handle some simple tasks directly. This means they can
quickly process data using the power available at the edge, making data handling more immediate
and efficient. Edge servers, positioned at the network edge, are potent computing platforms equipped
with superior processing power and abundant storage. They oversee end devices within a certain
area, providing services like computation and storage to these devices. This work mode allows them
to handle complex tasks timely and efficiently on-site. Although EI emphasizes computation at the
network’s edge, cloud servers remain integral to the system’s framework. Their necessity stems
from several key functions: First, equipped with robust resources, they can handle extensive tasks
like large-scale model training, offering strong backend support to complement EIL. Furthermore,
cloud servers monitor the status of edge servers, dynamically allocating tasks and resources to
enhance performance and swiftly replacing any non-functional or malicious units to maintain
system stability and integrity.

2.1.2  Work Mode. In EI scenarios, the limited resources necessitate a collaborative computing
approach. This is illustrated in Figure 2, which shows that an end device might offload either all or
part of its computational tasks to one or several entities. When involving multiple entities, this
collaborative approach functions similarly to a pipeline or parallel processing system from the
perspective of the end device. These collaborative computing modes are notably applicable across
all pivotal phases of an Al application: data preparation, training, and inference.

(1) Data Preparation. This phase encompasses various processing operations such as denoising,
feature extraction, and other tasks crucial for preparing data for training. The focus is on enhancing
the quality and readiness of the data, a critical prerequisite for effective model training. Typically,
there are two common processing modes: (a) remote processing [108, 194], where data is sent to
an external server for processing, and (b) distributed processing [86, 134], which is suitable for
processing distributed data and can be integrated into distributed learning. Distributed processing
allows for local processing and necessitates collaborative efforts to optimize model generation.

(2) Model Training. During this phase, the Al model is trained to identify patterns and relationships
within the prepared data. The essence of this phase is the iterative adjustment of the model’s
parameters to minimize prediction errors. In EI, where computational and storage resources may
be limited and data is often distributed across multiple nodes, training the AI model presents
significant challenges. To address these resource limitations and optimize resource utilization, the
training phase can be managed through: (a) remote training, where the training is partially or
entirely outsourced to a dedicated server [116], or (b) distributed training [153, 167], which involves
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multiple dedicated entities and enables them to contribute to improving training performance by
sharing model updates or gradients.

(3) Inference. In the inference phase, when fed with new, unseen data, the trained model applies
the learned patterns to generate actionable insights or support decision-making. Data owners
and model owners are often distinct entities, each with a primary concern for protecting their
respective assets. Typically, there are three common inference modes: (a) remote inference [11, 177],
where the data is sent to the model owner for predictions; (b) model deployment [55], where
the model is privately deployed at the data owner’s site for local inference; and (c) collaborative
inference [65, 102], where both the model owner and the data owner interact during inference
without exposing their sensitive information to each other.

Data Preparation Training Inference
e g @ @ o
= : a [ \
Data Cleaning ~ Feature Model Updates, Smashed Data T
Collection Extraction Smashed Data
? Support 1 Support 1 Support

Collaborative Computing

Compute Compute ~ Compute
Node Node Node

5@ b @ P
N\

ica]

Client

Fig. 2. Work Mode 1.

2.2 Threat Models

1) Internal Attackers. In EI, Al tasks frequently involve multiple participants, some of whom may
be attackers. Based on the nature of their attacks, these internal attackers can be categorized
into ‘honest-but-curious’ and malicious types. An ‘honest-but-curious’ participant adheres to the
established protocol but tries to access private information not meant for them, like others’ datasets
or model parameters, aiming to gain benefit. For instance, in a federated learning scenario, an
‘honest-but-curious’ participant could analyze shared gradients to deduce sensitive data attributes
of others [36, 67], potentially gaining competitive insights or indirectly improving their models. On
the other hand, a malicious participant actively compromises privacy and data integrity, possibly
for direct financial gain, sabotage, or espionage. They might introduce false data or manipulate the
learning process to skew results in their favor. For instance, by poisoning the training data [115]
or model updates [7], a malicious participant could degrade the model’s performance on specific
tasks or ensure it behaves in a predictably incorrect manner under certain conditions, thereby
undermining the collaborative effort and gaining an unfair advantage.

2) External Attackers. Al tasks in EI typically necessitate frequent data exchanges; these trans-
missions become prime targets for external attackers. Specifically, attackers may undermine data
privacy with strategies like eavesdropping and covertly monitoring private network communi-
cations. Moreover, external attackers can actively manipulate transmitted data by injecting false

The logic depicted in this figure is adapted from [168].
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information or altering existing data. These actions directly threaten data integrity, distort AI model
training outcomes, and ultimately compromise Al services.

2.3 Attacks

In this subsection, we shift our focus to the primary attacks targeting input data and models,
emphasizing the perspective of the objects rather than the methods employed.

2.3.1 Data Stealing. Data stealing refers to attackers attempting to obtain sensitive information
about training data or inference data through various attacks. Common attacks include membership
inference attack [170] and model inversion attack [179]. The former aims to determine whether
a specific data sample was included in the training process by analyzing the model’s predictions,
ultimately revealing the makeup of the training dataset. The latter is designed to extract sensitive
details of the input data and potentially reconstruct the input based on the outputs of the model.
These attacks can be problematic, especially in scenarios where inputs reveal sensitive information
about an individual. For instance, reconstructed facial images in facial recognition systems may
expose personal details and lead to identity theft.

In traditional centralized Al scenarios, these attacks mainly occur during the inference stage, as
training on the server is usually assumed to be trusted. However, in EI, which typically involves
multiple participants and various transmissions, these attacks can also occur during the training
phase. Furthermore, unlike attacks in traditional centralized Al scenarios, which are typically
conducted in a black-box manner, attacks in EI settings may take place in gray-box [93] or even
white-box [191] modes, presenting more serious threats.

2.3.2  Model Stealing. Model stealing aims to acquire sensitive information about the model,
while model extraction is a specific type of attack that often occurs during the inference stage. In
model extraction, attackers attempt to replicate a proprietary model’s functionality without access
to its underlying architecture or training data. This is typically achieved by querying the target
model with carefully crafted inputs, collecting the input-output pairs, and then using this data to
train a new model that mimics the behavior of the original model. While such attacks primarily
target the inference stage, security risks increase during the training phase in EI, where model
parameters like gradients may be exchanged, providing attackers with a direct pathway to steal
model details [29, 35].

2.3.3 Data Poisoning. Data poisoning involves introducing malicious samples into the training
dataset, aiming to mislead the model into learning incorrect patterns or biases, ultimately reducing
its accuracy [45, 115]. This attack can be carried out by both external and internal attackers.
Adversarial attacks [157] can be viewed as a form of data poisoning that occurs during inference. In
these attacks, adversarial examples are crafted to deceive the model by exploiting its vulnerabilities,
leading it to make incorrect predictions without directly altering its internal parameters.

2.3.4 Model Poisoning. Model poisoning aims to induce the model to generate inaccurate predic-
tions or behave undesirably under certain conditions. For instance, a backdoor attack [7], a subtype
of model poisoning, misleads the model during training to produce a specific incorrect output
when it encounters a certain pattern while functioning normally for other inputs. Traditionally,
model poisoning is often done through data poisoning by adding malicious samples to the training
dataset [45, 115]. However, in more complex training scenarios within EI, attackers may directly
manipulate the exchanged model parameters to achieve their objectives [7, 87]. These attacks
threaten the model’s integrity and can lead to security concerns such as data leaks or information
theft.
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3 ENABLING TECHNOLOGIES

In this section, we present the enabling technologies for security and edge intelligence.

3.1 Enabling Technologies for Security

EI commonly employs secure schemes based on Differential Privacy (DP), Homomorphic Encryption
(HE), and Secure Multi-Party Computation (MPC).

3.1.1  Homomorphic Encryption. Homomorphic Encryption (HE) is a cryptographic technique
enabling computations on ciphertexts, yielding an encrypted result that, once decrypted, matches
the operation’s outcome on the plaintext. This property is characterized by the equation below:

Enc(a) ® Enc(b) = Enc(a® b) (1)

where Enc : x — y denotes a HE scheme that transforms plaintext x into ciphertext y, and @
denotes the applicable homomorphic operation, such as addition and multiplication.

Regarding the operations they support, HE schemes are categorized into Partially Homomorphic
Encryption (PHE) [130], which allows either addition or multiplication; Somewhat Homomorphic
Encryption (SHE) [144], which permits a finite sequence of additions and multiplications; and Fully
Homomorphic Encryption (FHE) [37], which enables unrestricted additions and multiplications.
Typically, computational demands increase progressively from PHE through SHE to FHE.

3.1.2  Secure Multiparty Computation. Secure Multi-Party Computation (MPC) enables multiple
participants to collaboratively calculate a function using their inputs without revealing them to
each other. Its mathematical definition is as follows.

Let f be the object function and Py, P,, ..., P, denote the involved n participants, each holding in-
puts xi, X, ..., X,. In MPC, participants collaborate to compute f(x1, x3, ..., x,) while simultaneously
ensuring that no paritipant’s private input is composed to other participants.

This technique utilizes secret sharing most commonly, involving dividing each participant’s
input into pieces, distributing them among all parties for joint computation, and then merging the
results to produce the final outcome. Secret sharing-based MPC is computationally efficient, yet it
inherently exhibits heavy communication costs

3.1.3 Differential Privacy. Differential Privacy (DP) has wide applications [27, 28, 169]. It safeguards
individual data by introducing noise while retaining statistical information, ensuring that the
analysis results remain unaffected. This can be achieved through various methods, such as Laplace
noise, Gaussian noise, the exponential mechanism, and additive noise. The typical mathematical
definition is as follows.

A mechanism A is (¢, 0)-differentially private if, all pairs of neighboring dataset D and D’ that
differs by the inclusion or exclusion of one data sample, and for all subsets S of the range of A, the
following inequality holds:

Pr[A(D) e S] < e -Pr[A(D') € S] +0 (2)
where € is the privacy budget parameter which is negatively correlated with privacy level, and 6 is
a parameter that loosens the bound of deviation.

3.2 Enabling Technologies For Edge Intelligence

3.2.1 Compact Networks. Numerous initiatives have been undertaken to develop compact network
designs that excel in computational efficiency, minimize memory requirements, and even reduce
power consumption. These features make them ideal for use in resource-limited environments like
mobile devices, embedded systems, and edge computing platforms. Some studies [39, 61] adopt
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“bottleneck” approach, where a squeeze stage reduces dimensions or channels to make the model
more compact, and an expansion stage restores them to maintain or improve accuracy. Some
works [22, 56, 133] use depthwise separable convolutions to create compact network architectures.
This technique separates the convolution into a depthwise layer, which independently processes
each channel to reduce computation and model size, and a pointwise layer, which combines the
results across channels to generate new features. ShuffleNet series [106, 190] adopt pointwise group
convolution to ensure compactness and channel shuffle to enhance inter-group feature combination.

3.2.2 Model Compression. Model compression facilitates local computing by streamlining existing
models, achieving a balance between reduced complexity and minimal accuracy loss. Here, we
provide a brief overview of the advancements in model compression techniques.

a) Pruning. Pruning strategically removes unimportant or redundant parameters (e.g., weights,
filters, neurons) from a pre-trained network and fine-tunes the remaining parameters to obtain a
compact model without noticeable accuracy loss. This approach maximizes storage and computa-
tional efficiency while preserving accuracy. The pruning granularity and the metrics used to assess
parameter significance are key to achieving this goal. Regarding granularity, pruning can be applied
to various levels, such as individual weights [44, 69, 98], filters [49, 50, 103], and neurons [25, 180].
Weight pruning creates a sparse matrix for model compression but needs specialized hardware or
software, while filter pruning reduces model depth or width without such dependencies, and neuron
pruning is mainly suited for fully connected layers. Regarding importance evaluation, several key
metrics have been proposed, including those based on magnitude [46, 47, 62], sensitivity [26, 82],
energy-aware [173, 178], and information theory [25, 34]. Magnitude-based pruning primarily tar-
gets individual weights and speeds up convergence, sensitivity-based pruning preserves accuracy
by evaluating parameter impact on the cost function, and energy-aware pruning reduces energy
consumption by focusing on the most energy-intensive model parts.

b) Quantization. It has been noted that high precision in parameters is often unnecessary
for optimal performance, especially when certain data have little effect on the outcome. This has
led to the use of data quantization, which reduces bit usage to improve computational efficiency
and lower storage costs. Depending on when the quantization is applied, it can be classified into
post-training quantization (PTQ) [48, 73, 164] and quantization-aware training (QAT) [23, 101, 117].
PTQ is highly practical, requiring minimal calibration data and no retraining, but it may cause some
accuracy loss, making it ideal for scenarios with limited resources and lower accuracy demands. On
the other hand, QAT integrates quantization directly into the training process, allowing the model
to adapt to quantized weights and activations. This approach enables more aggressive quantization
while maintaining accuracy, making it ideal for high-precision applications.

c) Knowledge Distillation. In knowledge distillation, knowledge is transferred from a large,
complex model (the teacher) to a smaller, simpler model (the student), aiming to retain important
aspects of the teacher model’s performance in a more lightweight student model. Knowledge can
be categorized as response-based, feature-based, relation-based, etc. Response-based knowledge
distillation [17, 185] aims to mimic the teacher’s predictions, i.e., output of the last layer. This method
leverages the rich informational content inherent in the teacher model’s output. For instance, soft
targets provide valuable insights into the relationships between different classes and the confidence
levels of the predictions. This form of knowledge distillation is notably straightforward and has
been successfully applied in various domains, including object detection [17], semantic landmark
localization [185], and image classification [54]. However, it overlooks the potential benefits of
intermediate-level supervision, which limits its effectiveness in knowledge distillation. Conversely,
feature-based knowledge distillation [52, 120] supervises the student model using both intermediate
feature maps and final outputs. The process involves matching the features of the teacher and student
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models, either directly or indirectly. Features can be matched directly through activations [131] or
indirectly through knowledge derived from these features, such as probability distributions [120]
and activation boundaries [52]. Relation-based knowledge distillation [83, 121] extends beyond
focusing on the output of specific layers; it explores inter-layer or inter-sample relationships, with
a crucial focus on the relationship extraction method.

d) Operational Neural Networks. Some works recently introduce Generalized Operational
Perceptrons (GOPs) [74, 75, 141-143] to model biological neurons with distinct synaptic connections
while ensuring compactness, differing from the approach in [85]. Reflecting the diversity found in
biological neural networks, GOPs have achieved excellent performance on challenging problems
such as the Two-Spirals and N-bit parity problems [74]. GOPs are now considered state-of-the-art
(dense) ANN model [141-143]. Following GOPs footsteps, the authors introduced Operational
Neural Networks (ONNSs) [76, 77, 109], which not only significantly outperform CNNs but also excel
in solving problems where CNNss fail entirely. However, like GOPs, ONNs also have drawbacks,
including reliance on a predefined operator set, the need to search for the best operator set for
each layer or neuron, and the requirement to fix operator sets for output layer neurons in advance.
These limitations reduce network heterogeneity and diversity, affecting learning performance and
computational efficiency. More recently, Self-organized ONNs (Self-ONNs) [78, 110] address these
drawbacks by using a generative neuron model that avoids prior operator search or training. Each
generative neuron customizes operators for kernel connections, achieving greater heterogeneity
than ONNSs and converting “weight optimization” into “operator generation”.

“Generative Adversarial Networks” [43] have been introduced to learn from real-world datasets
to create new data instances such as images. In the Computer Vision domain, GANs have been
successfully employed for many tasks, including face generation [70], image super-resolution [81],
and style transfer [197]. Most importantly, GANs can generate synthetic data in fields like biomedical
informatics [80], where large-scale data annotation is costly and impractical. However, the practical
use of GANS faces challenges, such as training stability [6], the need for large datasets [71], complex
architectures [10], and substantial computational resources [71]. Kiranyaz et al. [79] address these
limitations with the super-neuron model-based neural networks. This model optimizes non-linear
transformations with dynamic, adaptable kernels, which adjust both the optimal location for
synaptic operations and the receptive field size.

3.2.3  Model Partitioning. Model partitioning is a common strategy to accelerate inference tasks
by distributing them across different computing units in a sequential manner, where the output of
one unit becomes the input for the next. To optimize performance, the sequence must be carefully
managed to ensure efficient data flow and minimize latency, considering each unit’s resources
and the interdependencies between model components. The key focuses of model partitioning are
(i) identifying the optimal model partition and (ii) minimizing latency. Hu et al. [57] propose a
Dynamic Adaptive DNN Surgery scheme that minimizes processing delay under light loads and
maximizes throughput under heavy loads, addressing network dynamics and partition complexity.
Almeida et al. [4] propose a data packing approach that adjusts precision levels for different CNN
segments and introduces a scheduler to optimize both partition points and precision, improving
model adaptability and efficiency. Yang et al. [172] optimize CPU usage and reduce latency by
fine-grained partitioning of the model both horizontally and vertically. Zhang et al. [189] present
Fully Decomposable Spatial Partition, a method that seamlessly accommodates resource diversity
and network dynamics, complemented by a compression strategy that reduces bandwidth costs.

3.24 Distributed Training. Distributed Learning [153, 167] refers to spreading a training task across
multiple computing units, facilitating efficient handling of sophisticated models and extensive
datasets. It markedly accelerates the training process by utilizing parallel computing resources,
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where the parallelization can occur either at the model level or the data level, i.e., model parallelism
and data parallelism.

1) Model Parallelism. Model parallelism [13, 90] involves segmenting the model into multi-
ple segments and allocating them to different computing units for collaboratively training. This
approach necessitates precise coordination to handle the interdependencies among the segments.

Edge Server

vy _ ¢
(©) Aggregation
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End Device Edge Server
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% gradients g % ﬁ ﬂg_-’ @

Fig. 3. Split Learning End Devices

Fig. 4. Federated Learning

a) Split Learning. Split learning (SL) [124, 160, 163] is a model parallelism technique that
enhances privacy and efficiency by keeping training data on-site and partitioning a neural network
into sub-networks at cut layers. Distinct entities, such as clients, edge servers, and the cloud server,
train these sub-networks separately. Figure 3 shows the simplest structure of SL and its training
proceeds as follows: The client transmits the output (smashed data) of its sub-network to the server,
which performs forward propagation, computes the loss, and starts backward propagation. The
server then sends intermediate gradients back to the client, which continues backward propagation
to update its sub-network. This iterative process repeats until training is complete. In scenarios
with multiple data owners, they collaboratively train the client-side subnetwork like in federated
learning, while the server updates the global model.

2) Data Parallelism. Data parallelism [8, 66, 91] typically splits the dataset into smaller chunks
and distributes these across various computing units. Each unit trains the model on its chunk and
uploads the intermediate training results to a central unit. The central unit then aggregates the
uploaded results and updates the central model. In traditional data parallelism, the dataset is usually
centralized or shared among the units, meaning all chunks follow the same distribution.

a) Federated Learning. Federated learning (FL) [60, 161, 184, 187] is a specialized distributed
learning mechanism where each unit holds local data samples without needing to exchange or
centralize these data. In FL, the training data at each unit are typically unbalanced and non-
Independent and Identically Distributed (non-IID). The primary benefits of FL encompass enhanced
data security and privacy, along with the efficient utilization of distributed data resources. By
utilizing data locally and only sharing model updates (as shown in Figure 4) across the network,
DL addresses concerns related to data breaches and unauthorized access. Through collaborative
training, FL. maximizes the utilization of distributed computing resources and bandwidth. A typical
FL process works as follows: Initially, a central master (server or edge device) initializes a global
model and distributes it to the slaves, i.e., the edge devices. Each slave then trains the model locally
with its data and sends its model updates—often in the form of gradients or updated weights, rather
than raw data—back to the master. The master aggregates these updates using a simple average or
a more complex algorithm to update the global model, which is then sent back to the slaves for
further training. This process continues until the model achieves the desired performance.
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4 SECURE EDGE DATA PREPARATION

In this section, we outline the related security issues in the data preparation phase. Firstly, we
introduce the primary attacks, followed by a discussion on secure schemes.

4.1 Attacks

As mentioned in Section 2.1.2, data preparation involves organizing and refining data to improve its
quality and readiness for model training or inference. However, since data is often generated and
stored by resource-constrained entities, it usually needs to be processed externally, which increases
the risk of data theft and poisoning.

4.1.1  Data Poisoning. During the data preparation phase, data poisoning primarily occurs by
injecting harmful samples into the training data. These malicious samples can introduce incorrect
patterns, biases, or even hidden backdoors into the model, ultimately reducing accuracy or con-
trolling behavior during inference. This threat is especially severe in EI, where data from multiple
sources makes detecting and preventing poisoning attacks more challenging, increasing risks to
system reliability and security.

4.1.2  Data Stealing. In the data preparation phase, data stealing is particularly serious because
transmitted data can directly reveal sensitive information to adversaries without requiring further
analysis. This risk is heightened in EI environments, where frequent data transmission between
entities increases opportunities for interception and unauthorized access.

Remote Processing Decentralized Processing

Data Data
..1 Owner h.n Owner ..1
3 ‘ - @ 3

=

Data Data Data ! :
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Data Owner
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Fig. 5. Taxonomy of Edge Data Preparation.

4.2 Taxonomy of Secure Schemes

As illustrated in Figure 5, the data preparation process can be categorized into remote processing
and distributed processing. Table 1 provides a summary of the corresponding secure schemes.

4.2.1  Secure Remote Processing. Data preparation for image-centric Al tasks encompasses var-
ious image processing operations, some of which, like denoising and feature extraction, can be
computationally intensive and may require offloading. In such scenarios, protecting data privacy
when delegating image processing tasks to an external server is crucial. This necessitates the use
of security measures such as encryption, secure multi-party computation, and differential privacy
to prevent unauthorized access and maintain data confidentiality.

4.2.2  Secure Distributed Processing. Al tasks in EI typically involve non-identically distributed
(non-IID) data, which can lead to local optima issues in distributed learning. Meanwhile, while
participants contribute their data to enhance model performance, they still prioritize data privacy. In
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this context, the challenge of collaboratively processing data, with or without a central coordinator,
to optimize model generation while ensuring local data privacy has garnered significant attention.

Table 1. Literature for Securing Edge Data Preparation

Scenario |Method Ref. [Processing|Highlights Effectiveness
Perturbation|[194]|denoisin one-way trapdoor permutations, verifiable denoising,
& shape context-based denoising. O(1) complexity.
[192]|denoisin garbled circuits for computations, denoising quality nearly matches
& |similar patches for denoising. the optimal performance in plaintext.
homomorphic matrix multiplication |1.9X speedup on 200 X 256 datasets,
feature P P P P
108 . for parallel computing, 25% speedup on 60000 X 256 datasets,
extraction P P & P P
HE accurate vector normalization 0.285 R2 accuracy improvement.
feature aligns descriptors by adjusting
. extremum points’ locations an igh computing efficienc
64 extraction points’ | : d high puting efficiency
eliminating unstable points.
eature rivate linear-transforming matrices, |high accuracy with lower overheas
(171] f pri li forming i high y with 1 head
extraction |encrypted kernel matrix construction.|on computation and communication.
Remote DNN-based denoising, near plaintext-level denoising quality,
Processing [193]|denoising |garbled circuits for computation, cost-efficient local processing and
protect both image and DNN model. |affordable cloud-side costs.
. L. tolerate at most one malicious server,
feature 3PC model with an honest majority, . .
[92] . . . . accuracy improvement of classifiers,
selection  |Gini impurity for feature ranking. .
several seconds to an hour runtimes.
comparison protocol,
MPC feature Lo . . . . . .
. simplify orientation assignmen rounds of inter-server interaction.
100]| e plify tat g tby |64 rounds of int teract
median approximation.
trusted party for random generation,
eature uildin, ocks for computations, no approximation,
[59] fe building blocks f putati pproximati
extraction |secure interaction protocols for notably lower latency and overhead.
accurate CNN layer execution.
. |feature . . . . .
[12] extraction |S€€Ure interaction protocols obviously computation reduction
Gaussian stochastic dual-gate f¢
. feature auss'lan stoe a§ 1 ¢ ua' 52 ,e or optimal global model with
Perturbation|[86] . selection probability estimation, -
extraction . . higher accuracy and fast convergence.
local perturbation for privacy.
HE [185] data hierarchical data sample selection,  |protect local data privacy and
Distributed selection  |pre-selection and dynamic selection. |the server’s label set privacy
Processing feature horizontally partitioned datasets, highly-unbalanced training data,
MPC [134] extraction local private feature extraction, accelerate training time,
distributed data for learning. increase network accuracy.
Blockchain |[100] feature smart contracts for collaboration, run on untrusted distributed nodes,
fusion feature-fusion based model-fusion, train on decentralized data.

4.3 Secure Remote Processing

Certain tasks like denoising, feature selection, and feature extraction often require substantial
computational resources and are typically outsourced in EI, raising data privacy concerns. Next,
we discuss efforts to develop privacy-preserving processing systems.

1) Permutation. Some approaches use permutations to protect image privacy during processing by a
delegated server. The main challenge is balancing data utility with privacy. Zhou et al. [194] em-
ploy one-way trapdoor permutations to ensure privacy and use a shape context-based denoising
technique within their outsourced, verifiable, privacy-preserving denoising framework.

2) HE. Some works use HE to encrypt images, allowing them to be processed by a delegated
server without decryption. The primary challenges researchers face in this area are reducing
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3)

the computational overhead and enabling complex computations on encrypted data to support
tasks such as denoising, feature selection, and feature extraction. Zheng et al. [192] use garbled
circuits to compute on HE encrypted data, facilitating privacy-preserving denoising. Specifically,
this approach allows the server to search its encrypted database for similar patches and utilize
the inherent redundancy for more effective denoising. Ma et al. [108] address the challenges
of efficient covariance matrix computation and accurate homomorphic vector normalization
in outsourced privacy-preserving PCA feature extraction. They introduce tailored optimized
homomorphic matrix multiplication techniques for parallel computing, along with a novel
PowerMethod circuit that incorporates a universal vector normalization strategy. These ad-
vancements enhance the efficiency, accuracy, and practicality of PCA on encrypted data. Jiang
et al. [64] propose a privacy-preserving SIFT feature extraction scheme using an innovative
encoding method and Leveled Homomorphic Encryption (LHE). They develop four protocols,
including homomorphic comparison and division algorithms, to handle SIFT’s complex opera-
tions. This scheme aligns SIFT descriptors with their originals by adjusting extremum points
and removing unstable points. Yang et al. [171] employ vector homomorphic encryption (VHE)
to ensure secure feature extraction from encrypted images, maintaining user privacy. Their
approach involves designing private linear-transforming matrices to efficiently extract HOG
feature vectors and construct encrypted kernel matrices for SVM-based pedestrian detection, all
directly on encrypted images.

MPC. Some works utilize MPC to securely outsource data processing to multiple servers. Key
challenges in this area include ensuring security against specific malicious threats and enabling
complex computations on encrypted data for tasks like denoising, feature selection, and feature
extraction. Zheng et al. [193] adopt a two-server architecture with semi-honest, non-colluding
servers. They use additive secret sharing to encrypt both images and DNN models, ensuring
privacy on the servers, and employ garbled circuits for privacy-preserving DNN-based denoising.
Li et al. [92] use a 3PC model with an honest majority, tolerating up to one malicious server.
They apply Gini impurity, a filter method that ranks features based on their predictive ability, to
achieve outsourced privacy-preserving feature selection. Liu et al. [100] use two non-colluding
but untrusted servers for secure SIFT feature extraction. They design a comparison protocol that
allows the servers to securely compare two absolute values and simplify orientation assignment
using a median value for approximation. Their scheme supports all SIFT operations with low
communication overhead, requiring only 64 rounds of server-to-server interaction for feature
extraction, demonstrating its efficiency. Huang et al. [59] propose a privacy-preserving CNN
feature extraction framework involving two semi-honest, non-colluding servers, and a trusted
party for random value generation. They create building blocks for efficient secret-sharing
computations and design protocols to securely execute essential CNN layers—Convolutional,
ReLU, Pooling, and Fully-Connected—without approximations, ensuring accuracy. Similarly, Cai
et al. [12] outsource CNN feature extraction to two semi-honest, non-colluding servers. Their
design includes secure interaction protocols for mixed multiplication, comparison, and addition
to reduce communication and computational overhead.

4.4 Secure Distributed Processing

In EI, data is typically distributed across multiple nodes, leading to the development of distributed
learning techniques. Consequently, some works focus on processing data in a distributed manner.

1)

Permutation. Some methods use permutations to protect local data privacy while facing the
challenge of balancing data utility with privacy. Li et al. [86] integrate privacy-preserving feature
selection into the vertical federated learning process, rather than treating feature selection and
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learning as separate steps. Specifically, they design FedSDG-FS, which uses Gaussian stochastic
dual-gate to efficiently estimate the selection probability of each feature and employs local
perturbation techniques aligned with differential privacy to protect data privacy.

2) HE. To enable private and collaborative training across distributed entities, some works utilize
HE to protect privacy. Key challenges in this area include reducing HE’s computational overhead
and enabling complex computations on encrypted data. Zhang et al. [188] propose an efficient
hierarchical data sample selection mechanism for federated learning that protects both local data
privacy and the server’s label set privacy. This mechanism employs private set intersection and
the determinantal point process to select clients before training and uses an erroneous-aware
importance-based method to dynamically choose important clients and samples during training.

3) MPC. Given multiple entities, some approaches integrate MPC into distributed processing
to safeguard local privacy. The primary challenge in this area is collaboratively optimizing
processing to improve model performance. Sarmadi et al. [134] develop a privacy-preserving
feature extraction method for horizontally partitioned datasets, aimed at collaborative model
training. This technique involves each data owner, i.e., participant, extracting local features
via her or his local private feature extractor, encrypting these features with secret-sharing
technology, and distributing the encrypted data among participants. The parties then combine
their own and received encrypted features for distributed learning, promoting both data privacy
and collaborative model development.

4) Blockchain. Some approaches use blockchain technology to share data among entities, addressing
the challenges posed by distributed data. Liu et al. [96] employ a blockchain-based feature
fusion strategy in TDLearning to address the distributed data challenge in collaborative learning,
simultaneously mitigating privacy concerns inherent in direct data sharing. This method reduces
privacy risks associated with user data sharing, though it still permits the exposure of certain
sensitive information.

5 SECURE EDGE TRAINING

In this section, we outline the key security concerns during the training phase. We first present the
primary attacks and provide a taxonomy of secure schemes. We then offer a detailed discussion of
each secure scheme.

5.1 Attacks

In edge training, training tasks are often delegated, either partially or entirely, to one or more parties.
That is, the training process involves extensive transmission of training data or model updates
among multiple participants with varying levels of resistance to attacks. In such a scenario, attackers
have increased opportunities to attack communication channels and compromise participants with
weaker resistance, enabling them to steal or poison training data or models. In the subsequent
sections, we outline the key attacks as follows.

5.1.1  Model Poisoning. Malicious actors, whether insiders or outsiders, can poison the model by
either introducing strategically crafted training samples [45, 115], altering model updates [7, 87]
during the training process, or modifying the model’s parameters post-training. Backdoor Attack
is a typical model poisoning approach, designed to mislead the model to produce a predetermined
incorrect output when encountering input that contains a specific pattern while functioning
normally for other inputs.

5.1.2  Model Stealing. In certain distributed learning scenarios, such as federated learning, model
updates are transmitted among multiple parties, creating increased opportunities for malicious
outsiders to access model parameters. These outsiders may attempt to intercept these updates
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during transmission or exploit resource-constrained participants, which are more susceptible to
compromise. In some other distributed learning scenarios, such as split learning, intermediate
activations are transmitted to the honest-but-curious server. The server can exploit the intermediate
activations to steal the functionality of the client-side model via various attacks [29, 35].

5.1.3  Data Stealing. Throughout the training process, both gradients and various model outputs,
such as intermediate activations and final outputs, are susceptible to exploitation for the training
data reconstruction. Based on the leveraged information, attacks are classified into two main
categories: model inversion attacks and gradient inversion attacks.

o Model Inversion Attack. It is designed to uncover sensitive input data and potentially re-
construct the input based on the models’ outputs, including intermediate activations, final
results, etc. The model inversion attack introduced by Zhang et al. [191] operates in a
white-box context, where adversaries possess access to the target network along with some
supplementary knowledge. Erdougan et al. [29] introduced a gray-box model inversion
attack where the attacker server, despite lacking access to the client-side network, under-
stands its structure, allowing them to infer model parameters and reconstruct input data
during split learning. Gao et al. [35] propose PCAT, a potent attack capable of reconstructing
client input data without requiring any knowledge of the model.

o Gradient Inversion Attack. This attack exploits gradients exchanged during training to infer
private training data. Most gradient inversion attacks operate in a white-box manner [36,
67, 118], where the adversary is assumed to be either the client or the server. These inside
attackers not only have access to gradients (from other clients or the aggregated gradients)
but also possess internal knowledge of the model. Liang et al. [93] propose EGIA, a gradient
inversion attack that allows external attackers to exploit dummy gradients obtained from
querying a server with dummy inputs, even without access to the model’s internals.

5.2 Taxonomy of Secure Schemes

As shown in Figure 6, edge training can be categorized into remote training and distributed training.
We summarize the related secure schemes in Table 2.

5.2.1  Secure Remote Training. Within numerous learning frameworks, training data must be
transmitted to another entity for the execution of learning tasks, which serves to reduce the
computational load on the data owner. In particular, the term “training data” encompasses both
unprocessed raw data and derived feature representations. Given the close association between
training data and user privacy, significant measures are undertaken to ensure their security.

5.2.2  Secure Distributed Training. Many distributed learning schemes, especially federated learning,
involve transmitting and aggregating model updates. However, if these updates are stolen, it can
compromise the privacy of both the training data and the model. Moreover, injecting malicious or
manipulated updates can undermine the model’s integrity. In such a scenario, secure distributed
learning schemes are indispensable.

5.3 Secure Remote Training

Due to resource constraints, end devices often outsource data for model training, prioritizing the

protection of training data privacy. We outline the main approaches as follows.

1) DP. Nasr et al. [116] analyze Differentially Private Stochastic Gradient Descent by modeling an
adversary’s ability to distinguish between similar datasets. They establish that the lower bounds
on privacy risk closely match the theoretical upper bounds, suggesting that differential privacy
offers conservative yet effective protections, with actual data leakage risks being lower under
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Fig. 6. Taxonomy of Edge Training

realistic adversary limitations. Lyu et al. [105] introduce FORESEEN, a mechanism for noisy
training that ensures fast, private, and accurate inference at the edge. It perturbs features using
random projection, noise addition, and data nullification, and uses mixed-precision deep models
to meet IoT devices’ accuracy and resource constraints.

2) HE. Gonzalez et al. [42] use a partial homomorphic cryptosystem to encrypt training data and
outsource it for training. They tackle challenges in SVM training and testing on encrypted data
by converting integer-valued data with a specific solver and preventing privacy leakage using a
semiparametric SVM model with data prototypes not in the training set. Hesamifad et al. [53]
introduce CryptoDL for secure neural network training on untrusted servers using HE. They
provide a theoretical basis for approximating activation functions like ReLU, Sigmoid, and Tanh
with low-degree polynomials, minimizing accuracy loss.

3) MPC. MPC enhances privacy by allowing multiple parties to compute jointly without accessing
raw data. The primary challenge of this approach lies in ensuring the various computations on
diverse data types. SecureML [114] uses this approach where encrypted datasets are uploaded
to two servers, which collaboratively train the model while learning only the model parameters.
It supports both linear and nonlinear functions and improves efficiency by representing shared
numbers as integers and using pre-generated multiplication triplets.

5.4 Secure Distributed Learning

Distributed learning, particularly federated learning, typically entails the transmission and aggre-
gation of model updates. The exposure of such updates can compromise sensitive information
regarding not only the training data but also the model parameters. Malicious updates can directly
undermine the model. In this part, we introduce various strategies to secure model updates, i.e.,
secure distributed learning.

1) DP. Mao et al.[111] enhance privacy in collaborative training by combining differential privacy
with model partitioning, placing the first convolutional layer on the user’s device and the rest
on the edge server. The pivotal strategy involves introducing noise to the device’s output with
differential privacy technologies before it reaches the server. Notably, they provide insights into
the best partitioning strategy based on tailored metrics, such as privacy loss. Geyer et al. [38]
employ a randomized mechanism involving random sub-sampling of participants and distorting
the sum of updates, concealing clients’ contributions during training. Abadi et al. [1] enhance
the security of training data by applying differential privacy, introducing perturbations to
parameters prior to their update. Their research stands out by specifically targeting the effective
management and control of cumulative privacy loss but still suffers from slow convergence. Fu
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Table 2. Literature for Securing Edge Training

Scenario |Method Ref. Highlights Effectiveness
theoretical analysis f
[116] perturb SGD with differential privacy. 'eo're 1ea ar'la ysis for
DP minimum privacy safeguards.
perturb the extracted features with
random projection, random noise mixed-precision models for IoT.
105 dom projecti d i ixed-precisi dels for IoT.
addition, and data nullification.
Remote [42] convert real-valued training data to prevent privacy leakage from
Training HE integers efficiently for encryption. intact instances.
approximating activation functions . e .

[53] k . minimal utility reduction.
with low-degree polynomials.
decimals to integers,

MPC [114] pre-generated multiplication triplets, |several orders of magnitude faster.
truncate shares for same precision.

[111] privacy-preserving split learning, best partitioning strategy based
add noise to intermediate results. on tailored metrics.

d b- ling of participants, . s .

[38] randorn subsamp 116 OF PArticIpants, | inor utility reduction.
distort the sum of updates.

Dp ivacy- ing federated learni

[135] privacy-preserving lederatec \earning, |, p.nced model utility.
selectively share perturbed parameters.

1] perturb gradients with cumulative manageable cost in complexity,
privacy loss control. efficiency, and quality.
differentially privat dient,

[32] ierentaty private gradien faster convergence.
select effective gradients.
unlinkable pseudonyms, . .

. . . .. .. obvious latency reduction,

L Anonymity [182] identify and eliminate the malicious - .
Distributed communication reduction.
Learning anomaly model parameters.

MPC [9] secure aggregation on model updates. |constant communication rounds.
log local updates
125, 146] | . L . t ble federated learning.
Blockchain [ ] distort training data with DP. raceable federated learning
72 smart contract. mitigate single-point-of-failure risks.
g gle-p

[128] hierarchical aggregation, algorithm redundancy,
majority vote. massive gains in accuracy and speed.
random masks for privacy,

[137] distance-based outlier removal, privacy protection,

Outlier detection Reed-Solomon error correction code, |convergence.
verifiable secret sharing.
pearson correlation coefficients, . .

[99] . privacy protection.
perturb encrypted gradients.
log global model on blockchain, rivacy protection

[113] encrypt model updates with HE, P yP ’

RPN convergence.
cosine similarity.

et al. [32] address this by secretly selecting effective updates that lead to convergence, employing
a clipping strategy and a threshold mechanism.

2) Anonymity. Yuan et al. [182] introduce FedComm, a protocol that preserves user privacy in
federated learning by using unlinkable pseudonyms to obscure the connection between model
parameters and the users. Additionally, FedComm leverages similarity to identify and eliminate
malicious anomaly model parameters, ensuring accurate training.

3) MPC. Bonawitz et al. [9] propose a protocol for secure aggregation of model updates, in which
the parameter center (i.e., the server) only accesses the aggregated updates and remains unaware
of the individual updates. The entire scheme is built upon MPC and secret sharing, requiring a
constant number of additional communication rounds.
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4) Blockchain. Some works [125, 146] employ blockchain technology to log local updates from
legitimate clients and perform aggregation. They also leverage differential privacy to distort the
training data, assuming that legal users will not be malicious. Kim et al. [72] proposed BlockFL
which deploys a smart contract on the blockchain to secure exchange and validation of local
model updates. Additionally, BlockFL enhances reliability by mitigating single point of failure
risks through the verification of local training results.

5) Outlier Detection. To address the presence of Byzantine users, robust aggregation schemes
are needed to handle participant dropout and mitigate poisoning attacks by identifying and
removing outliers. Rajput et al. [128] enhance robustness against Byzantine users by employing
algorithm redundancy, where participants are grouped to process the same data, and the server
performs majority voting on gradients. This method reduces Byzantine gradient impact but
doesn’t prioritize user privacy since the server has full access to the training data. In contrast,
most distributed learning frameworks require participants to keep their local datasets private.
So et al. [137] introduce BREA, a robust federated learning scheme that protects data privacy and
counters poisoning attacks. BREA combines the multi-Krum algorithm to filter out malicious
gradients and uses Reed-Solomon decoding for error correction, while verifiable secret sharing
ensures user privacy. However, this approach results in high communication overhead due to the
extensive interaction required among participants. Liu et al. [99] propose a robust aggregation
method in federated learning involving a collaborative approach between a service provider
and an honest-but-curious cloud platform. Participants encrypt their gradients, and the cloud
platform, using HE, helps identify and eliminate outliers through Pearson correlation and
aggregation, all while preserving data privacy. Besides identifying and isolating malicious
gradients using cosine similarity, Miao et al. [113] employ blockchain to log the global model,
enhancing the transparency and integrity of the learning process.

6 SECURE EDGE INFERENCE

In this section, we address security concerns during inference, covering primary attacks and secure
scheme taxonomy, followed by detailed discussions of each scheme.

6.1 Attacks

In edge inference, inference tasks are often outsourced to external parties, raising major concerns
about the theft of training data or models. The subsequent sections discuss the main attack vectors.

6.1.1 Data Stealing. Data stealing involves an adversary attempting to uncover sensitive informa-
tion from input data through various attacks. We outline the key attacks below.

e Membership Inference Attack. It aims to determine if a specific data sample was included
in the training process by analyzing model predictions, ultimately revealing the makeup
of the training dataset [170]. Chen et al. [19] explore membership inference attacks in
collaborative inference, demonstrating how adversaries can use intermediate activations
transmitted from clients to servers to unveil sensitive information about the training data.

e Model Inversion Attack. This attack focuses on reconstructing the input from the outputs of
the model, such as intermediate activations and final outcomes. Typically occurring during
the inference phase, a model inversion attack involves querying the model to gather pairs
of inputs and outputs. Adversaries then learn the relationships between these inputs and
outputs, utilizing identified correlations to reconstruct the object input. Yin et al. [179]
introduced Ginver, a robust model inversion attack designed for collaborative inference,
capable of operating in both black-box and white-box scenarios.
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6.1.2 Model Stealing. Model stealing seeks to replicate the functionality of a proprietary model
without direct access to its underlying architecture or training data [166]. It usually works as follows:
the attackers query the target model with carefully crafted inputs and collect the input-output
pairs, with which they can train a new model that mimics the original model’s behavior.
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Fig. 7. Taxonomy of Edge Inference

6.2 Taxonomy of Secure Schemes

Based on the work mode of inference shown in Figure 7, we can categorize secure schemes into
three types: secure remote inference, secure model deployment, and secure collaborative inference.
Table 3 summarizes the works.

6.2.1  Secure Remote Inference. Clients typically send their data to an edge server for inference.
In some schemes, users send data directly to the server, necessitating private inference methods
that work on encrypted or perturbed inputs. In other schemes involving model partitioning, users
process data with client-side subnetworks before sending it to the server, which raises privacy
concerns due to the exchange of “smashed” data. This processed data makes both the input and
the client-side network more vulnerable to attacks, especially from insiders with partial model
knowledge. Secure schemes are needed to protect data privacy while ensuring private server-side
inference.

6.2.2 Secure Model Deployment. In some cases, the model owner deploys the model to end de-
vices for local inference, prioritizing model privacy. Secure schemes supporting encrypted model
inference are essential.

6.2.3 Secure Collaborative Inference. In certain cases, when both data and the model are outsourced
to a third party for collaborative inference, schemes must safeguard both data and model privacy.

6.3 Secure Remote Inference

Due to resource constraints on edge devices, user data is often sent to one or more entities for
inference, posing a risk to the user’s privacy. Various measures are being undertaken to protect
user privacy in these circumstances.

1) Perturbation. When inference tasks are delegated to a third party, a common method to safeguard
the privacy of inference samples involves adding noise to them. Wang et al. [149] split the DNN
into client-side feature extraction and cloud-side inference components. They ensure privacy by
adding noise to features before transmission, necessitating pre-training on noisy samples to
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Table 3. Literature for Securing Edge Inference

Scenario Method Ref. |Highlights Effectiveness
[149] | add noises to features low complexity
. tune the privacy budge,
Perturbation [177] | perturb and normalize the confidence high classification accuracy.

score vectors.
computation approximation with

[40] low-degree polynomials. protect neural networks.
convolutional blocks, analysis of encrypted
Remote HE [183] | LSTM-based sequence analysis layers, time-series medical images,
Inference a weighted unit and a sequence voting layer. | over 0.94 AUC.
[11] computation-friendly data representation, |10X speedup,
transfer learning wider networks.
[68] seamlessly data conversation between integration of HE and 2PC.

HE and garbled circuit.
nonlinear function approximation by

—trainine-f
wre [97] | polynomial splines, Izwzlizzic;e;ld bandwidth cost
batch processing with SIMD. '
Yao’s Garbled Circuit and oblivious transfer,
[132] . 58x throughput.
GC-optimized components.
TEE [84] |accelerate inference inside the enclaves. 3.6X speedup.
del pri
Model obfuscates the model, mode’ privacy, .
TEE [55] .. .. 7.8X increase in efficiency,
Deployment enclave handles the denoising and noising. .
27X reduction in memory usage.
HE-based matrice operation, .
65 0.45 X
HE [65] SIMD for batch processing. S per image
[18] Multi-Key HE, simpler and faster relinearization,
bootstrapping techniques. support multiple data providers.
Collaborative secret sharing and triplet generation, obvious latency reduction
viou: u
Inference [89] |asynchronous computation and SIMD, .. 4 7
- . communication reduction.
MPC garbled circuit and average-pooling.
homomorphic matrix-vector product and
[174] | convolution, 2-4X speedup.

minimizing interactions between the parties.

2)

maintain accuracy. Ye et al. [177] propose a differential privacy-based defense mechanism to
protect against membership inference and model inversion attacks. They perturb and normalize
confidence score vectors while preserving score order to ensure classification accuracy.

HE. The main challenge of HE-based approaches is conducting the complex computations
required during inference, which often involves approximation techniques and significant
computational overhead. Typically, these approaches require rewriting linear functions using
homomorphic operations and approximating non-linear functions, which may necessitate re-
training the model to maintain accuracy. CryptoNets [40] employs HE for secure inference by
enabling collaboration between the device and server without data exposure. It approximates
common neural network computations, such as weighted sums and RELU activations, using
low-degree polynomials. Yue et al. [183] create a privacy-focused system for encrypted time-
series medical images using FHE. The system employs convolutional blocks and LSTM layers
for feature extraction, and integrates these features with a weighted unit and sequence voting
layer to enhance diagnostic accuracy and reduce false negatives. The main bottleneck of these
approaches lies in their computational complexity. Brutzkus et al. [11] accelerate HE-based
privacy-preserving inference by crafting representations and employing transfer learning,
achieving over a 10X speedup and facilitating inference on wider networks.
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3) MPC. Several research initiatives [68, 97, 132] utilize MPC, often employing secret sharing,
garbled circuit, oblivious transfer, or integrating with HE. Gazelle [68] presents protocols that
seamlessly convert data between the representations needed for HE and garbled circuits. This
facilitates the integration of the diverse computational paradigms of HE and 2PC within a unified
workflow. MiniONN [97] offers a method to convert an existing neural network into an oblivious
one without requiring re-training. It handles linear functions and approximates nonlinear
functions with polynomial splines, and supports batch processing using SIMD operations.
DeepSecure [132] builds on Yao’s Garbled Circuit (GC) protocol and oblivious transfer to
optimize communication and computation. It reduces costs by minimizing the number of non-
XOR gates in GC and requires dimensionality reduction by the client and neuron pruning by
the server. Its main drawback is the limited number of processing instances per round.

4) TEE. Lee et al. [84] use a secure enclave on an untrusted server to perform secure inference.
Data is sent directly from the client to the enclave through a secure channel, which ensures the
integrity of the model while safeguarding user privacy.

6.4 Secure Model Deployment.

Certain end devices, equipped with advanced computational capabilities and memory, can host
externally trained models for inference. Nevertheless, the model owners may seek to safeguard the
privacy of their models during this process, necessitating efforts towards model privacy protection.
Hou et al. [55] focus on deploying server models to edge devices for real-time inference without
disclosing model specifics, utilizing secure enclaves. The server obscures the model with noise and
transfers it to the end device. During inference, the end device performs computationally intensive
tasks like convolution outside the enclave, which handles denoising and noise addition.

6.5 Secure Collaborative Inference.

In scenarios where both data and model are delegated to a third party for inference, that third party
must not be able to reveal either.. The efforts aimed at ensuring this are summarized below.

1) HE. Jiang et al. [65] is the first effort to achieve this by adopting HE. Specifically, they utilize
HE to secure a matrix and execute arithmetic operations on encrypted matrices, covering both
fundamental matrix arithmetic and more complex tasks like matrix transposition and rectangular
matrix multiplication. Additionally, by employing SIMD techniques to encrypt multiple matrices
within a single ciphertext, they significantly boost efficiency. Chen et al. [18] also employ HE for
safeguarding data and model privacy. Their method boosts security through the use of Multi-Key
Homomorphic Encryption (MKHE) [102], moving beyond the limitations of a common shared
encryption key to provide more sophisticated and versatile protection.

2) MPC. MPC typically employs secret sharing or HE techniques to safeguard both data and model
privacy. Some works [89, 174] adopt secret sharing, which involves two non-colluding servers.
The scheme proposed by Li et al. [89] serves as a notable example in this context. It dedicates
significant efforts towards improving efficiency, particularly through the development of triplet
generation techniques that decrease the dependence on heavy cryptographic operations. HE-
based Pio [174] executes matrix-vector product and convolution homomorphically, minimizing
interactions between the parties and bypassing expensive permutation tasks.

7 ORTHOGONAL SECURITY MEASURES

In this section, we outline orthogonal security strategies that complement the previous schemes.
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7.1 Image Encryption

Some studies [14, 148] design visually meaningful image encryption systems that protect image
privacy by hiding the plain image in a cover image while preserving its visual information. Chai et
al.[15] achieve double-color encryption by combining 2D compressive sensing with an embedding
technique, compressing and encrypting two color images simultaneously, and embedding them
into a color carrier image. Wang et al.[155] efficiently encrypt double-image by scrambling and
compressing them, then embedding the processed images into a carrier image through FFT. These
methods produce visually meaningful cipher images that are the same size as the plain image. Yang
et al. [175] further reduce the cipher image size and ensure reversibility, even under attack, using
lossless compression and multi-round encryption.

7.2 Perceptual Integrity

Images are often manipulated, posing risks like misinformation. Protection strategies focus on
detecting and defending against these manipulations.

a) Detection. Some studies adopt watermarks to identify manipulations. Wang et al.[151] achieve
robust watermarking with an encoder-decoder architecture and channel coding, encoding an
identity tag to detect DeepFake images. SepMark [162] uses an encoder-decoder design with
separate decoders for robust and semi-robust watermark extraction, tracing the source of the
marked face and detecting any alterations. Liu et al.[95] combine fragile and robust watermarking
for face replacement detection and tracing. Tang et al.[139] embed links to facial features in videos
using robust watermarking, using these features for detection.

b) Defense. Several studies propose adversarial watermarks to counter manipulations by inducing
visible distortions. Huang et al. [58] realize the Cross-Model Universal Adversarial Watermark,
using a cross-model attack pipeline and a two-level perturbation fusion strategy to target multiple
deepfake models. Wang et al.[154] improve adversarial watermarks to ensure distorted images are
detectable by passive detectors. Wang et al.[150] enhance adversarial attacks in image reconstruc-
tion with perceptually-aware perturbations and sparse noise. Qu et al.[126] maintain adversarial
watermark performance under lossy compression in online social networks by using a Compression
Approximation GAN integrated into the target Deepfake model.

7.3 Image Copyright

Image copyright is a critical issue, and robust watermarking—whether visible or invisible—is
commonly used for protection. It must be resilient to various pre-processing, post-processing, and
attacks.. Zhu et al.[196] use optional noise layers in an encoder-decoder architecture to improve
robustness against distortions like cropping. However, this can lead to redundant features due to
poor coupling between the encoder and decoder. Fang et al.[30] address this by using an invertible
neural block for simultaneous watermark embedding and extraction, ensuring precise feature
matching. Jia et al. [63] improve robustness against cropping with an additive diffusion block and
improve data recovery using Squeeze-and-Extraction blocks and a “message processor”. Ma et
al. [107] combine invertible and non-invertible mechanisms for high imperceptibility and robustness.
The invertible part achieves high imperceptibility using a diffusion & extraction and a fusion & split
module. The non-invertible component enhances robustness by handling asymmetric extraction
under strong noise attacks with an attention-based module and a noise-specific selection module.
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7.4 Privacy-preserving Models

Membership inference attacks aim to determine if an input is from a model’s training dataset.
Defense strategies aim to make model predictions indistinguishable between members and non-
members Wang et al.[156] use a weight pruning algorithm to identify a subnetwork with indistin-
guishable predictions from an over-parameterized network. Tang et al.[140] propose an ensemble
training method, dividing data into random subsets and using outputs from sub-models not trained
on the input sample to achieve indistinguishability. Chen et al. [21] train multiple discriminators
on disjoint partitions of the training data and approximate a composite distribution, enhancing
generalization while achieving indistinguishability. Yang et al.[176] enhance indistinguishability
by modifying confidence scores, adding Gaussian noise, and altering prediction labels, though this
impacts accuracy.

Defending against model inversion attacks is complex. Sun et al.[138] degrade reconstructed
data quality by perturbing data representations while preserving utility. Wang et al.[152] improve
the utility-privacy tradeoff by adding a regularizer to reduce the correlation between model input
and output. Peng et al.[122] enhance this tradeoff by minimizing input reliance and maximizing
output correlation. Gong et al.[41] use a GAN-based approach, incorporating fake samples and
modifying loss functions to add misleading features to protected labels.

7.5 Model Copyright

Watermarking models is an effective method for copyright protection, allowing identification of
cloned models through specific watermarks in their output images. Zhang et al.[186] use spatial
invisible watermarking for image processing models, but it only works if the attacker has the
input-output pairs of the target model. Wu et al.[159] train the target model and watermark
extraction network together, so the surrogate model inherently outputs watermarked images. Cong
et al.[24] protect pre-trained encoders with watermarks and shadow training to resist model stealing.
Luo et al.[104] watermark NeRF models’ color representations, ensuring robust extraction with a
distortion-resistant scheme. Adi et al. [2] use backdoor behaviors for watermarking to detect model
stealing. Gan et al. [33] improve watermark robustness against removal attacks with a minimax
formulation. Alternatively, non-invasive fingerprinting methods [123] determine ownership by
comparing unique fingerprints extracted from models. Chen et al.[20] protect model copyright by
testing similarities between victim and suspect models using various metrics and algorithms. Quan
et al.[127] protect image restoration models with fingerprints based on critical images and verify
ownership through color histogram and local gradient pattern comparisons.

8 CHALLENGES AND FUTURE OPPORTUNITIES

Current secure schemes often struggle with complex Al models and resource-constrained edge
environments. These challenges arise because secure schemes are often model-specific, involve
heavy computation and communication, and may require approximations that reduce utility and
limit model size. To address these issues, it’s crucial to improve efficiency and model utility while
maintaining security. This section first explores the challenges of current security technologies and
then discusses potential research directions for developing practical secure schemes.

8.1 Challenges Inherent From Security Technologies

Current secure schemes primarily leverage DP, HE, and MPC. Each of these approaches has its
own advantages and disadvantages.

1) DP-based Secure Schemes. DP-based solutions consistently demonstrate high efficiency and
excel in privacy protection. However, ensuring input data privacy with DP often necessitates
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complementary training and inference adjustments. While DP effectively mitigates privacy risks,
its implementation may result in a slight decline in model performance. Moreover, adding noise to
individual data within DP schemes can increase the difficulty in detecting malicious data, ultimately
making defense against model poisoning more challenging.

2) HE-based Secure Schemes. The main advantage of HE-based schemes is their ability to perform
computations on encrypted data without revealing plaintext. However, in EI, they face challenges
such as controlling computational overhead and realizing complex non-polynomial functions. The
costly computational overhead and accumulated approximation errors also impose restrictions on
the height and width of the model that HE-based schemes can effectively protect.

3) MPC-based Secure Schemes. MPC enables multiple parties to conduct computations without
exposing their data to others, making it suitable for computation tasks involving distributed data.
However, the bottleneck of MPC-based schemes lies in their communication complexity, as multiple
machines collaborate, necessitating extensive communication and customized protocols.

8.2 Enhancing Security in Al Tasks

Here, we present two avenues for bolstering security: one entails devising schemes that offer
comprehensive protection against various forms of attacks, while the other seeks to fortify security
in light of advancements in quantum computing.

8.2.1 Privacy-preserving Model Poisoning Defense Schemes. In the realm of edge intelligence, there
is a discrepancy in security practices: one emphasizes privacy preservation without sufficient
defense against model poisoning, while the other concentrates on mitigating model poisoning,
frequently sidelining privacy issues. This indicates a lack of a bridge that effectively combines model
poisoning defense with privacy protection. Solutions that address both aspects simultaneously are
still in their formative stages. The prevailing approach [99, 137] leverages similarity comparisons on
homomorphically encrypted data during the aggregation phase within federated learning. Note that
this approach is chosen over DP, which complicates similarity-based outlier detection due to noise
addition. There is a pressing demand for optimizing similarity measures and selection methods,
such as determining the optimal k in k-nearest neighbors, to enhance similarity-based outlier
detection effectiveness. Moreover, in federated learning, the benchmark for outlier detection is
derived from the homomorphically encrypted gradients contributed by a multitude of participants.
However, in scenarios like split learning, where each participant performs distinct computations,
accessing real-time ground truth becomes challenging. Addressing this challenge necessitates the
innovation of novel privacy-preserving methods that can define an optimal benchmark for outlier
detection, which is crucial for fighting model poisoning in this context. This scenario underscores
the expansive opportunity for future research to bridge these gaps, ensuring robust security without
compromising privacy in edge intelligence systems.

8.2.2 Schemes with Quantum-Safe. Quantum computing offers great potential for handling complex
computations but poses dual-edged security implications. On one hand, it renders many traditional
cryptography systems, such as RSA and ECC [129, 158], ineffective. Consequently, security schemes
built upon these cryptography systems face obsolescence. On the other hand, its formidable
computing power can be harnessed to meet the heavy computational demands of cryptography
systems, thereby extending protection to a broader spectrum of assets, including larger-scale models.
Therefore, there is a pressing need for security solutions that leverage quantum-safe technologies
capable of resisting quantum servers while also harnessing the computational capabilities of
quantum computing to provide swift security protection. In image-centric EI, combining quantum
computing on powerful servers with resource-constrained edge devices may require integrating
quantum and traditional computing, possibly using new transfer protocols.
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8.3 Enhancing Efficiency in Privacy-Preserving Al Tasks

Efficiency remains a significant obstacle to deploying secure mechanisms. Crafting diverse strategies
to address this challenge is crucial. Efforts to enhance efficiency include optimizing cryptographic
approaches, leveraging advanced hardware, applying parallel computation techniques, and com-
pressing models. This discussion opens up a potential research avenue aimed at optimizing the
efficiency of processing numerous tasks.

8.3.1 Optimizing Image Feature Selection for Privacy and Efficiency. In image-centric EI, leveraging
images for diverse intelligent analyses stands as a core function. This process inherently involves the
extraction of features from images, which serve as the foundation for these analyses. Notably, the
features extracted for different types of analysis vary, both in terms of the attributes they capture and
the extent to which they overlap with features used in other analyses. A significant challenge arises
when features are stored in an untrusted database and the model trainer needs to access private
features from it. A straightforward method, which might involve creating separately encrypted
versions of features for each analysis task, is not only inefficient but also resource-intensive.
The database must facilitate private feature selection to enhance both storage and computational
efficiency. The untrusted database must remain unaware not only of the feature values and selection
but also of the specific training task, as any knowledge could compromise privacy. We then delve
into the challenges posed by three key security technologies. While implementing DP introduces
complexities in providing task-specific protection levels, HE struggles with efficiency. Utilizing SIMD
operations offers a promising solution for efficient HE but demands careful management of feature
interactions. Furthermore, MPC involving non-colluding servers increases communication costs,
with the additional challenge of accommodating server dropouts. Furthermore, the incorporation
of a feature selection method is crucial to the mechanism and should be carefully considered.

8.4 Enhancing Model Utility in Privacy-Preserving Al Tasks

Many privacy-preserving schemes, notably those involving DP and HE, inherently introduce errors,
making error minimization crucial. For DP-based approaches, an effective method is to tailor DP
mechanisms that account for the dependencies between features and the variable precision needs of
feature values, harmonizing privacy with utility. In the context of HE-based schemes, where errors
primarily arise from approximating non-polynomial functions, leveraging TEE offers a promising
solution to mitigate these errors. This strategy is further elaborated below.

8.4.1 TEE-based Privacy-Preserving Schemes. HE-based private training/inference often necessi-
tates approximation, leading to error introduction. A viable strategy for optimization involves
refining approximation techniques, potentially by integrating with other technologies such as MPC
to minimize approximation operations. An alternative promising solution is the deployment of
TEEs, which provide a secure and isolated execution space for crucial computations and error
mitigation, thereby enhancing both the precision and security of Al tasks. Nonetheless, deploying
TEEs effectively demands a nuanced consideration of the trade-offs among security, performance,
and the computational burden they introduce. With ongoing advancements in technology, incorpo-
rating TEEs into secure, privacy-conscious computational frameworks remains a dynamic field for
exploration and innovation, presenting novel avenues to bolster the dependability and security of
distributed computing infrastructures.

9 CONCLUSION

Edge Intelligence emerges as a powerful new paradigm for processing and making intelligent
decisions on the deluge of edge data. Nonetheless, this emerging paradigm also brings complex
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security challenges, such as model/image privacy and model integrity, particularly for privacy-
sensitive and resource-intensive image-centric applications. In this survey, we have explored the
essential origins of those threats, namely data attacks, during the phases of data preparation,
training, and inference, and discussed relevant security strategies to mitigate them. Additionally,
we present some orthogonal security measures that could complement the aforementioned security
strategies focused on data attacks. Furthermore, we outline challenges and discuss promising
research opportunities.
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