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Auditing MLaaS Inference Service Quality without
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Abstract—Machine Learning as a Service (MLaaS) paradigm
offers an appealing solution for clients that have limited com-
putational resources. It allows entities to train models with
collected dataset and powerful cloud resources, and to deploy
these models for inference. However, MLaaS currently faces
significant challenges in ensuring trustworthy inference and
service quality. The clients cannot verify that the inference
results returned by service provider (SP) are the model’s actual
inference results. Moreover, even if clients manage to ensure
that the results are obtained through model inference, they are
unable to determine the model’s service quality without ground
truth. To address these concerns, we introduce an innovative
framework to audit inference quality and integrity in MLaaS
through a novel deep neural network (DNN) inspection method.
In specific, our approach represents the inherent behavior of
the model by collecting its intermediate layer outputs and
quantifying the mutual information (MI) values derived from
them. By benchmarking the model during the training process,
the SP can record the characteristics of the correct model and
its corresponding service quality. After receiving the auditing
request, the auditor can evaluate the quality of the service by
estimating its accuracy via mutual information. Moreover, it can
confirm the integrity of the returned results by inspecting the
intermediate layer output. In addition, we thoroughly analyze our
scheme for various potential adaptive attacks. Through empirical
studies, we verify the correctness, effectiveness, and robustness
of our scheme for trustworthy MLaaS inference service.

Index Terms—Machine learning as a service, audit, mutual
information, machine learning

I. INTRODUCTION

The landscape of modern computational technology has
been profoundly reshaped by the advent and evolution of
Machine Learning (ML) [1]–[3] technology and its integra-
tion into cloud-based services, commonly known as Machine
Learning as a Service (MLaaS) [4]–[6]. Leveraging cloud re-
sources for both training and inference, MLaaS platforms, such
as Amazon SageMaker [7] and Microsoft Azure [8], enable
seamless deployment and utilization of DNN models, allowing
users to perform complex tasks with ease and efficiency [9],
[10].

While MLaaS offers easy-to-use inference service, it also
introduces significant challenges related to service quality. Due
to the black-box nature of MLaaS services, users are unable
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to verify the computations performed on the servers. Since
the inference results returned by service providers (SP) are
often succinct to avoid revealing any additional unnecessary
information, there exists a risk that SP might jeopardize or
even bypass model inference entirely with human-supplied or
random responses [11], [12]. Moreover, the SP may deliber-
ately use inferior models to conserve computational resources,
as these models typically have fewer parameters and require
less computational power to perform inference. In addition,
even when the SP faithfully uses the correct model to provide
services, it may falsely claim that the model has high perfor-
mance under false advertising. Such false claim is often hard
to detect, as users lack ground truth to verify the correctness of
the results. In the worst case, a malicious SP may deliberately
sabotage the inference process and return incorrect results.
Unfortunately, users cannot verify the authenticity of the SP’s
service quality claims as the SP will not share trained model
weights with clients for intellectual property (IP) and privacy
protection reasons [13], [14].

To address these integrity issues, researchers focus on two
approaches. The first approach involves proving the integrity
of model inferences by designing zk-SNARKs [15], [16] for
model inference [17]. zk-SNARKs are cryptographic proofs
that allow one party to prove to another that they know a value
x without revealing any information about the value itself.
These schemes enable the model owner to demonstrate that
the model correctly computes the prediction for a given data
sample without disclosing any details about the model itself
[18]–[20]. Another approach is private inference [21]. Private
inference schemes employ complex cryptographic methods to
safeguard the privacy of user inputs and model weights during
model inference. The primary goal of these schemes is to
ensure that neither party gains knowledge of the other’s data.
Additionally, because these schemes compute and output data
using cryptographic methods, the results are more difficult
to falsify, thus partially addressing our concerns about in-
tegrity. However, we argue that these solutions do not address
all above issues. For instance, zk-SNARKs-based inference
methods [22] often require separate proof and verification for
each inference sample, which is computationally expensive
[23], [24] and does not scale well. Although many existing
solutions achieve excellent efficiency for single inferences,
scaling to multiple tasks results in significant computational
resource consumption and additional storage and communi-
cation burdens. In private inference solutions, cryptographic
methods also introduce significant computing overhead. More-
over, these solutions can only verify that inference results
originate from an agreed-upon model without assessing the
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model’s service quality.
In this work, we demonstrate both theoretically and em-

pirically that a regression relationship exists between the
mutual information (MI) values of a model input and the
outputs of intermediate layers, denoted as I(X;T ), and the
model’s accuracy. This relationship allows us to utilize MI
as an effective indicator of model performance. To this end,
we propose an inference inspection framework designed to
safeguard inference quality. During the training process, we
implement SP benchmark checkpoints which enable us to
estimate model accuracy through a quantitative analysis of the
MI values between the input and various intermediate layer
outputs. Consequently, during the auditing phase, an auditor
can estimate the performance indicators, specifically accuracy,
by examining these MI values. A trusted auditor (TA) is a third
party responsible for inspecting the SP’s inference service.
The TA delivers a trusted auditing service while addressing
client limitations imposed by confidentiality or intellectual
property constraint. Furthermore, to ensure the integrity of the
intermediate outputs used in MI estimation, we incorporate
the MI values I(Ti;Ti+1) to represent the mutual information
between consecutive layers, as well as I(T ;Y ), which reflects
the MI between intermediate outputs and final results. This
dual approach helps verify the integrity of the output chain
across layers.

Our contributions can be summarized as follows:

• We demonstrate that there exists a regression relationship
between MI values of input and intermediate output and
the accuracy metric. We substantiate this claim through
both theoretical analysis and empirical validation.

• Based on the aforementioned regression relationship, we
propose a novel scheme for validating service quality
and ensuring inference integrity for MLaaS. Our scheme
achieves precise performance metric estimation and low
computational overhead. Additionally, we design an in-
tegrity verification mechanism to prevent any tampering
with the results.

• We perform a comprehensive security analysis on po-
tential adaptive attacks to evaluate the effectiveness and
robustness of the proposed scheme.

• Extensive experimental results demonstrate that the pro-
posed method is able to precisely estimate service quality
and resist potential adaptive attacks.

The rest of the paper is organized as follows. Section 2
presents the related work. Section 3 overviews the problem
formulation in our work. Section 4 describes preliminary.
Section 5 introduces the foundational observation of our
scheme and its theoretical and empirical analysis. Section 6
elaborates on the proposed scheme and security analysis. The
experimental evaluations are shown in Sections 7. Finally,
Section 8 concludes this paper.

II. RELATED WORK

In this section, we review existing research on verifying
inference integrity.

A. Verifiable inference based on zk-SNARKs

The most natural approach to ensure inference integrity
is by introducing zero-knowledge proofs into the inference
process. In our context, the prover can demonstrate that a
model’s prediction was computed correctly, without revealing
the model’s parameters. Researchers have shown considerable
interest in and conducted extensive research on solutions based
on it. Liu et al. [23] proposed zkCNN, a zero-knowledge proof
scheme for CNNs. It uses a new sumcheck protocol for fast
Fourier transforms and convolutions. The scheme efficiently
supports large models, such as VGG16, generating proofs in
88.3 seconds, 1264 times faster than current methods, with
a proof size of 341 kilobytes and a verifier time of 59.3
milliseconds. It can also verify the accuracy of the same CNN
on multiple images. Feng et al. [25] proposed a compiler that
optimizes the generation of neural network inference schemes
called ZEN. ZEN addresses the issue of poor efficiency
by two improvements: a novel neural network quantization
approach that is compatible with R1CS and introduced fewer
limitations, hence minimizing accuracy degradation. These
optimizations result in a reduction of R1CS restrictions by
average factor of 15.35. Lee et al. [26] proposed a new efficient
verifiable convolutional neural network framework, namely
vCNN, which significantly accelerates proving performance.
They introduce a new relation representation for convolution
equations, which reduces the proving complexity from O(ln)
to O(l + n). Experimental results show that vCNN improves
proving performance by 20-fold for a simple model and
18,000-fold for VGG16. In 2024, Fan et al. [24] proposed
psvCNN to address the heavey computation cost problem.
psvCNN uses convolutional kernels to partition the model
and build zero-knowledge proof circuits for parallel CNN
prediction. Moreover, it improves the Freivalds algorithm to
speed up the verification process. Its zero-knowledge argument
is simple and non-interactive. The experiments showed that
it is 3765 times faster than the latest zk-SNARK-based non-
interactive method vCNN [26] in terms of proving time.

The primary drawback of zk-SNARKs-based solutions is
the necessity for independent proof and verification for each
inference sample. When the number of samples that need
inference increases, it often requires a lot of computing
resources. Additionally, optimizing DNN inference tasks for
GPUs is often overlooked, despite the frequent need to en-
hance current solutions for efficient performance on these
platforms. Furthermore, as model architecture complexity in-
creases, the time required for proof and verification also
escalates, rendering these solutions impractical for models
with substantial computational demands. Our solution, on the
other hand, naturally performs the inference process on the
GPU, thereby enhancing its efficiency. And our solution scales
the computational complexity quadratically with an increase in
sample numbers and linearly with an increase in model layers.

B. Private inference

Private inference is another promising approach for ensuring
the integrity of model inference. Recent research has investi-
gated different approaches to implementing private inference
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through the use of cryptographic methods. In practice, the
primary goal of private inference is to prevent the leakage
of user inputs and model weights, rather than to ensure the
integrity of the inference process. However, private inference
can still enhance inference integrity to some extent. These
solutions frequently incorporate various cryptographic tech-
niques, causing model weights and outputs to take on different
cryptographic forms. For instance, outputs produced using ho-
momorphic encryption are typically in encrypted form, which
makes forging legitimate model outputs challenging while
maintaining formal consistency. Delphi is a secure prediction
system proposed by Srinivasan et al. [27]. Delphi utilizes a
hybrid cryptographic protocol to reduce communication and
computation costs. Through secret sharing and homomorphic
encryption, Delphi achieves linear operations. Moreover, it
designed garbled circuit-based approaches to support secure
non-linear activation functions. Rathee et al. [28] proposed
CrypTFlow2, which achieves non-linear operations through
secret sharing. CrypTFlow2 introduces new 2PC protocols
for secure comparison and division, optimizing round and
communication complexity for secure inference. It enables the
first secure inference over large-scale DNNs, such as ResNet50
and DenseNet121, which are significantly larger than those in
previous 2-party DNN inference work. Liu et al. [29] presented
Sonic, a lightweight, secure inference service, which allows for
the full outsourcing of secure inference, protecting both user
data and model privacy. Utilizing lightweight cryptographic
primitives, specifically secret sharing algorithm, Sonic secures
layer functions throughout the service flow. Extensive eval-
uations show Sonic achieves significant bandwidth savings
during online inference. To tackle the high latency issue
resulting from non-linear operators, Cheng et al. [30] proposed
PAPI, a practical and adaptive private inference framework.
PAPI uses an accuracy-adaptive neural architecture search
technique to create DNN models with fewer ReLUs that still
meet the accuracy goals. It also introduces secure online and
offline protocols for ReLU and polynomial activations, relying
on lightweight secret sharing techniques.

However, private inference methods fail to fully solve the
problem in our scenario. Firstly, some methods [27], [29]
suffer from accuracy loss because they must fit approximate
activation functions. Secondly, these methods do not guarantee
the model’s performance on the unseen data. Therefore, it
might potentially lead to false advertising. Lastly, the complex-
ity of the cryptographic systems employed in these methods
results in low efficiency.

III. PROBLEM STATEMENT

A. Motivation

MLaaS offer users an interface for black-box inference,
where the internal workings of the model remain opaque [31],
[32]. This lack of transparency calls for measures to ensure
the reliability and correctness of inferences produced by these
black-box models.

In a common MLaaS workflow, a model owner uploads her
training data an MLaaS server who trains a machine learning
model and notify her with its initial performance metrics. The

trained model is then deployed for inference, where new data
is submitted through API calls to generate predictions. An
MLaaS also offers a variety of pre-trained models tailored for
specific applications. These models have been meticulously
trained on wide-ranging and comprehensive datasets, ensuring
they can handle diverse tasks. Users can access these models
through similar API calls.

However, this setup introduces significant risks. To gain
market share and reduce costs, a dishonest server might
undermine the service integrity by falsifying the model’s per-
formance metrics, providing insufficient training, or adopting
a simpler model architecture. As a result, users could be
misled about the actual model quality and accept its prediction
results as credible. This would adversely affect downstream
applications that rely on these results and sabotage the appli-
cations’ reputation. For example, smart surveillance cameras
based on AI image analysis [33] can generate false alarms,
and navigation software may provide wrong route suggestion
due to inaccurate traffic prediction by AI models [34].

In the absence of effective audit mechanisms, identifying
the responsible party of such problems becomes extremely
difficult. As such, auditing the quality of model inference
results is urgently needed.

B. Threat Model

There are three types of entities in our proposed MLaaS
model, namely SP, client, and TA. The SP is responsible
for training the model in accordance with the specification
and yielding model weights θ. Before deploying inference
services, the SP must collaborate with the TA to guarantee
the integrity of training process. To achieve this, the TA
benchmarks the model first and then audits the inference
service. In the benchmarking phase, the TA collects additional
independent and identically distributed (i.i.d.) data to measure
various metrics, including inference accuracy and MI values.
Then it performs regression analysis on this data, recording
the regression coefficients and corresponding MI values. In
the auditing phase, the client accesses the inference service,
compresses and submits the input data and inference results
to the TA as an auditing request. The TA then inspects the
request with reference to the benchmarking data and provides
insights into the overall quality and reliability of the service. In
our setting, TA is a trusted third-party regulator that employed
to safeguard the inference service. Therefore, the TA here is
assumed to be trustworthy. This assumption defines the role
of the TA, which is tasked with conducting audits after the
inference service. The SP has strong motivation to collaborate
with TA in order to claim its service trustworthy. Furthermore,
the TA is designed to operate with restricted access and does
not interact with raw data during the auditing process by
design.

We assume the SP may act maliciously, potentially sabotag-
ing the inference process. Our solution addresses two critical
aspects to uphold the accuracy and reliability of the service.
First, it estimates the quality of the SP’s inference service
in the absence of ground truth for the input data. Second,
it verifies the integrity of the results returned by SP. The
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verification procedure minimally alters the original inference
by collecting only the model’s intermediate layer outputs.
In Section VII-A1, we will provide comprehensive security
analysis of various adaptive attacks.

IV. PRELIMINARY

A. Mutual Information Estimation in DNN

Measuring the MI between input and the activations has
emerged in DNN, especially for the dependency between input
data and their learned representations [35]. Such analysis can
contribute to deep learning analysis [36]–[38] and unsuper-
vised feature learning [39]–[42]. However, estimating mutual
information in DNNs poses a formidable challenge, primarily
due to the curse of dimensionality that the computational
complexity of mutual information increases exponentially with
the dimensionality. To address this challenge, we employ a
principled framework based on the work of Butakov et al.
[43]. Grounded in the manifold hypothesis [44], the authors
demonstrate that lossy compression can be used for accurate
MI estimation in high-dimensional settings. The authors sup-
port their claim by providing a crucial theoretical result:

I(X;Y ) ≤ I(E(X);Y ) ≤ I(X;Y ) + h(Z)− h(Z | X,Y )
(1)

Here, E(X) is the compressed version of the noisy data X ,
and Z represents the information lost during compression. It
establishes a chain of inequalities that bounds the MI of the
compressed representation. More importantly, this indicates
that the estimated MI is well-bounded and unarbitrary. In the
ideal case where the lost information Z is independent of the
variables, the MI is perfectly preserved. Following this conclu-
sion, we calculate MI between the compressed representations
of random variables using conventional estimators as follows.

Consider a sequence of samples, {(xk, yk)}Nk=1, drawn from
the joint distribution of random vectors X and Y and their
corresponding lossy compression EX(X) and EY (Y ). The
objective is to estimate the mutual information, denoted as
I (X;Y ), using these samples. Typically, in the context of MI
calculation, the following equivalences hold:

I(X;Y ) = h(X)− h(X | Y ) = h(Y )− h(Y | X) (2)

I(X;Y ) = h(X) + h(y)− h(X,Y ) (3)

Thanks to the invariance property of MI under nonsingu-
lar mappings between smooth manifolds, we can assert the
following:

I(X;Y ) = I(EX(X);EY (Y )) (4)

Therefore, the mutual information can be estimated as
follows:

Î(X;Y ) = Î (EX(X);EY (Y ))

= ĥ (EX(X)) + ĥ (EY (Y ))− ĥ (EX(X), EY (Y )) (5)

A detailed proof of the above estimation method is beyond
the scope of this paper and can be found in [43]. This
method is exceptionally efficient, surpassing other approaches

Fig. 1: The trend of validation accuracy and MI values. The
validation accuracy continuously improves during training, and
the MI values corresponding to each layer also evolve.

Fig. 2: The residuals of regression model on the accuracy of
inference dataset.

in handling the computational complexities associated with
high-dimensional variable spaces. In this work, we employ this
estimation technique to quantify the MI in DNNs. As for com-
pression, we adopt principal component analysis (PCA) due
to its simplicity. The Kraskov-Stögbauer-Grassberger (KSG)
estimator [45] is employed for MI estimation due to its proven
accuracy in moderate-dimensional settings [46].

V. OBSERVATION

In this section, we present the foundational observation
that lays the foundation of our proposed methodology. This
is supported by theoretical and empirical analysis on the MI
metrics of model checkpoints throughout the training process.

The Information Bottleneck (IB) theory [36], [47] offers a
novel framework to analyze DNNs through MI. This frame-
work provides insights into how a model processes and
transforms information across its layers, particularly within
the context of deep learning. During training, the model
must decide which aspects of the input data to compress
and which relevant features to retain. Motivated by this, we
employ MI values to observe and evaluate model behavior and
performance. The MI metric I(X,T ) quantifies how much a
model extracts relevant data from an input variable X . While
proper training improves validation loss and accuracy metrics,
the model’s MI values associated with different intermediate
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layer’s output T also undergo significant evolution. This
evolution reflects adjustments in the information processing
efficiency of each layer, which is crucial for optimizing
model performance across various stages of training. Figure
1 depicts the progression of validation accuracy alongside the
MI values I(X,T ) for various layers, plotted as functions
of epoch number. The result aligns with our analysis above.
The information extraction capabilities across different layers
correlate with improvements in model accuracy over time.
In other words, the MI values I(X,T ) of a model serve as
indicators of its training status, reflecting the quality of its
services. As such, we can effectively gauge and ensure the
integrity and performance of MLaaS using these MI values.

To develop such indicators, we establish a relationship
between MI values and testing accuracy levels. In what fol-
lows, we theoretically prove that the model’s accuracy can be
approximated by a deterministic function of MI.

Theorem 1. Assuming the training dataset is ST =
((xi, yi))

M
i=1 ∼ P⊗n of M samples and inference dataset is

SI = ((xi, yi))
L
i=1 ∼ P⊗n, in which P = X × Y . For any

δ > 0, with probability as least 1 − δ, the accuracy of the
model on SI is bounded by a deterministic function of MI
and δ, f(I(X;T ), δ)

Ah(SI) ≤ f(I(X;T ), δ) (6)

Proof. Let H be a finite set of hypotheses. For every
h ∈ H, we can easily conclude that the accuracy is bounded
between 0 and 1. For the training dataset, let Ah(ST ) =
1
M

∑M
i=1Jh(xi) = yi)K be the empirical accuracy. Hoeffding’s

inequality shows that for every h ∈ H,

P
[∣∣Ah(ST )− E(X,Y )∼P [Ah(X,Y )]

∣∣ ≥ ϵ
]
≤ 2e−2ϵ2M (7)

Suppose the hypothesis chosen by the training algorithm is g,
after applying union bound, we have

P
[
|Ag (ST )− E(X,Y )∼P [Ag (X,Y )] |≥ ϵ

]
≤ 2|H|e−2ϵ2M ,

(8)
where |H| is the total hypotheses in the hypotheses space. Note
that this is a Probably Approximately Correct (PAC) bound
[48]. We let 2|H|e−2ϵ2m ≤ δ. This is equivalent to say that
the event happens with a tiny probability δ. Solving for ϵ, we
have

ϵ2 ≥ log(2|H|/δ)
2M

(9)

Therefore, with probability 1− δ, we have∣∣Ag (ST )− E(X,Y )∼P [Ag (X,Y )]
∣∣2 ≤

log |H|+ log 2
δ

2M
.

(10)
We can obtain that

Ag (ST )−

√
log |H|+ log 2

δ

2M
≤ E(X,Y )∼P [Ag (X,Y )]

≤ Ag (ST ) +

√
log |H|+ log 2

δ

2M
.

(11)
Similarly, we can also derive

P
[∣∣Ah(SI)− E(X,Y )∼P [Ah(X,Y )]

∣∣ ≥ ϵ
]
≤ 2e−2ϵ2L (12)

for inference dataset. However, since the training algorithm
has never seen the inference dataset, i.e. g is independent of
inference dataset SI , we do not need to apply to union bound
to account for the candidate hypotheses. As a result, the final
expression can be simplified as

Ag (SI)−

√
log 2

δ

2L
≤ E(X,Y )∼P [Ag (X,Y )]

≤ Ag (SI) +

√
log 2

δ

2L

(13)

Taking Eq. (11) and the left-hand side of Eq. (13), we have

Ag (SI) ≤ Ag (ST ) +

√
log 2

δ

2L
+

√
log |H|+ log 2

δ

2M
. (14)

To resolve the issue of infinite |H|, we substitute it with a
tractable term [48] by assuming data is a random vector that
follows an ergodic Markov random field structure. So we can
define a typical set of realizations from X as a set that satisfies
the Asymptotic Equipartition Property (AEP) [49]. Given X ,
2H(X) is the asymptotic size of |X|. Let T be mapping of
X , 2H(X|T ) is the number of typical realizations of X that
are mapped to a mapping T . Consequently, the size of the
typical set of T is bounded by 2H(X)/2H(X|T ) = 2I(X;T ),
and therefore |H| ≤ 2|X|. Finally, we can derive a tighter
bound using the typical set size of T , which is associated
with I(X;T ).

Ag (SI) ≤ Ag (ST ) +

√
log 2

δ

2L
+

√
2I(X;T ) + log 2

δ

2M
. (15)

Thus, we complete the proof. ■
Theorem 2. Following the same setting as Theorem 1, for

any δ̃ > 0, with probability at least 1−δ̃, the model’s empirical
accuracy Ag (SI) on dataset SI = ((xi, yi))

m
i=1 ∼ P⊗n

can be expressed as a function of I(X;T ), Ag (SI) =
f̃ (I (X;T )) + δ̃.

Proof. We begin with the assumption that for any δ > 0,

|Ag (SI)− f (I (X;T ) , δ)| ≤ ϵ̃ (16)

For simplicity, we set δ to a fixed value and write
f (I (X;T ) , δ) as f (I (X;T )) instead. We define

f̃ (I (X;T )) = E [Ag (SI) |I (X;T )] (17)

This is the best predictor of Ag (SI) given I (X;T ). Accord-
ing to Jensen’s inequality, we have∣∣∣f̃ (I (X;T ))− f (I (X;T ))

∣∣∣
= |E [Ag (SI) |I (X;T )]− f (I (X;T ))|
≤ E [|Ag (SI)− f (I (X;T ))| |I (X;T )]

≤ ϵ̃.

(18)



6

TABLE I: Notation Description

Notations Descriptions
θ Service model weights
α Accuracy
W Regression model weight
b Regression model bias
T Intermediate output
L Loss function

Dtrain Training dataset
Dbenchmark Benchmarking dataset

X Input
Y Label

We define the error term as δ̃ = Ag (SI) − g (I (X;T )).
Therefore, the error can be bounded as∣∣∣δ̃∣∣∣ = ∣∣∣Ah (SI)− f̃ (I (X;T ))

∣∣∣
≤ |Ah (SI)− f (I (X;T ))|+

∣∣∣f (I (X;T ))− f̃ (I (X;T ))
∣∣∣

≤ ϵ̃+ ϵ̃ = 2ϵ̃.
(19)

Thus, we can derive

Ag (SI) = f̃ (I (X;T )) + δ̃, (20)

where
∣∣∣δ̃∣∣∣ ≤ 2ϵ̃. ■

Furthermore, according to Chebyshev’s inequality, we can
bound the probability of large deviations in δ̃

P
(∣∣∣δ̃∣∣∣ ≥ k

)
≤ V ar(δ̃)

k2
≤ 4ϵ̃2

k2
. (21)

Theorem 2 demonstrates that the model’s empirical ac-
curacy can be approximated by a deterministic function of
MI using regression. We further empirically verify this with
a benchmark dataset Dbenchmark and an inference dataset
Dinference out of CIFAR100 [50]. We split the testset evenly
into these two datasets. We utilize the benchmark dataset to
evaluate the performance of model checkpoints, recording both
the MI values and the accuracy. These metrics are then used
to train a regression model. For each epoch, we also apply the
corresponding checkpoint to the inference dataset to obtain
MI values. The trained regression model predicts the accuracy
on the inference dataset according to the MI values. The
regression model demonstrates a mean squared error (MSE) of
0.001 and an R2 score [51] of 0.9354 on the inference dataset.
The accuracy predicted by the regression model is compared
against the actual accuracy to calculate the residual values.
The results of the residual values are present in Figure 2. As
depicted in the figure, our findings demonstrate that regression,
relying solely on the MI values, can estimate the model’s
accuracy on this dataset. Notably, as the training converges, the
prediction error approaches zero. This figure further illustrates
that the residual values for most checkpoints are centered at
zero, indicating a high level of prediction accuracy at the point
of model convergence. To conclude, we can employ regression
to precisely define and quantify the relationship between MI
values and the test accuracy of models.

VI. METHODOLOGY

In this section, we present our proposed scheme based on
the key observations in Sec. V. As illustrated in Figure 3,
our scheme incorporates two mechanisms to prevent malicious
behavior by SPs. The first mechanism, accuracy estimation,
assesses the quality of services when SPs act honestly and
identify poor-quality services when using the correct model
architecture and dataset. The second mechanism detect when
SPs use a model architecture or dataset inconsistent with the
declared specifications, or when they forge intermediate layer
outputs. Our scheme is into two stages. In the first stage, the
MLaaS server benchmarks the model checkpoints to the TA,
who records the associated metrics and relevant regression
parameters. In the second stage, the client sends inference
requests to the MLaaS server and submits compressed input
data and inference results to the TA for auditing. Based on
the previously benchmarked results, the TA then evaluates the
SP’s service quality. Additionally, the TA verifies the integrity
of the model’s output layers by measuring their differences in
MI values.

A. Benchmarking Model

Prior to delivering the service, the SP must evaluate the
performance of their implemented models and provide the re-
sults to the TA as benchmarks for black-box inference service.
To prevent the SP from forging the results or sabotaging this
process, the dataset used for benchmarking is independently
collected by the TA, who possesses the ground truth for this
dataset. The benchmarking procedure is illustrated through two
algorithms. Alg. 1 elaborates on the responsibilities assigned to
the SP, whereas Alg. 2 shows the tasks at the TA side. As with
other existing studies, the problem of MI with deterministically
computed features is addressed by introducing small amount of
Gaussian noise after each layer for analysis purposes [52]. The
noise is controlled by parameter σ. Injecting Gaussian noise
during training is a widely researched regularization technique
proven to enhance model generalizability and robustness [53]–
[55]. It is proved in [54] that it forces the network to
learn smoother, simpler functions, which are more likely to
capture the true underlying data distribution for the model.
Furthermore, [55] formalizes this as a strategy to trade for an
increase in test set accuracy. During this training phase, the
checkpoint for each epoch needs to be recorded to prepare for
the subsequent benchmarking process.

After completing its training, the SP must notify the TA
and benchmark the model. Upon acquiring the benchmark
dataset Dbenchmark, inferences are made for all checkpoints
and the outputs from all intermediate layers and the final
result are collected. Subsequently, PCA is employed to com-
press these outputs to form a compressed layer output chain
Ti = {ELi0

(Ti0), ELi1
(Ti1), ..., ELij

(Tij)}, in which i is the
index of the checkpoint and ELij

is the PCA encoder for jth
layer output. Here we set the PCA component numbers to

√
d,

where d is the dimension of the input data. To improve com-
putational efficiency, we retain all singular vectors produced
during PCA and transform the data as needed for different
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Fig. 3: The overview of the proposed scheme.

Algorithm 1 Benchmarking Procedure for MLaaS Server.
Input: Training dataset Dtrain = (Xtrain, Ytrain), Noise parameter
σ
Output: Trained and benchmarked model checkpoints Θ, all layer
output chains T, and all inference output Ŷ

1: Alter the model architecture to inject Gaussian noise ϵ ∼
N (0, σ2) after each layer

2: while not converged do
3: Train the model by minimizing the loss function θi =

argmin
θ

L (Xtrain, Ytrain; θi−1)

4: Save all checkpoints during training Θ = (θ0, ..., θi)
5: end while
6: Receive auxiliary dataset for benchmarking Xbenchmark from

the TA
7: for each checkpoint θi ∈ Θ do
8: for Lij : selected intermediate layers from θi do
9: Collect output of each layer Tij = Lij(Xbenchmark)

10: Compress the intermediate output via encoder ELij (Tij)
11: end for
12: For each checkpoint θi, collect final inference output Ŷ =

{Ŷ0, Ŷ1, ..., Ŷi}
13: For each checkpoint θi, get a compressed layer output chain

Ti = {ELi0(Ti0), ELi1(Ti1), ..., ELij (Tij)}
14: end for
15: Collect all layer output chains T = {T0, T1, ..., Ti}
16: return T,Θ, Ŷ

dimensions. All layer output chains T = {T0, T1, ..., Ti} and
the inference result Ŷ are then returned to TA.

After receiving the inference results, the TA must estimate
the MI for the layer output chains. Before the estimation, the
input data, which is Dbenchmark, must also be compressed
using PCA with the same component number. In our case, the
KSG estimator [45] is utilized for MI estimation. At this stage,
TA only needs to estimate the MI between the input and the
intermediate layer output. Since TA has the correct benchmark
data labels, it is also required to calculate the accuracy αi

of the inference results returned at each checkpoint. After
calculating the corresponding MI values I and accuracy A

Algorithm 2 Benchmarking Procedure for TA.
Input: Auxiliary benchmark dataset Dbenchmark =
(Xbenchmark, Ybenchmark)
Output: Coefficients for regression model of accuracy and MI W,B

1: When receives a request for model benchmarking, TA sends its
auxiliary data for inference Xbenchmark to SP

2: TA receives layer output chains T and inference result Ŷ from
SP

3: for each layer output chain Ti ∈ T and the corresponding
inference result Ŷi ∈ Ŷ do

4: Calculate accuracy αi = acc(Ŷi, Ybenchmark)
5: for each element in layer output chain ELij (Tij) ∈ Ti do
6: Compute the MI values for the compressed in-

put data to the compressed intermediate outputs Iij =
I(Ex(Xbenchmark), ELij (Tij))

7: end for
8: Ii = {Ixi0, Ixi1, ...Ixij}
9: end for

10: Collect layer output chains for all checkpoints T =
{T0, T1, ..., Ti}.

11: The accuracy of all checkpoints is saved to A = {α0, α1, ..., αi}
12: Fit the MI values and corresponding accuracy to a regression

model so that Â = W2 · f (W1I+ b1) + b2

13: The parameters of the regression model are
W = {W1,W2} ,B = {b1,b2}

14: return W,B

for all checkpoint outputs, a dataset comprising all MI values
and corresponding accuracy can be assembled. The TA then
utilizes this data, denoted as I and A, to train a simple
regression model such that

Â = W2 · f (W1I+ b1) + b2, (22)

where the accuracy A is approximated by a function of MI
values I. Here, f represents the activation function. Regression
model here is employed to establish a quantitative relationship
between MI dynamics and accuracy. Finally, the TA will store
all MI values, accuracy, and parameters from the regression
model to complete the benchmarking process. It is worth
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noting that in Eq. (22) we present the mathematical expression
using a generic regression model. For linear regression, we
can simply set f to the identity function y = x, because a
linear regression model is sufficient to effectively captures the
MI-accuracy relationship in simple models. For more complex
models, a sophisticated MLP regression model is required.

In addition, during the benchmarking process, we require
the SP to return the singular vectors generated when the
input data is compressed by PCA, because during the service
quality inspection by the TA, the user’s data also need to
be compressed via PCA. Since the amount of inference data
provided by a single user is small, having the user perform
local compression may result in PCA projections that poorly
capture the data’s variance. To address this, we instruct the SP
to return the singular vectors computed during the compression
of the training data. The TA stores these vectors locally and
provides them to the client upon request. Therefore, we omit
the detailed verification process in this discussion.

B. Inference and Quality Inspection

Algorithm 3 Inference and Quality Inspection Procedure.
Input: Inference data Xinference, Coefficients of the regression
model W,B
Output: Approximated accuracy α̂.

1: Send the inference data Xinference to the SP
2: Receive the inference result Ŷ .
3: Send the service selection and the compressed input to

the TA. TA then retrieves the layer output chain T =
{EL0(T0), EL1(T1), ..., ELj (Tj)} from the SP.

4: for each element in layer output chain ELj (Tj) ∈ T do
5: Compute the MI values for the compressed

input data to the compressed intermediate outputs
Ij = I(Ex(Xinference), ELj (Tj))

6: end for
7: I = {I0, I1, ..., Ij}
8: Calculate the approximated accuracy via Eq. (22)
9: return α̂

When users access the inference service, they submit their
data Xinference to the SP as usual. The SP then returns
the final results Ŷ and saves the compressed output chain
from each layer T = {EL0

(T0), EL1
(T1), ..., ELj

(Tj)} as
archives. Likewise, the users compress their input data using
the singular vector from TA. It can delegate the auditing task
to TA by uploading the compressed input data to it. Upon
receiving enough samples from the specific inference service,
the TA employs the same MI estimator to calculate the MI
values I = {I0, I1, ..., Ij}, and then finds the regression model
from the benchmark records according to client’s selection.
To retrieve parameters for integrity verification, the TA first
identifies the historical checkpoint accuracy α′ ∈ A that is
closest to the received approximated accuracy α̂. Using the
model parameters associated with this specific checkpoint, the
TA computes the baseline MI I ′xl, representing the dependency
between the input and intermediate layer outputs, and I ′ll,
representing the information flow between consecutive inter-
mediate layers. With these parameters, it can then calculate
the approximated accuracy of the results returned by the SP

from the MI values via Eq. (22). The inference and quality
verification procedure for clients is illustrated in Alg. 3.

C. Integrity Verification

In addition to assessing the accuracy of the inference
service, it is also essential to validate the integrity of the
intermediate layer output chain given by the SP. This phase is
crucial to prevent the SP from manipulation the intermediate
layer outputs in order to fake the final results.

After inference quality inspection, TA needs to the identifies
the checkpoint with the closest matching accuracy to the
estimated accuracy α′. It retrieves the corresponding layer
output chain and estimate MI for the input data and output of
the intermediate layer I ′xl = {I0′xl, I1′xl, ..., I

j′
xl}, the neighboring

intermediate layers I ′ll = {I0′ll , I1′ll , ..., I
j−1′
ll }. The integrity of

the layer output chain can be assessed by comparing the MI
values with the records. The TA can therefore calculate the
MI errors through a distance function. A common choice is
Euclidean distance. We tolerate some degree of noise level,
δe between benchmarked values and measured ones. When
the distance d is less than or equal to δe, the MI values
are considered valid to match the corresponding. In regres-
sion models, the relationship between input variables and
output variables can be many-to-one. Consequently, different
combinations of input variables can yield the same output,
potentially enabling a malicious SP to manipulate outcomes.
This verification procedure ensures that the MI value aligns
with that of the closest benchmark record. The integrity
verification process assesses the reliability of the inference by
comparing expected behavior against observed results. The TA
first retrieves the baseline MI values (I ′xl, I

′
ll) corresponding to

the closest historical accuracy α′. These are compared against
the actual MI values (Ixl, Ill) computed from the current
local layer outputs. The final confidence score c is derived
by quantifying the deviation between the baseline and actual
information flows using Eq. 23.

C (I, I′) =


1, if d (I, I′) ≤ ϵe

1− d(I,I′)−ϵe

δ−ϵe
, if ϵe < d (I, I′) ≤ δ

0, if d (I, I′) > δ

(23)

I is the concatenation of all calculated MI vectors. The
overall confidence level in the legitimacy of the generated
MI values can be represented by Eq. (23). We use Euclidean
distance as function d. A confidence closer to 1 indicates a
higher probability that the MI value is real. As a result, the
client can ensure the quality of the SP-provided service while
also verifying the integrity of the returned layer output chain.
The client can accept the result when the confidence score
exceeds a predefined acceptable threshold.

D. Importance of Accuracy Estimation

Our solution comprises two components: accuracy estima-
tion and integrity verification. One might wonder why accu-
racy estimation is needed when integrity verification, which
compares the MI value of the returned output chain to an
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expected MI value, can already tell if the result is correct. TA
can achieve this by comparing the calculated MI values with
the MI values obtained at the end of model training. However,
accuracy estimation is essential because relying solely on
integrity verification is unreliable. The model’s performance
on user data may differ from its performance on benchmark
data. Rather than relying on the final MI values from the
training epoch, we need to recalibrate the corresponding MI
value as the model’s accuracy fluctuates. As illustrated in
Figure 1, during the later stages of training, the model’s
accuracy tends to stabilize, showing only minor improvements.
However, the MI value continues to change at a relatively
steady rate. Consequently, even a slight change in accuracy
can result in a significant difference in the MI value. Because
of such fluctuation, when there is a small gap between the
model’s accuracy on Dbenchmark and Dinference, the accuracy
gap could have a significant impact on the MI. Furthermore,
since a large number of checkpoints are retained during the
training process, one of the most straightforward ways for the
SP to degrade service quality is by using partially trained
checkpoints to provide services. Therefore, detecting this
form of sabotage becomes even more critical. Thus, accuracy
estimation is the most straightforward way to prevent such
sabotage.

E. Security Analysis

We conduct a thorough analysis of the security of our ap-
proach to examine potential adaptive attacks. According to our
threat model in Sec. III-B, we assume that SP launches these
attacks primarily to save computing costs and intentionally
sabotage inference results. The objective is to manipulate the
returned data to closely resemble the correct data without
actually providing the correct inference results. Also, our
auditing scheme requires the TA to access intermediate output
from the SP’s model. We acknowledge that this creates a
potential privacy risk [56], even with a non-malicious auditor,
as data could be exposed through model inversion attacks
[57], [58]. However, this risk can be easily mitigated by
integrating existing security measures. These include running
the audit within a secure computing environment, such as
trusted execution environment (TEE), and applying differential
privacy techniques [59], [60]. While designing these integrated
protocols is beyond the scope of our current work, our auditing
method is fully compatible with such safeguards.

Input masking attack. An input masking attack occurs
when an SP attempts to forge inference results actively. This
can happen when SP does not actually perform the inference
and returns the forged results in order to save computational
resources. We assume that the SP achieves this by adding
noise to input data to increase MI. In our threat model, the
SP must correctly train the model to pass the benchmarking
process; otherwise, it reveals its true ability and fails to attract
users. Consequently, the SP is aware of the correct model’s
MI metrics. This knowledge enables the SP to directly add
noise to the compressed vector of the input data and return
it as intermediate output, thereby increasing the MI value.
By adjusting the magnitude of the noise, the SP can control

(a) Forged Chain (b) Normal Inference

Fig. 4: Information Residual

the MI value between the forged vector and the input data,
theoretically allowing it to achieve desired MI value. As a
result, an attacker can manipulate the MI values, thereby
impacting the estimated accuracy of the model.

Our scheme’s integrity verification function effectively mit-
igates this type of attack. To comprehend this, it is crucial
to analyze the similarities and differences between the MI
obtained through normal inference and the forged one. To
illustrate this comparison, we provide visualizations of the
MI in both scenarios. Figure 4b and Figure 4a illustrated the
information residual in both process. Each layer progressively
reduces the information from the original input data as it
processes the data. Assuming that the attacker successfully
forges the output, the remaining information from the input
data in T2 is equivalent in both scenarios. However, as shown
in Figure 4b, in the normal inference process, since the output
of each preceding layer serves as the input for the subsequent
layer, the next layer’s output retains a significant amount of
information from the previous layer. Conversely, when the
attacker forges the data, the information in T2 is derived
directly from the input data, resulting in less information from
the preceding layer T1 being retained in T2. The retained
information from T1 in T2 can be measured by MI I(T1;T2).
In our scheme’s integrity verification method, we compare the
MI between adjacent layers of the received intermediate layer
output chain with that of the correct model. This comparison
ensures the integrity of the received intermediate layer output
chain and prevents forging.

Model trained with different data. The SP selects a model
with an identical structure but trains it on data meant for
other purposes. We assume that SP has a correctly trained
model and has passed the benchmark using it. And it is
intentionally degrading the quality of service using a model
trained with different data. For the widespread use of MLaaS
platforms to train a wide range of tasks, it is likely that the SP
has previously trained a different task using the same DNN
architecture. The SP may use a model that has already been
trained on other datasets to provide inference services as Eq.
(24).

Yout = {f(xi, θ
′)|xi ∈ Xinference} (24)

It hopes that the model can gain benefits from knowledge
obtained from training on other data, thereby circumventing
our verification mechanism. However, reusing models across



10

different tasks may lead to vulnerabilities, as the model
weights may not be optimally for the new task. Therefore
such behavior could lead to results that do not align with the
intended use and are either irrelevant or incorrect. Neverthe-
less, the forged intermediate layer output chain is unlikely to
bypass our verification scheme. This is a result of the inherent
biases present in models that have been trained on various
datasets. For instance, models may adopt distinct focuses
and methods for feature extraction depending on the dataset.
These differences lead to variations in how the models process
information during inference, thereby altering the MI the input
and the intermediate layer. Consequently, despite the efforts to
increase MI, the values will differ due to these dataset-specific
biases.

Model with a simpler structure. The SP chooses a model
with a less complex design but trained on the right dataset. In
this case, we also assume that the SP is intentionally degrading
the quality of service. Utilizing a simpler model structure
could decrease the model’s accuracy and reliability. However,
despite training on the same dataset, changes in the model’s
architecture result in variations in each layer’s behavior. As a
result, the MI values become difficult for attackers to replicate
accurately in order to match the ones output by the correct
model architecture. Therefore, it is also challenging for an
attacker to manipulate the output chain of the intermediate
layer using this behavior.

VII. EXPERIMENTAL EVALUATION

In this section, we detail the implementation of the proposed
scheme and present experimental results. Additionally, we
examine the scheme’s robustness by evaluating its performance
against several malicious behaviors.

A. Experiment Setup

All experiments are run in a high performance server with
the configuration of Ubuntu 22.04, Intel Platinum 8352V
2.10GHz CPU, RTX 4090, and 512GB RAM. All models their
corresponding training logic are implemented using the JAX
library [61]. In order to demonstrate generalization ability of
our method to diverse domains, we perform experiments on
two different tasks. For image classification task, we train
our models on popular dataset CIFAR10, CIFAR100 [50],
and ImageNet-100 [62]. To study our method across different
datasets and models, we pair each dataset with a representative
ResNet architecture of increasing depth and capacity. This
allows us to cover a range of datasets and model complexity
while keeping the experimental cost controllable. For CI-
FAR10, ResNet18 [63] is the adopted model architecture. And
for CIFAR100, ResNet34 [63] is adopted. ImageNet-100 is
a subset that randomly sampled from ImageNet-1K dataset
[64] and resized to 160 pixels. We train ResNet-50 on this
dataset. We evaluate our scheme on this large-scale datasets
with with larger model to demonstrate the applicability to real-
world MLaaS workflow. We selected the first layer of ResNet
and each subsequent ResNet block as intermediate layers for
collecting outputs. For both cases, we use a three-layer MLP as
the regression model with 50 hidden layers. As for NLP task,

we employ a transformer text classifier on AG News [65].
The model is stacked of six standard Transformer encoder
layers with a classification head in the end. Each encoder
layer consists of 8 attention heads with a 1024 dimensional
feedforward network. We also perform experiment on graph
data. A small amount of Gaussian noise is introduced into the
model before each layer, with a standard deviation (σ) set to
0.001. We use the training data set for training and split the
testset evenly into two subsets: a benchmark dataset and an
inference dataset. The benchmark dataset is utilized by the
TA to provide measurement benchmark services for the re-
spective model. Meanwhile, the inference dataset is processed
as data requested by users. For selecting intermediate layers,
we collect the activations after each group of ResNet basic
blocks and the first activation at the beginning in the image
classification task. Due to the relatively low complexity of
the NLP classification tasks, we collect the outputs from all
intermediate layers for subsequent analysis. The ϵe is set to
0.3 and δ to 2.0 for confidence calculation.

1) Computational Overhead: We evaluate the computa-
tional overhead by comparing our methodology against native
execution, which is limited to performing only the necessary
computations. Compared to the typical MLaaS inference work-
flow, our approach introduces computational overhead primar-
ily in two phases: benchmarking and verification. In the first
phase, PCA, MI estimation introduce the main computational
overhead. Since the regression model we use is simple and
the training data is small, which typically consisting of a
feature vector of length 5, the time required to train the model
is negligible and therefore excluded from consideration. The
additional inference performed in the first phase also needs to
be taken into consideration. We used 5000 samples as input
data. For MI estimation, the results presented here represent
the time required to execute the algorithm once. The time
consumption for PCA compression is presented in Figure 5a
and MI estimation using the KSG algorithm is presented in
Figure 5b.

It is worth noting that the number of epochs required for
training can vary significantly across different models and
datasets, necessitating adjustments to the training duration ac-
cordingly. Consequently, the computational overhead reported
here pertains solely to a single checkpoint. We observed that
PCA compression and MI estimation contribute a lot to the
computational overhead. To reduce consumption, we did not
calculate all MI values in Alg. 1. Instead, we computed only
the necessary MI values. For those required for subsequent
integrity verification, we deferred their calculation and per-
formed it on demand. The computational time for PCA is
influenced by three factors: the number of intermediate layers
selected, the size of the intermediate outputs, and the number
of principal components retained after compression. The time
required for MI estimation depends on the size of the evaluated
data and the parameters of the estimation algorithm. In our
experiments, we use the KSG algorithm with k = 5 and
base = 2 for MI estimation.

Given that the SP must perform inference on user data
when a client initiates an inference request, even without
any additional verification process, the inference time is not
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(a) PCA (b) MI estimation and inference

Fig. 5: Major time consumption for additional operations

considered part of the additional computational overhead. To
compress the input data, the client only needs to perform
a matrix multiplication, as it already possesses the singular
vectors provided by the TA, resulting in a negligible time
consumption. Similarly, since the regression model we use
is of low complexity, the time the TA spends to estimate
the accuracy can be considered negligible. Therefore, the
primary time-consuming components of quality inspection
and integrity verification is MI estimation. Since the data
dimensions remain the same, we can refer to Figure 5b for
the MI computation time during the phases. In our proposed
solution, the majority of the additional computational overhead
occurs during the benchmarking process. There is minimal
overhead in accuracy estimation and integrity verification.
This makes our solution less computationally expensive than
the zk-SNARKs approaches during online execution. For ex-
ample, ZEN [25] requires approximately 20,000 seconds to
set up for the LeNet-Face-large-ORL model. In addition, it
requires approximately 20,000 seconds to generate a proof for
a single inference request. In contrast, our method imposes
no additional client-side computational overhead beyond a
single matrix multiplication operation. The TA only needs
to collect the corresponding intermediate layer outputs and
perform PCA compression along with MI estimation. Fur-
thermore, since inference requests are commonly processed
in batches, the average per-sample overhead introduced by our
method is therefore much lower than that of zk-SNARK-based
approaches.

B. Empirical Studies on Accuracy Estimation

In this subsection, we empirically evaluate the effectiveness
of accuracy estimation in our scheme. To evaluate the perfor-
mance, we simulate scenarios involving malicious SP deliv-
ering incorrect inference services using undertrained models.
In the experiments, we deployed each collected checkpoint
to provide inference services and examined its accuracy. And
our proposed scheme estimates the accuracy of these services.
As shown in Figure 6, we compare the true accuracy with
the accuracy estimated using MI. The accuracy of the fully
trained model is also marked on the figure as baseline. In
our experiment, we used stochastic gradient descent (SGD) as
the optimizer to train the model. During training, the weights
exhibit short-term stochastic fluctuations [66], resulting in
fluctuations in the raw accuracy data. To mitigate these fluctua-
tions, we applied a simple moving average (SMA) in Figure 6,

which smooths the curve and reduces fluctuation, allowing the
underlying trend to be observed more clearly. We also apply
this technique to the estimated accuracy to keep consistency. It
can be observed from the figure that as the number of training
epochs increases, the service accuracy approaches that of the
fully trained model. Furthermore, our proposed solution can
estimate the accuracy with low error with the actual accuracy.
Overall, the R2 score of the regression is 0.923 for Figure 6a,
0.949 for Figure 6b, 0.989 for Figure 6c and 0.994 for Figure
6d. The correct estimation demonstrates the effectiveness of
our scheme.

C. Empirical Studies on Adaptive Attacks
In this subsection, we evaluate the effectiveness of our

proposed scheme by simulating a range of potentially attacks
that SPs might engage in. We simulate these attacks and test
whether our proposed scheme can successfully detect them.
We also present the results for the correct inference service
case, where no attack is present, and the confidence scores
are 1 for all settings.

Input masking attack. SP attempts to forge inference
results without actually performing it. The SP bypasses the
required inference computations and add noise to the input
data to fabricate the compressed vectors. SP does this to
increase the MI of the input and intermediate layer output.
In our simulation of this attack, we adopt a simple random
masking algorithm as the masking strategy. Specifically, we
randomly add Gaussian noise to the input data and forge the
intermediate output through manipulating the noise volume.
In this scenario, since the attacker can freely manipulate
I(X;T ), the accuracy estimated by the TA is no longer a
reliable metric. Therefore, the primary role of the TA is
to identify an incorrect intermediate output chain through
integrity verification. Tab. II and Tab. III present the MI values
under this scenario. We can observe that though the I(X;T )
under such attack is consistent with the benchmarked values,
while the I(Ti, Ti+1) is not. This difference will cause the
confidence scores obtained by Eq. (23) to decrease. As a result,
the confidence scores yielded under this attack in all settings
are 0.

Model trained with different data. For ResNet18 and
ResNet34, we switch the datasets to train two models in both
scenario. For ResNet50, we train it on upscaled version of
CIFAR100. As for transformer, we adopt Sogou News [67],
which is a dataset from a different source. As a result, the
inference data is inconsistent with the training data. In this
case, since we did not replace the final fully connected (FC)
layer of the model, the actual accuracy remains quite low.
However, training on different datasets allows the model to
extract important information, even though the information
may be irrelevant to the downstream task. As shown in the
tables, the MI values in this case are relatively close to the
true values. Therefore, it is understandable that the regression
model could make an incorrect prediction in this scenario.
This indicates that the SP is actively deceiving the client
successfully. In such cases, integrity verification is necessary
to challenge these results. The confidence scores yielded in
this scenario are also 0 for all settings.
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ResNet18 on CIFAR10 I(X,T1) I(X,T2) I(X,T3) I(X,T4) I(X,T5) I(T1, T2) I(T2, T3) I(T3, T4) I(T4, T5)

Input masking attack 4.74 1.42 −0.12 −0.13 0.29 1.54 −0.08 0.06 0.02

Model trained with different data 5.30 2.90 −0.01 −0.13 0.35 2.04 0.37 1.83 0.36

Model with a simpler structure 4.64 2.01 −0.00 −0.13 0.43 2.01 1.20 2.38 1.50

No attack 4.74 1.42 −0.12 −0.13 0.28 1.61 0.56 0.86 2.66

Benchmark 4.74 1.42 −0.12 −0.13 0.29 1.58 0.55 0.88 2.66

TABLE II: Comparison of MI values under different scenarios of ResNet18 on CIFAR10

ResNet34 on CIFAR100 I(X,T1) I(X,T2) I(X,T3) I(X,T4) I(X,T5) I(T1, T2) I(T2, T3) I(T3, T4) I(T4, T5)

Input masking attack 5.25 3.05 0.03 −0.03 −0.03 2.93 0.04 0.15 0.13

Model trained with different data 4.73 1.85 −0.01 −0.03 −0.03 1.98 0.58 0.33 9.83

Model with a simpler structure 4.23 2.44 0.54 0.84 1.35 2.41 3.14 1.41 1.50

No attack 5.41 2.38 0.05 −0.03 0.67 2.57 0.70 2.15 1.15

Benchmark 5.42 2.33 0.03 −0.03 0.67 2.54 0.67 2.18 1.14

TABLE III: Comparison of MI values under different scenarios of ResNet34 on CIFAR100

ResNet50 on ImageNet-100 I(X,T1) I(X,T2) I(X,T3) I(X,T4) I(X,T5) I(T1, T2) I(T2, T3) I(T3, T4) I(T4, T5)

Input masking attack 4.93 2.63 0.04 −0.20 0.50 0.92 0.33 0.01 −0.02

Model trained with different data 5.21 1.85 0.00 −0.23 0.28 3.41 2.66 1.44 0.15

Model with a simpler structure 4.73 2.84 −0.03 0.43 1.02 1.85 3.56 1.14 1.31

No attack 4.94 2.64 0.05 −0.3 0.51 1.80 1.50 0.50 0.96

Benchmark 4.93 2.63 0.05 −0.24 0.51 1.80 1.50 0.50 0.96

TABLE IV: Comparison of MI values under different scenarios of ResNet50 on ImageNet-100

Transformer on AG News I(X,T1) I(X,T2) I(X,T3) I(X,T4) I(X,T5) I(T1, T2) I(T2, T3) I(T3, T4) I(T4, T5)

Input masking attack 10.87 7.23 5.32 2.98 1.81 1.10 0.37 0.36 0.55

Model trained with different data −0.01 −0.01 0.20 −0.20 0.00 0.14 −0.14 0.20 0.23

Model with a simpler structure 8.39 6.88 4.51 2.01 0.67 5.08 5.63 6.20 7.37

No attack 10.87 7.23 5.32 2.98 1.80 4.61 5.13 5.52 7.38

Benchmark 10.87 7.23 5.32 2.99 1.81 4.61 5.13 5.52 7.38

TABLE V: Comparison of MI values under different scenarios of transformer on AG News

Model with a simpler structure. We simulated a scenario
where the SP is expected to deliver a fully trained model
with correct architecture. However, the SP trains and offers
inference services using only with simpler architecture to
conserve computing resources. In this case, we modify the
model architectures with fewer filters and basic blocks in
each group. Specifically, we reduced the number of filters in
ResNet18 to 16 and limited each ResNet block to a single
layer. Similarly, we reduced the number of filters to 16 and
set the number of layers per block to two for both ResNet34
and ResNet50. For transformer, we reduce the number of
multi-head attention heads from 8 to 2. The models are
trained with correct dataset and same hyper parameters. Due
to the somewhat relatively accurate training of the models, the
regression model fails to predict correct accuracy when using
MI values as input. This indicates that, although the model
has degraded the quality of service, it has circumvented our
accuracy estimation mechanism. The confidence scores calcu-
lated by integrity verification scheme are 0, which disputes the
incorrect outcomes.

D. Parameters Selection for Integrity Verification

Our attack detection method here is primarily based on
Eq. 23. The confidence calculation in our scheme relies
on two pre-set thresholds, ϵe and δ. The choice of these
thresholds influences the judgment of correct inferences and
the identification of adaptive attacks. We evaluate the effects
of different threshold selection in Eq. (23) on the integrity
verification process in our scheme. The parameter ϵe controls
the tolerance for noise in normal inference service, while δ
defines the upper threshold for identifying abnormal one. In
order to understand the influence of these parameters on our
scheme, we vary them in the neighboring range. We present
the changes in confidence scores across different scenarios as
parameters vary. The results show that adjusting these two
parameters may impact the confidence score, but this effect is
typically observed only when the parameters are set to extreme
values. Within a reasonable range, the choice of parameters
is unlikely to significantly affect the final result. Even when
an effect is observed, it is minor and does not substantially
influence the outcome.
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(a) ResNet18 on CIFAR10 (b) ResNet34 on CIFAR100 (c) ResNet50 on ImageNet-100 (d) Transformer on AG News

Fig. 6: Comparison of estimated accuracy and true accuracy on inference datasets with undertrained models

(a) No attack (b) Input masking attack
(c) Model trained with different
data

(d) Model with a simpler architec-
ture

Fig. 7: Parameters tuning on confidence calculation of ResNet18 on CIFAR10

(a) No attack (b) Input masking attack
(c) Model trained with different
data

(d) Model with a simpler architec-
ture

Fig. 8: Parameters tuning on confidence calculation of ResNet34 on CIFAR100

VIII. CONCLUSION

In this paper, we addressed the crucial challenges of ver-
ifying service quality and inference integrity in the MLaaS
paradigm. Traditional MLaaS frameworks leave clients with-
out the capability to assess the service quality due to the
absence of ground truth. To overcome these limitations, we
introduced a novel framework that audits both the quality and
integrity of the inference using the proposed DNN inspection
method. Our approach involves capturing the intermediate
layer outputs of the model and quantifying the MI values
to represent the model’s inherent behavior. We conducted
both theoretical and empirical analysis to demonstrate the
effectiveness of our scheme. We also conducted a thorough
analysis of our framework’s resilience against various adaptive
attacks. Extensive empirical studies performed demonstrated

that our method is both effective and robust in auditing
service. In this work, we audit the inference service using
MI estimates from multiple inference cases to satisfy the
AEP. However, the challenge of auditing with limited data
remains unresolved. Moreover, although our objective here
is to assess the core mechanisms of the scheme based on
the assumption that the TA is fully trustworthy. At last, we
assume a trustworthy auditor in this work. This simplification
allows us to focus on our core technical challenge, which is
detecting SP’s misbehavior. We propose a foundational method
for auditing MLaaS, not a comprehensive framework with
privacy guarantees. Research focus on balancing privacy and
auditability is still needed. We leave the resolution of these
issues for future work.
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(a) No attack (b) Input masking attack
(c) Model trained with different
data

(d) Model with a simpler architec-
ture

Fig. 9: Parameters tuning on confidence calculation of ResNet50 on ImageNet-100

(a) No attack (b) Input masking attack
(c) Model trained with different
data

(d) Model with a simpler architec-
ture

Fig. 10: Parameters tuning on confidence calculation of Transformer on AG News
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