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Liang, Huadi Zheng

Abstract—Model extraction (ME) attacks replicate valuable
black-box machine learning (ML) models via malicious query
interactions. Cutting-edge attacks focus on actively designing
query samples to enhance model fidelity and imprudently adhere
to the standard ML training approach. This causes a deviation
from the true objective of learning a model over a task. In
this paper, we innovatively shift our focus from query selection
to training process optimization, aiming to boost the similarity
of the copy model with the victim model from neuron to
model level. We leverage neuron matching theory to attain this
objective and develop a general training booster framework,
MEBooster, to fully exploit this theory. MEBooster comprises
an initial bootstrapping phase that furnishes initial parameters
and an optimal model architecture, followed by a post-processing
phase that employs fine-tuning for enhanced neuron matching.
Notably, MEBooster can seamlessly integrate with all existing
model extraction attacks, enhancing their overall performance.
Performance evaluation shows up to 58.10% fidelity gain in
image classification. From a defender’s perspective, we introduce
a novel defensive strategy called Stochastic Norm Enlargement
(SNE) to mitigate the risk of such attacks by enlarging the model
parameters’ norm property in training. Performance evaluation
shows up to 58.81% extractability (i.e., fidelity) reduction.

Index Terms—Machine Learning Privacy, Model Extraction
Attack, Defense against Model Extraction

I. INTRODUCTION

He Machine Learning as a Service (MLaaS) business has

emerged to deploy machine learning (ML) models on
cloud platforms, such as Microsoft Azure ML [1], Amazon
AWS ML [2], and Google Cloud AI [3]. These models,
through query interfaces, are now accessed by numerous ap-
plications in the fields of computer vision and natural language
processing. However, recent model extraction (ME) attacks [4,
5, 6] have exposed vulnerabilities of MLaaS through these
query interfaces, enabling adversaries to replicate a victim
model without accessing its training data. Model privacy and
data privacy are fundamentally interconnected [7, 8, 9, 10].
Such attacks not only compromise the privacy of model
parameters but also threaten the privacy of the data underlying
the model. For example, they facilitate various downstream
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attacks on data privacy and security, including membership
inference [11], adversarial attacks [12, 13], and model inver-
sion [14].

To extract deep and complex ML models to date, learning-
based model extraction is the de-facto type of ME attacks. Ex-
isting works [5, 6, 15, 16] cast the attack as an active learning
problem [15], where the goal is to acquire informative query
samples from the victim model for training the copy model.
These approaches follow a “learning-a-task” paradigm, which
focuses on improving task accuracy through conventional
training. However, this paradigm struggles to achieve high-
fidelity extraction. The reason is that the copy model is trained
under unsuitable conditions for replicating the victim model.
As a result, it often converges to sub-optimal optima with
low fidelity (i.e., low similarity to the victim model). For
example, ActiveThief [16], the state-of-the-art learning-based
model extraction, can only achieve 94.25% fidelity even when
we grant it full access to all training details of the victim
model, such as architecture (ResNet [17]), initial parameters,
training dataset (CIFAR [18]), and hyperparameters of the
optimizer. That is, there is a discrepancy in the labels inferred
by the original and the copy model for about 1 in every 20 test
samples. This limitation arises from a fundamental mismatch
between the goal of model extraction and the learning-a-task
paradigm. However, this gap remains largely unaddressed in
the existing literature.

In this paper, we reevaluate the role of learning in model
extraction from a neuron-grained perspective and drive the
learning process beyond previous expectations by introducing
a generic training booster — MEBooster. The key idea is to
“learning-a-model” instead of to “learning-a-task”. Through
learning a model, the copy model can even achieve neuron-
level extraction to a certain extent [19, 20, 21]. To this end,
MEBooster brings two new perspectives: bootstrapping the
copy model’s initialization states and post-processing fine-
tuning. The former method assigns the copy model a su-
perior initialization status by estimating the victim model’s
parameters [22] (see Section V-C). The initialization errors
are further compensated by a width-expanded copy model that
can accommodate multiple estimated results (see Section V-D).
The latter extends neuron matching across more layers of the
copy model [20] (see Section V-E). It is noteworthy that both
perspectives of MEBooster can be directly adapted to existing
learning-based model extraction attacks without changes or
additional query costs.
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MEBooster faces several challenges. First, existing parame-
ter estimation methods are limited for two-layer linear neural
networks [22]. In Section V-C3, we generalize such methods
to complex models by encoding patch samples for middle
convolutional layers. Second, these methods assume access
to the probability distribution function of the input samples,
which is typically unavailable in practice. To address this,
Section V-C2 incorporates score matching [23] to model data
distribution using ML models using implicit score loss. Third,
existing optimal convergence theories focus only on the lowest
layer of neural networks [20]. We extend this theory to
facilitate upper layers (see Section V-E).

As our second goal, we explore the concept of “learning-
a-model” from the defender’s perspective. While MEBooster
enhances factors that facilitate model extraction attacks, our
defense focuses on identifying factors of the victim model that
resist these attacks. Current defenses against model extraction
primarily rely on prediction perturbation strategies [24, 25, 26,
27], and provide limited protection, especially against data-
free MEs [5, 6, 28], where adversaries extensively explore the
output space and thereby render these perturbations ineffective.
In contrast, we investigate inherent properties that impact how
easily a model can be learned without altering each prediction.
Accordingly, in Section VII, we propose a defensive training
strategy to adjust these properties to enhance the model’s
intrinsic resistance to extraction. In summary, we make the
following contributions in this paper:

o To the best of our knowledge, this is the first study on
learning-a-model instead of learning-a-task in the training
process of model extraction attacks.

e We present a training booster framework, MEBooster,
to exploit the potential advantage of the learning at the
neuron-grained level.

« Extensive experiments are conducted to demonstrate the su-
periority and generality of MEBooster on various computer
vision tasks. In the best case, MEBooster yields 58.10%
fidelity gain over existing attacks without the booster.

o A defensive training strategy is proposed for the first time
to exploit the hard-to-extract properties of the victim model.
Experimental results show it can reduce the extractability
(i.e., fidelity) of the victim model by up to 58.81%.

The rest of the paper is organized as follows. Section II
reviews related work. Section III defines the notations and
the problem. Section IV provides an overview of the ME-
Booster framework. Section V elaborates on MEBooster’s key
components: initial bootstrapping and post-processing fine-
tuning, both supported by neuron matching theory. Section VI
discusses the experimental results of MEBooster. Section VII
introduces a novel defensive training strategy. Finally, Sec-
tion VIII concludes this work.

II. RELATED WORKS
A. Model Extraction Attacks

Recently, an increasing number of commercial ML models
deployed with public query interfaces are shown to be highly
replicable by model extraction attacks [4, 29, 30], which
expose severe vulnerability in model confidentiality. Most

TABLE I
MAIN-STREAM LEARNING-BASED MODEL EXTRACTION ATTACKS
Data Acquisition Trainin,

Attacks Real-life . Synthesized Techniqfe
Tramer [4] v -
Papernot [29] v Structure Selection
Knockoff [32] v -
PRADA [31] v CV Search
ActiveThief [16] v -
MAZE [5] 4 -
DFME [6] v -
MEXMI [33] v -
HODA [35] 4 -
DisGUIDE [34] v _

Bayes Attack [26] v -

attacks follow a learning-based approach, where the attacker
approximates the target model using queried samples and oft-
the-shelf gradient descent (GD) training methods. Since the
training data of a black-box victim model is usually private and
inaccessible, early attackers have to construct and surrogate
query datasets, which have been shown to be ineffective. For
example, using random noise as query samples, model extrac-
tion is almost invalid [16]. To address this, Chandrasekaran
et al. [15] propose a learning-based model extraction based
on active learning, a type of semi-supervised learning that
selectively chooses the training data to label so as to maximize
extraction efficiency. From then on, acquiring informative
query data becomes a key objective for almost all existing
learning-based model extraction works [5, 6, 16, 29, 31].
Table I summarizes the features of existing learning-based
ME methods. Several attackers, such as Knockoff [32], Ac-
tiveThief [16], and MExMI [33], utilize pool-based strategies
to select samples from real-life public datasets, necessitating a
large data pool. An alternative approach is query-synthesizing-
based model extraction. One category employs synthetic active
learning algorithms, exemplified by PRADA [31] and Paper-
not [29]. Another category of synthetic approaches is data-free
model extraction, which has gained popularity, with methods
such as MAZE [5], DFME [6], and DisGUIDE [34] emerging.

However, the focus of all these works on query data
acquisition overshadows other optimization opportunities
for model extraction, especially in the training process.
As shown in Table I, there is a lack of studies on training
techniques. So far, only Papernot et al. investigate the structure
selection methods for copy models [29], and PRADA [31] uses
cross-validation (CV) to search for training hyper-parameters.

B. Defenses Against Model Extraction

Current research addresses model extraction threats through
three primary defense paradigms: (1) malicious query detec-
tion, (2) prediction perturbation, and (3) model watermarking.
Detection-based methods [31, 36] aim to identify suspicious
query patterns, while prediction perturbation [24, 25, 26, 27]
systematically alters output predictions to degrade extraction
performance. Model watermarking techniques [37, 38] embed
identifiable signatures into models to trace unauthorized use.
Among these, query detection remains vulnerable to coor-
dinated or stealthy attacks, and model watermarking faces



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

growing threats from watermark removal techniques [39, 40].
In contrast, prediction perturbation remains the only approach
capable of directly degrading the performance of extracted
models.

However, prediction perturbation [24, 25, 26, 27] faces an
inherent trade-off between privacy and utility, as excessive
distortion degrades the experience of legitimate users. To
complement these reactive defenses, we propose a proactive
defense paradigm based on model modification. It reduces the
extractability of victim models by strategically modifying their
properties during training, offering a fundamentally different
form of preemptive protection compared to post-deployment
methods.

III. PRELIMINARY AND PROBLEM DEFINITION
A. Notations

The victim models are deep neural networks (DNN) trained
for classification tasks with K classes in supervised learning.
A DNN model F(:;0) : X = Y is defined over an input
space X € R? and an output space ), where d is the input
dimension. For example, X can be images or texts, and ) are
the image labels or text sentiments.

A typical L-layer DNN consists of layers such as linear,
convolutional, activation, and pooling, with the Lth layer
being the output layer. Common activation functions o(-)
include ReLU / Leaky ReLU [41, 42]. In layer [, the
width/channel is n;, with neuron weights and bias as [w;_;, by ;]
The weight matrix W, = [w;1,...,w;n,] connects layers
I —1 and [, where w;; € R™-1 for linear layers, and
wy; € RM-1*Fxkl for convolutional layers, with (k;, k")
being the kernel size. Given a batch of input samples {x;}%_,
of size b, the output of layer [ is denoted as the ma-
wix £ ({zi}i=1) = [fur ({zi}ie1) oo frm ({2idioy)] €
RY*™ where f;;(-) denotes the output of the j-th neuron
in layer [ across the batch. The activation function’s diago-
nal matrix tensor for layer [ is defined as D; ({z;}}_,) =
[0 ({@i}ooy) oo o zm ({midhy) 1] € REX(ubx(nitd),
If the activation function o(-) is ReLU, z ;(z;) € {0,1}
indicates whether the j-th neuron is activated for input z;.

B. Problem Definition

The attacker has gained access to the query interface of
the victim model and can obtain the inference results (with
probabilities) of query samples chosen by her. As such,
she performs ME attacks against [’ within a query budget,
aiming to produce a copy model F’ that closely matches the
functionality of F’. This is mainly measured by fidelity [43],
which is the proportion of label agreement of two models on
an evaluation dataset D;.

C. Threat Model

We assume that attackers are aware of a victim model’s task
and have access to its query APIs, enabling them to interpret
the output data obtained. These attackers are expected to
have good mastery of machine learning techniques, including
standard initialization methods. For instance, in the context

of image classification, they are familiar with widely adopted
methods such as He initialization [44]. Besides, we assume
the attacker possesses some preliminary knowledge about the
victim model, such as the model family. We further assume
that attackers have some prior knowledge of the victim model’s
family or architecture. This assumption is realistic because
many MLaaS platforms publicly disclose architectural and
hyperparameter details. Services such as AWS Marketplace [2]
and Huawei AI Gallery [45] list model architectures and
optimizer settings, and researchers from these providers often
publish papers [46] that reveal additional implementation
information.

IV. THE ME BOOSTER FRAMEWORK

Framework Overview. Fig. 1 illustrates the general learning-
based model extraction (ME) framework augmented by ME-
Booster (in the green area). This framework is an abstrac-
tion of existing learning-based model extraction attacks, e.g.,
DFME [6] and ActiveThief [16]. As shown in this figure,
MEBooster focuses on training and consists of two parts:
initial bootstrapping (steps @-®), and the post-processing (step
®). We briefly introduce these two parts below, with detailed
discussions in Section V.

Stage 1: Initial Bootstrapping. MEBooster first targets
improving the copy model’s initialization to counteract the
performance limitations caused by random initialization in
learning-based ME [43]. In the learning-a-model scenario,
studies [47, 48, 49] indicate that a copy model initialized close
to the victim model is more likely to converge to the ground-
truth parameters via (stochastic) gradient descent, compared
to a randomly initialized model which may settle at a local
optimum. Hence, MEBooster allocates some query budget
to derive a reasonable estimation of the victim model’s
parameters, thereby improving initialization.

Specifically, after collecting the victim model’s architecture-
related information by reconnaissance attacks, the attacker
initializes the parameters in the copy model by a query-
based method (Section V-C). MEBooster constructs the initial
dataset on the victim model (step @) with a small query
budget Bj,;, and then estimates lower-layer parameters based
on the statistical value moment derived from this queried set
(step @). Since the initial norms of weights can affect the
convergence of the copy model, they are re-scaled in step
@ [44] (Section V-D).

To further enhance the effectiveness of this parameter esti-
mation, MEBooster over-widens the architecture of the copy
model (step @). In essence, it expands the width in each layer
so that the copy model can fully exploit the outcome of the
initialization with more neurons.

Stage 2: Learning-based Model Extraction. At this stage,
a current learning-based ME [5, 6, 16] is executed. First, the
query for the victim model is determined by an active learning
(AL) process (step @), either query-synthesizing-based or
pool-based. Once the query budget is used, the attacker retrains
the copy model with annotated samples (step ®), repeating the
process until the query budget is exhausted.

Stage 3: Post Processing with Fine-tuning-boosted Neuron-
grained Matching. In the outlined training process, two biases
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Fig. 1. The MEBooster framework for learning-based ME.

exist. First, earlier queried and trained samples have less
impact on the copy model, as they are gradually excluded
from further ME. Second, the copy model’s training is in-
adequate during the query generation iterations. To address
these issues, a theory on the neuron-grained matching achieved
by learning is extended from the foundational lowest-layer
neuron matching theory [20, 21]. Supported by it, we propose
a post-processing step (step ®), fine-tuning (Section V-E), to
match more neurons, particularly in upper layers. This step
also mitigates the first bias by utilizing all queried samples
equally.

V. NEURON-GRAINED MODEL EXTRACTION

In this section, we introduce neuron matching theory to
elucidate the mechanisms behind MEBooster. We then detail
the three modules of MEBooster supported by this theory,
which enhance the fidelity of the copy model through neuron-
grained matching with the victim model. These modules
include moment-based parameter estimation and width expan-
sion during the initial bootstrapping phase, which aims to es-
tablish favorable initial parameters and an optimal architecture.
Additionally, fine-tuning-boosted neuron-grained matching in
the post-processing stage demonstrates how the learning-based
method equips the copy model to match the victim’s neurons
across multiple layers of the neural network.

A. High-level Solution

Studies [20, 21] demonstrate that lower-layer neurons in
a copy model can align with those in the victim model via
gradient descent (Section V-B), i.e., via “learning-a-model”.
This alignment indicates that such model extraction does more
than just superficially learn the victim model’s task; it funda-
mentally replicates its neurons, achieving neuron matching.
However, they realize neuron matching only at the lowest
layer, i.e., the input layer, which makes them fall short of
hi-fi extraction from a complex model. In this study, we aim
to achieve closer alignment, i.e., (1) a higher proportion of
neuron matching, (2) greater similarity between the copy and
victim neurons, and (3) deeper layers of neuron matching. Key
to achieving the first two objectives is having closer initial
states to the victim model and an over-width architecture.
Consequently, we design optimization modules for moment-
based parameter estimation (Section V-C) and width expansion

“ ln Boundary of Copy Neuron k:
N fa wix+be=0
N

Boundary of Victim Neuron j:
. wjx +b; =0

Samples x [ O \\\ Boundary Band 1;(€)

N
Dataset D: {x} b

N[ o + o] :Boundary Sample Number T N[ o ] :Observation Sample Number K

Fig. 2. Illustration of observation sample number and boundary sample
number in model extraction.

(Section V-D) during the initial bootstrapping phase. We also
introduce a re-scaling initialization approach to combine the
advantages of both. Furthermore, we realize the last objective,
i.e., extending neuron matching to deeper layers, in the third
module, fine-tuning-boosted neuron-grained matching. Com-
bined with the initial bootstrapping, this module increases the
neuron matching rate from lower to higher layers, even sur-
passing the lowest-layer neuron matching expectation outlined
in existing theories.

B. Neuron Matching Theory

The phenomenon of neuron-grained matching (i.e., conver-
gence) in the lowest layer during “learning a model” [19, 20,
21] is due to gradient backpropagation. Theorem 5.3 proposes
the theoretical conditions essential for achieving the lowest-
layer neuron matching. By satisfying these conditions, the
copy model could potentially enhance its ability to achieve
better neuron matching during gradient descent, ultimately
leading to improved fidelity (i.e., similarity). Before delving
into the theory of neuron matching, we first give the formal
definition of neuron matching and observation sample number,
whose symbols are illustrated in Fig. 2.

Definition 5.1: (Neuron Matching) On layer [, neuron j
matches neuron k if they satisfy:

(fr({za}o=y), fir({zi}imy)) > 11— )

when ¢ is sufficiently small. f; ;({z;}%_;) and fi,({z;}?_;)
denote the output vectors of neurons j and k in layer [ over
the batch {x;}%_,, respectively.

Definition 5.2: (Observation Sample Number) For 0
if a neuron j and a neuron k satisfies N[I;(e) N Ex]

< g,
> K
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over a dataset D, the neuron j is observed by neuron k in
the observation sample number x, where N[-] calculates the
number of samples, I;(¢) is the boundary band of neuron j,
or formally {z € D|((w]z + bj)/|lw;ll) < e}, and Ej, :=
{z € D|(w}Fz + bg) > 0}.

Theorem 5.3: (Lowest-layer Neuron Matching, Theorem 5
in [20]). For a victim neuron j, if the lowest-layer neurons in
the copy model satisfy: (1) neuron j is observed by a copy
neuron k with observation sample number:

N[I;(Ce/k) N Ex] > k= O(Qd*?), @)

and (2) the lowest-layer gradient on each sample is sufficiently
small, then there will exist a copy model neuron k' matching
neuron j.

In the above, @ is the number of the decision boundaries
of neurons (tractable for 2-layer networks only [20]), d is the
input dimension, and C' is a constant.!

Theorem 5.3 states that the lowest-layer neuron matching
is theoretically guaranteed if the observation sample numbers
for all victim neurons satisfy Equation 2. To achieve this, the
copy model should possess a sufficient number of observer
neurons targeting the victim neurons, in addition to requiring
a sufficient number of query samples. Therefore, we optimize
the initial positioning of copy neurons through moment-based
parameter estimation, bringing them closer to the victim
neurons. Additionally, we increase the number of neurons in
each layer of the copy model via width expansion. These
two optimizations are combined in the re-scaling initialization
to enhance the likelihood that copy neurons observe victim
neurons. Next, we detail the three methods mentioned above:
moment-based parameter estimation, width expansion, and re-
scaling initialization.

C. Moment-based Parameter Estimation

To provide better initialization for copy neurons than stan-
dard Gaussian random vectors [44], we adopt moment-based
parameter estimation to recover the basis vectors of the layer-
wise span in deep neural networks (DNNs). However, existing
moment-based estimation methods [50, 51] suffer from several
critical limitations that hinder their practical applicability: (1)
These methods are restricted to scenarios with parameterized
input distributions, since they rely on computing the distri-
bution’s derivative; (2) They are limited to linear and input
(lowest) layers.

In this work, we address each of these issues to enable
practical use. First, we replace the derivative computation
with score matching estimation (Section V-C2); then, we
extend the theory to convolutional layers (Section V-C3) and
intermediate layers (Section V-C4), respectively. Next, we
begin by introducing the principles of moment-based weight
estimation.

1) Moment-based Weight Estimation: The weight matrix of
the lowest layer in the deep neural network can be inferred
from the moment [22, 51], a statistical expected value of the
output distribution’s derivative relative to the input distribution.

IC is the angle ratio of the weights of two neurons and their output vectors,
which is architecture-dependent [20].

We begin by introducing the concept of moments, followed
by a derivation of how to estimate weights from them. Let
the input distribution’s probability density function be p(x),
and its score function S(x) is defined as the gradient of the
logarithm of p(z) [51]

S(x) = Valog(p(x)) = V;(pg) e R 3

The first-order moment M; of an ML model F' on the input
distribution is
M, = E(F(z) ® S(z)") € R**, S

where ® is the outer product of two vectors. The ¢-th row and
j-th column element of M; is F(x); x S(x);. According to
Stein’s Lemma [52], the moment M; can be expressed as:

M, = E(F(x) @ (V. logp(a)) = ~E(VoF(2)).  (5)

According to Stein’s Lemma 5, moments can be expressed
as linear mappings between the lowest-layer weights of F'.
Formally, it’s described in Theorem 5.4 as follows.

Theorem 5.4: (Linear Mapping from The First Layer Weight
to The Moment. Theorem 1 in [22]) For an MLP model F' with
first-layer weight matrix Wy = [wy, ..., w,]T € R™*4,

My = E(F(2) ® Valog(p(z))) = ~E(V.F(2))
= AWl = Zie{n} a;w; ,

where S(z) is the score function of the distribution of =, M
is the first-order moment of F' and A = [a1,...,a,] is a
coefficient matrix, A € REx",

The chain rule indicates that the lowest-layer weight matrix
is crucial in the derivative calculation of F'(z), making it an
inherent factor of M.

(6)

Theorem 5.4 suggests that the bases of WW; can be de-
ducted from M; via sparse dictionary learning [53, 54] by
treating W, as the sparse dictionary matrix of M, due to the
inherent sparse constraint on weight matrices in supervised
learning [55]. Then, the bases of W; can be utilized to
initialize the neurons of the copy model.

2) Estimating Score Function with Score Matching: To
estimate Wi, M; should be computed first. According to
Equation 4, it begins with calculating the score function
S(z) w.rt. the inputs, followed by obtaining M; through the
expected outer product of S(x) and F'(z). However, as defined
in Equation 3, S(x) is derived by taking the derivative of
probability density p(x), which is challenging since p(x) of
most datasets cannot be expressed. To address this issue, we
adopt score matching algorithms [23, 56] to approximate the
score function S(z) without being aware of p(x).

Specifically, score matching involves training a score model
U(z) to best approximate the score of the actual distribu-
tion p(z). Given the unknown nature of p(x), an implicit
form of score matching, known as the sliced score matching
method [23], has been proposed to provide explicit regression
targets. The loss for sliced score matching is designed to
minimize the discrepancy between the modeled and actual dis-
tributions by utilizing efficiently computable sliced statistics,
which do not require knowledge of p(x), which is expressed
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as follows:
1
Lom = Eve () Beep Ve ¥(@p” + 5 (0" W), ()

where {v} is a set of random vectors, and D is the training
dataset. The trained score model W(-) learns the distribution
characteristic of the training dataset. For a training sample z,
its score is the model output ¥(z).

Algorithm 1 illustrates the overall algorithm of moment-
based parameter estimation. First, an input sample set {xz}le
(or {a} for short) is constructed (Section V-C3 and Sec-
tion V-C4) to estimate the distribution score of the inputs
{hmid-i}f;nil (or {hmia} for short) of the target layer, where
Biyi is the budget assigned to initial bootstrapping. If the
target layer is the first layer, {hniq} denotes the query samples
{z}; otherwise, {hmiq} denotes the output matrix of the
previous layer. Second, the input samples are queried, and
a collection of input-output pairs Dj, = {[hmid_i,F(mi)]}?:‘“‘l
is constructed. Then the score function S(hmia) of {hmia}
is calculated, followed by the calculation of moment M; of
Dy by Equation 4. Finally, the bases {v;}, of Wy are
estimated via sparse dictionary learning, like LISTA [53] and
ER-SpUD [54].

Algorithm 1 Moment-Based Parameter Estimation

1: Input: Intial sub-budget Bini, Victim model F(-)

2: Output: Bases {v; }j—;

3: Construct the input sample set {z; } 7 ;

4: Get Diyi = {[hmid-i, F(ml)]}lB:‘"i via querying F'(-);

5: Train the score model ¥(z); >Equation 7
6: Compute the score function S(hmia) = ¥(x);

7: Compute moment M; via S(hmid) on Dini; >Equation 4
8: /***Sparse Dictionary Learning (ER-SpUD)***/

9: for j=1,...,d do

10:  Setup an ML model Fj(s>;

11:  Setup a j-th basis vector e;;

12:  Train Fj(s) with loss

£=F? (M) M, st [[(Mieg)" By (My) = 1]] = 0;
13: sj = F;S)(M1)TM1;
14: end for
150 S = {s;}-1:
16: if s; € S has elements smaller than a small number &, then
17: Set those elements 0;
18: end if
19: Pick up n columns {v;}i~; from S with minimum /o norm.

3) Corner-Patch-Retained Sample for Convolutional Layer
Generalization: In this section, moment-based parameter es-
timation is extended from MLP to convolutional neural net-
works (CNNs). For CNNs with lowest-layer kernels W; =
[wi,...,w,] € R™FXE" and input samples 2 € REXm*m"
Theorem 5.4 no longer holds, where ¢ is the number of input
channels, m is sample height, and m* is sample width. This
is because the kernel interacts not with the entire sample but
with its various overlapping patches.

To adapt Theorem 5.4 to convolutional layers, we propose a
corner-patch-retained convolutional kernel estimation method.
Specifically, we construct a tailored input distribution with
the following properties: (1) only the top-left corner patch
u € REXFXK" \which aligns with the convolutional kernel size,

U111 U112 a,13]| O 0 0

D open pixel
D closed pixel

Fig. 3. Illustration of the corner-patch-retained input samples, where the
channel dimension is set to ¢ = 1. The colored region indicates the dimensions
with non-zero values.

contains non-zero values; all other elements in the input z are
set to zero, as illustrated in Fig. 3; (2) the patch u is sampled
from a known distribution (e.g., an independent multivariate
Gaussian). Formally, the input distribution is defined as

Ug,s,t
Tjs =14 7"
0

Let vec() denote the vectorization operator that flattens its
input. By vectorizing both x and the first-layer kernel weights
W1, the mapping from W to the moment M; becomes:

My = E(F(2) @ Vyee(u) log p(vec(u))) = —E(Vyee(u) F ()
n T
= Zi:1 a; vec(w;)  +n,

where n is a noise term introduced by the partial overlap (mis-
alignment) between u and the kernels Wj. In the following,
we demonstrate that the impact of n on estimating W, via
Equation 9 is negligible.

The Impact of Kernel Overlap. Although variations in
padding, stride, and kernel size may cause overlapping kernel
steps on the corner patch, the moment-based weight estimation
inherently minimizes the influence of such overlaps, i.e., the
noise term n. This is because kernel steps that only partially
intersect with the corner patch u effectively contribute trivial
elements to the dictionary. Consequently, sparse dictionary
learning algorithms such as ER-SpUD [54] remain robust, as
they are designed to select the most informative and indepen-
dent elements for kernel recovery. Empirical evidence from
overlapped kernel settings further validates this robustness, as
detailed in Section VI-C.

Multiple Corner-patch-retained Samples. To save query
budget, patches can be retained in multiple corners in a
sample because they interfere with each other the least. For
example, in image samples, this approach can quadruple query
efficiency.

4) Generalization to Middle Layers by Decoding: Existing
moment-based weight estimation methods cannot be applied to
middle-layer weights, as the distribution of their input features
{Pmia} is typically too complex for accurate statistical model-
ing, resulting in excessive error in the moment score function
U(-). Therefore, it is crucial to construct input samples {x}
that induce suitable intermediate representations {hmia} for
reliable moment-based weight estimation.

Decoding Method. We propose a decoder-based approach for

if0<j<c, 0<s<k 0<t<k"
otherwise.

®)

(C)]
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designing input samples, as illustrated in step @ of Fig. 1. This
method assumes the lower layers Fp. (e.g., embedding layers
in text classification) are pretrained. To generate the input
samples {x} that induce a desired middle-layer distribution, a
decoder Fp is trained to map from a target feature set {hs}
to the input space. For linear layers, {hq} is drawn from an
independent multivariate Gaussian, i.e., hg ~ N(0,02I). For
convolutional layers, a corner-patch-retained structure is used,
where only the four corners contain non-zero patches matching
the kernel size and sampled from an independent multivariate
Gaussian, with all other positions set to zero. This design helps
reduce errors in score function approximation. The training
process of Fp proceeds as follows. Given a target set {hq},
the decoder Fp generates input samples {x}, which are then
passed through the lower layers Fj. to produce intermediate
features {hmiq}. Fp is optimized by minimizing the MSE loss
between {hg} and {hmiq}, thereby learning to generate inputs
{z} that induce the desired middle-layer distribution.

D. Width Expansion and Re-scaling Initialization

Apart from using estimated weight for initialization, ex-
panding the width of the copy model’s architecture can also
enhance its initial advantage. Over-width [20, 21], which
increases the number of neurons per layer by a factor of p
(i is called the over-width factor), ensures more neurons can
be better initialized with a higher probability.

After estimating the initialization parameters and Perform-
ing Width Expansion, Re-scaling Initialization combines their
benefits. It first re-scales the norms of estimated parameters for
compatibility with off-the-shelf initialization algorithms [44],
then distributes these parameters across the over-width archi-
tecture to initialize segments in parallel.

The norms of the neural network’s parameters affect the
convergence of the model; thus, in the neural network’s
default initialization, their neuron weight norms are usually
re-scaled [44]. To retain the advantage from these norms, we
re-scaled the bases {v; }"_; of estimated ¥W; when initializing
the copy model. For example, for ReLU activated layers, the
estimated parameters are re-scaled by the HE initialization

method [44]:
Vi 2 .
W; = 7——1/ =, €Ny,
Hvin\/; {n}

where d = ¢ x m x m™* for the convolutional layer.

(10)

E. Fine-tuning-boosted Neuron-grained Matching

To match more neurons across multiple layers, we extend
Theorem 5.3 to exploit neuron matching in upper layers
achieved by the gradient descent in Theorem 5.5. It outlines
the optimal states for any given layer, [.

Theorem 5.5: (Neuron Matching in Upper Layers) If all
neurons in layer [ —1 (I > 1) of the victim model are matched
by at least one neuron in the copy model, then the input matrix
to layer [ over a batch of samples {z;}_, (abbreviated as {z})
in the copy model, denoted by f_, ({z}), is equivalent to the
corresponding input matrix f;_; ({z}) in the victim model, i.e.,
it satisfies:

fi1({z}) = Aafl ({2}), {a},

where A;_; is the transformation matrix and independent on
{z}. For the victim’s neuron j in layer [, if the neurons in
copy model satisfy: (1) neuron j is observed by a copy neuron
k with the observed sample number larger than O((exp(L —
1))%/? x m?/ 21) and (2) the gradient in layer [ on each sample
is sufficiently small, there will exist a copy neuron &’ matching
neuron j by learning.

Proof. As Definition 5.1 describes, for two neurons at layer
I with different architectures, we define the neuron matching
between them as follows: a victim neuron j is matched by a
copy neuron k, if for any batch of samples {x}, they satisfy:

(fri=}), fle{z})) < (1 —e), (11)

where ¢ is sufficiently small. f; ;({z}) € R'*" and f] , ({x}) €
R*®, where b is the batch size of {z}.

Assume in layer [ — 1, all victim neurons are matched by
one or more copy neurons, i.e., for each victim neuron j, there
exists at least one copy neuron k,

(ficri({2}), fimrn({2})) < (1 —e), (12)

that is,
fimie{z}) = ar; fior;({}),

where ay; is a constant. As a result, the output matrix of layer
I — 1 on a batch of samples can be expressed as:

13)

£ ({z}) = [fla{=@)), - florm (2]
0 N aijq 0
~ [ 0 ] [ficra({z}),.. 1"
0 N anljml 0
= Ai-ifioi({z}),

(14)
where A;_; is constant for all input samples. As a result, the
output matrix of layer [ in the copy model and in the victim
model would be:

f/({z}) = Di({=)h Wi £, ({z}) = DZ({w})Wz'TAz—lfz—l({fﬁ%;
and
fi({z}) = Di({z})Wi" fi1({z}). (16)

Thus, with a linear transformation, VVl’ is mapped into the
space of W;. For VVl’TAl,l, the neuron matching situation is
akin to the lowest layer discussed in Theorem 5.3. O

Theorem 5.5 implies that if a model’s lower layers are
well-matched neuron-wisely, and each of the victim’s neurons
in the upper layers is observed by the neurons of the copy
model with a sufficient number of observation samples, fine-
tuning until the backpropagated gradients are minimal enough
will make the copy model gradually match the victim’s upper
layers as Well The overall (guery complex1ty can be explained
as O(exp(32) +exp((XE) +- - +exp(3)) = exp(O(L))).
Therefore, in post processmg, we supplement the overlooked
learning process, especially for iterative query sample gener-
ation frameworks [5, 6], with fine-tuning.

VI. EXPERIMENTS

We evaluate MEBooster and its variants on various state-
of-the-art learning-based model extraction (ME) attacks. All
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TABLE II
EXPERIMENTAL SETTINGS

Dataset / Model Total ActiveThief Initial

/ Ace. (%) Budget Pool / Size Budget
MNIST / LeNet-5 / 99.17 IM EMNIST/10K 1K
FMNIST / LeNet-5 / 89.88 10M E, KMNIST /100K 1K
SVHN / ModelArt / 94.30 10M ImageNet32 / 150K 3K

CIFARI10 / Resnet18 / 90.13 50M ImageNet32 / 50K 20K
NEWS / DPCNN* / 84.80 20M Dbpedia / 200K 40K
IMDB / DPCNN / 72.47 20M Dbpedia / 100K 40K

* DPCNNs are constructed with pre-trained embeddings.

codes are open-source and available at https://github.com/
mebooster/mebooster.

A. Setup

1) Baseline Attacks: We implemented three advanced
learning-based ME attacks as baselines: two query-
synthesizing-based (i.e., data-free) MEs (DFME [6] and
MAZE [5]) and one pool-based ME (ActiveThief [16]).

2) Query Budget & Datasets & Models: We evaluate the
performance of MEBooster on six benchmark datasets encom-
passing both local and black-box MLaaS models, and ranging
from images to texts: LeNet-5 [57] on MNIST [58], LeNet-5
on FMNIST [59], ModelArt [60] on SVHN [61], Resnet18 on
CIFAR10 [18], DPCNN [62] on AG’S NEWS [63] (abbrevi-
ated as NEWS), and DPCNN [62] on IMDB [64].

The total query budgets are consistent for DFME and
MAZE regardless of the initial bootstrapping phase, to en-
sure comparability of query budgets across different attacks.
For ActiveThief, we utilize all available real-life data in its
adversarial pool for all experiments and allocate additional
sub-budgets for attacks involving initial bootstrapping. Table II
summarizes experimental settings, where columns Dataset and
Model/Acc. show the general information of victim models,
and column Initial Budget shows the sub-budget for the initial
bootstrapping.

Moreover, Baseline maintains the same architecture as the
victim model, in line with the original implementations [6, 16,
25]. For black-box ModelArts [60], ResNet50 is used as per
the official Codelabs documentation [65].

3) Attack Frameworks: To evaluate each component’s im-
pact in MEBooster, we build five training framework variants:
Baseline, WE only, RI only, MEBooster w/o FT, and ME-
Booster. WE only uses the width expansion of MEBooster; R/
only uses the rescaling initialization with estimated parameters,
and w/o FT uses the entire MEBooster except for the post-
processing.

B. Training Parameters

In our baseline, the copy model mirrors the victim model’s
structure, aligning with the prevailing view that this config-
uration is optimal. This setting is in line with the original
implementations, where ActiveThief [16] employs a copy
model identical to the victim’s, and DFME [6] and MAZE [5]
use models from the ResNet family. Other training parameters,
like learning rate and optimizer, follow those specified in the
original studies. For width expansion, the over-width factor is

set to 5. All experimental results are the average measures of
5 trials.

1) Evaluation Metrics: We measure the effectiveness of
MEBooster using fidelity and accuracy [43]. Query-based
parameter estimation is evaluated by relative Initial Error
Reduction (IER), which measures the error reduction of the
estimated weight matrix {v;}"_; compared to Gaussian ran-
dom vectors. A higher IER means the estimated parameters
are closer to the target parameters. Its formal definition is as
follows. Their formal definitions are as follows.

a) Fidelity: Fidelity is measured by the proportion of
similarity between the outputs of two models on the evaluation
dataset D;. Formally, fidelity = Pr,ep,[argmax(F(z)) =
argmax (F’(x))].

b) Accuracy: 1Tt refers to the test accuracy of the copy
model F” on the evaluation dataset D;. Formally, accuracy =
Pr(, y)ep, [argmax(F'(z)) = y].

c) Initial Error Reduction (IER): 1ER measures the rel-
ative improvement in initial bootstrapping by comparing the
estimated weights {v; —y against Gaussian random weights
{r;}7_,, with respect to their distance from the target victim
layer’s weights W = [wy, ..., w,]. The distance is computed
using the /5 norm. A positive IER indicates that the estimated
weights {v;}7_, are closer to the ground truth W than the
random initialization {r;}%_,. Formally,

. : T4 . w45 Vs
Z;‘l:l mjln I HZZH - Hrj-l\ Il - Z?:l mjln ”m - m“
IER = S i | Tf]” . (17
=175 W wg || lIr; 1l

i

C. Overall Performance of MEBooster

Overall Results. Table III compares the performance of
MEBooster’s variants against baselines, and Table V displays
query-based parameter estimation results. Table IV reports the
computing costs. Bold highlights superior results and under-
lines signify major improvements. Overall, each of the key
components of MEBooster significantly improves the fidelity
of Baseline learning-based ME across different domains under
the same query budget by up to 58.10%.

Effectiveness of Initial Bootstrapping. Initial bootstrap-
ping leads to notable fidelity improvements across various
ME attacks, driven by both width expansion and re-scaling
initialization. To demonstrate the inherent advantage of the
initial bootstrapping module, Table V reports the IER of its
query-based parameter estimation, which achieves at least
1.06%. Since IER> 0 implies improved similarity to the
actual weights compared to existing initial methods, the results
confirm its effectiveness. The benefit is more pronounced when
the neuron dimensionality is smaller, likely because estimating
parameters in high-dimensional space (e.g., through score
functions) introduces greater error due to distribution fitting
challenges. This observation is consistent with the fidelity
gains observed from re-scaling initialization (RI). Moreover,
width expansion proves particularly beneficial in complex
feature spaces. For example, while the WE only setting offers
modest improvement over Baseline in MNIST, it achieves at
least a 6.43% fidelity gain in FMNIST.

Effectiveness of Fine-tuning (FT). Comparing MEBooster
with MEBooster w/o FT, we observe that in the post process,
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TABLE III
RESULTS OF LEARNING-BASED MODEL EXTRACTION EXPERIMENTS
Dataset ME Fidelity % /(Accuracy / %)
Attacks Baseline WE only RI only w/o FT MEBooster
DFME 96.69 (96.36) 99.49 (99.05) 97.78 (97.47) 99.59 (99.12) 99.60 (99.10)
MNIST[57] / LeNet-5[58] MAZE 97.57 (97.37) 98.91 (98.61) 98.42 (98.21) 99.06 (98.67) 99.33 (98.84)
ActiveThief 97.99 (97.78) 98.59 (98.13) 98.00 (97.75) 98.60 (98.21) 98.71 (98.42)
DFME 58.63 (57.68) 92.66 (87.75) 76.42 (73.70) 93.79 (88.33) 94.32 (88.44)
FMNIST[59] / LeNet-5 MAZE 71.47 (70.21) 92.53 (87.69) 78.02 (75.65) 93.70 (88.21) 96.50 (89.50)
ActiveThief 78.07 (75.37) 84.50 (81.12) 78.84 (76.08) 84.38 (80.91) 86.28 (82.80)
DFME 90.14 (91.36) 9232 (93.09) 91.82 (92.18) 94.05 (93.66) 96.01 (94.27)
SVHNI[61] / ModelArt[60] MAZE 90.32 (90.22) 92.89 (91.69) 92.44 (91.62) 93.46 (92.90) 95.19 (94.16)
ActiveThief 90.23 (69.31) 91.43 (90.74) 92.11 (91.92) 92.74 (92.04) 93.54 (93.15)
DFME 91.35 (87.18) 97.92 (90.18) 91.72 (87.34) 98.14 (90.18) 98.99 (90.13)
CIFAR10[18] / Resnet18[17] MAZE 68.82 (67.54) 71.58 (70.56) 70.84 (69.35) 75.20 (73.49) 82.54 (80.68)
ActiveThief 83.54 (82.13) 87.34 (86.29) 84.07 (82.52) 87.35 (85.94) 87.86 (86.44)
DFME 83.04 (75.83) 94.60 (82.63) 90.30 (80.47) 98.13 (83.63) 98.52 (83.63)
AG’S NEWS[63] / DPCNN[62] MAZE 34.83 (32.07) 88.58 (79.69) 85.62 (76.93) 92.88 (82.39) 92.93 (82.44)
ActiveThief 68.82 (64.72) 74.46 (71.64) 69.41 (64.96) 7470 (71.88) 76.12 (73.35)
DFME 9250 (67.08) 93.06 (67.51) 93.53 (67.22) 95.09 (67.68) 95.23 (67.62)
IMDB[64] / DPCNN MAZE 78.72 (60.91) 87.25 (65.03) 81.82 (62.23) 91.90 (66.91) 91.91 (67.00)
ActiveThief 84.80 (64.84) 85.85 (64.37) 85.60 (64.43) 86.30 (64.40) 86.89 (64.47)
the fine-tuning further improves up to 7.34% fidelity with TABLE IV
additional 9.8% computing cost. COMPUTING COST OF LEARNING-BASED MODEL EXTRACTION
. . . EXPERIMENTS (IN SCIENTIFIC NOTATION OF SECONDS)
Evaluation of Neuron Matching. We evaluate layer-wise
neuron matching under various settings on FMNIST and DatwsetME Computing Cost / Seconds (Sci Notation)
. . . . atase n
CIFARI10, focusing on the ratio of matched victim neurons. Attacks  Baseline WEonly RIonly w/o FT  MEBooster
The neuron matching ratio pn, at layer [ is defined as the DEME 3322 3552 4622 4852 4.67e3
. .. X MNIST MAZE  1.78¢2 1.84¢2 3.08¢2  3.14¢2 5.93¢3
proportion of matched victim neurons: ActiveThief 1.12e3  1.98¢3 125¢3  2.11e3  33le3
™1 (max V) (V) > 1 — e DFME  7.13¢3 7.45¢3 729¢3  7.60¢3 2.18¢4
pom = 2j=1 tmaxke ) 1y Heh), fipeb) 2129 100%, FMNIST MAZE ~ 357¢3  370e3  372e3  384e3  196ed
ny 18 ActiveThief 1.24¢4 1.92¢4 125¢4  193¢4 2.52¢4
) a8) DFME 3395 3.50e5 340¢5  3.5l1e5 4.09¢5
where n; and m; denote the number of neurons in layer [ of the SVHN  MAZE  3.38¢5 3.43¢5 338e5  3.44e5 4.22e5
victim and copy models, respectively. f; ; denotes the output of ActiveThief 7.24e4  7.64ed 7.26e4  7.67e4  8.96e4
. : - ' DFME  1.1le4 4.55¢4 1.58¢4  5.03¢4 1.56¢5
the j-th neuron in layer [ of the victim model, and f; , denotes CIFARIO MAZE  964e3 3 804 dbod 43904 13063
the output of the k-th neuron in layer [ of the copy model, and ActiveThief 4.07e4 6.94c4 455¢4  7.42¢4 8.10e4
1 is the indicator function. In the experiments, the batch size DFME  3.67¢2 1.12€3 672e3  747¢3  3.73c4
b is set to 512, and ¢ is set to 0.05 and 0.01, corresponding to NEWS — MAZE ~  3.70¢2 8.80e2 6.72¢3  7.24e3 4.23c4
. . ActiveThief 2.69e3 2.69¢3 9.05e3 9.05e3 1.48e4
matching scores of 0.95 and 0.99, respectively. . DEME 42002 1193 74903 8273 3.73ed
Results in Fig. 4 reveal that each MEBooster component im- IMDB  MAZE  27le2 7912 7.35¢3  8.47¢3 4.23e4
proves neuron matching across layers, highlighting the ability ActiveThief 3.18¢3  3.24e3  103e4  103e4  2.16ed
of learning-based model extraction (ME) to closely approxi-
mate the victim model. Notably, DFME and MAZE, with their TABLE V
extensive synthetic queries, significantly exceed ActiveThief in THE RESULTS OF PARAMETER ESTIMATION METHODS
neuron matching ratios, demonstrating they closely resemble Model Z#Neuron __ Dimension Dataset IER/ %
the victim model in both the target task and overall be- LeNetS 6 95 MNIST 16.43
havior. This is in line with the near-perfect transferability in o F;‘/g‘g;T 16.28
. . odelArt - — -
adversarl.al attack.s usmg MEBooster.-DFME/MAZ].E models, Rencils T 5 CIARDD <03
further discussed in Section VI-D. This progress indicates that AG'S NEWS 1.06
DPCNN 100 750 — iR '8

combined with data-free ME, MEBooster advances learning-
based ME into a new high-fidelity era, from neuron-level to
models, overturning previous biases against the efficacy of
learning in high-fidelity ME [43].

Computational Cost Analysis. Table IV reveals a clear
correlation between computational cost investment and at-
tack performance. MEBooster achieves the highest extraction
quality under a fixed query budget, with the largest cost. To
account for scenarios with limited computational resources,
we provide a lighter variant, w/o FT, which significantly
improves performance with only a moderate cost increase,
typically 1.5x to 5x. This option allows attackers to adjust

their strategy based on available resources and desired attack
results.

D. Impact of MEBooster on Follow-up Attacks

To explore the significance of the fidelity gain sustained
by MEBooster, we conduct experiments on downstream at-
tacks using copy models, including black-box adversarial
attacks [12, 66] and membership inference (MI) attacks [67].
For adversarial attacks, we evaluated the transferability of the
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Fig. 4. Neuron matching ratio. The color bar integer is the index of layers.
Low-opacity bars reflect matching scores above 0.95, while high-opacity bars
reflect scores over 0.99.

TABLE VI
THE RESULTS OF FOLLOW-UP ADVERSARIAL ATTACKS

DFME MAZE ‘ActiveThief
Dataset Attacks ASR (Transferability) 7 %
MNIST Bascline S6418.64)  600(1667)  8.74(24.09)

MEBooster  38.70(96.99)  39.55(98.82)  18.62(52.30)
CIFARIO Baseline  67.47(85.40)  38.61(69.72)  29.57(39.35)
MEBooster  81.02(99.72)  58.38(96.00)  34.95(47.20)

adversarial samples created on copy models using FGSM [12]
(with € values of 0.1 for FMNIST and 0.03 for CIFAR-10)
to the victim model. For MI attacks, we attack the copy
models via unsupervised MI attack [67]. Tables VI and VII
report the follow-up attacking performance, showing that a
higher fidelity of copy models leads to higher downstream
attack performance. This indicates that besides replicating the
victim model’s functionality, copy models further leak the
membership privacy of the victim model’s training data and its
decision boundaries, making it more vulnerable to adversarial
attacks.

E. Impact of Width Expansion

In the initial bootstrapping, we introduced an over-width
factor for the architecture design. To explore the effect of
this parameter on MEBooster, we report the impact of the
over-width factor on MEBooster in FMNIST and CIFARI10
experiments in Fig. 5. We observe that in various model extrac-
tion attacks, moderate width expansion can exhibit distinctive
advantages.

TABLE VII
THE RESULTS OF FOLLOW-UP MEMBERSHIP INFERENCE ATTACKS

DFME MAZE ActiveThief
D: A k
ataset ttacks MI Accuracy, F1 Score / %
FMNIST Baseline 50.41, 51.50 51.42, 53.45 50.24, 51.19
MEBooster 50.67, 52.03  51.66, 53.81 50.66, 52.36
CIFARIO Baseline 71.75, 72.02 61.87, 48.14 68.00, 59.49
MEBooster 81.73, 79.84  69.70, 6197  78.70, 63.65

100
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g. 5. The impact of the over-width factor of width expansion on MEBooster.

TABLE VIII
RESULTS OF OPTIMIZATION METHODS WITH SIMILAR MEMORIES

Fidelity (Accuracy) / %

Method DFME MAZE ActiveThief ~ Viemory

FMNIST

Width Expansion _ 92.66 (87.75) _ 92.53 (87.69) _ 84.50 (81.12) _ 0.06MB

Deep-LeNet 67.61 (58.80) 7271 (70.73)  78.61 (76.14)  0.08MB

Ensemble 60.12 (59.18) 7299 (71.69)  79.61 (76.87)  0.06MB
CIFARIO

Width Expansion _ 97.83 (90.12) _ 71.49 (70.51) _ 87.28 (86.21) _ 5.77MB

Resnet50 82.80 (80.52)  69.18 (67.53)  80.80 (80.80)  7.94MB

Ensemble 92.15 (8332)  69.93 (68.82) 85.72 (84.13)  5.77MB

F. Comparison of Width Expansion and Other Optimization
Methods

We further investigate the superiority of width expansion by
comparing it with two other standard optimization methods
using similar memories. The first adopts a more complex
architecture for the copy model, e.g., Resnet50 [17] to steal a
Resnet18 victim model. For the LeNet5 victim model, the copy
model utilizes a deeper CNN with two additional convolutional
layers appended to LeNet-5, which have 5 x 5 kernels and
widths of 32 and 16, respectively. The second ensembles a set
of models trained separately [68].

The implementation details are as follows. In step @ of
MEBooster (see Fig. 1), width expansion is replaced with the
above two methods while other steps are retained. To ensure
they all consume similar memory, for the width expansion
experiment, the over-width factor is set to 3; for the ensemble
experiment, three models are employed. Table VIII shows the
attack performance of these methods against width expansion
for FMNIST and CIFAR10. We observe that width expansion
consistently performs the best, thanks to its architectural
advantage rather than its high memory usage.

G. The Impact of Architecture Knowledge

We investigate how MEBooster behaves when the attacker
adopts a mismatched architecture, which usually happens in
proprietary ML systems [69]. Specifically, for CIFAR10 and
FMNIST victim models in Table II, we set copy models as
Resnet-24 [17] and 5-layer Pytorch CNN [70] respectively.
Table IX reports the effectiveness of MEBooster, where it still
brings significant gains to all attacks by up to 30.06% fidelity
improvement.

VII. DEFENSE AGAINST LEARNING-BASED ME

Turning our attention to defense, we explore tuning the
properties of the victim model’s parameters to defend against
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TABLE IX

ARCHITECTURE-AGNOSTIC MODEL EXTRACTION ATTACKS

Dataset ME Fidelity (Accuracy) / %
Attacks Baseline WE only RI only w/o FT MEBooster
DFME 51.32 (50.22) 76.77 (74.33) 53.46 (52.13) 82.08 (78.97) 82.38 (79.54)
FMNIST MAZE 68.99 (67.26) 85.43 (82.00) 73.25 (70.84) 86.09 (82.44) 87.41 (83.81)
ActiveThief 61.04 (58.81) 79.20 (76.41) 65.16 (63.07) 80.54 (77.83) 81.31 (78.34)
DFME 91.81 (87.42) 98.03 (90.23) 92.26 (87.88) 98.31 (90.21) 98.82 (90.93)
CIFAR10 MAZE 69.22 (67.43) 75.12 (73.68) 76.45 (74.66) 76.72 (75.25) 77.62 (76.74)
ActiveThief 83.71 (81.88) 87.45 (85.78) 83.67 (82.26) 87.67 (86.27) 88.32 (86.91)

learning-based model extraction. Previous methods such as
BDPL [27], Adaptive Misinformation [25], and GRAD? [24]
protect victim models by perturbing prediction outputs. How-
ever, their effectiveness diminishes against data-free model
extraction [6, 34] attacks, where the adversary can explore an
output space much larger than that induced by real-life data. To
address the limitations of this line of work, we propose a novel
defense paradigm, namely model modification. This method
steers model properties [20, 48] during training to enhance its
resistance to learning-based model extraction.

A. Defense Strategy: Stochastic Norm Enlargement

We use the L2 norm of the victim model’s weight matrices
as the critical property. Zhang et al. [48] showed that the com-
plexity of learning to recover a neural network is polynomially
related to A, corresponding to the maximum singular value,
i.e., 12 norm, of each layer’s weight matrix.

We introduce the Stochastic Norm Enlargement (SNE)
defense, which guides weight matrices in each layer towards
larger L2 norms during training by adding a regularization
term to the loss. To prevent training crashes, z layers are
stochastically chosen to be incorporated into the loss at each
epoch, as described in Equation 19.

P
loss = L(F(2),y) + =———,
F@+ sw
where L(-) denotes the original loss function (e.g., cross-
entropy loss), and ¢ is the norm regularization factor.

19)

B. Empirical Evaluation

We compare SNE with two state-of-the-art defensive strate-
gies, namely GRAD? [24] and adaptive misinformation [25],
both with a perturbation 1; distance of 0.5. In SNE, we set
the factor ¢ to 5 and z to 5. Table X reports the defense
performance against learning-based ME frameworks Baseline
and MEBooster, with the lowest attack fidelity bolded.

We observe that victim models with SNE defense exhibit
remarkably low extractability at a price of slightly lower
model accuracy. Against these SNE-defended models, all
model extraction attacks, particularly DFME and MAZE, show
marked degradation. We speculate that the reason is that the
sample complexity theory about model recovery arises from
synthetic training data [48]. On the other hand, as observed in
Section VI-C, ActiveThief, utilizing real-life data, learns tasks
rather than models, offering better resistance to SNE defense.
Additionally, compared to strategies like GRAD? and adaptive
misinformation with higher perturbation distance (¢ = 0.5),

TABLE X
THE RESULTS OF DEFENDING METHODS AGAINST LEARNING-BASED
MODEL EXTRACTION

Fidelity / % (Accuracy / %)

Attacks No Defence _ SNE (Ours) GRAD? Adap Mis”
FMNIST (Baseline)

AAccuracy/% - -1.48 -1.71 -1.68
DFME 58.63 (57.68) 16.10 (14.94) 48.71 (47.62) 51.52 (51.02)
MAZE 71.47 (70.21) 58.36 (57.83) 68.50 (67.93) 70.62 (69.53)

ActiveThief  78.07 (75.37)  65.92 (64.37)  78.13 (75.42)  78.09 (75.39)

FMNIST (MEBooster)
DFME 94.32 (88.44) 29.51 (28.31) 62.03 (61.27) 88.55 (85.26)
MAZE 96.50 (89.50) 72.83 (71.74) 89.96 (84.31) 90.18 (85.57)
ActiveThief  86.28 (82.80)  72.89 (71.76)  79.63 (76.15)  84.46 (82.75)
CIFARI10 (Baseline)

AAccuracy/% - -1.78 -1.03 -1.13
DFME 9135 (87.18)  79.52 (78.37)  87.13 (96.17)  89.68 (87.92)
MAZE 68.82 (67.54) 61.02 (60.01) 62.51 (61.42) 64.00 (62.95)

ActiveThief 83.54 (82.13) 83.39 (82.06) 81.21 (80.63) 79.16 (78.04)

CIFAR10 (MEBooster)
DFME 98.99 (90.13)  88.05 (87.73)  95.55 (89.46)  94.00 (88.41)
MAZE 82.54 (80.68) 65.04 (63.83) 77.51 (76.47) 78.19 (77.03)
ActiveThief 87.86 (86.44)  85.95 (83.61)  84.37 (82.64)  85.96 (83.63)

* “Adap Mis™ 1s short for “"Adaptive Misinformation™.

SNE is more effective in most attacks, reducing fidelity by up
to 64.81% in the DFME attack on FMNIST models, versus a
maximum of 32.29% for its counterparts.

VIII. CONCLUSION

This paper pioneers the exploration of neuron-grained
model extraction by boosting the training process. Through
initial bootstrapping (including width expansion and rescaling
initialization) and post-processing fine-tuning, the proposed
MEBooster framework can achieve a fidelity gain of up to
58.10%. Notably, MEBooster crossover data-free ME reaches
remarkable similarity from the neuron to the model level,
ushering learning-based ME into a new era for challenging
high-fidelity ME. Furthermore, we introduce a novel defense
training strategy, Stochastic Norm Enlargement (SNE), lever-
aging the hard-to-extract properties of the victim model. Both
MEBooster and SNE are extensively evaluated in real-life
datasets and state-of-the-art models under various ME attacks.
Future research will delve into various learning strategies to
enhance high-fidelity model extraction.
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