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Abstract

Temporal Scoping of Facts is crucial for completing the temporal dimension of
knowledge graphs. Current mainstream methods rely heavily on external resources
for mining temporal information. However, the presence of noise in external re-
sources, coupled with limitations in adaptively inferring non-continuous temporal
dimensions with multiple temporal ranges, leads to low accuracy in predicting tem-
poral ranges. To address these challenges, a model named JammyTS is proposed,
which Joins an attention mechanism and a memory network for Temporal Scoping
of facts. Specifically, JammyTS leverages attention to adjust the distribution of
weights dynamically in memory networks and builds attention capsule-based net-
works to reduce the impact of noise in external resources. Furthermore, two linear
classifiers are separately trained to infer the end and beginning timestamps of facts
for inference of non-continuous temporal ranges. Extensive experiments on three
datasets show that JammyTS improves the accuracy by up to 12.29% compared to
the state-of-the-art.
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1 Introduction

Knowledge Graphs (KGs) are repositories rich in factual information and are vital
for higher-level applications like question answering (Yu et al. 2023; Bae et al. 2023)
and information retrieval (Cong et al. 2023; Hu et al. 2023; Fu et al. 2022; Yuan
et al. 2022; Messner et al. 2022). Although certain facts are static, many details, such
as occupations, marital partners, and athletes’ team affiliations, change over time.
Nonetheless, temporal data in many knowledge bases, such as YAGO (Hoffart et al.
2013) and Vrandeci¢ and Krotzsch (2014), is sparsely available, which significantly
hampers their effectiveness. As a result, recent scholarly focus has shifted toward the
inference of temporal data for these dynamic facts, a process referred to as Temporal
Scoping of Facts (TSF).

The objective of TSF is to determine the temporal range during which fact triples,
structured as (head, rel, tail), remain valid. These triples are sensitive to time (Dike-
oulias et al. 2022; Gao et al. 2023; Li et al. 2023; Zhang et al. 2023; Xu et al. 2023).
For example, in financial KGs, triples related to “equity ownership of” may change
due to activities associated with the head. TSF enhances the realism of KGs and pro-
vides higher-quality knowledge support for advanced applications.

External resources such as Wikipedia, external knowledge bases, or internet search
engines can provide extensive relevant facts in sentence form. For example, as illus-
trated in Fig. 1 for the triple (Vladimir Putin, President of, Russia), we can determine
the temporal ranges through the Mention Set provided. Each sentence in the Mention
Set includes the entities “Vladimir Putin” and “Russia”, along with the timestamps of
the relevant facts. Various methods, including statistical-based approaches (Wijaya
et al. 2014, Talukdar et al. 2012), information extraction techniques (Gupta and Ber-
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Fig. 1 A scenario for the TSF and the difference between previous research and our research. The bold
text in the sentences are entities
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berich 2018; Sil and Cucerzan 2014; Cao et al. 2020), and hybrids of both (Rula et al.
2019), are employed to mine temporal information from diverse perspectives.

The aforementioned methods can infer the temporal range, but they struggle to
identify and filter two types of noise in the Mention Set and lack the ability to infer
the non-continuous temporal range of query triples. Firstly, the external facts con-
tained in MS are obtained by retrieving the facts containing Aead and tail of the query
triple. In the Mention Set, there exist external facts that, although containing head
and tail, express semantics unrelated to the query triple. For example, for the triple
(Vladimir Putin, President of, Russia), an external fact such as “I recently discovered
a painting depicting Putin and symbolic buildings in Russia at a cultural exhibition"
is irrelevant. These facts do not use Aead or tail as the subject or object and need to
be recognized as a noise fact. Secondly, within the extensive Mention Set, there are
instances where facts with identical semantics have different timestamps. Assuming
there is self-consistency in external resources, it is preferable to consider timestamps
that appear less frequently as noise. Thirdly, previous methods typically fail to effec-
tively infer non-continuous temporal dimensions that have multiple temporal ranges.
For example, in Fig. 1, the triple (Vladimir Putin, President of, Russia) has two
temporal ranges in reality: [2000-5-7, 2008-5-7] and [2012-5-7, Now]. However,
previous methods could only infer a single temporal range ([2000-5-7, Now]).

In this paper, we introduce a novel model, JammyTS, which Joins the attention
mechanism and memory network for TSF. JammyTS integrates the attention mecha-
nism with memory networks to precisely measure the attention distribution between
query triples and external facts. This fusion enables memory networks to focus on
external facts highly similar to the query triples and dynamically adjust weight allo-
cation based on different inputs. To improve resistance against noise, we designed
an attention capsule-based network that assesses the likelihood of noise for each fact
and timestamp. This network estimates the probability of noise for each external fact
and timestamp based on the attention distribution of the target fact throughout the
Mention Set. JammyTS’s learning process is divided into two phases: initially learn-
ing the end timestamp and subsequently the beginning timestamp. In the first phase,
external facts chosen as potential end timestamps are evaluated for their semantic
similarity to the query triple, relevance to the query triple’s representation, and low
noise probability. We extract two principal semantic similarities from the memory
network, which, along with the noise probability, are used to train a linear classi-
fier. This classifier assigns scores to each external fact’s timestamp, ranking them as
potential end timestamps. In the second phase, focusing on identifying the beginning
timestamp, suitable external facts should exhibit high semantic similarity to the query
triple, earlier timestamp values, and minimal noise interference. Each candidate fact
is assigned a time-related weight. By integrating semantic similarity and noise prob-
ability, we train another linear classifier that scores and ranks each external fact’s
timestamp as a potential beginning timestamp.

Our contributions are as follows.

e We introduce an attention mechanism to dynamically adjust the distribution of

memory slots within the network and propose an attention capsule-based network
designed to effectively filter out noise from external resources.

@ Springer



81 Page 4 of 25 C. Hu et al.

o We present a novel method to separately learn the beginning and end timestamps
of query triples, enabling effective inference across non-continuous time ranges.

e Experimental results demonstrate that JammyTS enhances the accuracy of TSF
by up to 12.29% compared to the state-of-the-art on three datasets.

In the rest of the paper, we cover the related work in Sect. 2 and then define the
TSF in Sect. 3. After presenting our method in Sect. 4, we report the experimental
results in Section 5. We finally conclude our work and limitations in Sects. 6 and 7,
respectively.

2 Related work

Existing research on TSF can be divided into two categories: inferring within tempo-
ral KGs and inferring with external resources.

2.1 Inferring within temporal KGs

This approach involves inferring the temporal range of facts by predicting their state
in the future. The complexity of this process lies in the need for a profound under-
standing of the passage of time, the evolution of facts, and their interactions. In this
field, Dasgupta et al. (2018) introduce a time-aware knowledge graph representation
method, which utilizes temporal information as guidance for inference and predic-
tion. By capturing subtle changes and trends in the flow of time, it accurately fore-
casts the future state of facts at a specific time point, thereby defining their temporal
scope. Additionally, Leblay and Chekol (2018) approach from another perspective,
focusing on handling Temporal Knowledge Graphs (TKGs) with missing time dimen-
sions. They observed that even when temporal information for certain facts is absent,
implicit associations still exist between these facts and other temporally annotated
facts in the TKG. Building on this observation, they propose predicting the temporal
scope of facts by mining and leveraging these implicit associations. Additionally, the
research by Li et al. (2022a) and Li et al. (2022b) is noteworthy. Instead of directly
forecasting the future state of facts, they shift towards analyzing past facts. They con-
struct patterns based on the sequentiality, repetitiveness, and periodicity of past facts,
revealing the regularities and trends in the evolution of facts over time. Through these
patterns, it becomes possible to anticipate future occurrences of facts and obtain the
temporal dimensions for given facts based on the TKG for each time period.

2.2 Inferring with external resources

This approach extensively relies on rich external resources such as Wikipedia and
external knowledge bases for delineating temporal ranges. These resources offer
valuable references and foundations for determining the temporal boundaries of
facts. For instance, Wijaya et al. (2014) focus on modeling state changes of entities in
external facts. By analyzing these changes comprehensively, specific timestamps of
state changes caused by real-world events for given entities can be identified. Addi-
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tionally, Sil and Cucerzan (2014) employ remote supervision methods for inferring
temporal ranges. They devise a two-step classification method aimed at mitigating
potential noise introduced during remote supervision training. Gupta and Berberich
(2018) focus on supervised learning and utilize a text corpus labeled with temporal
information as a training set to fill in missing temporal data in the knowledge graph.
In addition, Wang et al. (2019) take a different approach, employing unsupervised
learning. They predict the temporal ranges of queried facts based on the types of
external facts at different times in context. Rula et al. (2019) match relevant evi-
dence extracted from web documents with relevant temporal ranges extracted from
linked data. This method provides confidence scores for each temporal range, thus
more accurately delineating temporal boundaries. By leveraging information from
web documents and linked data, this method offers reliable confidence assessments
for defining temporal ranges. Cao et al. (2020) propose MemTimes, a model based
on memory networks. This model measures the semantic similarity of external facts
relevant to the queried fact using memory networks and designs a sliding window,
resolved through heuristic algorithms, to delineate temporal ranges. However, the
extent to which each external fact is semantically dissimilar to the triple is measured
in the memory network, it is measured in the same memory network as the similarity
between them by MemTimes. Different targets may require different treatments and
weights, but using the same memory vector as a common base may lead to inaccurate
weights and thus affect the predictive performance of the model (Lin et al. 2021;
Lai et al. 2019; Fu et al. 2022; van Bokkem et al. 2023). Furthermore, the heuristic
algorithm used in this model for TSF by semantic similarity ranking is often biased
(de Souza 2021).

In this work, we introduce attention mechanisms to infer with external resources
for TSF. Unlike previous research, we propose an attention capsule-based network
to filter noise external facts and timestamps and design a novel method capable of
inferring non-continuous temporal dimensions.

3 Problem statement
In this section, we formally define the problem of TSF as follows.

Problem 1 (Temporal Scoping). Given a query fact triple T'ri =(head, rel, tail), con-
sisting of three elements: the head entity, the relation, and the tail entity. Also, given
the mention set M S(Tri) = {(fi, t:)}M associated with this query fact triple, where
f denotes external facts in sentence form containing /ead and tail, and ¢ denotes the
timestamp. The goal of this task is to infer the time range [t"°&", t°"] of the query
triple based on the sentence-form external facts in the mention set MS(7ri), where
tPe&in denotes the start timestamp and t°"¢ denotes the end timestamp.
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4 Methodology

This section specifically describes the JammyTS to solve the aforementioned prob-
lems. The query fact triple and mention set are first input into a framework for com-
puting semantic similarity and noise probabilities, thus providing a data foundation
for subsequent temporal range inference. This framework consists of six modules,
structured as depicted in Fig. 2. Firstly, the input module receives raw data such as
the query fact triple 7ri and MS(7¥i). During processing, 7ri is input into the antonym
query module for deep embedding representation and antonym query operations.
Meanwhile, MS(7ri) is divided into two sets: the fact set F = {f;|li=1,..., M}
and the timestamp set 7' = {¢;|¢ = 1,..., M}. Each element in fact set F inputs the
Fact Embedding module to obtain embedding representation, similarly, each time-
stamp in the timestamp set 7 inputs the Timestamp Embedding module to embed
time information. Subsequently, the Attention Memory Network module receives the
embedding vectors of the query fact triple and external facts as input to compute
their similarity. Additionally, the framework includes an Antonym Query module,
which processes the query fact to obtain its antonym phrases and embedding vectors.
Finally, the Noise Detection module is responsible for identifying and handling noise
data.

After obtaining semantic similarity and noise probabilities, they are further uti-
lized to train two linear classifiers, each responsible for determining t°*d and ¢Pesin,
During training, it is observed that for two external facts describing the same entity,

| Input the triple and !
| mention set. !

i Query for antonym phrases and 3 | Calculate the similarity probabilities. J

embed them.

Attention Memory Network
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i that contain deny phrases. i
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Fig. 2 Main framework of JammyTS. Query triples, external facts, and timestamps from the Input
module are embedded in the Antonym Query, Fact Embedding, and Timestamp Embedding modules.
Then, the triple and fact embeddings are input into the Attention Memory Network module to measure
similarity for sorting the facts. Furthermore, each fact embedding and the corresponding timestamp
embedding are concatenated and input to the Noise Detection module to obtain the noise probability
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even if their semantics are opposite, their embedding representations in the vector
space often exhibit relatively high similarity instead of theoretically low similarity.
To address this issue and accurately determine t°*4, particular attention is paid to two
types of relation terminations within semantically similar external fact texts: deny
phrases and antonym phrases. Intuitively, the inclusion of negation phrases (such as
“not” and “no more”) often indicates the end of a relation or fact. Therefore, the prob-
ability of external fact texts containing these deny phrases is specifically calculated
within the Fact Embedding module. Similarly, antonym phrases, such as “retire”,
may express semantics opposite to those in the query fact, thus potentially indicating
the end of the relation or fact. Consequently, the query fact triple is transformed into
a concise sentence and conventional antonym phrases retrieved from external dic-
tionaries (e.g., WordNet) are transformed into this concise sentence. Subsequently,
the modified sentence’s embedding vector is input into the Attention Memory Net-
work module, utilizing its semantic calculation capability to measure the similarity
between external facts and the modified sentence. Therefore, besides calculating the
semantic similarity between external facts in the MS(7ri) and the query fact 7ri using
the Attention Memory Network module, it is also employed to compute the similarity
between external facts and facts expressing the opposite semantics of the query fact.

In the following sections, we provide a detailed description of modules from
Sect. 4.1 to Sect. 4.5. The linear classifiers will be described in Sect. 4.6.

4.1 Fact embedding

This module is utilized for embedding external facts. When selecting embedding
methods, it’s crucial to consider the practicality of computational resources, effec-
tiveness, and widespread adoption in the natural language processing community.
Based on these considerations, the pre-trained language model BERT (Devlin et al.
2019) is employed for this task. Renowned for its robust semantic comprehension
and wide applicability, BERT is utilized in this section to transform input external
facts finto embeddings o.

Additionally, special attention needs to be paid to the presence of denial phrases
when handling external facts. Inspired by the widely used BERT-BiLSTM-CRF
framework for addressing NER tasks, after BERT provides initial embedding rep-
resentations, BILSTM is employed to further encode embeddings using its bidirec-
tional long short-term memory capabilities to capture temporal dependencies in the
text. Finally, CRF is used for decoding, in a supervised learning fashion, to obtain the
probability Pd of external facts containing deny phrases.

4.2 Timestamp embedding

The function of this module is to embed timestamps associated with external facts.
Timestamps, as crucial information recording the moment when facts occur, are
essential for accurately defining time intervals. To fully leverage this information,
inspired by Han et al. (2021) Kazemi et al. (2019) are drawn upon. The following
method is employed to convert timestamps into a feature vector: this vector not only
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encompasses periodicity information but also captures the chronological order of
time.

) Pmtm + Om, if m=0. 1
Tm = Sin(Gmtm + pm), f1<m<M, M

where 7,,, € R%, ¢ and ¢,, are trainable parameters.
4.3 Antonym query

The primary task of this module is to query and embed phrases expressing the oppo-
site semantic meaning of the rel in the query fact triple 7ri, as well as obtain the
embedding vector of this fact triple 7ri. To achieve this goal, initially, antonymous
phrases are obtained by querying external lexicons (such as WordNet). To ensure that
these antonymous phrases and the embedding vector of 7ri are located in the same
vector space as the embedding vector of external facts, the BERT model is also used
to represent them in embeddings.

When encoding 7ri to obtain a semantically rich embedding representation, a
simple method was adopted: 7ri was transformed into a short sentence for input into
BERT. For example, the triplet in Fig. 1 can be transformed into “Vladimir Putin is
the president of Russia." Similarly, the retrieved antonymous phrases are inserted
into this sentence to form a new statement, which is then input into the BERT model
to obtain the embedding vectors va for the antonymous phrase of el and v for Tri.
Finally, va and v are input into the Attention Memory Network module to calculate
the semantic similarity between va and v, and each embedding vector of external
facts.

4.4 Attention memory network

In this module, a dual attention memory network is used to calculate the similarity
between both v and antonym phrase of v and each fact embedding. Specifically, we
use v, va, and X as inputs and output the similarity Pm and Pay, where Pm indicates
the similarity between v and o, and Pay, indicates the similarity between vay and o.

In the A-th hop of the memory network, we transform X into a memory matrix
a by a learnable weight matrix A as a” = AT, where A € R% > d, . denotes
the dimension of 3, and d, denotes the dimension of v. To learn the similarity, we
obtain the internal states U = C - v and Ua} = Ca - vay, through other learnable
weight matrices C' and C'a having the same dimension as A, respectively. Next, we
introduce the calculation for the similarity between v and o. The cosine similarity is
first calculated as

 UMw,ah
T hral un o an ]
U™l a™ |

T

2
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where a” is a memory slot, score” indicates the similarity score between U” and

a”, || - || is the L2 norm, and W, is a weight. The weight of each memory slot is then
obtained based on the similarity scores as

o exp(score”) 3

B EEII exp(scorel) .

Next, the attention is used to transform the . o and U" are first mapped into the Key,
Value and Query vectors through three different linear transformations as

K =U"W,,
vV =U"W,, “4)
Q= Equ

where K,V € R%, Q € R&v>dm W, W, and W, are the three learnable weight
matrices. Then, the similarity score is calculated between @ and K, which is used to
calculate the attention value of U" to ¢ and is denoted as

QK"
score® = 5
\/div ) ( )
where d,, is the dimension of v. For the attention value {scoref|i =1,..., M}, we
need to scale and normalize them into {8%|i = 1,..., M} via Softmax layer to pre-

vent the inner product from becoming too large and leading to the problem of gradi-
ent explosion.

Afterwards, the attention weights 8¢ is multiplied with the corresponding vectors
V to obtain the weighted sum vectors b" as the output and the formula is

=]

o= BV, (6)

i=1

the weighted sum of the memory slot b" is calculated based on the weights obtained
from Eq. (3) as

Finally, 8" and U" are input to the binary classification and the semantic similarity
between 7ri and the m-th fact can be calculated as

Pm" = Sigmoid(W (S" + U™")), )
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where W is a learnable weight matrix. W ., W,,,, A, Ct, and Ca learn jointly in
training. The method to calculate the similarity between each antonym phrase of 7ri
and fact is the same.

The input of the H-th hop is UX = §H~1 + U ~1 Both the input U* and out-
put S of that hop are input into the binary classification to obtain the final Pm as

Pm = Sigmoid(W(SH + U)). ©)

After obtaining the prediction results Pm, we use it to denote whether the specified
relation exists in the instance. When Pm = 1, it indicates existence, otherwise, it sig-
nifies non-existence, in which case Pm = 0. Thus, the Binary Cross-Entropy (BCE)
loss function is formulated as follows:

||
Lamx = — Y _ Pmjlog Pm; + (1 — Pm;)log(1 — Pmy), (10)
i=1

The semantic similarity Pay, between vay and o is calculated in the same way, and
we chose the max value in {Pay, Pas, ..., Pax} to be the final Pa.

4.5 Noise detection

The Noise Detection module is responsible for calculating the probability that the
timestamp of each external fact or the fact itself is noise, which affects the degree
to which we consider that fact as a candidate one. The input of this module has two
kinds, one is 3, and another is the MS(7ri). For the latter one, we first concatenate the
fact embedding and its timestamp embedding: y = o @ 7, where y € R%*% _Then,
we input y into the module, and the output is the probability P that ¢ is noise.

4.5.1 AutoEncoder for dimensionality reduction

To enable the model to focus on the most critical features and ignore redundant and
secondary information, we first use AutoEncoder to reduce the dimensionality of .

AutoEncoder uses an encoder to extract high-dimensional features of ¢ and
downscales them to output text features e, and the decoder rebuilds input y from the
encoder to obtain 3/, with the purpose of fitting a constant function using a neural
network. The input vector is encoded to get the reduced-dimensional vector and the
training is completed by the decoder as follows.

e= fi(Wiy+b1), (11
y' = f2(Wae + ba), (12)
where W1 and W5, are learnable weight matrices, b; and bo are bias, y is the input

vector, 7 is the prediction vector, e € R% is the vector after dimensionality reduction,
and f; and f, are the mapping functions. The loss function is as follows.
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2]
1 A
Lap = 3 llym — 9l + SIW I, (13)
m=1

where A is the penalty factor, W, is the parameters of the model and the L2 norm is
used to regularize the parameters.

4.5.2 Attention capsule

Here we design an attention capsule for noise detection. For the reduced-dimen-
sional concatenating vector e of facts and timestamps, its weights on any other
pair of facts and timestamps are calculated to adaptively measure a representation
of their semantic similarity, and the network structure of the attention capsule is
shown in Fig. 3. To model the similarity between a certain external fact and oth-
ers, we introduce the outer product of the two and stack the three. We then use a
d. % d. convolution kernel to extract the features and connect them to a single fully
connected layer to obtain the weight. The input to the attention capsule are e; and
E" =ley,...,ei_1,€it1,-..,en| and the calculation formula is

W?C :g(eiyE)a (14)

where g(-) is a feedforward network. First, the outer product of e; and E; are calcu-
lated as

0;=¢;®Ej, (15)

we then stack O € R%*% ¢, and E; and obtain C' € R(4+2)xde Next, a convolu-
tion kernel K is used to convolve them as

I =%% %% Cirurjro-1 Kuo, (16)

we then use the ReLU function for linear activation as
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Fig. 3 Structure of the attention capsule
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I" = ReLU(I), (17)

and I" is connected to a learnable fully connected layer to obtain the weight W2,
After obtaining the weight of each fact, the softmax layer is added for normaliza-
tion as
+__ exp(WF)
B ) ac
Z‘g | eXP(Wj )

ac
K2

(18)

Recall that the attention capsule calculates the probability that the timestamp of each
fact is true. Therefore, we proceed with the following transformation to obtain the
probability that it is noise:

Pn=1- W, (19)

Finally, we use BCE loss to learn the noise probability:

=]
Luoise = — »_ Pnjlog Pn; + (1 — Pn;)log(1 — Pny), (20)

i=1
where Pn; and Pn; are prediction and ground-truth label of noise external fact.
4.6 Learning temporal range boundary

4.6.1 Learning the end timestamp

In this section, we construct a linear classifier for learning the end timestamp with
similarity probability Pm, noise probability Pn, deny phase probability Pd, and ant-
onym probability Pa. During training, their different contributions to the final out-
come are captured by assigning learnable weights to each variable. Specifically, a
score y° representing the probability that the timestamp ¢ of the external fact 7ri is
predicted as the end timestamp is obtained by calculating the sum of these weighted
variables. This process can be formalized as a linear equation:

y© = By + b1 Pm + B5Pn + f5Pa + B3 Pd + £°, (1)

where 3§ denotes the intercept, 55(i = 1,...,4) is the learnable weight correspond-
ing to each sample, ¢ denotes a bias. We use BCE loss to learn the end timestamp
score:

Bl
Lona ==Y yelogy + (1 — y¢)log(1 — y5), (22)
=1
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where ¢ and y° are prediction and ground-truth label of end timestamp.

We test the example in Fig. 1 to obtain y® and the final binary curves of “Time-
stamp-Probability” are shown in Fig. 4. The “2008-5-7” is determined as the ¢°d
with the highest score.

4.6.2 Learning the beginning timestamp

The objective of this section is to compute the score 4" for a certain timestamp ¢ as
the starting timestamp of 7ri. To achieve this goal, two key variables, Pm and Pn, are
utilized. Additionally, it is noted that the value of the timestamp ¢ itself significantly
impacts the score y. Specifically, smaller timestamps often yield higher scores. To
incorporate this influence into the computation, a normalized timestamp ¢ is intro-
duced as another crucial variable. During the calculation process, learnable weights
are assigned to each variable to ensure their contributions to the final score y" are
reasonably assessed. By summing the weighted variables, a comprehensive score is
derived:

y® = B + BYPm + BY Pn + B5t" + £, (23)

where 3 denotes the intercept, 3°(i = 1, ..., 3) is the weight corresponding to each
feature, £ denotes the error. The BCE loss function is denoted as

Bl
Loegin = — > _yrlogyy + (1 —yP) log(1 — y}), 24
=1

1.4 tend
.— Maximum
N\
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5 & S 32 30 QNS 07 P P & P P P o o

N7 A0 AT AT A0 AST/AD AT A0 DT 4D DT 40T ADT 4D 0" A0

Fig. 4 Timestamp-Probability curve for the end timestamp. The timestamp in the green circle is the
predicted end timestamp
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where yAb and y® are prediction and ground-truth label of beginning timestamp.

We also test the example in Fig. 1 to obtain ScoreP, and the binary curve of
“Timestamp-Probability” is shown in Fig. 5. After inferring the t°"¢, we prefer to
locate the maximum value on the left side of t°"¢ as the first beginning timestamp.
On the right side, if there are any extreme values, we choose the largest extreme value
as the second beginning timestamp. From Fig. 5, we can see that “2000-5-7" and

“2012-5-7” are selected as the beginning timestamps ¢>°&™ and 5™

5 Experiments

In this section, we perform extensive experiments on various datasets, with the objec-
tive of answering the following research questions:

RQI  Does JammyTS outperform other methods in accuracy?

RQ2  How does the learning end timestamp process work to improve performance?
RQO3  How does the attention contribute in this task?

RO4  How does each probability contribute in this task?

5.1 Experimental setup

In this section, we describe the datasets, comparable models, parameter settings, and
metrics of our experiments.

3.5 begin end
{ ) Maximum t

15 [rsesmaionrge stiisnan mnatain

0.5

0
™ ™
&) 87 82 S ITINS P & P 9 S
N A ADT ADT A0S A0 ADT ADT 4D ADT AR 4D 40T A0

Fig. 5 Timestamp-Probability curve for the beginning timestamp. The timestamp in the green circle
is the predicted end timestamp, while the one in the red circle is the predicted beginning timestamp
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5.1.1 Dataset

In this experiment, we verify our model on three datasets: the TAC dataset, the Wiki-
data dataset, and the Cyber Security (CS) dataset.
TAC (Cao et al. 2020): This dataset was proposed in the Temporal Slot Filling
task at the Text Analysis Conference (TAC-TSF) in 2013. As shown in Table 1, the
dataset consists of seven relations. We preprocess the dataset to extract triples that
include these relations and collect facts (in the form of sentences) associated with
each triple from Wikipedia'. All the collected facts contain the head and tail of the
relevant triples as well as timestamps. Finally, we sort these facts by timestamps to
form the mention set of each triple.

Wikidata(Cao et al. 2020): We choose triples in Wikidata® that contain seven relations

with timeliness and construct the mention set as described above.

CS 3: We also collect facts about cyber security, which contain seven rela-
tionships that are time-sensitive. We choose this type of triples because
there exists a large number of cyber security facts with multiple time
ranges, such as the “I P_address”, where we know that the IP address
of a certain server changes over time, while there may also be multiple
time periods with the same IP address. (Table 1)

5.1.2 Comparable model

We compare JammyTS with three categories of TSF methods: the manually labeled
standard datasets (i.e., LDC (manual)), the TAC-TSF models (i.e., BLENDER,
UNED, and TSRF), and the memory networks-based models (i.e., MemTimes).
LDC (manual)  : A standard dataset manually labeled by experts.*

Uhttp:/zh.wikipedia.org

Table 1 The relations, size of TAC Wikidata Cybersecurity
triples, and size of facts in three
datasets Rel; Sl')ouse Spouse Attack_vector
Rel, Title Title Access_level
Rel; Live_in Countries_of residence  IP_address
Rel, Cities_of resi- Award_received Affected
dence system
Rels Employee_of Employee of Attack_type
Rel; Statesorprovinc- Member_of team Infection_
es_of residence method
Rel; Countries_of Educate _at Authentica-
residence tion_protocol
Relg 16,430 21,831 3,246
Rel, 68,370 113,218 7,243

Zhttps://query.wikidata.org
3 http://github.com/nickhex/JammyTS
“https://catalog.ldc.upenn.edu
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BLENDER (Taylor Cassidy et al. 2011): A structured method is used to com-
bine query entity features and syntactic dependency features to develop a depen-
dency path kernel for this task.

UNED (Guillermo Garrido et al. 2011): This method designs a remote supervised
learning system that automatically collects training data from an external knowledge
base and generates new features using Named Entity Recognition (NER), Syntactic
Dependency Tree (SDT), etc.

TSRF  (Sil and Cucerzan 2014): A linguistic model of a specific relationship is
learned from Wikipedia, and then a model consisting of manually selected triggers is
used to perform this task.

MemTimes (Cao et al. 2020): A method utilizing memory network for TSF
with external resources.

5.1.3 Implementation detail

In the Fact Embedding module, the dimension of embeddings is set to 768. In the
Attention Memory Network module, the number range of hops and iterations are
[1,2,3,4,5], the dropout is 0.5, the number of epochs is 30, the learning rate is 0.01,
and the optimization algorithm is Stochastic Gradient Descent (SGD). In the ND
module, the encoder of the AutoEncoder contains input, hidden, and output layers
with 1024, 1000, and 256 neurons, respectively.

For the comparable methods, we use the same pre-trained model BERT for text
embedding, and for MemTimes which also uses memory networks, we use the same
optimizer, initial learning rate, and number of epochs.

5.1.4 Metrics

In the experiments of previous reach, Boundary Accuracy (BA) is to measure the
accuracy by comparing the gap between the two beginning (end) timestamps of the
prediction range and the ground-truth range as follows.

1 1

BA =05
[1 + [tev — ¢ L tev — 2|

J (25)

where ¢V and ¢£¥ are the beginning and ending timestamps of the true range, and ¢}"
and 2" are the beginning and ending timestamps of the predicted range. However,
this metric is not applicable to non-continuous temporal ranges. If the predicted tem-
poral range has only one segment, while the true temporal range has multiple seg-
ments, we cannot specify which pair of beginning timestamps or ending timestamps
to compare.

To address this issue, we focus accuracy on the intersection of the predicted tem-
poral range and the true temporal range. Here we also use the Overlap Rate (OR) as
a metric to evaluate the experimental results. OR denotes the ratio of the intersection
of the predicted range and the true range to the union of them. The formula for OR
is as follows.
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I
S 26
OR i (26)

where / and U denote the intersection and the union between the prediction range and
the ground-truth range, respectively.

5.2 Performance comparison (RQ1)

The empirical results of our proposed model JammyTS and the comparable models
are shown in Table 2, which are averages obtained after ten times of repeated experi-
ments. The main findings can be summarized as follows.

First, our proposed JammyTS has the best performance in each case, achieving
73.20% and 71.02% of the LDC standard dataset on OR and BA, respectively. Jam-
myTS proves particularly advantageous on datasets containing more non-continuous
temporal dimensions, such as the CS dataset, where it outperforms the comparable
models by 12.29~35.56% on OR and 3.7~30.9% on BA. In addition, the OR and
BA performance on other datasets show improvements of 6.53~33.58% and 1.96~
29.58%, respectively. This observation highlights the effectiveness of JammyTS,

Table 2 The OR (%)/BA (%) comparison of different models on three datasets

Dataset Rel LDC BLENDER UNED TSRF MemTimes JammyTS*

TAC Rely 67.34/69.87 28.58/31.19 26.18/26.20 30.29/31.94 41.18/44.43 48.21/48.75
Rely 50.16/60.22  11.03/13.07 5.07/6.88 32.32/36.06 35.65/41.04 45.12/47.63
Rels 83.14/91.18 32.66/34.68 14.56/19.34 22.53/27.35 40.26/43.69 50.06/49.36
Rely 74.01/81.10 25.14/29.04 12.15/14.47 30.19/33.04 41.82/46.82 43.18/46.18
Rels 50.56/58.26 12.18/14.93  5.28/8.16 25.44/32.85 31.25/39.25 44.27/47.23
Relg 65.12/72.27 23.12/26.71 12.14/15.24 32.57/40.12 36.17/41.93 46.80/48.15
Rel7 51.13/54.07 15.19/17.24 11.26/14.41 30.22/31.85 36.24/40.59 42.62/46.21
All  62.18/68.84 22.13/23.42 12.21/14.79 29.46/33.15 39.26/43.75 45.79/47.08

Wikidata Rely 71.16/73.15 31.08/32.18 27.89/29.16 31.13/33.75 43.96/48.36 53.18/54.13
Rely 62.24/66.52  14.05/15.16 11.54/13.05 24.82/26.13 48.13/52.16 56.33/56.23
Rels 80.15/81.43  29.14/33.15 22.21/24.36  39.08/41.28 42.14/48.78 53.76/52.84
Rely 61.78/65.48 33.08/35.81 14.58/16.02 25.43/28.15 34.28/40.12 44.91/45.63
Rels 57.45/59.30 22.58/25.63 12.55/15.29 35.84/36.12 45.23/50.86 55.29/56.18
Relg 60.15/62.45 30.47/35.13  17.93/20.13  26.74/29.78 33.21/36.13  44.21/39.12
Rel7 75.28/78.19 14.56/16.10 15.76/16.83 28.86/30.69 41.26/48.92 43.50/50.86
All  64.15/66.15 25.13/26.93 18.73/23.12 30.08/33.45 41.29/48.12 52.14/54.92

CS Rely 62.13/70.96 10.88/16.36 10.12/15.16 23.18/26.17 30.31/34.85 47.13/50.36
Rely 74.25/82.10 22.93/28.13  11.13/16.20  21.09/25.15 28.05/36.84 37.42/38.13
Rels 61.67/69.15 12.08/15.46 13.43/15.42 14.46/18.96 31.91/40.56 50.85/52.84
Rely 72.46/76.69 21.94/23.85 4.34/6.86 20.34/24.16  30.59/38.16  39.01/39.56
Rels 80.83/83.64 18.34/22.37 8.49/12.69  17.18/18.69 35.01/40.12 52.31/52.36
Relg 68.47/72.78 28.58/30.56 9.73/13.52  23.79/25.36 39.38/43.69 47.16/50.13
Rel7 71.24/73.56  17.14/20.14 11.17/15.85 20.58/23.64 36.79/38.14 43.64/50.12
Al 70.78/74.33  18.05/22.85 9.51/14.93  20.19/21.69 32.78/42.13  45.77/45.83

Bold indicates the highest value for each metric, and underline indicates the second highest

We record the results of the various models for each selected relation, as well as the overall results
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Table 3 The OR (%) comparison of searching for different “ending” signs on CS dataset

Sign Relq Relo Rels Rely Rels Relg Rel~; All
w/loPA 37.83 29.03 40.01 29.98 37.47 38.45 34.82 3548
wloPD 41.78 33.54 47.82 31.79 41.72 42.13 39.73 39.18

JammyTS 47.13 37.42 50.85 39.01 52.31 47.16 43.64 45.77
Bold indicates the highest value, and underline indicates the second highest

“PA”: Probability of containing Antonym phrases, “PD”: Probability of containing Deny phrases
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Fig. 6 Comparison of OR for Attention Memory Network module on a TAC, b Wikidata, and ¢ CS
datasets with different hops and iterations. The deeper the color, the higher the accuracy

which excels in two aspects. As shown in Table 3, the attention mechanisms in Jam-
myTS improve the flexibility of memory networks and reduce the interference of
noise in the Mention Set. Additionally, JammyTS provides a novel method of divid-
ing TSF into two subtasks and predicts fine-grained influences in determining the
temporal ranges using different neural networks.

Second, it is noteworthy that memory network-based approaches, such as Mem-
Times and JammyTS, consistently outperform traditional methods like BLENDER,
UNED, and TSRF. This observation underscores the potential of memory networks
in effectively modeling the semantic similarity between triples in knowledge graphs
(KGs) and associated facts. However, it is essential to address a limitation of the
MemTimes approach. While it successfully captures the semantic similarity through
memory networks, it employs a heuristic algorithm to determine the temporal range
using a sliding window. This method is susceptible to becoming trapped in local
optima and fails to infer non-continuous temporal dimensions. Hence, despite the
promising performance of memory network-based methods, it is crucial to address
the challenges associated with effectively modeling non-continuous temporal dimen-
sions. This may involve exploring alternative strategies beyond heuristic algorithms
to ensure accurate and comprehensive reasoning of temporal ranges in KGs.

Experiments are conducted within the Attention Memory Network module using
different numbers of hops and iterations, with results displayed in Fig. 6. It is observed
that the accuracy of JammyTS initially increases and then slightly decreases as the
number of hops and iterations rises. This indicates that the benefits derived from the
number of hops and iterations in this module are limited (Cao et al. 2020).
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5.3 Analysis on learning end timestamp (RQ2)

In this section, we examine the effectiveness of our proposed learning end timestamp
process in enhancing the accuracy of prediction. This process focuses on identifying
the non-continuous temporal dimensions present in temporal KGs. To demonstrate its
effectiveness, we specifically analyze the CS dataset, which contains a higher number
of non-continuous temporal dimensions. As seen in Fig. 7, we present the distribution
of relations in the dataset where this specific scenario occurs, along with the experi-
mental results of various methods. Notably, we observe a correlation between the
proportion of triples with non-continuous temporal dimensions and the performance
of the JammyTS method. As the proportion of such triples increases, the JammyTS
method outperforms other approaches in TSF.

Additionally, the subtask “determining the t°"%” consists of two components.
The first component involves calculating the probability that each fact contains deny
phrases, while the second component entails calculating the probability of each fact
containing antonym phrases. In order to assess the significance of each probability,
we conducted an ablation study for both components, and the results can be found
in Table 3. The results reveal that relying solely on a single probability calculation is
inadequate. It is imperative to consider both the probability of deny phrases and the
probability of antonym phrases to obtain accurate results. Furthermore, the impact of
each probability is highly dependent on the unique characteristics and nuances of the
dataset under consideration.

60 | C—INTDs JamTS MemTimes 14
TSRF UNED wsf== BLENDER
—| ] 12
50
10
40

9 _ S
x 30 I_I _ 3 '\ o
O / *\'\ |— 6 o
20 N / N o —
/ \ 7 4

/ ’ N\ /
Vs N r 4
v \ }

10

Rell Rel2 Rel3 Rel4 Rel5 Rel6 Rel7 All
Fig.7 The OR (%) comparison of different models, and the proportion (Prop) of Non-continuous Tem-

poral Dimensions (NTDs) in each relation and the whole dataset. Curves and bars indicate the values
of OR and Prop, respectively
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5.4 Analysis on attention (RQ3)

Instead of computing the semantic similarity of both triples and facts and assessing
the extent to which facts are noise in a memory network, we propose a novel method
that utilizes attention capsules. This method aims to calculate the probability of noise
in the timestamp of each fact and the fact itself within the Mention Set. To evalu-
ate the effectiveness of our approach, we conducted an ablation study, the results
of which are presented in Table 4. The results demonstrate that the incorporation of
attention capsules brings about noteworthy improvements in relation accuracy, par-
ticularly in relations like “live_in” and “spouse”. While the accuracy improvement in
the “live_in” relation is relatively less significant, the accuracy of the “spouse” rela-
tion exhibits a substantial enhancement. Upon examining the dataset, we discovered
that the “live_in” relation had relatively fewer false timestamps associated with it,
while the “spouse” relation possessed a larger number of false timestamps. Further-
more, we observed an overall performance enhancement for each relation after inte-
grating the attention mechanisms into the memory networks. This finding reinforces
the effectiveness and value of attention capsules in improving the accuracy and reli-
ability of the relations within JammyTS.

To better demonstrate JammyTS’s ability to recognize noise in external facts, we
select 10 different external facts from the CS dataset, which included three noise
facts (semantically completely distinct from other facts), as shown in Fig. 8a . Addi-
tionally, we chose five external facts that conveyed similar semantics along with
their corresponding timestamps, one of which included a noise timestamp, as shown
in Fig. 8b . Finally, we visualize the attention distribution of the Noise Detection
module for these two types of inputs, as depicted in Fig. 9. We can observe that the
noise facts or timestamps receive lower attention scores among all inputs, resulting
in higher probabilities of being identified as noise.

5.5 Ablation study (RQ4)

Table 5 shows the OR obtained by selecting different probability combinations. We
can observe that when Pn is not selected, JammyTS only has a suboptimal result on
rely (which we analyze in Section 5.4), and JammyTS obtained optimal results on all
other relations. In addition, without filtering external resources for noise, removing
the two signs indicating the end of relations will result in a decrease in performance.
The results when only selecting Pn are generally not as good as when only selecting

Table 4 The OR (%) comparison of different attention-using states on TAC dataset

Model Rely Rels Rels Rely Rels Relg Rel7 All

wlod, AC 40.19 36.14 39.73 40.01 33.73 38.13 36.07 37.41
wloA 43.07 38.07 41.73 45.72 36.74 41.83 39.73 40.73
w/oAC 44.18 39.83 42.14 43.97 36.72 40.12 4143 41.02

JammyTS 48.21 45.12 50.06 43.18 44.27 46.80 42.62 45.79
Bold indicates the highest value, and underlining indicates the second highest

“A”: Attention in the memory network, “4C”: Attention Capsules

@ Springer



JammyTS: joint attention and memory network for temporal scoping... Page 21 0f 25 81

External Fact Is Noise

External Fact 1: Server01, with its IP address 125.202.48.135, received an HTTP request,

originating from the same IP, aiming to access the root directory of the hosted website. True

External Fact 2: An authentication attempt from IP address 125.202.48.135 targeted Server01,
which promptly denied access due to failed credentials.

External Fact 3: Intrusion Detection System on Senver01 flagged and logged a network scan

originating from its own IP address, 125.202.48.135. True

External Fact 4: Server01, identified by its IP address 125.202.48.135, documented several HTTP

requests from the same IP, indicating potential SQL injection attempts against the website. True

External Fact 5: ServerO1's firewall detected and logged a port scan from IP address
125.202.48.135, protecting the network from potential threats.

External Fact 6: An SSH login to Server01, identified as IP address 125.202.48.135, was
successfully authenticated by the administrator.

External Fact 7: An FTP connection attempt from IP address 125.202.48.135 was intercepted and
denied by Senver01 due to unauthorized access.

External Fact 8: Multiple attempts to access sensitive files or directories from IP address
125.202.48.135 were logged by serverO1's security system.

External Fact 9: An FTP connection attempt from IP address 125.202.48.135 was logged on
Server01, but was rejected due to unauthorized access.

External Fact 10: An attempt to distribute malicious software from IP address 125.202.48.135
was intercepted and isolated by the antivirus program running on Server01.

()

External Fact Timestamp | Is Noise

External Fact 1: An attempt to distribute malicious software from IP address 125.202.48.135 was

intercepted and isolated by the antivirus program running on Senver01. 2023-11-03

External Fact 2: The Sener01's Intrusion Detection System detected and logged a network scan

emanating from its IP address, 125.202.48.135. 2023-11-03

External Fact 3: An alert was triggered and recorded by the Intrusion Detection System installed

on Sener01, indicating a network scan originating from the same IP address, 125.202.48.135. 2023-11-03

External Fact 4: A network scan, which originated from the IP address 125.202.48.135, was

flagged and documented by the Intrusion Detection System running on Senver01. 2023-02-03 True

External Fact 5: An internal network scan, traced back to its own IP address, 125.202.48.135,
was identified and recorded by the Intrusion Detection System deployed on Senver01.

(b)

2023-11-03

Fig. 8 The raw text of the input for the Noise Detection module, including a only facts and b facts with
timestamps. The bold text in the sentences are entities

Pa and Pd, indicating that our emphasis on inferring non-continuous temporal ranges
is meaningful.

6 Conclusion

This paper introduces JamTS, a model for TSF. Leveraging the attention mecha-
nism, the model enhances the performance of memory networks in temporal range
delineation tasks by computing the attention distribution of query triples on exter-
nal resources within storage components. Additionally, through an attention capsule
network, it analyzes the noise probability of each external fact based on the atten-
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Fig. 9 Attention heat map when inputting a only facts and b facts with timestamps into the Noise
Detection module

Table 5 The OR (%) comparison of containing different probabilities on TAC dataset
Pm Pn Pa Pd Rel Rels Rels Rely Rels Relg Relr All

v v v 45.18  39.83  42.14 4397 36.72 40.12 4143  41.02
v v 44.63 3841 4127 42,61 3478  39.52 4041  40.46
v v 43.52 3644  40.75  42.04 3354 37.58 38.74  39.85
v v 4534  37.15 40.15 4242 3342 3815 3856  39.15
v 42.15 3556 3954 4124 33.08 3692 37.18  38.03
JammyTS 48.21 4512 50.06 43.18 44.27 46.80 42.62  45.79

Bold indicates the highest value, and underlining indicates the second highest

“Pm”: similarity probability, “Pn”: noise probability, “Pa”: antonym phrase probability, “Pd”: deny
phrase probability

tion distribution of target external facts in the Mention Set. Furthermore, we propose
a learning method tailored for non-continuous time ranges. Specifically, the model
learns and effectively infers temporal dimension information containing non-linear
time ranges via two linear classifiers. Experimental results on three datasets thor-
oughly validate the effectiveness of JamTS in TSF.

7 Limitation

There are still some limitations that need to be addressed in JammyTS. Firstly, Jam-
myTS demonstrates stable performance when inferring one or two periods of the
temporal ranges. However, its effectiveness in handling a larger number of periods
is yet to be explored and improved. Secondly, JammyTS currently only takes into
account two signs of relation endings, overlooking other relevant signs that exist in
real-world scenarios. It is crucial to consider and incorporate these additional signs
to enhance the model’s comprehensiveness and practicality.
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