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Abstract—The manufacturing environment and activities with
a large volume and variety of product data have put forward
higher requirements for the proof and verification of identity
information. Achieving decentralized digital identity management
in the Industrial Internet of Things (IIoT) helps to improve
the performance of relevant proofs and authentication. The
Decentralized Identity (DID) system serves as a bridge between
the physical and digital worlds, assigning digital identities to
physical entities to facilitate their participation in online activ-
ities. However, faced with the huge number of manufacturing
entities accessing the DID system, the number of DID documents
in the system has proliferated. It is still a big challenge to improve
the scalability of the system while ensuring the efficiency of
information access and verification. In this paper, we propose
a blockchain-based verifiable decentralized identity system for
IIoT. First, we propose a blockchain-based system architecture
with a specially designed storage structure for DID documents.
Specifically, we design a structure based on Merkle Tree that
visually summarises the physical associations of manufacturing
entities and reduces access overhead. Second, we design a multi-
block storage structure within the blockchain, which establishes
inter-block jumps based on the associated DID, effectively im-
proving the query efficiency of the system. Finally, we design
a verification scheme that enables users to verify the integrity
of the identity data of the proof provider. We implemented the
system framework and conducted experiments to evaluate the
performance of our system. The experimental results proved the
effectiveness of the system.

Index Terms—Blockchain; decentralized identity; identity ver-
ification; Web 3.0.

I. INTRODUCTION

WEB3.0, envisioned as the next generation of the in-
ternet, represents a significant shift towards system

decentralization, enhanced data security, and self-sovereign
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identity [1]. Web 3.0 is revolutionizing industrial manufactur-
ing by enhancing supply chain transparency, enabling smart
automation, improving security, and introducing decentral-
ized financial solutions. By integrating blockchain, artificial
intelligence (AI), and Industrial Internet of Things (IIoT),
manufacturers can achieve higher efficiency, lower costs, and
increased sustainability, marking a significant shift toward
Industry 4.0 and beyond. The rapid growth of decentralized
applications (DApps) [2] and decentralized finance (DeFi) [3]
platforms exemplifies the development of intelligent manufac-
turing, reshaping the digital service landscape by providing
more transparent, secure, and user-governed alternatives to
traditional centralized models. These advancements emphasize
the transformative power of intelligent manufacturing and
Web 3.0 in building a more resilient and equitable digital
ecosystem, overcoming many of the inherent limitations of
existing manufacturing structures.

Although there exist a few projects that provide decentral-
ized data storage [4]–[8], such as Filecoin, Oort, Arweave, and
Storj, trusted identity management of entities in flexible manu-
facturing is essential for ensuring the security and governance
of the Industrial Internet of Things. Existing centralized digital
identity systems cannot effectively realize the validation and
ownership of data. On the one hand, since identity information
is stored and managed by a central authority, such a system
model would be vulnerable to a single point of failure. More-
over, as data cannot be accessible among various and isolated
manufacturing service providers, users are required to repeat-
edly register similar identity information for different online
activities. This redundancy not only makes the process tedious
but also creates opportunities for data falsification. Moreover,
the application-oriented Industrial Internet of Things also
relies on identity data to securely manage large amount of
devices. During various manufacturing production procedures,
the identity information collected by different sensing devices
could be cluttered, scattered, and even conflicting. Inefficient
data storage will also pose a significant obstacle to subsequent
production-related data management, such as data integration
and data validation.

The emergence and development of blockchain technology
offer promising solutions to long-standing challenges in data
security and collaborative processes of intelligent and flexible
manufacturing. As a distributed ledger technology, blockchain
decentralizes data storage by distributing it across a network of
nodes, thereby eliminating the dependence on a single central
authority and enhancing system resilience. This architecture
effectively mitigates the risks associated with a single point
of failure, such as data loss, unauthorized access, and service
interruptions, which are common in traditional centralized
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systems. Furthermore, blockchain’s inherent transparency and
immutability ensure that all data recorded on the ledger is
accessible to network participants with the appropriate per-
missions, fostering trust and accountability. This transparency
enables various manufacturing service providers to collabora-
tively access, validate, and authenticate data in a decentralized
manner, thereby streamlining the data verification process and
significantly improving overall system efficiency. By facilitat-
ing secure, transparent, and decentralized data management,
blockchain technology not only addresses critical data integrity
issues but also paves the way for more robust and reliable
intelligent manufacturing.

In the era of Industry 4.0, intelligent manufacturing re-
lies heavily on interconnected systems, autonomous decision-
making, and real-time data exchange. A major challenge in this
ecosystem is ensuring secure and verifiable digital identities
for a large number of manufacturing entities, including ma-
chines, sensors, robots, and human operators. Decentralized
identity (DID) underpinned by blockchain technology is the
key to intelligent, flexible manufacturing. The DID concept
was first organized and proposed for specification by the World
Wide Web Consortium (W3C) in 2019. In a blockchain-based
DID system, the identity data of a manufacturing entity (e.g.,
a user or a device) is stored and managed by a decentralized
blockchain network instead of a single authoritative organiza-
tion. For a specific identity, a DID document will be generated,
consisting of a DID identifier, timestamp, entity information,
and verification information. Specifically, the DID identifier is
the unique identifier of a DID document and the corresponding
entity. Through its DID identifier, a DID document can be
retrieved and identified efficiently in the DID system. More-
over, the concrete entity-related data will be recorded in the
entity information portion, while verification information will
be used to verify the data integrity of the DID. As such, the
digitalized identity of a physical manufacturing entity would
be created and stored in the information system, enhancing
the interaction and coordination between the physical world
and the computational world. Benefiting from the underlying
blockchain, the DID of a manufacturing entity can help to
improve both data security and data sovereignty for the Indus-
trial Internet of Things. By integrating verifiable decentralized
identity into intelligent manufacturing, industries can achieve
secure, autonomous, and scalable identity management for
their IIoT environments.

Implementing a blockchain-enabled DID system may pose
distinct challenges. First, data integrity ensures that identity
data is correct and has not been tampered with throughout
an authentication process. For an identity verifier, incomplete
or illegally modified data should be identified and cannot be
accepted. Second, the data structure of the DID document
determines the efficiency of data storage and verification in
the blockchain-based system. In a complex manufacturing
environment, a large number of manufacturing entities will
be continuously registered and accessed in the DID system.
Due to the inherent constraints in the manufacturing process,
the relationships between different entities and their corre-
sponding digital identities become very complicated, which
would seriously affect system performance. Therefore, it is

necessary to improve system efficiency so that DID documents
have less storage overhead and less time overhead for identity
verification.

To address the above challenges, we propose a blockchain-
based verifiable decentralized identity (DID) system for intel-
ligent flexible manufacturing. Different from existing designs,
our initiative not only adopts decentralized patterns in its de-
sign, but also addresses the issues of data integrity and system
efficiency, making it a comprehensive design. Specifically, we
design a storage structure and data validation scheme for DID
documents in the blockchain to ensure data integrity within
the system and effectively reduce data storage and validation
overheads to improve system performance. Concretely, we
make the following contributions in this paper.

• We introduce a blockchain-based verifiable DID system
to facilitate verifiable identity management in a decen-
tralized manner.

• We propose a customized DID document storage struc-
ture that efficiently integrates verifiable identity data and
effectively reduces data storage overhead.

• We introduce a novel multi-block linked table structure
to enhance DID search efficiency, enabling rapid traversal
and retrieval of all associated DIDs from a single DID,
thereby optimizing the system’s overall performance.

• We design a data validation scheme that enables the
verifier to verify the integrity of the received identity data.

• We implemented the proposed system architecture and
evaluated it experimentally as a way to demonstrate the
feasibility of the system.

The rest of this paper is organized as follows. Section II
introduces some related techniques. Then, Section III describes
an overview of the verifiable decentralized identity system,
followed by the details of the system design and evaluation
in Sections IV and V, respectively. Finally, we conclude our
paper in Section VI.

II. RELATED WORK

In this section, we construct a brief survey on the tech-
nologies behind our system, namely decentralized identity,
blockchain data verification, and blockchain aided manufac-
turing.

A. Decentralized Identity (DID)

Identity is the basis of inter-entity interaction for all entities,
including humans. As a new type of identity management
system, DID allows individuals to manage their identities
on their own without relying on third-party authentication
organizations. It makes the authentication process safe and
secure by providing a more convenient and efficient way of
authentication [9]. At the same time, more researchers begin
to devote themselves to DID-related research and present a
series of research results [10]–[13].

In terms of practical applications, DID has already made its
debut with its advantages. There exist some common issues
in banking transactions, including high costs for cross-border
payments, long transaction delays, and a lack of transparency.
To address these issues, Md Mainul Islam et al. proposed a
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cryptocurrency system [14]. This system applies decentralized
identifiers (DID) to enable self-administered authentication
and achieve auditability. Eranga Bandara et al. developed
Connect [15], a digital contact tracking platform inspired
by DID to track and control susceptible populations. With
features like autonomous identity management, virus prop-
agation information can be tracked and synchronized with
public disclosures in a timely manner. This helps reduce the
speed of infection spread and supports effective control of
virus development. However, few studies have paid attention to
the problem of document scalability in DID systems. Irregular
storage also makes it more difficult to manage related entities.

B. Blockchain Data Verification

Blockchain is a new type of distributed data storage system
born with the emergence and rise of cryptocurrencies. With
its decentralization, traceability, and transparency, blockchain
has seen widespread adoption in academic and industrial
applications [16]–[18]. As a necessary part of consuming
data, data validation ensures the reliability of the data when
consumers use it for subsequent activities. More research
and applications tend to consider the blockchain as a tool
for data verification [19]–[21]. Its tamper-proof characteristics
ensure that the original data it stores remains unchanged and
protected from any modifications or damage. This provides a
crucial guarantee for verifying the integrity and accuracy of
the information.

The DID system, established based on the blockchain,
relies on the unique features of the blockchain to achieve the
concept of decentralization. Under that, users’ privacy and the
safety of identity verification data are guaranteed. IoT interacts
closely with identity information. Authentication is the crucial
functionality in traditional identity management systems, and it
faces challenges such as high authentication overheads, device
tracking, and a single point of system failure. Solutions based
on DID systems, such as BDIM [22], SmartDID [23], and
the Access Control Architecture [24], have proven effective
in addressing these challenges, ensuring the privacy, security,
and efficiency of the systems.

Traditional DID systems struggle with scalability due to
the rapid growth of DID documents. The proposed system
introduces a specially designed storage structure based on
Merkle Trees, which efficiently organizes and visually sum-
marizes the physical associations of manufacturing entities.
Existing DID systems often face performance issues when
handling a massive number of manufacturing entities. Our
system implements a multi-block storage structure within the
blockchain, allowing for inter-block jumps based on associated
DID records.

C. Blockchain-Aided Manufacturing

Blockchain technology, as a decentralized distributed ledger
system, has been widely adopted in Industrial Internet of
Things (IIoT) and smart manufacturing [25]. It enhances
security, collaboration, operational efficiency, product trace-
ability, and quality control within enterprises and supply chains

[26]–[29]. With its immutable, transparent, and decentral-
ized features, the blockchain effectively addresses information
asymmetry and trust issues in supply chain management,
facilitating smarter industrial transformations. The application
of blockchain technology in smart manufacturing has demon-
strated significant value. For example, Wen et al. [30] proposed
a blockchain-based supply chain information distribution sys-
tem that connects IIoT nodes, ensuring data transparency
and consistency. By integrating smart contracts, the system
optimizes data exchange, significantly enhancing collaboration
efficiency among supply chain nodes. Additionally, blockchain
enables the secure sharing of information resources from
private domains and provides product provenance information
to consumers through smart contracts [31], [32]. This not
only strengthens supply chain security, but also effectively
addresses issues such as product recalls caused by security
vulnerabilities [33], [34]. Blockchain provides a transparent
and adaptable solution for product traceability and supply
chain management in the manufacturing industry.

Blockchain also optimizes the operation of smart manufac-
turing systems. Leng et al. [35] introduced the ManuChain
dual-layer intelligent model, combining blockchain with global
optimization to address conflicts between overall planning and
local execution. Through smart contracts and digital twins,
blockchain enhances manufacturing flexibility, efficiency, and
dynamic optimization. In supply chain management, Chang et
al. [36] proposed a blockchain-based reconfiguration frame-
work that uses smart contracts to enable real-time tracking of
cash flow and logistics, thus reducing intermediaries and im-
proving cost efficiency. Geiger et al. [37] suggested blockchain
solutions for transparent production tracking and dynamic task
optimization in the machine-sharing economy, ensuring data
authenticity and adaptability to market changes.

Blockchain also plays a critical role in enhancing trust
management in supply chains. Zhang et al. [38] proposed a
framework that combines blockchain and smart contracts to
reduce the “trust tax”, improving transaction transparency and
efficiency. This framework benefits SMEs by lowering costs,
enhancing product quality, and boosting competitiveness. Wu
et al. [39] optimized trust mechanisms with an improved
EigenTrust algorithm to enhance supply chain reliability, while
Zhang et al. [40] emphasized blockchain’s role in fostering
secure, transparent stakeholder collaboration. Leng et al. [41]
surveyed the integration of blockchain technology in securing
smart manufacturing systems within Industry 4.0, identifying
eight key cybersecurity issues and proposing ten metrics for
implementing blockchain solutions. Most existing blockchain-
based manufacturing systems focus on the issues of data
transparency and supply chain security, but few of them talk
about the storage of verifiable data. In this paper, we propose
a customized DID document storage structure that efficiently
integrates verifiable identity data and effectively reduces data
storage overhead.

III. SYSTEM OVERVIEW

As mentioned above, in this section, we propose a verifiable
decentralized identity system model with blockchain imple-
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Fig. 1. System Model

mentation. Then, we present the threat model for our proposed
system.

A. System Model

The five main components of the scheme are shown in
Figure 1: (i) DID subject, (ii) DID and DID document, (iii)
Cloud Server, (iv) Verifiable Data Registry, and (v) Verifier.
In this scheme, the supplier provides materials to a superior
supplier or manufacturer, who obtains materials and processes
them to produce a composite material or product. Whether it
is a raw material or a product, it exists as a DID subject at this
time. The data relating to the subject is automatically collected
and sorted out using IOT devices configured in advance. It
is processed by a DID Method to get the unique identifier
belonging to the subject. This identifier could be resolved to a
generated DID document, which is uploaded and stored in the
cloud server. At the same time, the DID document uploaded to
the cloud server is used to construct a special structure stored
in the blockchain. It will be used subsequently to apply the
DID for verification.

The structure corresponding to DID documents and other
DID-related data saved by the blockchain cannot be tampered
with once it is constructed in the block on the chain, which
is an important retention of the original data. Depending
on the requirements, the holder of the identity data sends
Verifiable Credentials (VC) or Verifiable Presentation (VP)
to the verifier. It contains the data to be verified and a DID
identifier pointing to the relevant DID document. The verifier
can use the identifier to find and access the corresponding
DID document stored on the cloud server to check the entity
information. And complete the validation of the data reliability
by checking the backups saved on the blockchain. For exam-
ple, manufacturers can confirm the conformity of materials
by accessing the DID document of recorded materials. By
checking the DID document of products, distributors and
customers can confirm the product selection specifications and
production channels. On the one hand, using DID documents

to complete data verification and other interactive aspects
can ensure the authenticity of the data. On the other hand,
the designed storage structure can effectively reduce the data
access overhead, improve the system scalability, and help the
verifier verify the data reliability more efficiently.

B. Threat Model

In this scheme, the DID is exposed to potential security
threats with the data records in the document. On the one hand,
when collecting and organizing the relevant data, the recorded
values may deviate from the actual values due to unexpected
malfunctions of the monitoring equipment. On the other hand,
there may be human intervention to tamper with recorded data
for certain commercial interests. Nodes participating in the
blockchain network are responsible for performing compu-
tations; however, some may be compromised by adversaries
and produce incorrect results. In line with the standard threat
model adopted by many blockchain systems [42], we assume
that at least ζ nodes remain honest and consistently provide
correct computation results, where ζ is a constant greater than
2/3. Furthermore, without loss of generality, we assume that
all nodes possess equal computational resources. Specifically,
we define the following security criteria:

• Soundness. All data recorded in the document meets
actual expectations and has not been tampered with or
corrupted.

• Completeness. The documentation is complete with all
of the entity’s data information, with no omissions.

• No single point of failure. A blockchain system must
ensure security even if a single node fails to return results
or is compromised by attackers.

• Efficient verifiability. Users should be able to efficiently
verify the correctness of the retrieved DID and easily
access verifiable information for a specific version.

IV. SYSTEM DESIGN

In this section, we introduce our system, a blockchain-
based verifiable decentralized Identity solution. We begin by
outlining the fundamental elements of the DID system, i.e.,
Decentralized Identifier and DID Document. We then proposed
the Authenticated Data Structure (ADS) of the DID Document
and its storage within the block. Following this, we introduced
an efficient structure that spans multiple blocks and connects
various related DIDs, significantly enhancing the system’s
query efficiency. After that, we proposed a decentralized
verification scheme that ensures efficient verification of query
results within the system. We then presented an optimized
verification scheme for authenticating DID entities in the
scenario of multi-supply chain system. Finally, we discussed
the user privacy issue in our system.

A. DID and DID Document

The DID identifier is an identity indicator for all registered
entities in the DID system and points directly to each specific
entity. As mentioned earlier, in our proposed scheme, during
the process of generating DID subjects, production and data
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DID Document
{
    "id": "DID:CPW3:304502204...30bd17ba",
    "created": "2024-3-28T16:12:02:00Z",
    "publicKeys": [
        {
            "publicKey": "MFkwEwYH...toehGol29Cg==",
            "type": "secp256r1"
        }],
    "entityInformation": [
        {
            "type":"prodProps",
            "content":
            {
                "index": "1",
                "name": "intelligent car",
                "quantity": "1"
            }
        },
        {   
            "type" : "subProps",
            "content" : 
            {
                "length": "25.5",
                "width" : "15",
                "height" : "7.8"
            }
        },
        {
            "type" : "CMPTProps",
            "content" :[
                {
                    "type" : "cmpt1",
                    "id": "DID:CPW3:304502204...30bd17ba"
                },
                {   
                    "type" : "cmpt2",
                    "id": "DID:CPW3:304402207...2f73868b"
                },
                {   
                    "type" : "cmpt3",
                    "id": "DID:CPW3:304602210...ee7ccbca"
                }
    ]}],
    "proof": {
        "publicKey": "MFkwEwYH...toehGol29Cg==",
        "signatureValue": " 762847564...24av17ef"
    }
}

DID : CPW3 : 304502204...30bd17ba

Scheme

DID Method DID Method-Specific Identity

resolves to

Fig. 2. DID and DID Document used in this system

related to the subject are collected to generate this unique
DID identifier via a DID method named DID: CPW3. As
shown in Figure 2 for the specific structure of a DID identifier,
it can be seen that it consists of three parts, respectively,
“fixed string (scheme name)”, “did method”, and “did method-
specific identity”, connected by “:”. “Fixed string” specifies
that the identifier is a DID identifier, “did method” indicates
the specific scheme for defining and manipulating the identifier
(in this system, that is, DID: CPW3), and “did method-specific
identity” is an identifier string that is a unique value in the DID
system.

When each DID identifier is generated, its corresponding
DID document is also created. In these documents, public
information such as the subject’s attributes, public key, and
verification method are recorded. The specific structure of
the DID document and its saved data content in this system
is shown in Figure 2. The DID and its corresponding DID
document will be uploaded together by the registrant to the
cloud server for storage. At the same time, the DID document
will be stored specially in the blockchain (it will be explained
in the next subsection), which will serve as an important
guarantee for the reliability of the data.

B. Verifiable DID (vDID)

We constructed a Merkle Hash Tree (MHT) based in-
block storage structure for DID documents to support data
reliability verification. As illustrated in Figure 3, our vDID
structure represents a DID document storage framework for a
product stored on the blockchain. This vDID structure consists
of a two-layer tree configuration, comprising an outer-layer
ADS and an inner-layer ADS. The inner-layer Merkle tree
is constructed from the data entries of the DID document,
while the outer-layer Merkle tree is built upon the component
hierarchy.

For example, a manufacturer uploads the DID documenta-
tion of a smart electric vehicle that consists of three compo-
nents. Each of the three components is obtained by processing
one or more raw materials, including primary raw materials or
multistage raw materials, which may come from different raw
material suppliers. such as “publicKeys”, “SubProps”, “Prod-
Props”, “CMPTProps”, and “proof”. The inner-layer ADS is
organized as a complete binary tree, where each leaf node
stores a digest computed from the corresponding data fields
of the DID document, such as “publicKeys”, “SubProps”,
“ProdProps”, “CMPTProps”, and “proof”. Meanwhile, each
non-leaf node contains a digest derived from its two child
nodes. For example, hd0 = H(d0) and hd4 = H(hd0|hd1),
where “|” denotes the string concatenation operator. The root
digests of inner-layer trees are utilized as part of the input for
calculating the digests of the outer-layer ADS nodes.

All nodes in the outer-layer tree correspond one-to-one
with the car and its component ingredients. To simplify the
illustration process, the three components in this scenario are
the controller, the sensor, and the body. Specifically, the car
Nn consists of the components N7(controller), N8(sensor),
and N9(body), which are each in turn composed of other
components or raw materials(N1 to N6, for leaf nodes). In
other words, the outer-layer tree provides a complete overview
of the DID subject corresponding to the product and all the raw
materials associated with it. For leaf nodes of the outer-layer
ADS, as primary material, the “ProdProps” and “SubProps”
property values are contained within the node. Take node
N1 as an example, h1 = H(N1|hd0), where N1 is the node
identifier and hd0 is the root digest of the corresponding
inner-layer ADS. For non-leaf nodes, since they are composite
components(products), an attribute called “CMPTProps” is
attached to the node in addition to the two attribute values
contained in the leaf node. “CMPTProps” represents the
component properties of this entity; for example, N1(CPU)
and N2(SSD) are the property values of N7(controller). The
computed hash of a non-leaf node, take Nn as an example, is
hn = H(Nn|hd0|H(h7|h8|h9), where Nn is the node identifier,
hd0 is the root digest of the corresponding inner-layer ADS,
H(h7|h8|h9) is the digest of child nodes. Each node gets its
hash value by the above calculation and recursively from bot-
tom to top to get the final unique hash value (i.e., hashADS)
saved in the block header. When a query is made for the data
item d0, it will return results along with the proof={Nn, h7,
h8, N9, h4, h5, N6, hd1, hd5}.

C. Efficient Model

In this section, we introduce a novel multi-block correlation
structure, namely the Tier Skip Chain (TSC). This structure is
built upon the foundational DID system framework and em-
phasizes the relational characteristics between DIDs, enabling
the system to efficiently fulfill query requests and thereby
enhance overall system performance.

Tier Skip Chain (TSC): Tier Skip Chain (TSC) is a multi-
block structure that establishes skip links based on hierarchical
relationships between blocks associated with linked DIDs.
During the query process, TSC allows the blockchain to
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Fig. 3. vDID Structure

efficiently traverse any given DID and all its related DIDs
through multiple associated skip links.

As depicted in the Figure 4, the TSC structure comprises five
primary elements: (i) entity node Ni, (ii) index node Ii, (iii)
pruned node Di, (iv) Tier Level Ti, and (v) Tier Link Li. The
entity node stores complete data related to the corresponding
entity, including the DID. The index node records the hash
value of the block linked to the current block and block id.
The pruned node only retains the DID of the corresponding
entity. The Tier Level indicates the hierarchical relationship
of the node within the entity or between entities. The Tier
Link refers to the link between nodes of different blocks
corresponding to their tier level. The relationship between
Tier Level and Tier Link will be elaborated upon later in
this section. These various nodes are organized into a tree
structure within each block, ultimately forming an MHT. By
leveraging this structure along with Tier Links, TSC enables
logarithmic-cost traversal of the blockchain, allowing efficient
queries for a specified entity and all its related entities. The
intuitions behind the improvement are two-fold. Firstly, instead
of duplicating entity data in multiple blocks, pruned nodes
refer to earlier blocks, reducing data redundancy. Secondly,
using skip links allows for efficient traversal across multiple
blocks related to an entity, instead of sequential scanning.
Without TSC, a straightforward solution would be scanning
each block one by one to find relevant DID records, which is
computationally expensive, especially as the blockchain grows.

The figure illustrates a simple example of the TSC structure.
For simplicity, we assume that each block records only one
complete entity (including composite entities, i.e., an entity
composed of multiple distinct entities). Entities belonging to
different Tier Levels are structured as nodes from bottom to
top, constructing a tree known as the EntityTree within the
MHT. Typically, an EntityTree maps to one or more entities
registered in the system. Based on the hierarchical relationship
and registration time of the entities, the nodes mapped within
the TSC can be categorized into different types, namely entity
node, index node, and pruned node.

The entity node records complete data related to the cor-
responding entity, including the DID and DID Document.
Specifically, when any entity is first registered in the system,

it is recorded as an entity node. Similar to the basic ADS
data structure mentioned earlier, if the registered entity is
a composite product, the node will contain attributes such
as ProdProps, SubProps, and CMPTProps. Conversely, for
primary raw materials or unprocessed entities, the entity node
does not record the CMPTProps attribute. In the system, any
entity can be registered multiple times. In the physical world, a
lower-tier raw material or composite product already registered
in the system may be used as a component to produce a higher-
tier product, which is then registered in the system. In this
case, the former entity will be registered at least twice in the
system. That is, the EntityTree Root of a block (the lower-tier
entity) is registered in a new block with the newly registered
higher-tier entity, and it is mapped as a non-root node in the
new EntityTree. The physical world’s Tier Level of the entity
determines its position within the EntityTree, and the different
registration instances result in different node types within the
tree. When an entity is registered multiple times in the system,
its node will be represented as a pruned node within the
EntityTree. This implies that for the same entity, its entity
node must be registered in the system before the pruned node.
When the pruned node is created, a corresponding index node
is also generated. Referring to the Tier Level, the index node
constructs the Tier Link between this block and the previous
block.

The pruned node records the DID corresponding to the
entity. Specifically, the complete and detailed information for
the pruned node’s corresponding real entity is recorded in
the entity node when it is first registered in the system.
When it appears as a pruned node in a different block, the
primary information of the block’s EntityTree will focus on
the newly registered entity. The system can quickly locate
the complete information of the entity by navigating from the
pruned node through the index node and Tier Link to the block
containing its entity node. Repeating this information in the
new block would be redundant; therefore, the pruned node
retains only the DID as location and verification information,
suppressing other specific details to maintain the simplicity of
the EntityTree.

The index node contains the location information of the
target block to be navigated. Specifically, for the target block
to be navigated, the node records the hash value and the block
ID of that block. This hash value is obtained by recursively
hashing all the fields in the target block’s header. Tier Level
represents the component hierarchy of each member entity
within a composite entity, denoted as Ti, i ∈ {0, ..., n}.
Specifically, in an n-Tier composite product, the entity at level
n-1 is synthesized from the entity at level n, and in turn, is
used to synthesize the entity at level n-2, and so on. In such a
composite entity, their Tier Levels correspond to Tn−1 = n-1,
Tn = n, and Tn−2 = n-2, respectively. The Tier Link functions
as a skip link between blocks, with the index node of the
subsequent block pointing to the previous target block. The
pointing hierarchy of a Tier Link is related to the building
relationship of the current node. For an EntityTree, each node
within the tree is composed of two nodes. As previously
mentioned, an entity node registered for the first time consists
of both a pruned node and an entity node. Conversely, for
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subsequent registrations, the entity node is composed of an
index node and a pruned node. For any composite entity
Ei ∈ {0, . . . , n}, the root node always has a Tier Level of
0, while the corresponding leaf nodes have a Tier Level of n.
For intermediate entities Ej ∈ {1, . . . , n−1}, the entity at the
j-Tier level and its associated entities at the same level form
the entity at the j-1 level. Due to multiple registrations, the Ej

node is composed of an index node and a pruned node, where
the index node constructs a Tier Link pointing to the block
that contains the complete information for Ej . In this direct
parent-child relationship, the Tier Link constructed by the
index node with a Tier Level Tj = j corresponds to Tj = 1. In
another scenario, for an indirect parent-child relationship, Ej’
is registered in a new block as an intermediate component
of Ei’. Compared to the previous registration of Ej , the
updated component’s Tier Level Tj’ is 1≤t≤tj , where tj is
the maximum Tier Level for Ej . When mapped to Ei’, the
updated component’s Tier Level now corresponds to Tj’ = t +
T i′

j , where T i′

j is the Tier Level of Ej’ within Ei’. In this case,
the corresponding Tier Link is Lj = Tj’. The advantage of
Tier Link construction is that TSC can choose the appropriate
Tier Link to jump according to different search needs, and
complete the search and access to information more efficiently.

With this TSC structure, users can easily trace and traverse
all related entities through any entity with logarithmic cost.
Additionally, due to the presence of Tier Links, users can set
filters to meet different levels of tracing granularity, enabling
efficient retrieval and traversal based on the corresponding Tier
Link.

Specifically, within the TSC, due to the structural changes of
the EntityTree compared to the basic ADS structure discussed
in the previous section, the hash values of nodes within the
EntityTree are derived using different hashing methods. For
nodes that do not contain the index node, if the node is an
entity node, the hash calculation follows the method described
in Section 2. If the node is a pruned node, its hash value is
calculated as hpruned = H(DIDNi

). For nodes that include an
index node, the hash value of the node is computed as hnode

= H(H(index node)|H(entity/pruned node)), where H(index
node) = H(blocki), and blocki is the target block to which
the index node points.

D. Data Verification

A distributor plans to purchase the product wholesale from
the manufacturer and sell it to the market. In the process, the
distributor needs to access the DID document of the product
to confirm that there is no fraudulent use of specifications and
materials.

Any entity that registers for access to the DID system must
obtain a corresponding pair of public and private keys for
identification. Similarly, a manufacturer registers a product by
generating its own unique public and private key pair. After
completing the construction of the MHT corresponding to
the DID document in the block, the manufacturer uses the
private key to sign its Merkle Root. The distributor uses the
decentralized identifier to request and get the DID document
from the cloud server. Then, the distributor verifies that the
document was generated and uploaded by the manufacturer
by checking the block ID and public key data stored in
the document. Next, after confirming the authenticity of the
document, the distributor would like to confirm that its product
N5” is manufactured as described by the manufacturer, using
a composite material that contains the N7 and meets its
described specifications.

At this point, the distributor sends a verification request to
the blockchain. For MHT stored on the corresponding block,
the blockchain will start from the root node, search down the
tree to verify the data, and return a proof (i.e., Merkle’s path)
that can rebuild the tree upon it. Specifically, after submitting
a data validation request for N5”, the validator will receive
a validation proof returned by the blockchain, which contains
hDN1

, hDN2
, hSN3

, hnodeN4
, and hnodeN6

. For distributors,
h7 can be calculated from local data (“ProdProps” and
“SubProps” provided by the manufacturer). The MerkleRoot
obtained through the N7 public key appended to the document
is used to compare with h7 to complete its identification
and determine the legitimacy of its source. Combined with
the returned proof data, according to the calculation formula
proposed in the previous section, the remaining local data is
used to calculate hnodeN3

and MerkleRoot in turn, i.e., the
reconstruction of the product’s MHT is realized. Verification
of the reliability of the data is accomplished by comparing the
MerkleRoot obtained from the derivation of the reconstructed
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MHT with the accessed original MerkleRoot stored in the
block header.

Next, we analyze the computational complexity of the
verification model. The verification process primarily involves
retrieving a proof and reconstructing the hash path. Specifi-
cally, the blockchain provides a Merkle proof for a product,
returning a set of intermediate hashes. To verify, the distributor
reconstructs the Merkle path from the leaf node to the root by
hashing pairs of nodes iteratively. Given a Merkle tree with
n leaf nodes, the height is O(log n), so verifying a Merkle
proof requires O(log n) hash computations. To this end, the
overall computational complexity of the verification model is
O(log n), making it efficient for large datasets.

E. Optimizations for Multiple Supply Chains

In this section, we present an optimized verification scheme
for authenticating DID entities within a blockchain-based
multi-supply chain system. To enhance verification efficiency,
we incorporate an integrative locating layer into our frame-
work.

In a multi-supply chain setting, a basic verification approach
would involve establishing a dedicated TSC for each supply
chain to track updates to verifiable objects. However, verifying
newly updated global DID documents would require users
to frequently retrieve multiple update logs and comply with
the configurations of their respective TSCs. This method not
only demands significant bandwidth and time from users but
also increases the operational burden on TSC maintainers, who
must manage a freshness service. To address these challenges,
we further refine and optimize our system to facilitate effi-
cient DID document verification within a blockchain-powered
multi-supply chain framework.

A newly introduced locating layer has been designed and
incorporated into our framework to support multiple supply
chains. This layer collects and verifies authentication infor-
mation for all DID documents stored on the blockchain,
ultimately serving as a lookup service for users. A committee
at the supply chain level is established to verify and integrate
multiple independent TSCs, creating a unified supply-chain-
level TSC (s-TSC). Within the s-TSC, each entry represents a
snapshot of the supply chain’s status. In order to generate a
snapshot, the supply-chain-level committee gathers the most
recent data from individual entities. Such data may contain
verified signatures and hashes. Next, it verifies the authenticity
of these signatures against the respective entity TSC. Finally,
the committee signs the root, and the collected hashes are used
to construct a Merkle tree, such that all entity versions within
the snapshot are encapsulated.

This architecture facilitates the gradual upgrading of mul-
tiple supply chains within the blockchain. Entities without
their own TSCs can still be incorporated into the integrative
locating layer using their latest version’s hash values. In addi-
tion, the supply-chain-level committee provides an aggregation
timestamp service to prevent replay attacks, ensuring that the
latest version of entities and the corresponding consistent state
of the supply chain are sent to the users. After that, the
committee could send the most recent signed supply-chain

snapshot to the users. With this information, along with the
Merkle proofs, outdated entities could be verified. If outdated
entities are identified, users can retrieve the latest blocks from
the individual TSCs based on their hash values.

Furthermore, a multiple-supply-chain blockchain can sup-
port multiple aggregation layers, each potentially representing
different distribution categories, such as the development stage
of entities. Within the TSC, the update history of each entity
is preserved. For example, by assigning a new release tag to
an entity update, users are notified of the latest distribution
release. Simultaneously, participants can publish alternative
versions of an entity (e.g., a test version) within the TSC. To
ensure timeliness, a dedicated timestamp service is maintained
for each distribution.

F. User Privacy

Protecting user privacy in blockchain-based verifiable de-
centralized identity (DID) systems is a crucial challenge.
Since blockchain is immutable and transparent, implementing
privacy-preserving techniques is essential. We have incor-
porated several mechanisms in our system to address this
issue. For example, users should share only necessary identity
attributes instead of full identity details, and zero-knowledge
proofs (ZKPs) techniques are employed to allow users to prove
possession of certain credentials without revealing the actual
data. Moreover, we store identity-related data off-chain (e.g.,
IPFS, cloud storage) while keeping only cryptographic proofs
on-chain. Other techniques, such as group signatures or blind
signatures, are also possible [43].

V. IMPLEMENTATION AND EVALUATION

In this section, we extensively evaluated our framework
with real data. Specifically, we tested the vDID construction
performance, proof performance, as well as the effectiveness
of Tier Skip Chain and the multiple chain optimization.

A. Experimental Settings and Implementation

We construct a blockchain for simulation purposes using
Docker (version 18.09.0) and Hyperledger Fabric (version
1.4). Go is used to develop the smart contract. We choose
Hyperledger Fabric because it is commonly deployed in real-
world manufacturing environments. In order to simulate a
real-world node, a Docker container is used to deploy each
node in the Fabric network. We set up our experimental
environment on a commercial laptop with an Intel Core i7
processor and 16GB of operating memory. The experiments
included evaluating the time cost of constructing the block
structure (MHT), the cost of generating the proof for verifying
data integrity (i.e., the size of the structure and the generation
time), and the time cost of completing the verification using
evidence. In the experiments, we used three types of secure
hash algorithms (SHA), namely 128-bit, 256-bit, and 512-bit
hashing [44]. Moreover, we tested the efficiency of our Tier
Skip Chain.

The dataset used for the experiment is an open-source
collection known as DataCo [45]. This dataset encompasses
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Fig. 5. vDID Construction Performance

comprehensive supply chain information from large commer-
cial enterprises in real-world manufacturing environments. It
covers the entire lifecycle of a product, from the procurement
of raw materials through production processes to the final
distribution stages, which contains specific data of some prod-
ucts and their materials, including their inter-compositional
relationships.

B. vDID Construction Performance

Figure 5(a) and Figure 5(b) show the construction per-
formance of MHT. Specifically, we set the number of DID
documents (corresponding to products and materials) at 1K,
20K, 40K, 60K, 80K, 100K, 120K, 140K and 160K to evaluate
the time cost of vDID construction under different conditions.
As shown in Figure 5, the construction time of vDID increases
linearly as the number of documents increases. We also
conduct comparative experiments using different encryption
methods to process the data. Specifically, we study the effect
on the performance of the vDID construction with three dif-
ferent lengths of hash functions (Figure 5a). The experimental
results show that the time cost spent on constructing the vDID
remains almost unchanged for the 128-bit and 256-bit hash
functions. However, if the encryption method with 512-bit
hash function is used, the construction time for vDID almost
doubles for large number of data records. With respect to
this issue, we claim that stronger encryption provides higher
security but requires more computational resources, increasing
processing time and energy consumption. In contrast, weaker
encryption improves efficiency but may be vulnerable to brute-
force attacks as computing power increases over time.

Figure 5(b) shows the relationship between vDID size and
the number of data records. Across all three hash lengths (128-
bit, 256-bit, and 512-bit), the vDID size increases linearly with
the number of data records. Specifically, when the number
of data records is 4 × 104, the vDID size is approximately
0.07MB, 0.13MB, and 0.25MB for the 128-bit, 256-bit, and
512-bit hashes, respectively. When the number of data records
reaches 16 × 104, the vDID sizes grow to about 0.65MB,
1.00MB, and 2.05MB.

C. Proof Performance

Figure 6(a), Figure 6(b) and Figure 6(c) show the the proof
performance of the system. Specifically, we study the impact
of the number of data records on three metrics, namely (i)
proof generation time, (ii) proof verification time, and (iii)
proof size.

Figure 6(a) depicts the proof generation time as the number
of data records increases. For all three hash lengths, the proof
generation time shows an approximately linear growth from
0 to 6 × 104 data records, with similar performance across
the hash lengths during this range. However, from 6 × 104

to 16× 104 data records, the proof generation time increases
further. Specifically, the 128-bit hash sees an increase from
about 3ms to 5.5ms, the 256-bit hash from around 3ms to
5ms, and the 512-bit hash from roughly 3.5ms to over 7.5ms.

Figure 6(b) shows the proof verification time as the number
of data records grows. Across all hash lengths, the verification
time gradually increases with the number of data records. For
instance, with the 128-bit hash, the verification time rises from
approximately 1.8ms at 4 × 104 records to about 7.0ms at
16× 104 records. Similarly, the 256-bit hash verification time
increases from around 1.8ms to 5.5ms, while the 512-bit hash
rises from approximately 1.9ms to 7.0ms.

Figure 6(c) illustrates the relationship between proof size
and the number of data records. From 0 to 10× 104 records,
the proof size grows slowly for all three hash lengths, and it
stabilizes beyond 10×104 records. Specifically, the proof size
stabilizes at around 200 bytes for the 128-bit hash, 400 bytes
for the 256-bit hash, and 1000 bytes for the 512-bit hash.

D. Query Performance of Tier Skip Chain

Figure 7(a) compares the construction time with and without
the hierarchical skip chain as the number of data records
increases. Without the skip chain, the construction time keeps
almost unchanged with different number of documents. In
contrast, the build time of Tier Skip Chain becomes larger as
the number of data records increases. The reason is that, the
building process requires to traverse all the DIDs and construct
the skip links among the entities.

Figure 7(b) compares the query time with and without the
hierarchical skip chain as the number of data records grows.
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Without the skip chain, the query time increases linearly, from
approximately 0.24ms at 4 × 104 records to about 0.98ms at
16 × 104 records. However, with the skip chain, the query
time remains consistently below 0.1ms, showing almost no
dependence on the number of data records.

E. Query Optimization Time and System Throughput

Figure 8(a) and Figure 8(b) show the effectiveness of
the optimization proposed in Section IV-E and the system
throughput, respectively. Figure 8(a) illustrates the query times
for multiple supply chains under varying conditions. The

experiment examines four scenarios: 5 supply chains with
and without optimization (5 in s-TSC vs. 5 in TSCs), and
10 supply chains with and without optimization (10 in s-TSC
vs. 10 in TSCs). In the scenarios without optimization, the
query time increases significantly as the number of blocks
grows, reaching 200 ms for 5 supply chains and 320 ms for 10
supply chains when the block count hits 2,000. This indicates
a clear scalability issue as the system struggles to maintain
efficiency with more data. Conversely, when optimization is
applied through integrative locating layers, the query times
for both 5 and 10 supply chains exhibit only a slight increase
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as the block number rises. Remarkably, even at 2,000 blocks,
the query time remains under 20 ms for both scenarios. This
demonstrates the effectiveness of the optimization strategy in
maintaining low query times and suggests that the integrative
locating layers significantly enhance the system’s scalability
and performance.

We conducted experiments to evaluate the performance of
our system by measuring throughput with varying numbers of
blockchain nodes and supply chains. As shown in Figure 8(b),
four lines represent the throughput for 2, 4, 6, and 8 supply
chains. These lines overlap significantly, indicating that the
number of supply chains has minimal impact on throughput
within the tested range of node numbers. Our results indicate
that system performance is influenced by the number of
blockchain nodes. Throughput initially increases with more
nodes, starting at approximately 500 KB/s with a single node
and peaking at around 1500 KB/s with 5 to 6 nodes. Beyond
this point, throughput declines as node numbers increase. This
decline is possibly due to rising communication overhead, as
each node must synchronize with others, increasing network
latency and reducing throughput. An excessive number of
nodes can overwhelm the system’s capacity. Thus, blockchain
systems must balance decentralization and efficiency. In our
model, 5 to 6 nodes appear to provide an optimal balance.

VI. CONCLUSION

This paper presents a blockchain-based verifiable decen-
tralized identity system for smart manufacturing. We first
designed a decentralized architecture based on blockchain and
a storage structure for DID documents, which can effectively
reduce the overhead of system storage. Second, we propose a
multi-block hopping structure constructed based on associative
DIDs, which effectively improves the query efficiency of the
system. Then, we developed a verification scheme that allows
verifiers to use this DID Document storage structure for more
efficient and accurate verification. Finally, we implemented
the system and demonstrated through experimental evaluation
that our system can achieve more efficient data validation
with reduced storage overhead. Future work may include
investigating more efficient indexing or hierarchical storage
mechanisms to further optimize DID document retrieval in a
large-scale manufacturing environment. Moreover, it is pos-
sible to incorporate machine learning or AI-driven anomaly
detection to identify and prevent fraudulent identity claims in
real time.
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