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Abstract—Reinforcement Learning (RL) has gained signifi-
cant attention in recent years. As RL software becomes more
complex and infiltrates critical application domains, ensuring
its quality and correctness becomes increasingly important. An
indispensable aspect of software quality/correctness insurance is
testing. However, testing RL software faces unique challenges
compared to testing traditional software, due to the difficulty on
defining the outputs’ correctness. This leads to the RL test oracle
problem. Current approaches to testing RL software often rely
on human oracles, i.e. convening human experts to judge the
correctness of RL software outputs. This heavily depends on
the availability and quality (including the experiences, subjective
states, etc.) of the human experts, and cannot be fully automated.
In this paper, we propose a novel approach to design test
oracles for RL software by leveraging the Lyapunov stability
control theory. By incorporating Lyapunov stability concepts to
guide RL training, we hypothesize that a correctly implemented
RL software shall output an agent that respects Lyapunov
stability control theories. Based on this heuristics, we propose
a Lyapunov stability control theory based oracle, LPEA(9,0),
for testing RL software. We conduct extensive experiments over
representative RL algorithms and RL software bugs to evaluate
our proposed oracle. The results show that our proposed oracle
can outperform the human oracle in most metrics. Particularly,
LPEA (Y = 100%,0 = 75%) outperforms the human oracle by
53.6%, 50%, 18.4%, 34.8%, 18.4%, 127.8%, 60.5%, 38.9%, and
31.7% respectively on accuracy, precision, recall, F1 score, true
positive rate, true negative rate, false positive rate, false negative
rate, and ROC curve’s AUC; and LPEA(9 = 100%, 0 = 50%)
outperforms the human oracle by 48.2%, 47.4%, 10.5%, 29.1%,
10.5%, 127.8%, 60.5%, 22.2%, and 26.0% respectively on these
metrics.

Index Terms—reinforcement learning, test oracle

I. INTRODUCTION

Reinforcement Learning (RL) has gained significant atten-
tion in recent years due to its wide range of applications,
such as control/robotics [1] and game playing [2]. RL software
outputs an agent, which learns optimal decision-making poli-
cies through interacting with an inputted training environment
(simplified as “environment” in the following); the agent’s goal
in the interaction is to maximize cumulative rewards [3]. As
RL software grows more complex and infiltrates critical appli-
cation domains, ensuring its quality and correctness becomes
increasingly important.

1. These authors contributed equally to this work.
2. This is the corresponding author.

One indispensable aspect of software quality/correctness
insurance is testing. The purpose of testing is to reveal the
existence of bugs'>? in software. However, testing RL soft-
ware faces unique challenges compared to testing traditional
software.

To test traditional software, given the input, the correctness
of an output is well defined: there is usually a unique and
well-defined expected output, and the output is either equal
to the unique expected output (i.e. correct), or not equal to
it (i.e. incorrect). There is no gray area between the correct
and the incorrect outputs. However, for RL software, given
the inputted environment, often the expected output (i.e. the
trained agent) is neither unique nor well-defined. For example,
one major application domain of RL is to train agents (aka
“controllers” in such contexts) for nonlinear control systems,
where the nonlinearity is so complex, that the system is
hard (if at all possible) to be mathematically analyzed. For
such control systems, it is hard to define which controller
is the unique correct controller (i.e. the unique well-defined
expected output). All that we can measure is the controllers’
performance for a test set; and the performance metrics are
usually multi-dimensional, statistical, and dependent on the
test set. It is difficult to define the optimum performance, nor
to define what performance is correct/incorrect.

For example, in the control task of stabilizing an inverted
pendulum [4], given a test set of initial states of the inverted
pendulum, controller A on average stabilizes the inverted
pendulum in 10 seconds, while controller B on average stabi-
lizes the inverted pendulum in 15 seconds (usually a shorter
stabilizing time cost is better). However, in terms of overshoot,
controller A causes a worst case overshoot of 15 degrees,
while controller B causes a worst case overshoot of 5 degrees
(usually a smaller overshoot is better). Due to the multi-
dimensionality of the performance metrics, it is difficult to

' A more formal term for “bug” is “software defect.” But for succinctness,
we will use the term “bug” in this paper. Correspondingly, the formal terms
“software contains defects” and “software contains no defect” will be referred
to as “buggy” and “bug-less” respectively in the following.

2There are two types of bugs. Some bugs can cause compilation warn-
ings/failures, or catch-able runtime exceptions/failures (e.g. via the Java/C++
try-catch exception mechanisms, or the C error return values). Others are
hidden. The hidden bugs are more threatening. Therefore, in the following,
unless otherwise denoted, we shall focus on the hidden bugs.
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define which controller is better, nor to define which controller
is correct/incorrect: we cannot say controller A is incorrect
because it performs worse than controller B on overshoot;
nor controller B is incorrect because it performs worse than
controller A on stabilization time cost.

The above hard-to-define-output-correctness challenge for
RL software leads to a critical problem in testing: the fest
oracle problem [5].

A ftest oracle is an indispensable tool for software test-
ing [5]. It is a mechanism to judge the correctness of software
outputs (given the corresponding input) without analyzing the
software source code (in the RL literature, the term “oracle”
has other meanings; however, in this paper, the term “oracle”
never takes those meanings; therefore, in the following, we
simplify the term “test oracle” as “oracle”). According to this
definition, the prerequisite to define an oracle is to define the
correctness of software outputs.

The RL software outputs are the agents (controllers). From
the previous inverted pendulum example, we can see that
to judge if an agent (controller) is correct, all that we can
have is the agent’s statistical performances (analytical proof of
correctness is infeasible). However, as the inverted pendulum
example shows, it is hard to use common statistical metrics
to judge which agent is better, not to speak of which agent is
correct/incorrect. That is, it is hard to define the correctness of
RL software outputs. In other words, the prerequisite to define
RL software oracle is yet to be fulfilled.

To deal with this problem, the traditional approach in testing
RL software relies on human oracles, i.e. a panel of human
experts are convened to manually judge the correctness of the
RL software outputs (i.e. the agents). However, this approach
heavily depends on the availability and quality (including
experiences, subjective states, etc.) of the human experts, and
cannot be fully automated.

When high quality human experts are unavailable, or when
full automation is needed, we need an alternative to the human
oracle. This is the focus of this paper.

Specifically, we propose an oracle based on the Lyapunov
stability control theory [6] [7]. The heuristics goes as follows.

It is well-known [6] [7] in control theory that given a linear
system (including the linear state dynamics, and the linear
controller), where the system’s physical state at time ¢ is
described by an n-dimensional vector X (t) € R™, then we can
construct a so-called Lyapunov equation. If the equation has
positive-definite symmetric matrix solution P € R"*", then
the linear system is stable. Meanwhile, given this P, we can
define a so-called Lyapunov potential energy (aka Lyapunov
function) V(X (1)) % X(1)TPX(t), where X(¢)T is the
transpose of X (t). The Lyapunov potential energy V(X (¢))
can only decrease over time.

We propose our RL software oracle by using the Lyapunov
stability control theory inversely. We randomly generate many
stable linear systems using the Lyapunov stability control
theory. For each such system (including its linear state dy-
namics, its linear controller, and its Lyapunov potential en-
ergy V(X (t))), we input the following environment to the

RL software under test: the state transition dynamics of the
environment is the linear state dynamics. Meanwhile, we use
V(X(t)) as the core of the environment’s reward function,
and punish any agent (i.e. the RL learnt controller) that ever
increases V(X (t)) over time. Expectedly, if the RL software
is bug-less, the RL learnt controller should be smooth (for
example, linear), aware of the hidden Lyapunov potential
energy V(X(t)) of the environment, and its control actions
shall always decrease V(X (t)). Otherwise, the RL software
is considered buggy.

Based on the above RL software oracle design heuristics,
this paper makes the following contributions.

1) As an alternative to the traditional human oracle for
testing RL software, we propose a Lyapunov stability
control theory based oracle, LPEA(, 6).

2) We conduct extensive experiments over representative
RL algorithms and RL software bugs to evaluate our
proposed oracle. The results show that under various
configurations of (¢,6), our LPEA(¥, ) oracles can
achieve good performances in most metrics. The average
accuracy, precision, recall, F1 score, true positive rate,
true negative rate, false positive rate, false negative rate,
and ROC curve AUC are respectively 75.2%, 94.6%,
55.7%, 68.6%, 55.7%, 94.8%, 5.2%, 44.3%, and 0.751.

3) We conduct extensive experiments over representative
RL algorithms and RL software bugs to compare our
proposed oracle with the human oracle. The results
show that our proposed oracle can outperform the hu-
man oracle in most metrics. Particularly, LPEA(Y =
100%,60 = 75%) outperforms the human oracle by
53.6%, 50%, 18.4%, 34.8%, 18.4%, 127.8%, 60.5%,
38.9%, and 31.7% respectively on accuracy, precision,
recall, F1 score, true positive rate, true negative rate,
false positive rate, false negative rate, and ROC curve’s
AUC; and LPEA (¥ = 100%, 8 = 50%) outperforms the
human oracle by 48.2%, 47.4%, 10.5%, 29.1%, 10.5%,
127.8%, 60.5%, 22.2%, and 26.0% respectively on these
metrics.

The rest of the paper is organized as follows. Section II
provides background on RL and Lyapunov stability control
theory. Section III proposes our oracle for testing RL software.
Section IV evaluates our proposal. Section V discusses related
work. Section VI concludes the paper.

II. BACKGROUND
A. Reinforcement Learning

Reinforcement Learning (RL) is a paradigm of machine
learning, where the RL software trains an agent by letting
it interact with an inputted environment. The key concepts
related to RL include:

1) Environment: The external system with which the agent

interacts. It includes the following concepts.
a) State: We denote the state at time ¢ of the envi-
ronment as X (¢). The set of all possible states is
called the state space, denoted as X.



b) Action: We denote the action applied to the envi-
ronment at time ¢ as U(t). The set of all possible
actions is called the action space, denoted as U.

c) State Transition Dynamics: Given the current
state X (¢) and action U (¢) of the environment, the
way that the state X (¢) will evolve is called the
environment’s state transition dynamics.

d) Reward Function: A function r : X xU{ — R that
maps the current state X (¢) and action U(t) to a
scalar real value (aka the reward), which measures
the desirability of the current state and action.

2) Agent: The learning entity that interacts (issue actions
to and receive states/rewards from) with the environ-
ment. The RL software takes charge of structuring and
modifying the agent, aiming to maximize the cumulative
reward. The final version of the agent is the output of
the RL software.

B. Lyapunov Stability Control Theory

The most well-studied control theories are about linear
systems [8], where the state of a system at time ¢ can be
modeled by an n-dimensional vector X (t) € R™, and it
evolves according to the so called linear state dynamics:

X(t+1)=AX(t) + BU(t), (1)

where A € R™™ ™ and B € R"*™ are respectively n-by-
n and n-by-m matrices; U(t) € R™ is the m-dimensional
action (i.e. controller feedback) applied to the system at time
t; X (t+1) € R™ is the state of the system at the next time tick,
i.e. (t+1); note as the focus is on testing RL software, which
is discrete, we only use the discrete-time control theories in
this paper.

Besides the linear state dynamics, the other key component
of a linear system is the linear controller, which takes the
following form:

U(t) = -KX(t), (2)

where K € R™*™ is a m-by-n matrix.

The key to designing the linear controller is to find a proper
K for Eq. (2). Given A and B in Eq. (1), there are many
well-established ways to propose candidate values for K, e.g.
LQR [9], LMI [10] etc.

Once a candidate value for K is proposed, we can construct
the so-called Lyapunov equation:

ATPA-P+Q=0, (3)

where A % A — BK; AT is the transpose of A; Q € R"*"

is an arbitrarily given positive-definite symmetric matrix (e.g.
we can set QQ to be the identity matrix I). The only unknown
variable in Eq. (3) is P € R™"*".

The well-known Lyapunov stability control theory [6] [7]
says, if Eq. (3) has a positive-definite symmetric matrix solu-
tion P € R™*™, then the original linear system of Eq. (1)(2)
is globally asymptotically stable. That is, starting from any
initial state X (0), the trajectory of X (¢) will always converge

to the origin point (denoted as 0) of the state space R™. In
this paper, we simply refer to “globally asymptotically stable”
as “stable”

There are well-established tools to solve the Lyapunov
equation, i.e. to find a positive-definite symmetric matrix P
that upholds Eq. (3) [10] [11]. When a solution cannot be
found, there are also well-established tools to propose other
candidate values for K (i.e. propose other linear controllers),
so as to change the Lyapunov equation. But still, there are
chances that for certain given A and B, no proper K exists
to construct a solvable Lyapunov equation. Fortunately, such
chances are low in practice.

Once we solve the Lyapunov equation, i.e. found a positive-
definite symmetric matrix P € R™*" that upholds Eq. (3),
we can define the so-called Lyapunov potential energy, aka
Lyapunov function:

def

V(X(t) = X(6)TPX(t), )

where X (¢)T is the transpose of X (¢). The Lyapunov stability
control theory also tells us that the Lyapunov potential energy
V(X (t)) always decreases over time.

III. SOLUTION

Suppose a to-be-tested RL software implementation R takes
in as input an environment &, then trains and outputs an agent
a. Following the heuristics described in Section I, we propose
our RL software oracle as follows.

o Step 1: Generate I stable® linear systems {S;}/_,. Sys-
tem S; (i =1, ..., I) includes linear state dynamics of

Xi(t+1) = A; X;(t) + B;Us(1), &)

where X;(t) € R”, U;(t) € R™, A; € R"™*", B, €
R™>*™: and a linear controller of

U;(t) = —K; X;(t). (6)

where K; € R™"*™,
Meanwhile, as a stable linear system, S; shall also have
a Lyapunov potential energy (aka Lyapunov function)
defined as

Vi(Xi(1) € Xi(t) TP X (1), )
where X;(t)T is the transpose of vector X;(t), and
P; € R™ ™ is an n-by-n positive-definite symmetric
matrix that solves the Lyapunov equation of S; (see
Section II-B and Eq. (3)(4)).

o Step 2: For each linear system S;, we construct an
environment &; as follows. First, we adopt X;(¢), U;(t),
and Eq. (5) of S; respectively as &;’s state, action, and

3 According to Section II-B, given any arbitrarily generated A and B for
Eq. (1), there are chances that a stable linear system cannot be designed.
However, such chance is low in practice. Hence generating I stable linear
systems is practically feasible, e.g. via repetitive trial.



state transition dynamics (see Section II-A). Second, we
define the reward function r; of &; as follows.

ri(Xi(t), Ui(t))
L exp(~Vi(Xi(1))) + a exp(—|| Xi(8)]]2)
= exp(—X;(t) "P; X;(t)) + cvexp(—||X;(t)[]2), (8)

where o € [0,1] is a weighting constant, exp is the
exponent function, and ||X]||2 is the 2-norm of vector
X (i.e. vector X’s Euler length). That is, we reward the
decrease of the Lyapunov potential energy, and we reward
converging X;(t) to the origin point 0 in R".

Note we exclude U;(¢) from the right hand side of Eq. (8)
to feedback less info to the RL, so as to increase the
learning difficulty, hoping to expose more problems of
the RL software implementation.

Also note an agent (aka “controller” in this context) that
matches such reward function exists, which is the linear
controller described by Eq. (6). According to the Lya-
punov stability control theory described in Section II-B,
as the linear system S; is stable, the linear controller of
Eq. (6) guarantees the Lyapunov potential energy always
decreases over time, and X (¢) converges to 0. An ideal
RL software shall figure out this controller based on the
reward function of Eq. (8).

e Step 3: Input each environment & (i = 1, ..., I) to
the to-be-tested RL software implementation 12, which
respectively outputs the trained agent (aka “controller” in
this context) a;. Given any state X;(¢) € R™, controller
a; maps X;(t) to an action of a;(X;(¢)) € R™. In other
words, a; is a function of R™ — R™. We then define a
controller goodness function to quantify the quality of a;
with a scalar value, and denote this function as g¢;(a;).
Note g;(a;) € R. Upon {gi(a;)}!_, , we can further
define an implementation goodness function to quantify
the quality of R. Denote the implementation goodness
function as q({g;(a;)}_,). Note q({g;(a;)}_,) € R.
We can then set a threshold constant § € R, and claim
R to be “buggy” if q({gi(a;)}_;) < 0, and “bug-less”
otherwise.

Step 1 ~ 3 is not yet an oracle, unless the con-
troller/implementation goodness functions and threshold 6 are
defined. We propose to define them as follows, and name the
resulted oracle the Lyapunov Potential Energy Abnormality
(LPEA) oracle.

For each controller a; (+ = 1, ..., I) outputted in
Step 3, we uniformly random sample J initial states in the
state space X; = R”, and denote these initial states as
{X;;(0)} Jle. Correspondingly, a; generates the respective ac-
tions {a;(X;;(0))}7_, to be fed to the environment &;. Then
&; will respectively evolve the J initial states by 1 time tick,
to generate the next states {X; ;(1) Jle. The corresponding
change of Lyapunov potential energy is

AV 5(0) € Vi(X,5(1)) — Vi(Xi5(0)). ©)

)

Correspondingly, define
Vi € (5 € {1,...,J} and AV, ;(0) < 0}.

Apparently, 0 < [V | < J, hence vl l
We have the following con]ecture

€ [0,1].

Conjecture 1: If the RL software implementation R is
bug-less, then it can figure out the underlying meaning
of the reward function Eq. (8). Particularly, almost all
of the outputted agent (controller) a; (¢ =1, ..., I) shall
largely comply with the Lyapunov stability control theory:
the Lyapunov potential energy shall decrease over time.
That is, almost all AV; ;(0)s ¢ =1, ..., I; j =1,

J) should be negative; in other words, almost all |V |s
(i =1, ..., I) should be close to 100%. Otherwise, R is

buggy.

Based on Conjecture 1, we define the following controller
goodness function

e Vi
def{l (f == > 1), (10)

(a;) =
gi(as) 0 (otherwise),

where ¥ € [0,1] is a configurable threshold constant.

Furthermore, we should set ¢ close to 100%. In this way,
according to Conjecture 1, if the RL software implementation
R is bug-less, then almost all g;(a;)s (i = 1, ..., I) will take
the high value of “1”; while if R is buggy, then many g;(a;)s
will take the low value of “0”. (%)

Based on the controller goodness function, we define the
implementation goodness function

I
d{gi(anyy) % 2=t 0D

Apparently, q({g;(a;)}_,) € [0,1]. Hence we can configure
the threshold constant 6 to a value in [0, 1], and claim the RL
software implementation R “bug-less” if ¢ > 0, and “buggy”
if g <@.

Furthermore, due to (x), if R is bug-less, then we can
conjecture almost all g;(a;)s (i = 1, ..., I) will take the value
of “1”, raising the ¢ value close to “1”; while if R is buggy,
then we can conjecture many g;(a;)s (i = 1, ..., I) will take
the value of “0”, dropping the ¢ value toward “0.” (%)

We can see different configurations of the ¥} and 6 values
result in different LPEA oracles, denoted respectively as
LPEA(1,60). Though (%) and (xx) give guidelines on the
configuration of the (¢, 0) value, the optimal configuration of
the (19, 0) value is still an open problem. A brute force solution
is to exhaustively try a reasonable set of candidate values.
For example, guided by (x) and (*x), we can try ¢ = 100%,
97.5%, 95%, 92.5%, 90%, and 6 = 75%, 50%, 25%, resulting
in 5 x 3 = 15 different combinations: LPEA(100%, 75%),
LPEA(100%,50%), ..., LPEA(90%, 25%).

(1)



IV. EVALUATION

A. Overall Evaluation Process, Metrics, and Research Ques-
tions

We are interested in comparing our proposed oracles with
the traditional human oracle in testing RL software.

Specifically, we create benchmarks containing multiple
implementations of RL software {Rpk;}tk=1,.. Ki=01,. Le
where Ry (kK = 1, ..., K) is the bug-less implementation
of the kth RL software, and Ry; (I = 1,...,L;, where
L; € N7) is the Ith buggy implementation of the kth RL
software. Define

L (Reolk=1,..., K}, (12)

R
© (Rek=1,...,Kandl=1,... L} (13)

R =
Note for each piece of RL software, if we adopt only one
bug-less implementation but multiple buggy implementations,
then |R’| << |R|. This makes the benchmark imbalanced.
To balance the benchmark, for each bug-less RL software
implementation Ry o (k =1, ..., K), we create (L —1) addi-
tional bug-less implementations: { Ry, _i};—1,.. (r,—1), Where
Ry,_; is a varied bug-less implementation of Ry ¢ by adding
random irrelevant instruction(s) into Ry, e.g., by adding
no-op instructions randomly into Ry o. Correspondingly, we
define

RE R U{Ry_i|k=1,..., K and
I=1,... (Ly— 1)}

We call R’ the raw bug-less RL software benchmark, while
R the expanded bug-less RL software benchmark (or simply
the bug-less RL software benchmark). We call R the buggy
RL software benchmark; and call (R U R) the RL software
benchmark.

Given oracle w, we denote

(14)

RS f {R|R € R and is labeled “bug-less” by w},(15)
RE %' (RIR R and is labeled “buggy” by w}, (16)
RS ¥ {R|R € R and is labeled “bug-less” by w},(17)
RE ' (R|IR R and is labeled “buggy” by w}. (18)

We define the following key metrics for w:
True Positive Count TP(w) &f IRE, (19)
False Positive Count FP(w) %< |RZ|, (20)
True Negative Count TN(w) % |RZ|, 1)
False Negative Count FN(w) &f RS, (22)
Accuracy yac(w) def W. (23)

Additional metrics like precision, recall, and F1 score are
standard and well-defined in the literature, so they are not
explicitly redefined here to save space.

We want to study the following research question:

RQ: How good is the LPEA(?, 6) oracle compared to
the human oracle?

B. Bug-less RL Software Benchmark

To implement the overall evaluation process described in
Section IV-A, we still need to address several problems.

The first implementation problem is which pieces of RL
software shall be included in the bug-less RL software bench-
mark R (see Eq. (14)). Or more fundamentally, which pieces
of RL software shall be included in the raw bug-less RL
software benchmark R’ (see Eq. (12)).

One choice is the Stable Baselines3 (SB3) [12] [13] library,
a reasonably sized (over 100 source code files, and over
18000 lines of source code (excluding comments and blanks)),
well-known and well-maintained open-source implementation
of existing RL algorithms. There are two main families of
existing RL algorithms: on-policy and off-policy (see [3] for
their rigorous definitions). One of the most representative on-
policy RL algorithms is Advantage Actor-Critic (A2C) [14];
while one of the most representative off-policy RL algo-
rithms is Twin Delayed Deep Deterministic policy gradient
(TD3) [15], a descendant of the well-known Q-Learning
algorithm [16]. We therefore include the state-of-the-art SB3
stable implementations of A2C and TD3 into our raw bug-less
RL software benchmark R’. Note this assumes the state-of-
the-art SB3 stable implementations are trustworthy enough to
be regarded as the ground-truth bug-less implementations. We
have to adopt this best-effort practice because perfectly bug-
less implementations are empirically unavailable.

In addition to A2C and TD3, OpenAl also strongly rec-
ommends the Proximal Policy Optimization (PPO) RL algo-
rithm [17] [18]. Therefore, we also include the state-of-the-art
SB3 stable implementation of PPO into R’.

In summary, the bug-less RL software included in R’ are the
SB3 stable implementation (specifically, the GitHub commit
hash is 4efee92, see [12] [13]) of A2C, PPO, and TD3.
Note both A2C and PPO are on-policy RL algorithms, and
TD3 is an off-policy algorithm. Also note A2C, PPO, and
TD3 are general purpose RL algorithms for both continuous
and discrete state/action environments.

We then carry out harmless variations (see the paragraph
before Eq. (14) in Section IV-A) upon the state-of-the-art SB3
stable implementations of A2C, PPO, and TD3, to expand
R’ to R, i.e. creating the bug-less RL software benchmark
R. Specifically, R includes respectively 19, 22, and 15 bug-
less implementations of A2C, PPO, and TD3. These numbers
respectively match the numbers of buggy implementations of
A2C, PPO, and TD3 included in R, the buggy RL software
benchmark (see Section IV-C paragraph (x * %)). In this way,
the bug-less and buggy benchmarks, R and R, are balanced.

C. Buggy RL Software Benchmark

The second implementation problem is how to create the
buggy RL software benchmark R (see Eq. (13)).

We create R by injecting bugs into the bug-less RL software
implementations included in R'. Specifically, we inject two
kinds of bugs: artificial and real-world.

We create the artificial bugs based on state-of-the-art sur-
veys of RL software bugs. Specifically, as per the survey of



Nikanjam et al. [19], Table I summarizes the types of RL
software bugs*.

TABLE I: RL Software Bug Types from Survey [19]

Level-1 Type
1. RL Specific

Level-2 Type

1.1. Exploring the environment bugs
1.2. Updating network bugs

2.1. Model bugs

2.2. Training bugs

2.3. Tensor and inputs bugs

2. NN Specific

Based on Table I, we injected artificial bugs into the bug-less
A2C, PPO, and TD3 implementations of R’, to create various
buggy implementations, collectively referred to as R,.:. Re-
spectively, there are 17, 21, and 15 buggy implementations
of A2C, PPO, and TD3 in R..:. Table II summarizes the
distributions of various types of bugs in these implementations.
Note the distribution is not even. This is because whether we
can inject a specific type of bug into a bug-less implementation
depends on the semantics of the bug and the implementation.
Some semantics are easy for injection, some are difficult, even
impossible.

TABLE II: Number of Buggy Implementations in R

Artificial Bug’s Type* | A2C PPO TD3
1.1 0 0 1
1.2 13 16 8
2.1 1 1 1
22 2 2 4
2.3 1 2 1

* See Table I column 2 for the meanings of the bug type IDs.

TABLE III: Real-World Bugs

Bug
ID
RW1

Description

SB3 GitHub commit hash: d5986da

File: stable_baselines3/
common/on_policy_algorithm.py

Line 167: “dones” should be “_last_dones”;

Line 178: should insert one more line “self._last_dones
= dones” before this line.

SB GitHub commit hash: 689afdl

File: stable_baselines/a2c/a2c.py

Line 325: “np.int32” should be
“self.env.action_space.dtype”.

RW2

Meanwhile, we collect real-world bugs by manually ana-
lyzing the GitHub commit history of SB3 [12] [13], includ-
ing SB3’s ancestor repository: Stable Baselines (SB) [20].
Many real-world bugs recorded in the commit history are
non-hidden bugs (i.e. they show themselves via compilation
warnings/failures and/or runtime exceptions/failures), which
can be detected without oracle, hence are not the focus
of this paper. Our manual analysis finally collected 2 real-
world hidden bugs, listed in Table III. Bug RW1 resides in a
parent class used by both the A2C and PPO implementations.

4As mentioned in footnote 2, this paper focuses on hidden bugs, hence the
non-hidden bugs (those show themselves via compilation warnings/failures
and/or runtime exceptions/failures) listed in [19] are not listed in Table I.

By re-injecting bug RW1 into the bug-less A2C and PPO
implementations respectively, we create two buggy implemen-
tations, respectively for A2C and PPO. Bug RW2 resides
in a class used by the A2C implementation. By re-injecting
bug RW2 into the bug-less A2C implementation, we create
another buggy implementation of A2C. We refer to the three
created buggy implementations collectively as R, and thus
7?' = ﬁart U ﬁrw~

Based on the above narrations, we can see R, includes
respectively 17, 21, and 15 buggy (using artificial bugs)
implementations of A2C, PPO, and TD3; while R includes
respectively 2, 1, and O buggy (using real-world bugs) im-
plementations of A2C, PPO, and TD3. Therefore, R includes
respectively (17 +2) =19, (21+1) =22, and (15+0) =15
buggy implementations of A2C, PPO, and TD3. (k * %)

D. Human Oracle and Comparison Configurations

The third implementation problem is the design of human
oracle, the traditional oracle for testing RL software.

However, so far, there is no standard specification on the
design of human oracle for testing RL software. To our
best knowledge, the most relevant specification is given by
Zolfagharian et al. through their paper on STARLA [21]. The
focus of STARLA is on how to use genetic algorithms to create
test cases for RL software. Nevertheless, it also mentions how
to judge if an agent (the output of RL software) is abnormal:
by checking if the agent drives the test environment into a
“faulty state;” and the definitions of “faulty states” are given
by human experts.

However, the STARLA specification still lacks details (after
all, STARLA’s focus is not on oracle). In the following, we
expand the STARLA specification into a more detailed human
oracle specification, assuming the to-be-tested RL software
implementation is R.

« Step 1: We choose I classic environments {&;}1_;.

o Step 2: Repeat Step 2.1 H (H € NT) times.

Step 2.1: In the hth (h € {1, ..., H}) iteration, input
each environment & (i = 1, ..., I) to R, which
outputs the corresponding trained agent a;; (i =
1, ..., I). Let a; interact with &;, and record the
interaction trace, which is a time series of the states
of &;, denoted as {state; ¢ }+.

o Step 3: Distribute the recorded I H interaction traces to
human experts.

o Step 4: For each human expert, and for each interaction
trace she/he got, she/he subjectively® decides a set of
“faulty states.” The interaction trace is labeled “abnor-
mal” if the trace ever reaches a “faulty state;” and is
labeled “normal” otherwise.

o Step 5: R is labeled “buggy” if there exists an “abnormal”
interaction trace; and is labeled “bug-less” otherwise.

In practice, we choose the classic Mountain Car Continuous

(MCC) and the Pendulum environments from the famous

5The human experts have the freedom to check all the common statistical
metrics on the provided traces. In this sense, the common statistical metrics
are already included in the human oracle design.



Gymnasium repository [22] [23], respectively as our & and
&5 (hence I = 2). We choose H = 3.

We use the same bug-less RL software benchmark R and
buggy RL software benchmark R respectively described in
Section IV-B and IV-C. As mentioned in Section IV-B, R
includes respectively 19, 22, and 15 bug-less implementations
of A2C, PPO, and TD3 RL software. As mentioned in
Section IV-C, R includes respectively 19, 22, and 15 buggy
implementations of A2C, PPO, and TD3 RL software. Hence
in total, we have |R|+|R| = (194+22+15)+ (19+22+15) =
112 different RL software implementations. Together these
implementations create (|R|+ |R|)IH = 112 x 2 x 3 = 672
interaction traces.

We randomly distribute the 672 interaction traces to a panel
of three human experts. Two of the human experts have
bachelor’s degrees in computer science, and the other has PhD
degree in computer science and robotics related engineering.
The three panel members respectively reported spending at
least 1.5, 2, and 2.5 hours on labeling these traces. This totals
at least 6 human-hour of human resources allocated to run the
human oracle.

In contrast, the human resources needed to run our proposed
LPEA (¢, 0) oracle is always nearly 0 human-hour (no matter
what ¢ and 0 values we choose): the human operator only
needs to enter a command line to start the automated workflow.
Our evaluations hence are biased in favour of the human oracle
in the sense that way more human resources are allocated to
it than to the LPEA(?, 0) oracle.

In terms of computing resources. The human oracle costs 24
hours of computing, mainly to generate the (|R|+ |R|)[H =
672 interaction traces. The computing platform is a laptop with
AMD Ryzen 7 5800H CPU and NVIDIA GeForce RTX 3060
Laptop GPU.

For an LPEA(%, 0) oracle (see Section III), we choose the
following learning hyper-parameters: I = 20; J = 800; n = 2;
m = 2; learning rate for A2C, PPO, and TD3 are respectively
0.0004, 0.0012, and 0.001; learning steps for A2C, PPO, and
TD3 are respectively 90000, 120000, and 90000. The resulted
computing cost is always within 129 hours (no matter what
and 6 values we choose), using the same computing platform
as that for the human oracle.

As the computing platform costs USD1600 to purchase, and
can be used for at least 3 years. This corresponds to an hourly
price of 0.061USD/hour. In contrast, the human resource cost
is about 10USD/hour. Therefore, the total monetary cost of the
human oracle is 10 x 6+0.061 x 24 = 61.464(USD); while the
total monetary cost of an LPEA oracle is 10x0+4-0.061x129 =
7.869(USD). Therefore, in terms of total monetary cost, our
evaluations are still biased in favour of the human oracle (i.e.
more money is allocated to the human oracle).

E. Evaluation Results

Table IV lists all the raw data on the true positive count
(TP), false positive count (FP), true negative count (TN), and
false negative count (FN) (see Eq. (19)-(22)) over all oracles,
including 15 LPEA oracles of different (¢, 6) configurations

and the human oracle; while Fig. 1 and Fig. 2 plot the derived
performance metrics.

Fig 1 (a) visualizes the accuracy (see Eq. (23)), precision,
recall, and F1 score metrics using the overall data from
Table IV. In the figure, the X-axis lists the names of the oracle,
while the Y-axis lists the metrics’ values.

In terms of accuracy, the LPEA oracles show strong per-
formance across different (¢,60) configurations. The highest
accuracy of 0.804 is achieved by LPEA(9 = 97.5%, 6 = 75%)
and LPEA(Y = 95%,6 = 75%). Even the lowest accuracy
(0.679 by LPEA(Y = 90%,0 = 25%)) is higher than the
human oracle’s accuracy of 0.5.

In terms of precision, many LPEA oracles achieve the per-
fect score of 1.0. These include LPEA (¢ = 97.5%, 0 = 50%),
LPEA(Y = 97.5%,0 = 25%), and all other LPEA oracles
with a 9 of 95%, 92.5%, and 90%. Even the lowest precision
(0.737 by LPEA(¢ = 100%,0 = 50%)) is higher than the
human oracle’s precision of 0.5.

In terms of recall, the human oracle, with a recall of
0.679, beats many of the LPEA oracles. But still, LPEA (¢ =
100%, 0 = 75%) and LPEA((¢ = 100%, 8 = 50%) beat the
human oracle respectively with a recall of 0.804 and 0.750.
The high recall achieved by the human oracle is mainly due
to the overly pessimistic (on whether an implementation is
buggy) subjective views of the human experts. From Table IV-
Overall-TP and FP columns, we can see that the human experts
labeled (38 + 38) = 76 implementations out of the 112
implementations as “positive” (i.e. “buggy”), though only half
of the implementations (i.e. 112/2 = 56) are actually buggy.
These overly pessimistic subjective views lead to picking out
most buggy implementations at the cost of mistakenly labeling
many bug-less implementations as “buggy.” That is, at the cost
of other metrics, such as accuracy, precision, and F1 score.

In terms of F1 score, a metric that comprehensively com-
bines the accuracy, precision, and recall metrics, nearly all
the LPEA oracles (with F1 scores ranging from 0.600 to
0.776) outperform the human oracle (with an F1 score of
0.576), except LPEA(Y = 92.5%, 6 = 25%) and LPEA(Y =
90%, 6 = 25%) (respectively with a F1 score of 0.545 and
0.526). Particularly, LPEA(J = 100%,0 = 75%) achieves
the highest F1 score, 0.776. Due to the comprehensiveness
of F1 score, this evidences that LPEA(¢ = 100%, 0 = 75%)
has the overall best performance compared to other LPEA
configurations and the human oracle.

Fig 1 (b) visualizes the false positive rate and false negative
rate metrics using the overall data from Table IV. In the figure,
the X-axis lists the names of the oracle, while the Y-axis lists
the metrics’ values. For false positive rates and false negative
rates, the lower the values, the better.

In terms of false positive rates, many LPEA oracles achieve
the perfect score of 0.0. These include LPEA (Y = 97.5%, 6 =
50%), LPEA(Y = 97.5%,6 = 25%), and all other LPEA
oracles with a ¢ of 95%, 92.5%, and 90%. Even the highest
false positive rate (0.268 by LPEA(¢ = 100%, 0 = 75%) and
LPEA (9 = 100%,6 = 50%)) is much lower than the human
oracle’s false positive rate of 0.679.



TABLE IV: Raw Data

Oracle A2C PPO TD3 Overall (A2C, PPO, and TD3)
TP [ FP [ TN [ FN [ TP [ FP [ IN [ FN [ TP [ FP [ TN | FN | TP | FP | TN FN
LPEA (¢ = 100%, 0 = 75%) 15 0 19 4 15 0 22 7 15 15 0 0 45 15 41 11
LPEA (¢ = 100%, 6 = 50%) 15 0 19 4 12 0 22 10 15 15 0 0 42 | 15 41 14
LPEA (¢ = 100%, 0 = 25%) 13 0 19 6 9 0 22 13 14 12 3 1 36 | 12 | 44 20
LPEA (¢ = 97.5%, 0 = 75%) 15 0 19 4 9 0 22 13 12 2 13 3 36 2 54 20
LPEA (¢ = 97.5%, 0 = 50%) 15 0 19 4 8 0 22 14 10 0 15 5 33 0 56 23
LPEA (¢ = 97.5%, 0 = 25%) 13 0 19 6 6 0 22 16 10 0 15 5 29 0 56 27
LPEA (¢ = 95%, 0 = 75%) 15 0 19 4 8 0 22 14 11 0 15 4 34 0 56 22
LPEA (¢ = 95%, 0 = 50%) 13 0 19 6 7 0 22 15 10 0 15 5 30 0 56 26
LPEA (¢ = 95%, 0 = 25%) 11 0 19 8 5 0 22 17 8 0 15 7 24 0 56 32
LPEA (¢ = 92.5%, 0 = 75%) 13 0 19 6 8 0 22 14 11 0 15 4 32 0 56 24
LPEA (¢ = 92.5%, 0 = 50%) 13 0 19 6 6 0 22 16 10 0 15 5 29 0 56 27
LPEA (¢ = 92.5%, 0 = 25%) 9 0 19 10 5 0 22 17 7 0 15 8 21 0 56 35
LPEA (¢ = 90%, 0 = 75%) 13 0 19 6 8 0 22 14 10 0 15 5 31 0 56 25
LPEA (¢ = 90%, 0 = 50%) 13 0 19 6 5 0 22 17 8 0 15 7 26 0 56 30
LPEA (¢ = 90%, 0 = 25%) 8 0 19 11 5 0 22 17 7 0 15 8 20 0 56 36
Human Oracle 12 15 4 7 15 15 7 7 11 8 7 4 38 38 18 18

In terms of false negative rates, the human oracle, with a
false negative rate of 0.321 beats many of the LPEA oracles.
But still, LPEA(Y = 100%,0 = 75%) and LPEA(¢ =
100%, 60 = 50%) beat the human oracle respectively with a
false negative rate of 0.196 and 0.25. The reason for human
oracle’s good performance on false negative rate is similar to
that on recall.

Fig 1 (c) visualizes the true positive rate and true negative
rate metrics using the overall data from Table IV. In the figure,
the X-axis lists the names of the oracle, while the Y-axis lists
the metrics’ values. For true positive rates and true negative
rates, the higher the values, the better.

In terms of true positive rates, the human oracle, with a true
positive rate of 0.679, beats many of the LPEA oracles. But
still, LPEA (¢ = 100%, 8 = 75%) and LPEA(Y = 100%, 0 =
50%) beat the human oracle respectively with a true positive
rate of 0.804 and 0.750. The reason for human oracle’s good
performance on true positive rate is similar to that on false
negative rate (in fact, true positive rate and false negative rate
always sum up to 1).

In terms of true negative rates, many LPEA oracles achieve
the perfect score of 1.0. These include LPEA (Y = 97.5%, 6 =
50%), LPEA(Y = 97.5%,6 = 25%), and all other LPEA
oracles with a ¥ of 95%, 92.5%, and 90%. Even the lowest
true negative rate (0.732 by LPEA(Y = 100%, 6 = 75%) and
LPEA (¢ = 100%, 8 = 50%)) is much higher than the human
oracle’s true negative rate of 0.321.

In addition to the metrics visualized by Fig. 1, Fig. 2
visualizes the ROC curves [24] using the raw data from
Table IV. In the figure, the X-axis is the false positive rate
and the Y-axis is the true positive rate. Similar to the F1
score, ROC curve provides another way to comprehensively
reflect a classification tool’s performance. An ideal ROC curve
should be bent toward the top-left corner of the plot as much
as possible, reaching high true positive rates at the cost of
low false positive rates. Conversely, an ROC curve close
to the diagonal line (aka the random baseline) represents a
performance similar to random guessing, which should be
avoided. Based on this intuition, a quantitative metric on ROC

curve’s quality is the Area Under Curve (AUC), and the bigger
the AUC the better.

As per Fig. 2, in terms of the AUC, nearly all LPEA oracles
are better than the human oracle, no matter based on the A2C,
PPO, TD3, or overall data.

With all the data and metrics presented above, in summary
and to answer the research question of RQ in Section IV-A,
our LPEA(¥, ) oracles (where ¥ = 100%, 97.5%, 95%,
92.5%, 90%, and 0 = 75%, 50%, 25%) outperform the
human oracle in majority of the metrics. The average accuracy,
precision, recall, F1 score, true positive rate, true negative rate,
false positive rate, false negative rate, and ROC curve AUC
are respectively 75.2%, 94.6%, 55.7%, 68.6%, 55.7%, 94.8%,
5.2%, 44.3%, 0.751. Particularly, LPEA (¢ = 100%, 6 = 75%)
outperforms the human oracle by 53.6%, 50%, 18.4%, 34.8%,
18.4%, 127.8%, 60.5%, 38.9%, and 31.7% respectively on
accuracy, precision, recall, F1 score, true positive rate, true
negative rate, false positive rate, false negative rate, and ROC
curve AUC; and LPEA(J = 100%,0 = 50%) outperforms
the human oracle by 48.2%, 47.4%, 10.5%, 29.1%, 10.5%,
127.8%, 60.5%, 22.2%, and 26.0% respectively on these
metrics.

F. Threats to Validity

1. Construct Validity Threats
1.1 Human Oracle Bias

The human experts serving as the human oracles can be
biased due to their knowledge and skill differences. To make
our evaluations more convincing, two of our three human
experts have bachelor’s degrees in computer science, and the
other has PhD degree in computer science and robotics related
engineering. This ensures they have reasonable knowledge and
skill on computer science and are reasonably qualified to judge
the behaviors of a piece of software. Though the qualities of
the human experts can always be better, the human experts
we recruit for this paper are reasonable compared to common
practices.

The human experts’ qualities are also validated by Fig 2.
According to the figure, the AUC (Area Under the Curve, the
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Fig. 1: Performance of the LPEA Oracles and the Human Oracle (HO)

bigger the better) of the human oracle (HO) ROC curves are
significantly greater than that of the “random guessing” ROC
curves (i.e. the diagonal dashed lines).
1.2 Ground Truth Validity

It is well-known that for any reasonably sized software (SB3
contains over 100 source code files and over 18000 lines of
source code (excluding comments and blanks)), due to the
explosion of combinatorial complexity, completely removing
all bugs is empirically impossible. Therefore, the “bug-less”
RL software implementations used in our evaluations can
only be “bug-less” in the sense of best-effort. Specifically,
we assume the state-of-the-art stable implementations of the
well-known and well-maintained open-source SB3 library as
trustworthy enough to be regarded as “bug-less.”

1.3 Other Oracle Design Heuristics

There can be other heuristics to construct the oracle for
testing RL software. We will explore them in our future
work. That said, one reason that the LPEA oracle attracts our
attention is that the reward function requests a continuous and
differentiable linear controller, hence the resulted changes of
environment states form a continuous and differentiable vector
field over the vector space of R™. A hidden bug usually triggers
discrete fractures in such continuous and differentiable vector
field, hence is easy to spot.
2. Internal Validity Threats:
2.1 Evaluation Platform Implementation Correctness

There can be bugs in the implementation of our oracles. To
alleviate this threat, we conducted code reviews on the oracle
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Fig. 2: ROC Curves of the LPEA Oracles and the Human
Oracle (HO)

implementation before the evaluations.
2.2 Bug Semantics and Injection Locations

The semantics and injection locations of the bugs are
constrained by the bug types and the semantics of the bug-
less implementations. On the other hand, due to combinatorial
explosion of the semantics, we cannot try every possible bug
semantics and injection location; but we are trying our best to
randomize these bug semantics and injection locations.
3. External Validity Threats:
3.1 Human Oracle Representativeness

To our best knowledge, Zolfagharian et al.’s STARLA [21]
paper provides the most rigorous definition in the literature
on human oracle for testing RL software. The use of the
Gymnasium repository [22] [23] is also a widely-adopted
practice to evaluate the RL software implementations.
3.2 RL Software Implementations’ Representativeness

We can always expand our benchmark to include more
RL software implementations. However, we claim the SB3
implementations of A2C, PPO, and TD3 are reasonably
representative, because 1) they are representative algorithms
covering the two main categories of RL algorithms: on-

policy and off-policy [3]; 2) PPO is strongly recommended
by OpenAl [17] [18]; and 3) SB3 is a reasonably sized,
well-known and well-maintained open-source library of RL
software implementations [12] [13].

V. RELATED WORK

Metamorphic testing [25] has been explored to design
oracles for testing machine learning software. Its main idea is
to exploit domain-specific knowledge on the relations between
the software inputs and outputs, and use such relations as
oracles to detect erroneous software outputs. In this sense, the
LPEA oracle that we propose in this paper is a metamorphic
testing oracle. It exploits the domain-specific knowledge on
the decrease of Lyapunov potential energy.

Xie et al. [26] propose a metamorphic testing oracle for
testing supervised machine learning software; and the follow
up work of [27] proposes a metamorphic testing oracle for
testing unsupervised machine learning software for clustering.
However, this paper focuses on testing reinforcement learning
(RL) software, and RL is neither supervised learning nor
unsupervised learning [3].

Besides metamorphic testing oracle, Pang et al. [28] and
Tappler et al. [29] study how to test RL software for Markov
decision processes. Both papers regard the controlled plant
reaching an obvious faulty state (e.g. the plant is crashed) as
the indicator (i.e. oracle) of buggy software. This concurs with
our human oracle design (see Section IV-D Step 4).

Padgham et al. [30] propose a model-based oracle genera-
tion method for automated unit testing of agents. This method
needs white-box access to the design and implementation
of the agents. Nikanjam et al. [19] propose a taxonomy
of faults in RL software and propose DRLinter, a model-
based fault detection framework for RL software. DRLinter
carries out static analysis and graph transformations upon
the RL software, hence also needs white-box access to the
RL software. Varshosaz et al. [31] propose ways to formally
specify temporal-difference based RL algorithms, and check
the behavioral properties on the specific steps of the algorithms
as oracles. Obviously, this also needs white-box access to
the RL software. In contrast, our proposed oracle only needs
black-box access to the RL software and the agent. As future
work, we can also compare with these white-box solutions.
But in case the RL software or the agent source codes are
unavailable/proprietary, we can then only use the black-box
solutions.

The proposed LEPA oracle can be integrated into the frame-
works of property-based testing, such as QuickCheck [32].
A property-based testing framework needs an oracle that
exploits certain properties of the software output for testing.
Our proposed LPEA oracle fits this need by exploiting the
Lyapunov potential energy decreasing properties of the RL
learned (outputted) agents.

Jothimurugan et al. [33] propose a formal language to spec-
ify RL problems and solutions. This work is also orthogonal
to our LPEA oracle, which can be specified using this formal
language in the future.



Shen et al. [34] and Hu et al. [35] propose to use mutation
analysis [36] to evaluate the quality of a test set for machine
learning software. Evaluating the quality of the test set (i.e.
inputs to the learned model) is orthogonal to the oracle design,
which focuses on labeling the outputs’ correctness of the
learned model. In addition, mutation analysis requires white-
box access to the learned model; while our proposed oracle
requires only black-box access of the learned model (agent).

Wan et al. [37] propose to use coverage-guided fuzzing to
create better test sets for RL software. Again, the focus is on
improving the quality of the test set, i.e. inputs to the learned
model. While oracle focuses on the outputs of the learned
model (agent). Hence the two problems are orthogonal to each
other.

Finally, when we discuss the fairness of the evaluations, we
compared the monetary costs of the proposed LPEA oracle
and the human oracle (see Section IV-D). Another cost metric
of interest is the environmental cost. Recent work by Lacoste
et al. [38] quantified the carbon emissions of machine learning
systems. Following this work, we can further measure the
environmental cost of our proposed LPEA oracle. However,
how to measure the environmental cost of human oracle is
still an open problem.

VI. CONCLUSION

In this paper, we address the RL software oracle problem
by exploiting the Lyapunov stability control theory, and pro-
pose the LPEA(4, 6) oracles. Our evaluations over represen-
tative RL algorithms and RL software bugs show that our
LPEA(9, 6) oracles (where 9 = 100%, 97.5%, 95%, 92.5%,
90%, and 6 = 75%, 50%, 25%) outperform the human oracle
in most of the metrics. Particularly, LPEA(dY = 100%,6 =
75%) outperforms the human oracle by 53.6%, 50%, 18.4%,
34.8%, 18.4%, 127.8%, 60.5%, 38.9%, and 31.7% respec-
tively on accuracy, precision, recall, F1 score, true positive
rate, true negative rate, false positive rate, false negative rate,
and ROC curve AUC; and LPEA (¢ = 100%, 6 = 50%) out-
performs the human oracle by 48.2%, 47.4%, 10.5%, 29.1%,
10.5%, 127.8%, 60.5%, 22.2%, and 26.0% respectively on
these metrics.
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