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Graph-Relational Federated Learning: Enhanced
Personalization and Robustness
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Abstract—Hypernetwork has recently emerged as a promising
technique to generate personalized models in federated learning
(FL). However, existing works tend to treat each client equally
and independently — each client contributes equally to learning
the hypernetwork, and their representations are independent
in the hypernetwork. Such an independent treatment ignores
topological structures among different clients, which are usually
reflected in the heterogeneity of client data distribution. In this
work, we propose Panacea, a novel FL framework that can
incorporate client relations as a graph to facilitate learning and
personalization by using graph hypernetwork. Empirically, we
show Panacea achieves state-of-the-art performance in terms
of both accuracy and speed on multiple benchmarks. Further,
Panacea improves the robustness by leveraging the client relation
graph. Specifically, it (1) generalizes better to the novel clients
outside of the training and (2) is more resilient to various
adversarial attacks, including model poisoning and backdoor
attacks, which is also proved by our theoretical analysis.

Index Terms—Personalized Federated Learning, Graph-
Relational Enhanced Federation, Graph Neural Networks

I. INTRODUCTION

With the rise of the Internet of Things (IoT), a massive
amount of data is being collected from geographically dis-
tributed sources, including mobile phones, wearable sensors,
and other IoT devices. This data is highly informative and can
be used for various AI-based applications, including predicting
health events such as the risk of heart attacks [1]. To optimize
these devices’ storage and computational capabilities, storing
data locally and pushing more computation to IoT devices
is preferred. Additionally, privacy-preserving AI is imperative
to comply with data privacy regulations like GDPR [2].
Federated Learning (FL) has emerged as a popular paradigm
for training statistical models over distributed devices/clients
while keeping the training data local [3].

In typical federated learning, each client/device holds a
dataset for local training, and a server aggregates gradients
from clients for global model updates [4]. A unique global
model can then be applied to all clients [4], [5]. However,
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this paradigm might be sub-optimal in practice, as the clients’
data distributions are usually heterogeneous. To address this
issue, personalized federated learning (PFL) is proposed to
train a personalized local model for each client while each
client can still leverage the knowledge from other clients in the
federation [6]. However, there is a key challenge in PFL: How
to enable beneficial collaborative training while preserving
the uniqueness of the clients yet achieving communication
efficiency.

A promising approach to balance information sharing and
uniqueness preservation among clients is Personalized Fed-
erated Hypernetworks (pFedHN) [7]. Hypernetworks [8] are
neural networks that generate model parameters for another set
of deep neural networks. In pFedHN, a multi-layer perceptron
(MLP) hypernetwork takes the local client’s representation as
input and generates personalized model weights corresponding
to each client. By providing a mapping from the clients’ em-
bedding space to the clients’ model parameter space, pFedHN
achieves a better generalization for clients that were unseen
during training.

Despite providing a principled approach to personalized
model learning, pFedHN has limitations. It treats every client
equally and independently, ignoring the potential relations of
data heterogeneity across the clients. Specifically, each client’s
representation and corresponding local gradients are regarded
as independent data samples for learning the hypernetwork.
However, the clients’ data distributions are often interdepen-
dent, which often forms a graph where each client is a node,
and the links reflect the data distribution dependency between
clients. More importantly, such a graph is naturally accessible
in real-world applications with IoT networks. For example,
in road network traffic forecasting in the Bay Area, sensors
measuring traffic speed can be modeled as nodes, with physical
proximity between two sensors as a link [9]. By modeling
the clients’ relations as a graph, achieving more effective
knowledge sharing among the clients in the federation is
possible.

This paper presents Panacea, a novel framework for per-
sonalized federated learning based on hypernetworks. The
framework comprises a graph neural network (GNN) module
and a graph generator. The GNN module takes the client
representation and their relationships as input to generate
local model weights. To preserve the “uniqueness” of different
clients, we introduce a graph generator that distinguishes
discrepancies among clients in the federation. The graph
generator uses the encoding of the local model weights, i.e.,
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client embeddings, to reconstruct the client relation graph.
With a GNN module and a graph generator, Panacea enables
(1) effective knowledge sharing among clients, even when
two clients have low similarities, i.e., distant neighbors in the
relation graph, (2) avoids negative influence between clients
with significant distribution discrepancies while ensuring per-
sonalization performance.

In summary, this paper makes the following contributions.
First, we propose a novel personalized federated learning
framework, Panacea, that leverages the inherent relationships
among clients to encourage effective knowledge sharing while
preserving each client’s uniqueness. Second, unlike other
methods that incur extra communication costs, Panacea re-
quires no additional communication due to the introduced
graph hypernetwork. Third, we conduct extensive empirical
studies on many synthetic and real-world datasets across vari-
ous learning tasks, demonstrating that Panacea outperforms
prior state-of-the-art federated learning algorithms. Further-
more, we show that Panacea improves the robustness of the
system in two ways: (1) better generalization to novel clients
outside of the training and (2) more resilience to malicious
clients, as demonstrated by both experiments and theoretical
analysis.

II. RELATED WORK

Federated learning. The federated learning (FL) setting
assumes a federation of distributed devices/clients, each with
its local dataset [3]. The goal of FL is to collaboratively train
statistical models over distributed clients with data confiden-
tiality and communication efficiency. Perhaps the standard and
the most known algorithm is FedAvg [4] which learns a global
model by aggregating local models trained with IID data [4].
In practice, the clients’ data distributions typically exhibit
various degrees of heterogeneity [5], [10]. Many variants
have been proposed to tackle statistical heterogeneity issues,
such as FedMA [10]. However, training a unique model in
FL settings has been shown to be vulnerable to statistical
heterogeneity over distributed clients in the literature [3],
[6]. More specifically, FL shows poor convergence on highly
heterogeneous data, and the statistical heterogeneity deteri-
orates the performance of the global model on individual
clients [11]–[14].

Model-agnostic approaches are proposed to learn meta-
models for local personalization [15]–[20]. Existing MAML-
based approaches usually are computationally intensive as they
require computing the Hessian matrix. Recently, multi-task
learning (MTL) has emerged as an alternative solution for
PFL, where each client was treated as a learning task [21]–
[23]. Specifically, MOCHA [21] is proposed to generalize the
distributed optimization methods [24], attempting to address
the statistical challenges in federated settings. Marfoq et
al. [22] proposed federated surrogate optimization algorithms
by assuming each local data distribution is a mixture of
unknown underlying distributions. Both pFedMe [20] and
Ditto [23] maintain a personalized model for each client but
leverage different optimization strategies. More specifically,
pFedMe uses the Moreau envelope function and Ditto employs

a simple L2-regularization term. However, these works do
not explicitly model the inherent dependencies among clients,
leading to sub-optimal solutions.

Some prior works implicitly model the statistical depen-
dency among clients by enforcing the client relationship in
regularizing model weights [21]. Nevertheless, these works
bear the limitation of regularization-based methods due to the
assumption that graphs only encode the similarity of clients,
and they can not operate in settings where only a fraction of
devices are observed during training. Instead, we propose to
learn a parametric function approximation referred to as graph
hypernetworks, which attempts to generate the personalized
model weights directly. The most related to us is pFedHN [7],
which used a multi-layer perceptron to generate personalized
heterogeneous models. Considering the participants equally
limits their ability to deal with the interdependency among
the devices. To the best of our knowledge, the work proposed
here is the first federated learning framework to leverage
hypernetwork to generate personalized models considering the
inherent dependency between devices.

Hypernetworks. Hypernetwork refers to a framework in
which a neural network is trained to predict the weights of
another neural network that performs the tasks of interest.
The term “hypernetwork” was first coined in [8], and it has
shown strong performance in large-scale language modeling
and image classification tasks. In the literature, hypernetworks
have been widely used in many learning tasks, such as
neural network architecture search (NAS) [25], [26], molecule
property prediction [27]. Specifically, in NAS, hypernetworks
were proposed to generate target networks conditioned on
neural network architectures [25]. In the context of person-
alized federated learning, hypernetworks could be a feasible
solution for generating personalized local models conditioned
on the clients’ heterogeneous conditions, such as statistical
heterogeneity.

The most relevant to ours is the use of Graph Hypernet-
works (GHNs) — hypernetworks that take graphs as input.
For example, Nachmani et al. used graph hypernetworks for
molecule property prediction [27]; Zhang et al. leveraged
graph hypernetworks for neural architecture search [25]. To
the best of our knowledge, ours is the first work to use graph
hypernetworks for generating personalized local models in
federated learning settings. In this work, we show that our
graph hypernetwork can explicitly model the clients’ statistical
relationship to ensure effective knowledge sharing among
clients. By incorporating a graph generator, it can preserve
clients’ uniqueness to ensure personalized performance.

Federated learning with hypernetworks. The most related
prior work is pFedHN [7] which uses hypernetworks to
generate personalized model weights. The major difference
between our work and pFedHN is that we further incorporate
client interdependency. We will show that leveraging the
client relation graph, Panacea can boost the performance of
PFL from various aspects, including better generalizability to
unseen clients and robustness to malicious clients using label-
flipping attacks – a representative attacks in federated learning
settings [28].

Federated learning with graphs. Several prior works do
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Fig. 1: Illustration of Panacea. The framework has two components 1) a graph hypernetwork consisting of a GNN encoder that embeds
clients based on their relationships, and an MLP that generates local model weights based on the embeddings; 2) a graph generator that
reconstructs the client relation graph to preserve the clients’ uniqueness. Local models and hypernetwork parameters are jointly optimized
using alternating optimization.

federated learning with graphs. Most of them focus on graph
learning problems on graph-structured data [29], [30]. For
example, FedGraphNN [30] provides an open-source FL sys-
tem for GNNs, which enables federated training over various
GNNs. Meng et al. [29] proposes a GNN-based federated
learning architecture that attempts to capture complex spatial-
temporal data dependencies among multiple participants. The
closest to us is SFL [31], which also attempts to leverage
graphs to boost the performance of personalized federated
learning. SFL naively updates the client weights by averaging
over its neighbors. In contrast, we generalize hypernetwork-
based approach with a graph learning module equipped with a
generator, which can incorporate the relational graph of clients
for generating local model weights. Following the standard
FL setting, we do not require all clients to participate in each
round. More importantly, with a dedicated graph reconstruc-
tion component, our approach exhibits better performance,
particularly robustness in adversarial settings.

III. PROPOSED FRAMEWORK: PANACEA

A. Problem Formulation and Notations

Our objective is to train personalized models collaboratively
for a set of T clients, each with its unique local dataset. Each
client t ∈ T has a distribution Pt on Xt × Yt. Since the
local data distributions Pt ∈ T differ, it’s natural to fit a single
model to each data distribution. We assume that each client
has access to |Dt| IID data points drawn from Pt, and client
t’s local dataset can be represented as Dt = {(x(t)

j , y
(t)
j )}|Dt|

j=1 .
The relationship among clients/devices is described by a graph
with the adjacency matrix A = [Auv], where u and v index
the clients in the graph. Let ℓt : Y × Y → R+ describe

the loss function corresponding to client t, and Lt(θt) =
1

|Dt|
∑
j ℓt(xj , yj ; θt) is client t’s average loss over its personal

training data, where θt denotes the model weights of client t.
The loss function varies for different tasks, e.g., cross-entropy
is commonly used for classification while mean square error
is preferred for forecasting. The goal is to solve the following
optimization problem:

Θ∗ ∈ argmin
Θ

1

|T |

|T |∑
t=1

E(x,y)∼Pt
[ℓt(xj , yj ; θt)] . (1)

During training, the optimization is carried out on finite
training samples as follows:

argmin
Θ

1

|T |

|T |∑
t=1

Lt(θt):=
1

|T |

|T |∑
t=1

1

|Dt|

|Dt|∑
j=1

ℓt(xj ,yj ;θt), (2)

where Θ = {θt}Tt=1 are the set of personalized model
parameters for all clients.

Remark. In this paper, we assume the existence and ac-
cessibility of a client relation graph that reflects the similarity
of local models. we argue such an assumption is practical
in many real-world scenarios. For example, in news recom-
mender systems [32], clients are mobile phones containing
user data, which can be connected as a graph via social
networks. Intuitively, neighbors on the social network will
have similar usage patterns of phones. For the cases where the
graph naturally exists but is unobserved, we leave it to future
work that might incorporate relation inference models [33] into
our framework to estimate the graph during federated learning.
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B. Our Framework

Pipeline overview. Our Panacea framework is composed
of a GNN encoder, an MLP, and a graph generator, as shown
in Fig. 1. The GNN encoder, denoted as E(·;ψe), takes the
client’s initial embedding and the client relationship (i.e., the
adjacency matrix A) as input. It generates informative client
embeddings Z after multiple GNN propagation steps. The
MLP, M(·;ψm), generates local model weights θt for each
client t based on the client embeddings. Finally, a graph
generator D(·) preserves the local preferences of each client
by reconstructing the graph relation of the clients.

Training objective for the server. In Panacea, the GNN
encoder and the MLP together is considered as the graph
hypernetwork denoted as GH(·;ψ) = M(·;ψm) ◦ E(·;ψe),
where ψ = {ψe, ψm}. To learn the hypernetwork, Panacea
optimize the following objective:

min
ψe,ψm

LGH(E,M) + λdLd(D,E), (3)

where LGH(E,M) is the graph hypernetwork loss and
Ld(D,E) is the graph reconstruction loss, and λd is the weight
to balance these two terms. Note that the graph generator D is
only involved during training to encourage the hypernetwork
to preserve clients’ uniqueness.

Graph hypernetwork. We use h
(L)
t to denote the em-

bedding of client t at the L’s layer of the GNN encoder.
Given client initial embedding h

(0)
t and the graph relation

of the clients A, the graph hypernetwork outputs the local
model weights for client t via GH(h

(0)
t ,A;ψ). Collaboratively,

the graph hypernetwork learns a family of personalized local
models for clients {GH(h

(0)
t ,A;ψ)|t ∈ T }. To train it, we use

the mean squared error between the hypernetwork predicted
model parameters and the local model parameters gathered
from the clients’ local updates in this communication round
which is denoted as θt. Formally, the graph hypernetwork loss
is the following,

LGH =
1

2|T |

|T |∑
t=1

||θt − GH(h
(0)
t ,A;ψe, ψm)||22. (4)

Graph generator. We train the graph generator using a
graph reconstruction loss. Specifically, we realize it with an
inner-product operator, which admits the client embeddings
as the input and reconstructs the graph relation of clients.
The intuition is that good client embeddings should be able
to preserve the “affinity” between clients. Therefore, they can
inform us of the graph relation of clients. We independently
sample client indices u and v from the marginal client index
distribution p(c) and compute the reconstruction loss as,

Ld = Eu,v∼p(c)[−Auv log σ(ẑ
⊺
uẑv)

−(1−Auv) log(1− σ(ẑ⊺uẑv))],
(5)

where zu = E(hu;ψe) is the embedding of client u, ẑu is the
transformation of zu with the MLP and σ(x) = 1

1+exp−x is
the sigmoid function.

Training objective for the clients. Each client i aims to
reduce its own local task. Under the constraint that the local

model’s parameters are generated by the hypernetwork, we can
formulate the learning objective of all clients as the following,

argmin
Θ

1

|T |

|T |∑
t=1

Lt(θt)

=arg min
Θ={GH(ht,A;ψe,ψm)}t

1

|T |

|T |∑
t=1

1

|Dt|

|Dt|∑
j=1

ℓt(xj ,yj ;θt).

(6)

Essentially, the goal of personalized federated learning is to
enable each client to benefit from knowledge available from
other clients to get a better approximation for their local model
parameters θt — each client in the federation obtains a solitary
model that can have a better generalization ability to unseen
samples.

Joint optimization of Θ and ψ. By sharing the graph hyper-
network parameters, Panacea can enforce effective knowledge
sharing among the clients in the federation. However, jointly
optimizing formula (3) and formula (6) can be difficult due
to the non-convexity of each term. Specifically, both graph
hypernetwork and local models are deep neural networks. Thus
optimizing them are non-convex problems. In addition, there is
no explicit and stable supervision signal for learning the graph
hypernetwork parameters ψ, as Θ is dynamically changing in
each communication round before convergence. To facilitate
the joint optimization of (3) and (6), we leverage following
observations:

Observation 1: With a fixed hypernetwork ψ, the updates
over Θ only depend on the local dataset {Dt}t∈ T as illus-
trated in formula (6).

Observation 2: The gradient of the hypernetwork ψ only
depends on Θ rather than on the client dataset {Dt}Tt=1, as
shown in formula (3), (4), and (5).

The above observations suggest that it is natural to use alter-
nating optimization approach [21] to jointly solve formula (3)
and formula (6) for learning the personalized models and graph
hypernetwork parameters. Specifically, using the chain rule,
we can have the gradient of ψe and ψm from formula (3), (4),
and (5):

∇ψe
{LGH+λdLd}=∇ψe

LGH+λd∇ψe
Ld

=(∇ψe
θt)

⊺∇θtLGH+λd∇ψe
Ld;

(7)

∇ψm
{LGH + λdLd} = ∇ψm

LGH

= (∇ψm
θt)

⊺∇θtLGH.
(8)

From formula (7), we can observe that only the first
term of gradient ψe needs the local updates from the
client. Therefore, we can simply use a general update
rule (∇ψe

θ⊺t )△θt to approximate the first term of ψe, i.e.,
△ψe = (∇ψeθ

⊺
t )△θt, where △θt denotes the change of

client t’s model parameters after a round of local updates.
For the second term Ldt , it does not need the gradients from
the client; therefore, easily computable on the server side.
Similarly, the gradient update of ψm can be approximated
based on the update rule: △ψm = (∇ψmθ

⊺
t )△θt. Extensive

literature has shown the benefits of performing multiple
local optimization steps per communication round in terms
of both convergence rate and final accuracy [4], [7]. Thus,
in Panacea, we perform multiple local updates. Kc and Ks
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steps for the client models and the hypernetowrk at the server.

Algorithm 1 Panacea

Require: α — learning rates, η — client learning rate, R —
number of rounds, Kc, Ks — number of local rounds for
clients and server.

Ensure: Personalized models {θ1, θ2, · · · , θT }, and a graph
hypernetwork model ψ.

1: for each communication round i ∈ [R] do
2: sample a subset of clients St ⊂ [T ]
3: for each client t ∈ St do
4: θt = GH(h

(0)
t ,A;ψ), and θ̃t = θt

5: for each local step k ∈ [Kc] do
6: sample a mini-batch B ⊂ Dt
7: θ̃t = θ̃t − η∇θ̃t

Lt(B)
8: end for
9: △θt = θ̃t − θt

10: end for
11: for each local step k ∈ [Ks] do
12: ψe = ψe − α∇ψe

θ⊺t△θt − αλd∇ψe
Ld

13: ψm = ψm − α∇ψm
θ⊺t△θt

14: end for
15: end for
16: Return the personalized models {θ̃t}t∈T , and the graph

hypernetwork model ψ.

Algorithm 1 demonstrates the detailed procedure of our
proposed framework for learning the graph hypernetworks and
the personalized local models for the clients. In each commu-
nication round, the clients download the latest personalized
models from the server, then use local SGD to train Kc local
steps to update the local model weights. After that, each client
will upload their model updates to the server. Accordingly, the
server will train Ks local steps to update the hypernetwork
parameters.

Communication cost. Via the chain rule, the gradient of
the hypernetwork w.r.t the local task loss can be composed as
the following:

∇ψLt = (∇ψθt)
⊺∇θtLt. (9)

Equation 9 shows that the client will only need to transmit
∇θtLt to the server for updating the graph hypernetwork
parameters. Therefore, the communication cost is determined
by the size of the local model parameter changes △θt uploaded
from the clients to the server and the size of θt sent from
the server to the clients. It means that our Panacea causes
no additional communication cost compared with traditional
federated learning methods such as FedAvg [4].

C. Theoretical Analysis

In this section, we analyze the linear case of Panacea and
compare it with the pFedHN to emphasize the benefit of
introducing the client relation graph.

Notations. We have n clients. For each client i, data
xi ∈ Rd with a dimension d follows a standard Gaussian
distribution xi ∼ N (0, Id) and labels yi are generated by a
ground truth linear model with a parameter θ∗i , i.e., yi = x⊤

i θ
∗
i .

We use Θ∗ = [θ∗1 , · · · , θ∗n] to denote all ground truth pa-
rameters. For a model with parameter Θ = [θ1, · · · , θn], its
expected risk at client i is R(θi) := E(xi,yi)(yi − x⊤i θi)

2 =
∥θ∗i − θi∥2F . The averaged expected risk across clients is
R(Θ) := 1

nR(θi) =
1
n∥Θ

∗ −Θ∥2F . pFedHN generate models
via a linear hypernetwork with a latent dimension k and
parameters W ∈ Rd×k and V := [v1, · · · , vn] ∈ Rk×n which
denote the weight of hypernetwork and the client embeddings
respectively. The client parameters are generated by applying
the hypernetwork to each client embedding, i.e., Θ =WV . It
is typically assumed that d > n > k. Our Panacea uses a GNN
as the hypernetwork leading to the following decomposition
of Θ as Θ = WL(· · ·W2(W1(V G̃))G̃ · · · G̃) where L is
the number of GNN layers and in lth layer,Wl is per node
transformation and G̃ is aggregation operation. For simplicity,
we use mean aggregation, i.e., [G̃]i,j = 1

N(i)+11[j∈N(i)∪{i}]
where N(i) := {j|Aij = 1} is neighborhood of node i in the
graph. We can express Θ in a compact form via Θ = WVG
where W =WL · · ·W1 and G = G̃L.

Optimum. As observed in the original paper of pFedHN,
learning a linear hypernetwork by minimizing the expected
risk R(Θ) ∝ ∥Θ∗ − Θ∥2F with Θ = WV is equivalently
to solving the rank k approximation of the matrix Θ∗. Thus
the optimum is achieved when it learns the top k PCA com-
ponents, i.e., Θ∗

k = Pdiag(λ1, · · · , λk, 0, · · · , 0)Q⊤ where
Pdiag(λ1, · · · , λn)Q⊤ is the singular value decomposing
(SVD) of Θ∗. Theorem III.1 shows that panacea, although
using a GNN, has the same optimum as long as the graph is
not generated, i.e., rank(G̃) = n.

Theorem III.1. Optimization minΘ=WVGR(Θ) has an
unique minimum Θ∗

k, if rank(G̃) = n.

Proof of Theorem III.1 We already know Θ∗
k is the unique

minimizer of R(Θ) under the constrain that rank(Θ) = k.
We just need to show it is achievable. Given the fact that G̃
being invertible, we could easily have WV = Θ∗

kG
−1 which

gives Θ = Θ∗
k.

Robustness. In the following, we show leveraging extra
knowledge of the client relations can bring us a gain of
robustness. To facilitate the analysis, we will assume the
ground truth model parameters can be decomposed via Θ∗ =
W ∗V ∗ where W ∗ ∈ Rd×k is the ground truth hypernetwork
with elements i.i.d from N (0, 1) and V ∗ ∈ Rk×n is the
ground truth client embeddings satisfies (1) Consistency: be
consistent with the graph structure as V ∗G ≃ V ∗ and (2)
Gaussianity: each entry has a Gaussian marginal N (0, 1).
For the algorithms, we assume the initialization of the model
hypernetwork, W0 and client embeddings, V0 both have i.i.d
Gaussian entries N (0, 1). For the attack setting, label flip
attack is originally defined in the context of classification and
gives zero gradient in expectation since the label is randomly
flipped. For simplicity, we assume the attacked client provides
no gradient during training. Further, say m clients (client 1
to m) are attacked. We call α := m

n < 1, the attack ratio.
Further, we restrict our analysis in a not too strong attack
where n −m ≥ k implying the possibility of recovering the
optimal hypernetwork with the remaining unattacked clients.
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Thus both pFedHN and Panacae will learns W ∗ (under an
equivalence of orthogonal transform). So we will only ana-
lyze to optimization of clients’ embeddings V . Optimization
with the unattacked clients is equivalent to minimize the
loss Ruatk(Θ) = 1

n∥(Θ
∗ − Θ)(m+1):n∥2F where we use the

subscripts (m+ 1) : n to denote m + 1’th to n’th columns
of the matrix. Let Θ̂mlp and Θ̂gnn be the learned model via
pFedHN and Panacea, i.e., Θ̂mlp ∈ argminΘ=W∗V Ruatk(Θ)
and Θ̂gnn ∈ argminΘ=W∗V GRuatk(Θ).

Theorem III.2. For pFedHN, in expectation, its risk is
E[R(Θ̂mlp)] = 2dkα.

Proof of Theorem III.2 For pFedHN, it will be unable to
recover the client representations for all the m lost clients.
Thus it will suffered from an error R(Θ) = 1

n

∑m
i=1 R(θi) =

1
n∥W

∗v∗i −W ∗vi∥2F . In expectation, E[∥W ∗v∗i −W ∗vi∥2F ] =
E[tr((v∗i − vi)

⊤W ∗⊤W ∗(v∗i − vi))] = 2dk. Thus R(Θ) =
2dkm
n = 2dkα.

Theorem III.3. For Panacea, E[R(Θ̂gnn)] = 2dk
n ∥(I −

G(m+1):nG
†
(m+1):n)G1:m∥2F .

Proof of Theorem III.3 The full loss on all clients can be
decomposed as the sum of the loss on attacked clients and the
loss on unattacked clients, i.e., R(Θ) = Ratk(Θ)+Ruatk(Θ)
where Ratk(Θ) := 1

n∥(Θ
∗ − Θ)1:m∥2F and Ruatk(Θ) :=

1
n∥(Θ

∗ − Θ)(m+1):n∥2F . Recall that we use the subscripts
to denote the column indices. For simplicity, we further
denote G(m+1:n) and G1:m as P , Q. During training, the
unattacked loss get minimized. Using the assumption of client
embeddings’s consistency with the graph, i.e., V ∗G = V ∗,
we have Ruatk(Θ) ∝ ∥W ∗(V ∗−V )G1:m∥2F . It is easy to see
Ruatk(Θ) is minimized to zero when ∥(V ∗ − V )P∥2F = 0.
The solution might not unique depending on the rank of
P . However, we use SGD to optimize V which has an
implicit regularization of the deviation of the final solution
V̂gnn and the initialization V0. Thus, we can have an unique
solution Θ̂gnn = W ∗V̂gnn with V̂gnn := V0 + (V ∗ − V0)PP

†

where † indicates the Moore-Penrose inverse. The finish loss
R(Θ̂gnn) = Ratk(Θ̂gnn) =

1
n∥W

∗(V ∗− V̂gnn)Q∥2F , which in
expectation equals the following

E[R(Θ̂gnn)] =
1

n
E[tr(Q⊤(V ∗ − V̂gnn)

⊤E[W ∗⊤W ∗](V ∗ − V̂gnn)Q)]

=
d

n
E[∥(V ∗ − V̂gnn)Q∥2F ]

=
d

n
E[∥(V ∗ − V0)(I − PP †)Q∥2F ]

=
2dk

n
∥(I − PP †)Q∥2F

=
2dk

n
∥(I −G(m+1):nG

†
(m+1):n

)G1:m∥2F
(10)

Derivation from equation (10) to equation (11) is rooted from
the Guassianality of V ∗ and V0 and the independence between
V ∗ and V0.

Lemma III.4. r(G,m) := ∥(I−G(m+1):nG
†
(m+1):n)G1:m∥2F

denoting the distance of G’s first m columns to the span

of the rest columns of G. We have 0 ≤ r(G,m) ≤ m.
Further, the upperbound is achieved, iff G1:m = I1:m
and G⊤

1:mG(m+1):n = 0. The lowerbound is achieved iff
col(G1:m) ⊂ col(G(m+1):n).

Proof of Lemma III.4 We first recall the definition of the
graph aggregation operation G̃ and the multi-layer aggregation
G = G̃L. We then point out a few properties holds for both G̃
and G. Finally, we prove the necessary and sufficient condition
for the lowerbound and upperbound.

Definition III.5 (Graph aggregation operation). G̃ is a simple
mean aggregation which averages embeddings according the
graph adjacent matrix A, i.e., [G̃]i,j = 1

N(i)+11[j∈N(i)∪{i}]

where N(i) := {j|Aij = 1}. G := G̃L is operation of
aggregating L times.

Property III.1. (Value range) By definition, all elements in G̃
and G are non-negative and in the range of [0, 1].

Property III.2. (Column summation) By definition, summa-
tion of any column of G̃ is one, i.e., 1⊤G̃ = 1⊤. The property
also holds for G since 1⊤G = 1⊤G̃ · · · G̃ = 1⊤.

Property III.3. (Norm) We denote G’s columns as gi, i.e.,
G = [g1, · · · , gn]. We have ∥gi∥22 ∈ [1/n, 1].

Proof of property 3. For the norm of gi is lower bounded via
Jensen’s inequality as

∥gi∥2 =
∑
i,j

g2i,j ≥ n(
∑
j

gi,j/n)
2 = 1/n (11)

For the norm of gi is upper bounded due to the non-negativity
of gi’s elements,

∥gi∥2 =
∑
i,j

g2i,j ≤ (
∑
j

gi,j)
2 = 1 (12)

Proof of the lower-bound in Lemma. First, it is trivial that
∥(I − G(m+1):nG

†
(m+1):n)G1:m∥2F ≥ 0. Second, ∥(I −

G(m+1):nG
†
(m+1):n)G1:m∥2F = 0 ⇐⇒ G1:m =

G(m+1):nG
†
(m+1):nG1:m ⇐⇒ col(G1:m) ⊂ col(G(m+1):n).

Proof of the upper-bound in Lemma. Because,
G(m+1):nG

†
(m+1):nG1:m is the projection of G1:m

in the column space G(m+1):nG
†
(m+1):n, we have

∥(I − G(m+1):nG
†
(m+1):n)G1:m∥2F ≤ ∥G1:m∥2F . The

equality holds when G⊤
1:mG(m+1):n = 0. By property 3, we

know ∥gi∥22 ≤ 1 for any i ∈ [m]. Thus ∥G1:m∥2F ≤ m. The
equality holds when each gi is one-hot vector. Further since
gi,i > 0 by definition, gi has to equal ei which is the i’th
standard basis vector.

Based on the theorems, we make a few remarks: ❶ Panacea
has a smaller expected risk than pFedHN, i.e., E[R(Θ̂gnn)] ≤
E[R(Θ̂mlp)], due to the fact that r(G,m) ≤ m from lemma
III.4. ❷ pFedHN’s loss is linearly scale with the attack ratio α
while Panacea does not. ❸ Instead, Panacea’s risk is related to
the graph structure. We discuss two extreme cases: (1) Empty
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graph with no edges which is totally non-informative. Then G
becomes the identity I which leads to Panacea degenerate to
pFedHN with E[R(Θ̂gnn)] = E[R(Θ̂mlp)]; (2) Clique graph
with all nodes are connected, which is highly informative,
since knowing one client’s embedding equals to knowing all of
them. Thus we can always fully recover the client embeddings
from the unattacked ones. Mathematically, G = 1

n11
⊤ which

leads r(G,m) = 0 for any m < n implying E[R(Θ̂gnn)] = 0
from Theorem III.3.

IV. EMPIRICAL STUDIES

We evaluate Panacea and all baseline methods across vari-
ous tasks from different application domains.

1) Synthetic data for classification. FL is a synthetic binary
classification for federated learning. We borrow the synthetic
data distribution from a prior domain adaptation work [34]. For
each client t, a 2-dimensional unit vector [at, bt] was randomly
generated as the client embedding, and the angle of the unit
vector was represented as ωt = arcsin( btat ). Positive samples
(x, 1, t) and negative samples (x, 0, t) are sampled from two
different 2-dimensional Gaussian distributions, N (µt,1, I) and
N (µt,0, I), respectively, where µt,1 = [ωt

π at,
ωt

π bt] and µt,0 =
[−ωt

π at,−
ωt

π bt]. Then we construct the client relation graph
with a Bernoulli distribution, i.e., Auv ∼ Bern(0.5auav +
0.5bubv+0.5). The generation process ensures that the datasets
of all clients are non-IID and the adjacent clients in the graph
have similar decision boundaries for classification.

2) Car image data for classification. Comprehensive
Cars (CompCars) [35] contains 136,726 images of cars with
labels including 4 car types (MPV, SUV, sedan, and hatch-
back), 5 viewpoints (front (F), rear (R), side (S), front-side
(FS), and rear-side (RS)), and years of manufacture (YOMs,
ranging from 2009 to 2014). We follow the data splitting
from [34], and each client has car images only from one
viewpoint and one YOM. The task is to predict the car type
based on the image. Two clients are connected if either their
viewpoints or YOMs are identical/nearby. For example, client
A and B are connected if A’s YOM is 2009, and B’s is 2010.

3) State network temperature data for regression. TPT-48
is a real-world dataset for temperature prediction. It contains
the monthly average temperature over 48 contiguous states
in the US from 2008 to 2019. We use the data processed
by Washington Post [36] 1. The task is to forecast the next
6 months’ temperature given the previous first six months’
temperature. Due to the diverse geographical environments, the
collected temperature datasets from various states are inherent
non-IID. The geographically adjacent states form links in the
graph.

4) Road network traffic data for forecasting. PEMS-BAY
and METR-LA [9], [34] are two datasets constructed based
on the traffic data collected by sensors in the road network.
Specifically, PEMS-BAY contains the traffic speed readings
from 325 sensors in the Bay Area over six months, from
January 1st, 2017, to May 31st, 2017. METR-LA contains the

1The raw data is from the National Oceanic and Atmospheric Adminis-
tration’s Climate Divisional Database (nClimDiv) and Gridded 5KM GHCN-
Daily Temperature, and Precipitation Dataset (nClimGrid) [37].
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Fig. 2: Illustration of data heterogeneity on road network traffic
dataset PEMS-BAY. We randomly selected 16 sensors and
visualized the distributions of their data values.

traffic speed readings from 207 loop detectors in Los Angeles
County over 4 months from March 1st, 2012, to June 30th,
2012. To visualize the statistical heterogeneity, we show the
histograms of traffic speed from different sensors of PEMS-
BAY in Figure 2. We also list the statistics of PEMS-BAY and
METR-LA in Table I.

A. Experiment Settings

Baselines. We compare Panacea against various person-
alized federated learning (PFL) approaches. Our baselines
include Hypernetwork-based methods: pFedHN [7], which
treats each client equally and independently and realizes the
hypernetwork with a MLP. Graph-based methods: SFL [31]
that enhance personalization by using graph relation and doing
information aggregation from nearby clients. Standard FL
methods: 1) FedAvg [4], the classical federated learning algo-
rithm based on federated averaging; 2) Per-FedAvg [15] that
personalizes client models via meta-learning; 3) pFedMe [20]
and Ditto [23] improve personalization by adding a regular-
ization term in the objective function; FedAvg-finetune [38]
that realizes personalization by incorporating fine-tuning over
federated averaging.

For the implementation of baselines, we use the original im-
plementations released by the authors if available; otherwise,
we re-implement them by referring to the original paper.

FedAvg [4]. We re-implemented FedAvg by referring to the
original paper. On the client side, the clients pull the global
model from the server and train it using their own local data.
The updated model weights are then uploaded back to the
server. On the server side, a subset of clients is randomly
selected to perform local training, and their model weight
updates are aggregated to generate the new global model.

Per-FedAvg [15]. We utilized a third-party’s PyTorch
implementation at https://github.com/KarhouTam/Per-FedAvg,
which claims to be implemented based on the source code
shared by the original authors. On the client side, Per-FedAvg
trains the local model with Hessian-Free MAML (Model-
Agnostic Meta-Learning). On the server side, it performs the
same aggregation process as FedAvg.

pFedMe [20]. We use the original implementation at
https://github.com/CharlieDinh/pFedMe. Different from other
baselines, pFedMe maintains a personalized model on the
client side and uses the Moreau envelope function to help
decompose the personalized model optimization from global
model learning. On the server side, pFedMe also adopts the
same average aggregation as FedAvg.

https://github.com/KarhouTam/Per-FedAvg
https://github.com/CharlieDinh/pFedMe
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TABLE I: Statistics of PEMS-BAY and METR-LA.

DATASET # OF # OF # OF TRAIN SEQ. # OF VAL SEQ. # OF TEST SEQ.
CLIENTS EDGES PER CLIENT PER CLIENT PER CLIENT

PEMS-BAY 325 2, 369 36, 465 5, 209 10, 419

METR-LA 207 1, 515 23, 974 3, 425 6, 850

Ditto [23]. We use the original implementation at https:
//github.com/s-huu/Ditto. Similar to pFedMe, Ditto maintains
a personalized model on the client side but differs in its
optimization approach. Instead of using the Moreau envelope
to decouple personalized and global model learning, Ditto em-
ploys a simple L2-regularization term to align the personalized
model with the global one.

SFL [31]. We use the original implementation at https:
//github.com/dawenzi098/SFL-Structural-Federated-Learning.
To prevent the local model from deviating significantly from
the global model, SFL introduces an additional regularization
term during the client’s local training process. For server
aggregation, SFL aggregates the clients’ weights from their
neighbors and generates the global model by averaging the
aggregated weights of all clients.

pFedHN [7]. We use the original implementation at https:
//github.com/AvivSham/pFedHN. In pFedHN, the client per-
forms the local training in the same way as in FedAvg.
However, the model weights that clients pull from the server
are generated by a hypernetwork. On the server side, the
hypernetwork is trained to share the knowledge between
clients while also personalizing the model for each individual
client. Unlike Panacea, pFedHN treats each client equally and
independently and realizes the hypernetwork with an MLP.

Implementation of Panacea. Our framework consists of
three modules: a GNN encoder, an MLP, and a graph generator
(see Figure 1 in Sec. III). For evaluation, we use a 3-
layer GNN encoder with hidden dimension 100 and a 3-
layer MLP for generating local model parameters. The graph
generator is instantiated with an inner-product operator. The
client embedding dimension was fixed to 100 for all datasets.

For the binary classification/regression tasks, we realize the
target network model with a 3-layer MLP for each client,
where the model’s hidden dimension is 16. For the forecasting
tasks with traffic datasets, we reuse the gated recurrent unit
(GRU) model from [29], [39], which has 63K parameters
and it is a 1-layer GRU with hidden dimension 100. For
the image classification task with CompCars dataset, we use
the ResNet18 [40] model and the weights pre-trained with
ImageNet dataset from torchvision [41] as the initial model.

Hyperparamters. In all methods, we use a batch size of
64. Unless otherwise stated, we applied a grid search for
following hyperparameters: the learning rate of graph hyper-
networks was tuned amongst {0.001, 0.003, 0.01, 0.03, 0.1},
the learning rate of target networks was tuned amongst
{0.001, 0.003, 0.01, 0.03, 0.1}, and the coefficient λd was
searched in {0.001, 0.003, 0.01, 0.03, 0.1, 0.3, 1}. We used the
SGD optimizer [42] for all client local updates. In each

communication round, the number of client local steps Kc

is set as 50, and the number of server local steps Ks is
set as 10. For all algorithms, we limit the training process
to 100 server-client communication rounds for CompCars
dataset, and 800 rounds for other datasets. At each round, we
randomly select 5 clients to participate in the training. For the
baseline approaches, we set their hyperparameters as reported
in the corresponding paper [4], [7], [15], [20], [31]. Without
specification, we report the results under the hyperparameters
with the best performance overall.

Hardware. We implemented our framework and all base-
line approaches in PyTorch 1.12. All clients and servers are
simulated on a workstation with 2 x AMD Milan 7413 @ 2.65
GHz CPU, 4 x NVIDIA A100 GPU with 40GB memory, and
3.84TB SSD.

Evaluation metrics. The evaluation for Panacea is geared
towards personalized model performance, generalization ca-
pability to unseen clients, and robustness to malicious clients
under label-flipping attacks. The evaluating metric of predic-
tive performance varies in different learning tasks. We evaluate
the performance with the classification accuracy of the held-
out test set averaged over all clients for classification tasks and
the Mean Square Error (MSE) for regression and forecasting
tasks, respectively. To evaluate the generalization capability
to unseen clients, we hold out 20% of the clients as novel
clients and evaluate corresponding model performance, i.e.,
classification accuracy or MSE. We introduce malicious clients
under various attack ratios during training to assess robustness.
Specifically, the malicious clients randomly flip the labels of
their local data samples for training. In each round, they report
the jamming local-updates to the server, attempting to disrupt
the entire federated training. The attack ratio ranges from
0% to 50%. All the reported results, e.g., mean and standard
deviation, are calculated over five independent runs.

As for the data scale, FL-60 has 60 clients for the synthetic
binary classification task where each client has 100 samples.
TPT-48 has 48 clients and each client has 125 samples. In
forecasting tasks, each sensor/detector is treated as a client;
there are 325 clients in PEMS-BAY and 207 clients in METR-
LA, respectively. For the image classification task, there are
30 clients (5 viewpoints × 6 YOMs) and 24,151 images in
total. Moreover, all datasets in each client are randomly split
into 80% / 20% for training / testing.

B. Results and Discussion

Averaged predictive performance across clients. Table II
reports the average accuracy or MSE and variance across
clients. Panacea outperforms other baselines on the more

https://github.com/s-huu/Ditto
https://github.com/s-huu/Ditto
https://github.com/dawenzi098/SFL-Structural-Federated-Learning
https://github.com/dawenzi098/SFL-Structural-Federated-Learning
https://github.com/AvivSham/pFedHN
https://github.com/AvivSham/pFedHN
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TABLE II: Predictive performance comparisons over all datasets: we report classification accuracy for the classification tasks and MSE
for the regression and forecasting tasks. Value in bold denotes the best result, and value with underline denotes the second-best result.

FL-60 (%) CompCars (%) TPT-48 (10−3) METR-LA (10−3) PEMS-BAY (10−3)

FedAvg [4] 97.9±9.7 88.2±1.3 2.6±0.9 112.4±43.2 33.5±38.5
FedAvg-finetune 100.0±0.0 90.0±5.8 2.6±1.0 20.0±7.8 13.2±12.9
Per-FedAvg [15] 87.7±24.2 66.0±1.8 2.6±0.9 289.5±89.9 63.7±70.4

pFedMe [20] 100.0±0.0 72.2±0.9 2.5±0.8 315.8±81.3 75.7±126.1
Ditto [23] 100.0±0.0 89.0±4.5 2.1±0.5 71.5±23.0 42.8±30.8
SFL [31] 73.3±33.7 77.0±7.9 2.9±1.0 73.2±23.0 36.4±27.3

pFedHN [7] 84.4±24.8 77.4±8.2 2.7±1.1 67.3±21.4 33.2±24.8
Panacea 100.0±0.0 88.2±1.2 2.6±0.7 1.0±0.2 0.4±0.4

TABLE III: Generalization capability comparisons to novel clients: we report classification accuracy for the classification tasks and MSE
for the regression and forecasting tasks. Value in bold denotes the best result, and value with underline denotes the second-best result.

FL-60 (%) CompCars (%) TPT-48 (10−3) METR-LA (10−3) PEMS-BAY (10−3)

FedAvg [4] 99.2±2.9 86.8±1.7 2.8±1.0 109.7±38.3 30.7±31.7
FedAvg-finetune 100.0±0.0 83.0±2.7 2.8±0.8 19.7±9.7 12.3±6.6
Per-FedAvg [15] 80.8±22.3 66.4±3.1 2.8±1.0 274.8±80.1 59.4±64.2

pFedMe [20] 42.5±37.5 72.0±2.2 3.5±1.5 305.3±83.2 98.5±97.5
Ditto [23] 95.0±10.0 81.5±7.0 2.9±0.9 68.0±24.3 38.1±22.8
SFL [31] 62.5±37.0 77.5±7.0 3.3±1.2 70.8±24.9 33.7±19.3

pFedHN [7] 80.0±25.6 74.6±7.4 3.0±1.0 64.5±23.0 31.1±17.5
Panacea 100.0±0.0 87.8±1.8 2.8±0.9 1.0±0.3 0.4±0.5

challenging and practical real-world datasets METR-LA and
PEMS-BAY, achieving the best results with 1.0±0.2 and
0.4±0.4, respectively. Additionally, Panacea achieves on par
performance in CompCars and TPT-48, and matches the best
performance in FL-60. These results demonstrate the robust-
ness and effectiveness of Panacea across various datasets.
FedAvg-finetune, Ditto, and pFedHN also achieved compet-
itive performance across multiple datasets. FedAvg-finetune
attained slightly better accuracy in CompCars, demonstrating
its effectiveness in classification tasks. Though Ditto performs
well in FL-60, CompCars, and TPT-48, it achieves worse
performance in both MERT-LA and PEMS-BAY compared
to ours. These results highlight the strengths of Panacea,
especially in challenging real-world datasets.

Generalization to novel clients. We also conduct exper-
iments to evaluate the generalization capability of different
federated learning algorithms. Specifically, we study an im-
portant learning setup where new clients join. In general,
if models are shared across clients, new clients joining in
would require fine-tuning the shared model, such as pFedMe
and Per-FedAvg. In contrast, it may not need fine-tuning
or retraining in the federated learning framework based on
hypernetworks, including pFedHN and Panacea. To verify the
generalization capability of hypernetwork-based approaches,
we take the client’s initial embedding as the hypernetwork
input to generate corresponding personalized models without
fine-tuning and then evaluate the clients’ averaged predictive
performance with local test data. The results are shown in
Table III.

We observe that Panacea exhibits the best generalization
capability all over the datasets. This demonstrates its strong

ability to generalize to novel clients. pFedHN also shows
competitive performance, outperforming non-hypernetwork-
based methods like pFedMe, Per-FedAvg, and SFL, particu-
larly in PEMS-BAY. This can be explained by the fact that
the federated hypernetwork framework essentially learns a
meta-model over the distribution of clients with the proposed
hypernetwork, thus achieving better generalization to novel
clients. FedAvg-finetune achieves competitive generalization
performance by finetuning the model on new clients with
their local data, while other baselines all have significant
performance drops on unseen clients.

The visualization of convergence speed and task per-
formance. Figure 3 (a)-(e) shows the task performance
during training with different personalized federated learning
algorithms. We have the following observations: 1) Both SFL
and Per-FedAvg show poor performance in the entire training
process on FL-60; 2) Except for the FL-60 dataset, Panacea
has the fastest convergence speed and exhibits comparable
performance compared to other baselines; 3) both pFedMe
and Per-FedAvg perform poorly on two real-world road net-
work traffic datasets (PEMS-BAY shows a similar trend as
METR-LA); 4) Although both Panacea and pFedHN are
hypernetwork-based methods, Panacea achieves significantly
faster and more stable convergence. This highlights the effec-
tiveness of its graph encoder and graph generator in enhancing
performance.

C. Ablation Study

Ablation on Panacea architecture design. To illustrate
the necessity of incorporating the graph generator module, we
evaluate a variant of our framework with the GNN encoder and
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(c) TPT-48
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(d) METR-LA
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0 50 100 150 200
Communication Round

10 2

10 1

M
SE

 V
al

ue

Averaged MSE
10 step
25 steps
50 steps
75 steps
100 steps

(f) Client local steps (TPT-48)

0 50 100 150 200
Communication Round

10 2

10 1

M
SE

 V
al

ue

Averaged MSE
1 step
3 steps
5 steps
10 steps

(g) Server local steps (TPT-48)

0 20 40 60 80 100
Communication Round

0.2

0.4

0.6

0.8

Ac
cu

ra
cy

 V
al

ue

Averaged Accuracy

1 step
3 step
5 step
10 step
20 step
50 step

(h) Client local steps (CompCars)

0 20 40 60 80 100
Communication Round

0.5

0.6

0.7

0.8

0.9

Ac
cu

ra
cy

 V
al

ue

Averaged Accuracy

1 step
3 step
5 step
10 step

(i) Server local steps (CompCars)

Fig. 3: (a)-(e) compare convergence speed and final performance, and (f)-(i) compare final performance of Panacea with various
hyperparameter settings.

TABLE IV: Predictive performance. Ablation study on Panacea
architecture design. Value in bold denotes the best result.

CompCars(↑) METR-LA(↓) PEMS-BAY(↓)

Panacea-MLP 85.7±2.1 3.2±1.7 3.6±4.9
Panacea-GN 89.1±1.2 3.2±1.4 1.2±0.4

Panacea 88.2±1.2 1.0±0.2 0.4±0.4

the MLP module only, called Panacea-GN and Panacea-MLP
respectively. The client embedding dimension was fixed to 100
for all datasets. The results are shown in Table IV. We can
observe that Panacea achieves significantly better performance
than Panacea-GN for the forecasting tasks on two road net-
work traffic datasets, indicating the necessity of incorporating
the graph generator module. In contrast, Panacea-GN performs
slightly better than Panacea for the regression task on TPT-48
and image classification on CompCars. It is interesting that
the performance gap between Panacea and Panacea-GN is

related to the number of clients. CompCars have a smaller
number of clients (30) and show little gap between Panacea
and Panacea-GN. On the other hand, Panacea is significantly
better than Panacea-GN on datasets with more clients (like
from 60 to 325). We hypothesize that when the graph is small,
our framework might overfit the knowledge of the graph which
can hurt the performance of the clients.

Ablation on local steps of clients/server. We also examine
the effect of performing local optimization steps for the clients
and server. Figure 3 (f)-(i) shows the performance on TPT-48
and CompCars throughout the training process for both clients
and the server. Specifically, Figure 3 (f) and (h) compare
training using the chain rule with various Kc while fixing
the server step Ks = 10. Using our proposed update rule,
i.e., making multiple local update steps yields significant
improvements in convergence speed and final accuracy when
setting Kc = 50. Figure 3 (g) and (i) compare training the
graph hypernetwork using the chain rule with various Ks while
fixing the client step Kc = 50. When setting Ks = 1, the
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(b) Test accuracy of unseen clients under model poisoning attack

Fig. 4: Compare final performance under various attack ratios on CompCars.

performance is poor. We observe that Panacea achieves the
best in convergence speed and predictive performance when
Ks = 10. As stated above, we set Kc = 50 and Ks = 10
while comparing with the baselines.

D. Robustness Evaluation under Various Attacks

To evaluate the robustness of our method against adversarial
attacks in federated learning, we conduct robustness evalua-
tions over model poisoning and backdoor attacks, respectively.

Model poisoning attacks. For the model poisoning attack,
an attacker manipulates the training process by uploading
incorrect gradients. We implement this attack using the local
model poisoning [43] strategy, where the adversarial gradient
g′ is computed as: g′ = −λg, where λ is set to 0.5 in our
experiments. Figure 4 depicts the predictive performance of
all baselines under various model poisoning attack ratios of
malicious clients, from 10% to 50%. We can observe Panacea
consistently outperforms most of the baselines even under a
very high attack ratio of model poisoning attacks, verifying its
resilience to model poisoning attacks.

Backdoor attacks. We choose Blended [44] as a backdoor
attack method, which is the most effective attack method
reported in [45]. We randomly choose one client as the attacker
and put the hello-kitty pattern on 50% of training samples
with the blending ratio α of 0.2. We set the target label
yt = 1 for blended samples. We adopt Simple-Tuning [45]
for all baselines, which is one of the most effective defense
methods against backdoor attacks. Specifically, we reinitialize

Algorithm
Original +Simple-Tuning

ASR (↓) Acc (↑) ASR (↓) Acc (↑)

FedAvg [4] 91.0 84.3 67.2 83.2
Ditto [23] 84.1 90.9 66.2 82.4
Panacea 49.0 76.0 47.1 82.5

TABLE V: Comparison of different algorithms performance
under backdoor attacks with and without Simple-Tuning. ASR
denotes attack success rate (the lower is better), and Acc
denotes accuracy (the higher is better).

the parameters of the classifier layer and retrain it on the
client with local data. As Table V shows, with Simple-
Tuning, all baselines exhibit better robustness — with a lower
attack success rate (ASR) under the backdoor attacks. Panacea
achieves 82.5% accuracy while keeping the attack success rate
at 47.1%, which is substantially lower than the other baselines,
whose ASR remains above 66%.

Limitations. Our work sheds light on and facilitates the
development of personalized federated learning based on graph
hypernetworks. However, Panacea assumes that the graph
relation of clients is prior; one limitation is that graph relation
may not be explicitly observed. Moreover, though our frame-
work can enhance the predictive performance, generalization
capability, and robustness in one go, how incorporating graph
relation into the federated learning procedure impact the
fairness metrics of learned models is unknown. Specifically,
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how do clients with biased datasets in our framework impact
the experienced fairness of other clients on their local distri-
butions? We leave the above issues as our future work.

V. CONCLUDING REMARKS

We introduced a new federated learning framework called
Panacea for generating personalized models based on fed-
erated graph hypernetworks. The core of Panacea is the
composition of a graph hypernetwork and a graph generator.
Panacea has several advantages: it is agnostic to the target
network architecture, can reinforce the collaboration among
adjacent clients and generate personalized models across var-
ious application domains with better predictive performance,
enjoys better generalization capability to unseen clients during
training, is more resilient to malicious clients under label-
flipping attacks. Extensive experiments on synthetic and real-
world datasets have demonstrated the rationality and effective-
ness of using Panacea, resulting in a new state-of-the-art for
generating personalized models in federated learning settings.

ACKNOWLEDGMENTS

This work was supported in part by the Hong Kong (HK)
Research Grant Council (RGC) General Research Fund under
Grant 15208222, the Hong Kong Polytechnic University and
in part by NSFC Young Scientist Fund under Grant A0040473,
the Hong Kong Polytechnic University.

REFERENCES

[1] S. AbdulRahman, H. Tout, H. Ould-Slimane, A. Mourad, C. Talhi,
and M. Guizani, “A Survey on Federated Learning: The Journey from
Centralized to Distributed On-Site Learning and Beyond,” IEEE Internet
of Things Journal, vol. 8, no. 7, pp. 5476–5497, 2020.

[2] P. Voigt and A. Von dem Bussche, “The EU General Data Protection
Regulation (GDPR),” A Practical Guide, 1st Ed., Cham: Springer
International Publishing, vol. 10, no. 3152676, pp. 10–5555, 2017.

[3] P. Kairouz, H. B. McMahan, B. Avent, A. Bellet, M. Bennis, A. N.
Bhagoji, K. Bonawitz, Z. Charles, G. Cormode, R. Cummings et al.,
“Advances and Open Problems in Federated Learning,” Foundations and
Trends® in Machine Learning, vol. 14, no. 1–2, pp. 1–210, 2021.

[4] B. McMahan, E. Moore, D. Ramage, S. Hampson, and B. A. y Arcas,
“Communication-Efficient Learning of Deep Networks from Decentral-
ized Data,” in Artificial Intelligence and Statistics. PMLR, 2017, pp.
1273–1282.

[5] V. Mothukuri, R. M. Parizi, S. Pouriyeh, Y. Huang, A. Dehghantanha,
and G. Srivastava, “A Survey on Security and Privacy of Federated
Learning,” Future Generation Computer Systems, vol. 115, pp. 619–
640, 2021.

[6] A. Z. Tan, H. Yu, L. Cui, and Q. Yang, “Towards Personalized Feder-
ated Learning,” IEEE Transactions on Neural Networks and Learning
Systems, 2022.

[7] A. Shamsian, A. Navon, E. Fetaya, and G. Chechik, “Personalized
Federated Learning using Hypernetworks,” in International Conference
on Machine Learning. PMLR, 2021, pp. 9489–9502.

[8] D. Ha, A. Dai, and Q. V. Le, “Hypernetworks,” in Proc. International
Conference on Learning Representations (ICLR), 2017.

[9] Y. Li, R. Yu, C. Shahabi, and Y. Liu, “Diffusion Convolutional Recurrent
Neural Network: Data-Driven Traffic Forecasting,” in International
Conference on Learning Representations, 2018.

[10] H. Wang, M. Yurochkin, Y. Sun, D. Papailiopoulos, and Y. Khazaeni,
“Federated Learning with Matched Averaging,” in International Confer-
ence on Learning Representations, 2020.

[11] X. Li, K. Huang, W. Yang, S. Wang, and Z. Zhang, “On the Convergence
of FedAvg on Non-IID Data,” in International Conference on Learning
Representations, 2019.

[12] T. Li, A. K. Sahu, M. Zaheer, M. Sanjabi, A. Talwalkar, and V. Smith,
“Federated Optimization in Heterogeneous Networks,” Proceedings of
Machine Learning and Systems, vol. 2, pp. 429–450, 2020.

[13] Y. Zhao, M. Li, L. Lai, N. Suda, D. Civin, and V. Chandra, “Federated
Learning with Non-IID Data,” arXiv preprint arXiv:1806.00582, 2018.

[14] S. P. Karimireddy, S. Kale, M. Mohri, S. Reddi, S. Stich, and A. T.
Suresh, “Scaffold: Stochastic Controlled Averaging for Federated Learn-
ing,” in International Conference on Machine Learning. PMLR, 2020,
pp. 5132–5143.

[15] A. Fallah, A. Mokhtari, and A. Ozdaglar, “Personalized Federated
Learning: A Meta-Learning Approach,” Advances in Neural Information
Processing Systems, 2020.

[16] F. Chen, M. Luo, Z. Dong, Z. Li, and X. He, “Federated Meta-Learning
with Fast Convergence and Efficient Communication,” arXiv preprint
arXiv:1802.07876, 2018.
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H. Schwenk, and Y. Bengio, “Learning Phrase Representations using
RNN Encoder-Decoder for Statistical Machine Translation,” in EMNLP,
2014.

[40] K. He, X. Zhang, S. Ren, and J. Sun, “Deep Residual Learning for Image
Recognition,” in ProC. the IEEE Conference on Computer Vision and
Pattern Recognition, 2016, pp. 770–778.

[41] T. maintainers and contributors, “TorchVision: PyTorch’s Computer
Vision library,” https://github.com/pytorch/vision, 2016.

[42] D. P. Kingma and J. Ba, “Adam: A Method for Stochastic Optimization,”
in Proc. International Conference for Learning Representations (ICLR),
2015.

[43] M. Fang, X. Cao, J. Jia, and N. Gong, “Local model poisoning attacks
to {Byzantine-Robust} federated learning,” in 29th USENIX security
symposium (USENIX Security 20), 2020, pp. 1605–1622.

[44] X. Chen, C. Liu, B. Li, K. Lu, and D. Song, “Targeted backdoor
attacks on deep learning systems using data poisoning,” arXiv preprint
arXiv:1712.05526, 2017.

[45] Z. Qin, L. Yao, D. Chen, Y. Li, B. Ding, and M. Cheng, “Revisiting
personalized federated learning: Robustness against backdoor attacks,”
in Proceedings of the 29th ACM SIGKDD Conference on Knowledge
Discovery and Data Mining, 2023, pp. 4743–4755.

Wanyu Lin received her Ph.D. degree from the
Department of Electrical and Computer Engineer-
ing at the University of Toronto. She received her
B.Engr. degree from the School of Electronic Infor-
mation and Communications, Huazhong University
of Science and Technology, China and her MPhil.
degree from the Department of Computing, The
Hong Kong Polytechnic University. Her research
interests include collaborative AI, trustworthy AI,
and AI for Science. She has served as associate
editor for IEEE Transactions on Neural Networks

and Learning Systems (TNNLS). She is a member of ACM, IEEE.

Hao Lan received his Ph.D. degree from the De-
partment of Electrical & Computer Engineering at
University of Toronto. He received both his B.E.
and M.E. degree from the School of Telecommu-
nications Engineering at Xidian University in 2015
and 2018, respectively. His research interests include
distributed machine learning, deep reinforcement
learning, graph machine learning, and model inter-
pretability.

Hao He received his Ph.D. degree from the De-
partment of Electrical Engineering and Computer
Science at the Massachusetts Institute of Technol-
ogy, and his B.S. degree from the School of Elec-
trical Engineering and Computer Science at Peking
University, China. His research focuses on the ap-
plication of machine learning to healthcare, with a
particular emphasis on sleep science. He is a member
of the Society for Neuroscience and a recipient of
the Takeda Fellowship and the Barbara J. Weedon
Fellowship.

Baochun Li received his B.Engr. degree from the
Department of Computer Science and Technology,
Tsinghua University, China, in 1995 and his M.S.
and Ph.D. degrees from the Department of Com-
puter Science, University of Illinois at Urbana-
Champaign, Urbana, in 1997 and 2000. Since 2000,
he has been with the Department of Electrical and
Computer Engineering at the University of Toronto,
where he is currently a Professor. He holds the Bell
Canada Endowed Chair in Computer Engineering
since August 2005. His research interests include

cloud computing, distributed systems, datacenter networking, and wireless
systems. He was the recipient of the IEEE Communications Society Leonard
G. Abraham Award in the Field of Communications Systems in 2000. In 2009,
he was a recipient of the Multimedia Communications Best Paper Award
from the IEEE Communications Society, and a recipient of the University of
Toronto McLean Award. He is a member of ACM and a Fellow of IEEE.

https://github.com/pytorch/vision

	Introduction
	Related Work
	Proposed Framework: Panacea
	Problem Formulation and Notations
	Our Framework
	Theoretical Analysis

	Empirical Studies
	Experiment Settings
	Results and Discussion
	Ablation Study
	Robustness Evaluation under Various Attacks

	Concluding Remarks
	References
	Biographies
	Wanyu Lin
	Hao Lan
	Hao He
	Baochun Li




