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Graph Privacy Funnel: A Variational Approach for
Privacy-Preserving Representation Learning on

Graphs
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Abstract—This paper investigates the problem of learning privacy-preserving graph representations with graph neural networks (GNNs).
Different from existing works based on adversarial training, we introduce a variational approach, called vGPF, to encourage the isolation
of sensitive attributes from the learned representations. Specifically, we first formulate a non-asymptotic information-theoretic problem for
characterizing the best achievable privacy subject to the utility constraints of graph representations, termed as Graph Privacy Funnel
(GPF). Then we theoretically analyze that the GPF objective can be directly optimized over through a variational approximation upper
bound. vGPF allows us to parameterize the privacy-preserving graph mapping with GNN encoders and use the reparameterization trick
for training. Compared with existing adversarial approaches, vGPF exhibits more stable predictive performance as it does not rely on an
additional adversarial network that may incur training stability in practice. Experiments across multiple datasets from various domains
demonstrate that vGPF outperforms its state-of-the-art alternatives in terms of predictive accuracy, performance stability, and robustness
to attribute inference attacks. We also show that vGPF enjoys high flexibility in the sense that it is compatible with various graph learning
tasks with different GNN encoder architectures, and it can enforce privacy over any combinations of sensitive attributes in one shot.

Index Terms—Privacy-Preserving Graph Representation Learning, Graph Neural Networks, Information Funnel, Variational Approach.
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1 INTRODUCTION

G RAPH neural networks (GNNs) are deep learning mod-
els tailored to learn and model information structured

as graph data. They have demonstrated impressive perfor-
mance for graph representation learning across a wide range
of disciplines, such as recommender systems [1], financial
systems [2], and social information systems [3]. Nevertheless,
previous studies have shown that adversary with the access
to the graph representations, can infer sensitive attributes of
interests such as gender and race [4], [5], coined as attribute
inference attacks [4], [5], [6]. Yet, the neighborhood aggre-
gation scheme of GNNs exposes additional vulnerabilities
to adversaries seeking to extract sensitive information [7].
The privacy vulnerabilities of GNNs significantly hinder
the applicability of these models on privacy-sensitive ap-
plications [8]. For example, in recommender systems, we
may want to boost the recommendation performance by
incorporating social relationships in social graphs, but we do
not want to expose specific sensitive attributes of users (e.g.,
age or gender) through learned graph representations.

There exist a few works attempting to generate graph
representations that can defend against attribute inference
attacks [9], [10]. However, these prior works are based on ad-
versarial training. Their estimation quality heavily relies on
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the adversarial network’s modeling performance or training
stability, leading to a sub-optimal strategy against attribute
inference attacks. To this end, we propose a variational
approach that does not rely on an additional adversarial
network for training. In particular, our proposed approach
falls into the variational auto-encoding architecture (i.e.,
VGAE [11]) consisting of two neural networks—a GNN
encoder for extracting the graph representations and a
decoder for the original prediction task, and it is trained
with the privacy funnel principle—an information-theoretic
principle initially coined by Makhdoumi et at. [12]. In essence,
the privacy funnel (PF) problem is proposed to encode a
dataset into privacy-preserving representations, where the
informativeness of representations is measured by mutual
information. The PF principle is critical for evaluating data
utility and privacy leakage from an information-theoretic
perspective. This principle naturally leads us to optimize a
non-asymptotic information-theoretic formulation for char-
acterizing the best achievable privacy subject to the utility
constraints of graph representations. We term our proposed
optimization problem as Graph Privacy Funnel (GPF). If
solving the GPF problem is feasible, we can quantify the
trade-off between utility and privacy of graph representation
learning.

However, extending the PF principle to privacy-
preserving/private representation learning on graph-
structured data presents several unique challenges. First,
prior works on the PF principle assume that the training
samples in the dataset are independent and identically
distributed (i.i.d.), such as tabular data and image [12],
[13]. This assumption does not hold for graph-structured
data, making the model training under the PF principle
hard. Second, due to the non-Euclidean property of graph-
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structured data and the intractability of mutual information
and conditional mutual information 1, the privacy funnel
problem is hard to optimize over. To this end, we first adopt
the local-dependence assumption of graph-structured data to
overcome the challenge induced by non-i.i.d. property. This
assumption has been widely used for constraining the search
space of optimal representation learning within a graph [14].
As the GPF objective includes mutual information that is
intractable, we propose to use variational inference and
construct two variational bounds leading to a final objective
that is tractable for optimization. We call the resulting
approach variational graph privacy funnel (vGPF). This
variational approach parameterizes the privacy-preserving
graph representation learning with GNN encoders and uses
the reparameterization trick for training.

Highlights of our original contributions are as follows. We
formulate a GPF problem to characterize the best achievable
privacy subject to the utility constraints of graph represen-
tations. To the best of our knowledge, while the notion
of privacy funnel has been used for privacy-preserving
mapping on the i.i.d. dataset (e.g., tabular data and im-
ages) [12], this is the first effort from the PF principle to
learn privacy-preserving representations on graph-structured
data with GNNs. We theoretically analyze and quantify the
privacy-utility trade-off by introducing tractable variational
bounds leading to the GPF objective. Different from prior
works based on adversarial training [9], [10], the GPF is a
single information-theoretic objective that can be directly
optimized over. Our framework is a variational approach
and does not rely on an additional adversarial network that
may incur training stability issues in practice. Moreover, by
systematically evaluating the robustness of learned repre-
sentations against various types of adversaries, including a
worst-case adversary, we demonstrate that vGPF can learn
graph representations with better predictive performance
and stability yet higher privacy guarantee than state-of-the-
art methods. We also empirically show that vGPF exhibits
high flexibility for various graph learning tasks with different
GNN encoder architectures, and it can remove multiple
sensitive attributes in one shot yet does not require modifying
the model design.

2 PROBLEM SETUP

Notations. Consider an input graph G = (V, E, X) with
n nodes, where V is the node set, E denotes the edge set,
and X ∈ Rn×f are node attributes/features. Let A ∈ Rn×n

denote the adjacency matrix of G, i.e., Aij = 1 if (i, j) ∈
E or 0 otherwise. For simplicity, the input graph can be
represented as D = (A, X).

System Model. Consistent with prior works [9], [10],
we focus on relation/link prediction tasks based on GNNs.
The objective is to obfuscate sensitive information from the
learned representations based on GNNs. We particularly
focus on addressing attribute inference attacks in the infer-
ence stage of model partitioning settings [6], [9], [10], [15].
Specifically, a GNN-based graph learning model F is trained
to predict target y (e.g., ratings in recommender systems) at

1For simplicity, we do not particularly distinguish “mutual infor-
mation” and “conditional mutual information” if there is no risk of
confusion in this paper.

a trusted server. Once trained, the entire inference model
will include two portions, i.e., a GNN encoder Ψ owned
by the data owner and a prediction network Φ owned by a
client. This reflects the real-world scenario in the context of
Artificial Intelligence of Things (AIoT) [15], where a machine
learning model is distributedly deployed across various
mobile devices, either due to the data privacy concern or
resource constraints.

Threat Model. We assume that two parties, i.e., the data
owner and the client, communicate over a noiseless channel
in the inference stage (see Fig. 1(a)). The data owner is to
map the input graph D into low-dimensional vectors Z with
the GNN encoder, i.e., Z = Ψ(D) ∈ Rn×f ′

, while the client
can access the representations from the data owner via query.
The client does not access the GNN encoder or know its
parameters, but she can use the representations for further
analysis with the prediction network, i.e., Y = Φ(Z). She is
also an adversary who has access to an auxiliary dataset
including node index and corresponding attributes, e.g.,
(V,S) for training an attack model to infer sensitive attributes
s based on the received representations. We assume that the
client is passive but computationally unbounded. Without
loss of generality, we consider a setting that the sensitive
variables s can not be directly accessible based on D, i.e.,
s ̸⊂ x, but it can be inferred from D due to “overlearning.”
The “overlearning” phenomenon addressed that a model
trained for a seemingly simple objective unintentionally
learned privacy- and bias-sensitive attributes, even though
these sensitive variables are not in the training data [6].

Objective. Our ultimate goal is to obtain a GNN encoder
for generating graph representations that can defend against
attribute inference attacks in the inference stage of model
partitioning settings, while achieving the best possible predic-
tive performance on the target task, i.e., relation prediction
tasks.

3 RELATED WORK

GNN Encoder. A GNN encoder incorporates graph structure
and node features into low-dimensional node representa-
tions, which are informative and can be used for various
downstream tasks, such as node classification and link
prediction. With graph pooling, these node representations
can be fused as graph representations, thus can be used for
graph-level tasks, such as graph classification and graph
regression. For a GNN encoder with L layers, a node’s
representation can capture the structural information within
its L-hop graph neighborhood [16]. There are many types of
GNN encoder architectures, such as ChebNet [17], GCN [18],
GAT [19], GraphSage [16], and many more. Interested readers
may refer to comprehensive surveys on GNNs (e.g., [20]).

Privacy Leakage on GNNs. Previous studies have shown
that deep learning models are vulnerable to privacy at-
tacks [4]. The neighborhood aggregation scheme of GNNs
exposes additional vulnerabilities [7] to adversaries seeking
to extract sensitive information. There exists some prior work
on the privacy implication of training GNNs on graphs [5],
[7], [21]. Duddu et al. analyzed the privacy risks of graph
embedding with various attacks, including membership
inference attacks, graph reconstruction attacks, and attribute
inference attacks. Later, Olatunji et al. proposed membership
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Fig. 1. (a) An illustration of the threat model in the inference stage. The
client may want to infer sensitive attributes based on the representations
received from the data owner. (b) An illustration of vGPF for training
privacy-preserving GNN encoder at a trusted server. The decoder
admits the representations from the GNN encoder and the sensitive
attributes of interests. Once trained, the GNN encoder can extract graph
representations that defend against attribute inference attacks in the
inference stage.

inference attacks under restricted scenarios, by 0-hop query
and 2-hop query to the victim models. He et al. showed that
given various background knowledge, the outputs of a GNN
indeed could be utilized to infer the rich information about
the graph structure used to train the model. They coined
the attack “link stealing attack.” This paper considers the
problem of privacy-preserving graph representation learning
with GNNs that can defense against attribute inference
attacks.

Privacy-Preserving GNNs. A few attempts were pro-
posed to address privacy concerns on graph learning based
on GNNs. LPGNN [22] was proposed to preserve feature pri-
vacy of nodes with differential privacy, while DPGGAN [23]
was for generating synthetic graphs attempting to preserve
properties of graph structure with edge differential privacy.
Solitude [24] attempted to protect the relation privacy of the
graph based on local edge-differential privacy. However, the
randomized mechanisms were typically manipulated over
the input node features/edges in the training data. PPNE [25]
was a privacy-preserving network embedding framework
designed to identify the optimal perturbation solution with
the best privacy-utility trade-off in an iterative way. Unlike
above works, we focus on obfuscating sensitive attributes
that may not be explicitly present in the training data but
could be inferred based on the learned representations due
to “overlearning” [6].

Wang et al. [26] proposed a privacy-preserving learning
framework by formulating the problems with two mutual-
information objectives, each of which is defined on a primary
graph learning task and a privacy inference task. Essentially,
Wang’s work cast the trade-off between the primary graph
learning task and a privacy inference task in an adversarial
way, using an iterative minimax optimization for optimizing
three neural networks. Though both of us are based on

information theory, our objective cast the trade-off as a
single information-theoretic objective that can be directly
optimized. Our framework consists of two neural networks.
Prior work on invariant representation learning has shown
that adversarial training is unnecessary and might be counter-
productive [27]. Moreover, Wang’s work can only protect one
attribute if we treat the node label as a private attribute.
However, our work can deal with multiple attributes simul-
taneously.

The most related to our “private” graph representations
is the work from Liao et al. [10], termed GAL (ICML21). They
leveraged an adversarial learning approach to address at-
tribute inference attacks on GNNs, by introducing a minimax
game between the desired graph feature encoder and the
worst-case attacker. Another related work is on compositional
fairness constraints (CFC) on graph embedding proposed
by Bose et.al, [9] (ICML19). Though CFC deals with fairness
representations, the proposed approach can be generalized
to privacy-preserving representation learning by simply
treating the sensitive attributes as private attributes. GAL
and CFC are based on adversarial training, and both are
deterministic networks. Their learning performance heavily
relies on the adversarial network, and they may suffer from
training stability issues in practice [27]. Unlike GAL and
CFC, our proposed framework vGPF is a variational model
consisting of a GNN encoder (feature extraction network)
and a prediction network. It was trained without relying
on an additional adversarial network and optimized based
on the proposed graph privacy funnel principle – a single
information-theoretic objective that can be directly optimized
over.

The other line of work on privacy-preserving GNNs
is based on federated and split learning frameworks [28],
[29]. Mei et al. leveraged structural similarity and federated
learning to obfuscate nodes’ sensitive information [28]. He
et at. focused on the problem of privacy-preserving node
classification by splitting the computation graph of a GNN
among multiple data holders.

Privacy Funnel Problem. Privacy funnel is proposed
to encode a dataset D into privacy-preserving mapping Z,
forming the Markov chain s ↔ D ↔ Z, then share Z which
would not reveal the private attributes s. Formally, PF is
formulated as:,

arg inf
PZ|D,s

{I(s;Z)}

s.t. {I(D;Z|s)} ≥ υ,
(1)

where the privacy leakage is quantified as the mutual
information between the sensitive attribute s and privacy-
preserving mapping Z, denoted as {I(s;Z)}, and the utility
requirement is modeled by a constraint υ on the average
distortion measured by {I(D;Z|s)}. A recent work attempts
to learn private presentations based on the Lagrangians
of formulated privacy optimization problem [13]. Though
these existing works are all based on privacy funnel [12],
[13], [30], they focus on the dataset D that is independent
and identically distributed (IID), such as tabular data. We
instead focus on privacy-preserving graph representation
learning based on GNNs, where the graph-structured data is
inherently non-IID.
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4 GRAPH PRIVACY FUNNEL

Inheriting from the privacy funnel (PF) principle [12], the
GPF objectives aim to encourage the learned graph rep-
resentations to minimize the information to the sensitive
attributes (privacy) and maximize the relevant information
from the input graph (utility). Existing work on optimizing
PF problem deals with tabular data or image data [12],
[13], assuming that the training samples of the dataset
are i.i.d. The non-i.i.d characteristic of graph-structured
data makes optimizing the GPF problem challenging. To
overcome this obstacle, we incorporate the local-dependence
assumption for graph-structured data, i.e., the representation
(or predictive label) of a node vi is determined by its local
computation graph denoted as Gc

i = (V c
i , A

c
i , X

c
i ), where

V c
i is the node set, Ac

i ∈ {0, 1} indicates the adjacency ma-
trix, and Xc

i is the feature matrix of the computation graph.
Let us take learning with a GNN encoder as an example.
Essentially, a GNN learns a conditional distribution denoted
as P (zi|Gc

i )
2, where zi is a random variable representing

node vi’s representation. Oftentimes, the computation graph
of node vi is a L-hop subgraph, where L corresponds to the
number of GNN layers. We can constrain the search space of
optimal representations within the computation graph based
on the local-dependence assumption, i.e., zi ⊥ zj if vi ̸= vj ,
leading to a more tractable GPF principle.

In what follows, we will show that though we constrain
the search space of representation learning, the exact com-
putation of GPF objectives is still challenging due to the
intractability of mutual information and conditional mutual
information terms [31]. We will first theoretically analyze
and derive the variational bounds that can approximate the
GPF objectives for optimization. Then, we introduce an in-
stantiation for solving the GPF problem for generating graph
representations that defend against attribute inference attacks
in the inference stage of model partitioning settings [6], [15].

4.1 Privacy-Preserving Learning with Graph Privacy
Funnel

Our objective is to obtain a GNN encoder for generating
graph representations that can defend against attribute
inference attacks. As commonly did in the literature [6],
[9], [10], [15] , we focus on defending attribute inference
attacks in the inference stage of model partitioning settings as
described in Sec. 2. Specifically, the GNN encoder is trained
at a trusted server. Once trained, it can be released to the data
owner to generate privacy-preserving representations in the
inference stage. Meanwhile, the prediction network trained
with the learned representations from the GNN encoder can
be released to the client for further analysis. The client should
not be able to infer the private attributes according to the
received representations from the data owner. However, she
can use the node representations for prediction/regression
(e.g., relation prediction tasks).

For training the GNN encoder, we first formulate a
general probabilistic model for factoring out the protected
attributes from the input graph. Specifically, the graphical
model includes an observed variable s denotes the protected

2For ease of notation, we use P (zi|D) in the entire paper though zi
is determined by its surrounding computation graph Gc

i .

attributes that the data owner wants to remove and a
continuous latent variable Z that models the remaining
information for the client’s analytic task Y . These variables
naturally form two Markov Chains; they are s ↔ D ↔ Z
and Y ↔ D ↔ Z. Inspired by the PF principle proposed
by Makhdoumi et at., we can formally define our training
objective as follows.

arg inf
PZ|D,s

{I(s;Z)}+ I(D;Z|s, Y )

s.t. {I(Y ;Z|s)} ≥ υ.
(2)

The first term I(s;Z) characterizes the information the
learned representations Z retained about the sensitive at-
tributes s. The second term I(D;Z|s, Y ) can be interpreted
as, given the prediction task, the learned representations Z
should capture the minimum sufficient relevant information
within the input graph related to the target label Y . The
constraint term ensures the prediction performance of the
target task, i.e., the data utility of generated representations
for predicting Y . We can solve formula (2) with Lagrangian
relaxation. In general, the Lagrangian is a widely used
methodology for characterizing the trade-off between the op-
timized function and the constraints on the search space [32].

arg inf
PZ|D,s

I(s;Z) + I(D;Z|s, Y )− υI(Y ;Z|s). (3)

Proposition 4.1. Solving formula (3) is equivalent to mini-
mize L, where β = υ + 1 and

L = I(D;Z)− βI(Y ;Z|s). (4)

Proof:

arg inf
PZ|D

I(s;Z) + I(D;Z|s, Y )− υI(Y ;Z|s) (5)

=arg inf
PZ|D

H(s) +H(Z)−H(s,Z)+ (6)

H(D|s, Y ) +H(Z|s, Y )−H(D,Z|s, Y )− υI(Y ;Z|s) (7)

=arg inf
PZ|D

H(Z) +H(D, s, Y )−H(D,Z, s, Y )− υI(Y ;Z|s)

(8)

=arg inf
PZ|D

H(Z) +H(D)−H(D,Z)− υI(Y ;Z|s) (9)

=arg inf
PZ|D

H(Z) +H(D)−H(D,Z)−H(Y, s)− (10)

H(Z, s) +H(s) +H(Y,Z, s)− υI(Y ;Z|s) (11)

=arg inf
PZ|D

I(D;Z)− I(Y ;Z|s)− υI(Y ;Z|s) (12)

=arg inf
PZ|D

I(D;Z)− (υ + 1)I(Y ;Z|s). (13)

Without loss of generality, H(·) denotes the information
entropy of variables. In particular, formula (8) to formula
(11) are derived based on the Markov chain’s property. The
Markov chains are s ↔ D ↔ Z and Y ↔ D ↔ Z.

With Proposition 4.1, we can minimize Eq. (4) to trans-
form the input graph into privacy-preserving mapping with
respect to prediction Y . Nevertheless, exact computation
of I(D;Z) and I(Y ;Z|s) is still intractable. Therefore, we
derive two variational bounds on these two terms as shown
in Proposition 4.2 and 4.3 ; the variation methods are widely
used in model optimization [13], [33].
Proposition 4.2. (The lower bound of I(Y ;Z|s)). For any

probabilistic distribution functions P(Y |Z, s) and Q(Y |s),
we have
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I(Y ;Z|s) ≥1 + EPY,Z,s

[
log

(
P(Y |Z, s)
Q(Y |s)

)]
(14)

+ EP(Y |s)P(Z)

[
P(Y |Z, s)
Q(Y |s)

]
(15)

≥EPY,Z,s

[
log

(
P(Y |Z, s)
Q(Y |s)

)]
(16)

=EPY,Z,s
[log PY |Z,s]− EPY,Z,s

[logQY |s]. (17)

We follow the work [13] and use the Nguyen, Wainright
& Jordan’s bound INWJ [34], [35]:

Lemma 4.1. For any two random variables X1, X2 and any
function g : g(X1, X2) ∈ R, we can have

I(X1, X2) ≥ E [g(X1, X2)]− (18)
EP(X1)P(X2) [exp (g(X1, X2)− 1)] . (19)

We first use Lemma 4.1 to derive the formula (14) and (15) of
I(Y ;Z|s) by plugging in g(Y |Z, s) = 1 + log P(Y |Z,s)

Q(Y |s) .

With Proposition 4.2, I(Y ;Z|s) can be further bounded
by formula (20) due to the non-negativity of expectation term
EP(Y |s)P(Z)

[
P(Y |Z,s)
Q(Y |s)

]
.

I(Y ;Z|s) ≥EPY,Z,s

[
log

(
P(Y |Z, s)
Q(Y |s)

)]
. (20)

Proposition 4.3. (The upper bound of I(D;Z)). For any
probabilistic distribution functions P(Z|D) and Q(Z), we
have

I(D;Z) ≤ DKL
(
PZ|D||QZ

)
. (21)

Put together, we can have the following upper bound to
minimize:

L ≈ DKL
(
PZ|D||QZ

)
− βEPY,Z,s

[
log

(
P(Y |Z, s)
Q(Y |s)

)]
. (22)

Generalize to Unsupervised Privacy-Preserving Learn-
ing. There is a situation where the downstream tasks are
unknown. The server needs to encode the input graph
D = (A,X) into the privacy-preserving node representa-
tions Z in the unsupervised mode. Specifically, we can define
the privacy-preserving graph mapping in the unsupervised
mode where the privacy leakage is quantified as the mutual
information between the sensitive attribute s and privacy-
preserving mapping Z, denoted as I(s,Z), and the data
utility can be measured by the mutual information between
the privacy-preserving mapping Z and the reconstructed
data, e.g., A for graph-structured data [11]. This mapping
process forms a Markov chain s ↔ D ↔ Z. Accordingly, we
can formally define the objective as follows.

arg inf
PZ|D,s

I(s;Z)− υI(D;Z|s). (23)

Similarly, we can derive the final minimization objec-
tive for learning privacy-preserving graph mapping in the
unsupervised manner, formulated as:

Lun ≈ DKL
(
PZ|D||QZ

)
− βEPD,Z,s

[
log

(
PD|Z,s

QD|s

)]
. (24)

Proposition 4.4. Solving formula (24) is equivalent to
minimize Lun, where β = υ + 1 and

Lun = I(D;Z)− βI(D;Z|s). (25)

Proof.

arg inf
PZ|D

I(s;Z)− υI(D;Z|s) (26)

=arg inf
PZ|D

I(D;Z)− I(D;Z|s)− υI(D;Z|s) (27)

=arg inf
PZ|D

I(D;Z)− (υ + 1)I(D;Z|s). (28)

Similarly, we can derive the lower bound of I(D;Z|s)) as
follows:
Proposition 4.5. (The lower bound of I(D;Z|s)).

I(D;Z|s) ≥ EPD,Z,s

[
log

(
PD|Z,s

QD|s

)]
. (29)

Proposition 4.5 leads us the final minimization objective for
learning privacy-preserving graph mapping in the unsuper-
vised manner, formulated as:

Lun ≈ DKL
(
PZ|D||QZ

)
− βEPD,Z,s

[
log

(
PD|Z,s

QD|s

)]
. (30)

4.2 The Instantiation for Solving Graph Privacy Funnel
We now discuss how to compute the final objective with
formula (22) in practice. To estimate I(D;Z), we need
to model P(Z|D) and Q(Z). For this purpose, we use a
GNN encoder parameterized by θ and we take a mixture
of Gaussians with learnable parameters [36] respectively.
Specifically, the Gaussian prior for each node vi is formulated
as zi ∼

∑f ′

j=1 wjGuassian(µ0,j , σ
2
0,j), where wj , µ0,j and

σ0,j are learnable parameters shared by all nodes and f ′ is the
dimension of zi. With the local-dependence assumption, we
can have Q(Z) = Πvi∈V Q(zi). The stochastic encoder takes
the form of Pθ(zi|D) = N (zi|Ψµ(D),Ψσ2

(D)) by using the
reparameterization trick, where Ψ is an GNN encoder and its
output is a latent vector in R2f ′

. The first f ′ outputs encode
µ and the remaining f ′ encode σ after a softplus transform.

To estimate I(Y ;Z|s), we adopt a decoder parameterized
by ϕ that admits two random variables: the node representa-
tions zi and the sensitive attributes s. This decoder enables
feasible backpropagation on the GNN encoder to discard the
sensitive information and retain the maximal information
for predicting Y without training any additional adversarial
networks. QY |s in formula (14) can be inferred from the
data. In other words, QY |s in formula (14) does not depend
on the parameterization process; we can discard this term
from the optimization. Therefore, we only need to model
Pϕ(Y |Z, s) for evaluating I(Y ;Z|s). For this purpose, we
can simply set Pϕ(Y |Z, s) = Πi∈V Pϕ(yi|(zi||s)), where || is
the concatenation operator. Then, I(Y ;Z|s) reduces to the
cross-entropy loss of the target task by ignoring the constants.
All together, we can describe our proposed variational model
as Fig. 1(b). The model parameters will be jointly optimized
with our GPF objective. Once trained, the data owner can
generate privacy-preserving node representations through
the trained GNN encoder and release them to the client
for downstream analysis. In Sec. 5, we will show that our
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proposed variational model is compatible with various GNN
encoder architectures.

Discussions. We show that the proposed approach can
readily generalize to unsupervised privacy-preserving graph
representation learning. Nevertheless, when the sensitive
attributes s are correlated with the downstream tasks (e.g.,
relation prediction tasks), removing them from the repre-
sentations ((to be disclosed) without considering the target
task can be harmful to the task performance. In other words,
it might be hard to guarantee the service utility if learning
privacy-preserving representations without specifying the
ground-truth values Y of the target task. Therefore, it is
preferable to learn privacy-preserving graph representations
in a supervised way. Thus, in this paper, we focus on
evaluating the effectiveness of vGPF in supervised graph
representation learning.

One may find out that our GPF objective and graph
information bottleneck (GIB) [14] are both information-
theoretic principles for learning graph representations. How-
ever, GIB and GPF are different regarding the learning
objectives. GIB learns graph representations explicitly robust
against adversarial attacks, whereas GPF aims to learn graph
representations robust against attribute inference attacks.
The model architectures are also different; our decoder is
designed to admit the representations and sensitive attributes
for guiding the GNN encoder to discard the sensitive infor-
mation and retain the maximal information for predicting
Y .

5 EXPERIMENTAL STUDIES

5.1 Datasets and Experimental Setup
Datasets. We performed experiments using 6 datasets that
were previously used by Liao et.al, [10] and Bose et.al, [9].
Our experiments were conducted over various GNN encoder
architectures, e.g., GCN [18], ChebNet [17], CompGCN [37].
These relation prediction benchmarks are from different
application domains, including recommender systems on
MovieLens-1M [38], citation networks on Cora, CiteSeer and
Pubmed, and knowledge graphs on FB15K-237 and WN18RR
[39].

TABLE 1
The statistics of used datasets, corresponding evaluation metrics for the
target tasks, and the metrics of adversarial attribute inference attacks. f

is the dimension of node-level non-sensitive attributes (i.e., the input
node feature dimension).

Dataset #of nodes #of edges f Task Adversary
|V | |E| Metrics Metrics

Cora 2,708 5,429 1,433 AUC Macro-F1
CiteSeer 3,327 4,552 3,703 AUC Macro-F1
Pubmed 19,717 44,324 500 AUC Macro-F1
ML-1M 9,940 1,000,209 1 (id) RMSE Macro-F1/AUC
FB15K-237 14,940 168,618 1 (id) MRR Macro-F1
WN18RR 40,943 173,670 1 (id) MRR Macro-F1

Baselines. We compare our approach against the the-
state-of-the-art solutions for obfuscating information from
GNNs, including two realizations, i.e., GAL-W and GAL-
TV [10]. In addition, CFC [9] can essentially deal with privacy-
preserving graph representation learning if we treat sensitive

attributes s as the private factors. We also take the state-of-art
method for fair graph embedding (CFC) as our baseline 3.
Unless otherwise stated, for GAL, we use GAL-W as the
representative baseline4, and we set all the hyperparameters
of the baselines as reported in the corresponding papers.

We evaluate the effectiveness of vGPF from the following
aspects. First, we test the effectiveness of vGPF across
various tasks and GNN encoders, such as GCN, ChebNet,
CompGCN, etc. This component is to check if vGPF is a
general framework that can be compatible with various tasks
with different GNN encoder architectures. Second, as the
proposed approach can control the trade-off between privacy
and accurate representations, we explore the trade-off that
can be achieved with vGPF by tuning the value of β. Third,
we examine the information leakage of generated embedding
to confirm that vGPF indeed can defend against attribute
inference attacks by various types of adversaries. In particu-
lar, we further check vGPF can generate privacy-preserving
representations that can enforce privacy on multiple sensitive
attributes simultaneously. In this component, we compare
vGPF with CFC proposed by Bose et.al, [9].

Evaluation Metrics. The evaluation for vGPF is geared
towards two fronts; removing information about the sensitive
attributes s and maintaining the predictive accuracy of Y .
The evaluating metric of predictive performance varies in
different learning tasks. For example, the metric for the
recommender system on MovieLens-1M is RMSE, while
the one for knowledge graphs is MRR. The statistics of
used datasets and the performance evaluation metric for
each target task are in Table 1. Moreover, we assume the
adversaries in all experiments have access to the node repre-
sentations and corresponding attribute labels for training the
attack model. They perform node classification for inferring
sensitive attributes, where the performance is measured
on the held-out test set. We use the accuracy of attribute
inference as the quantification of information leakage (see
the adversary metrics in Table 1). Unless otherwise stated,
the inference classifiers are instantiated with multi-layer
perceptrons (MLPs) with LeakyReLU (See Appendix for
further description) [5]. We report average performance
(mean and standard deviation) over five runs. A further
detailed description of corresponding graph learning tasks
and implementation details 5 (e.g., model architectures, the
training details of GNN encoders and attack models.) are
elaborated in Implementation Details of Appendix.

5.2 Results and Discussion

Performance Comparisons on MovieLens-1M. We start with
experiments on the MovieLens-1M recommender system
benchmark. Following GAL and CFC, we treat the user
features, including age, gender, and occupation, as sensitive
attributes. Original refers to the model performance of the
original task without enforcing resistance against attribute
inference attack. Though these features are not input features
for predicting the rating between the users and movies,
they are highly correlated with the rating value Y ; thus,

3We use the source code released by the authors.
4As GAL-TV and GAL-W show similar performance, we put the

results for GAL-TV in Appendix.
5The source code can be found in Supplementary Material.
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TABLE 2
Performance comparisons on MovieLens-1M. The data utility on MovieLens-1M is measured by the rating prediction accuracy with RMSE, and the

sensitive information leakage is quantified by the attribute inference accuracy of the adversary with AUC/Macro-F1.

Attribute
Rating Prediction RMSE (smaller is better) Attribute Inference Accuracy (smaller is better)

Original CFC GAL-TV GAL-W vGPF Original CFC GAL-TV GAL-W vGPF

Gender 0.870±0.003 0.927±0.004 0.928±0.016 0.981±0.082 0.905±0.003 0.753±0.011 0.524±0.018 0.585±0.103 0.501±0.036 0.499±0.008
Age 0.870±0.003 0.988±0.001 0.876±0.004 1.213±0.022 0.871±0.000 0.192±0.010 0.112±0.007 0.110±0.022 0.095±0.022 0.086±0.002

Occupation 0.870±0.003 0.904±0.003 0.983±0.059 0.911±0.005 0.904±0.001 0.048±0.005 0.039±0.009 0.018±0.004 0.018±0.006 0.015±0.001

TABLE 3
Performance on other benchmark datasets. β is the tunable trade-off parameter. The statistics are represented as {attribute inference

accuracy}/{the target task accuracy} (Corresponding performance metrics are presented in Table 1).

CORA β 0 0.0001 0.001 0.01 0.1

ChebNet 0.759±0.011/0.918±0.006 0.62±0.017/0.937±0.007 0.648±0.013/0.933±0.006 0.388±0.016/0.88±0.012 0.315±0.011/0.873±0.008
GCN 0.763±0.016/0.921±0.006 0.700±0.017/0.930±0.006 0.687±0.012/0.920±0.007 0.405±0.016/0.884±0.012 0.348±0.038/0.885±0.010

PUBMED ChebNet 0.783±0.005/0.931±0.004 0.638±0.015/0.926±0.002 0.670±0.011/0.918±0.004 0.557±0.058/0.866±0.003 0.524±0.047/0.867±0.005
GCN 0.773±0.007/0.964±0.001 0.639±0.029/0.948±0.001 0.656±0.013/0.942±0.001 0.467±0.046/0.890±0.000 0.399±0.012/0.905±0.003

CITESEER ChebNet 0.554±0.054/0.884±0.022 0.473±0.078/0.925±0.004 0.470±0.050/0.920±0.003 0.334±0.004/0.857±0.004 0.225±0.023/0.828±0.010
GCN 0.616±0.009/0.902±0.003 0.556±0.026/0.917±0.006 0.533±0.030/0.896±0.010 0.334±0.024/0.861±0.010 0.279±0.012/0.853±0.006

β 0 1 ∗ 10−9 5 ∗ 10−9 1 ∗ 10−8 5 ∗ 10−8

WN18RR1 CompGCN 0.181±0.080/0.462±0.001 0.073±0.023/0.349±0.009 0.088±0.032/0.343±0.003 0.084±0.015/0.313±0.002 0.065±0.031/0.109±0.054
WN18RR2 CompGCN 0.754±0.084/0.462±0.001 0.696±0.007/0.252±0.168 0.703±0.003/0.344±0.004 0.702±0.003/0.325±0.002 0.693±0.014/0.133±0.005

FB15K-237 β 0 10−9 10−8 10−7 10−6

CompGCN 0.675±0.003/0.348±0.001 0.574±0.113/0.291±0.048 0.508±0.121/0.264±0.049 0.521±0.103/0.269±0.046 0.511±0.107/0.265±0.047
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Fig. 2. Comparisons with the representative and state-of-the-art baseline, GAL (ICML21). Generally, vGPF exhibits more stable performance in the
target task (with smaller variance) compared with GAL.

removing them from the representations is challenging.
Table 2 shows the performance evaluations on MovieLens-
1M. Our approach surpasses the existing baselines: it exhibits
better resistance against attribute inference attacks while
sacrificing less target task performance. vGPF also shows
more stable predictive performance in the target task – with
smaller variance as compared to the adversarial training-
based approaches. These results are consistent with our

claims. We also observe that the effects of different sensitive
attributes vary; removing gender is harder than occupation,
indicating gender is more correlated with the ratings.

Trade-Off Tuning with β over Various GNN Encoders.
Table 3 illustrates the effectiveness of vGPF across various
GNN encoder backbones, including GCN, ChebNet, and
CompGCN. We show that vGPF allows tuning with β to
quantify the trade-off between data utility and the privacy
leakage by testing the performance over a wide range of
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Fig. 3. 3a, 3b and 3c depict t-SNE visualizations of Cora under β = 0, β = 0.005, and β = 0.05, respectively. Node colors represents node classes.
3d depicts the utility-privacy trade-off by information measurement. We can observe that the sensitive information included in the representations is
indeed reduced along with the increase of β.
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(c) CFC
Fig. 4. Robustness against occupation inference to various attribute inference attacks. The direct attack and 1-hop attack on all methods perform
the best (best viewed in color).

β on all benchmarking datasets. Specifically, a larger value
of β can defend against attribute inference attacks better
(with lower values of AUC/Macro-F1). However, increasing
β degenerates the predictive accuracy of the target task.

Comparisons with GAL. GAL [10] (ICML21) is the
state-of-the-art baseline based on adversarial training for
information obfuscation of GNNs. Both vGPF and GAL all
contain a tunable parameter that can adjust the trade-off
between the target task performance and the information
leakage, i.e., β in vGPF and λ in GAL. Fig. 2 illustrates
the trade-off tuning comparisons over various benchmark
datasets. We use the same GNN encoder for fair comparisons
in this setting, i.e., ChebNet. Both vGPF and GAL enjoy a
similar trend in terms of tuning the trade-off parameters.
Specifically, increasing the tunable parameters, i.e., β/λ,
damages the model’s accuracy on the target task while the
accuracy of attribute inference decreases. We observe that
vGPF exhibits more stable and better predictive performance
(with smaller variance) compared with GAL in the target task.
This may indicate that adversarial training-based approaches
have stability issues and can reach sub-optimum predictive
performance.

Visualization. Fig. 3 depicts the visualized t-SNE of vGPF
for removing sensitive attributes (node labels for Cora) from
the learned representations. Specifically, Fig. 3a, 3b, and
3c visualize the node representations of Cora with β = 0,
β = 0.005, and β = 0.05, respectively. We observe that the
sensitive attributes (node labels) are better mixed when β is
higher — nodes belonging to different classes (in different

colors) are more indistinguishable. In Fig. 3d, we measure
the target task performance with learned representations
and the information leakage by evaluating corresponding
mutual information [31] under various β. Specifically, the
information leakage is measured by mutual information
I(s;Z), and the target task performance is quantified by
I(Z;Y ). We can observe that with the increase of β, the
information leakage decreases (better privacy), and the
performance of the target task degenerates as well.

Robustness to Attribute Inference Attacks. Direct attack
is defined as inferring attributes based on the target node’s
representation. In contrast, the n-hop attack is based on the
representations of neighbors that are n-hop away from the
target node. We first consider the worst-case adversary who
has access to all the representations and performs direct
attacks on the target nodes. Moreover, we use the n-hop
attack to evaluate the vulnerability of GNN caused by its
neighborhood-aggregation scheme, as did in [10]. Specifically,
except for the direct attacks, we further assess the robustness
of generated representations in the following scenarios: the
adversary has access to the representations of neighbors
that are n-hop away from the target nodes, where n =
1, 4, 8, 16, 24, 32, respectively.

Fig. 4 plots the performance comparisons of three meth-
ods on removing the occupation information from the
learned representations. As expected, the direct attack and
1-hop attack on all methods perform the best among all
adversarial attacks, particularly with low values of β, λ, and
γ. In general, with the increase of the trade-off parameters,
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(c) CFC

Fig. 5. Robustness against age inference to various attribute inference attacks. The direct attack and 1-hop attack on all methods perform the best
(best viewed in color).
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Fig. 6. Robustness against gender inference to various attribute inference attacks. The direct attack and 1-hop attack on all methods perform the
best (best viewed in color).
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Fig. 7. Utility-Privacy trade-off plot for removing multiple attributes on MovieLens-1M. To compare with the compositional approach CFC, we train our
variational model with compositional attributes s consisting of age, gender and occupation (by concatenation operator). We then use three adversarial
classifiers instantiated with MLPs for inferring age, gender and occupation, respectively. Points located at the left bottom are better.

the performance of the target task degenerates while the infor-
mation leakage in terms of adversary performance decreases.
Interestingly, vGPF appears to have better task performance
yet have lower information leakage. For example, vGPF can
obtain 0.904 task RMSE and 0.016 Macro-F1 with direct attack
(β = 0.05). In contrast, with similar task performance, the
adversary of GAL-W can achieve 0.018 (λ = 0.5), and CFC
gets 0.039 (γ = 1).

Fig. 5 and Fig. 6 plot the performance comparisons of
three methods on removing the age and gender information
from the learned representations, respectively. We evaluate
corresponding information leakage through attribute infer-

ence attacks. As expected, the direct attack and 1-hop attack
perform the best among all adversarial attacks, particularly
with low values of β, λ, and γ. In general, with the increase
of the trade-off parameters, the performance of the target
task degenerates (low data utility) while the information
leakage in terms of adversary performance decreases (better
privacy). As shown in Fig. 5 and Fig. 6, we can observe
that among all privacy-preserving representation learning
methods, vGPF appears to have better task performance yet
have lower information leakage.

Performance on removing multiple sensitive attributes.
Both CFC and vGPF can enforce privacy (remove sensitive
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(c) vGPF for compositional attributes
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Fig. 8. Trade-off parameter tuning. vGPF offers a more stable task performance overall. And vGPF can enforce privacy over multiple attributes
simultaneously and provide comparable performance as compared to baselines.

information) over multiple attributes. In this comparison, we
train vGPF using compositional attributes s consisting of age,
gender, and occupation. These attributes are combined using
the concatenation operator and as the input of the decoder.
We then evaluate the trade-off performance with various
tunable parameters, i.e., β of vGPF and γ of CFC. Concretely,
we use three adversarial classifiers instantiated with MLPs
for inferring age, gender, and occupation, respectively. Fig. 7
plots the trade-off performance comparisons. In general,
vGPF exhibits better performance. Points located at the left
bottom are better.

Fig. 8 plots the performance of vGPF, GAL-W, and CFC
on MovieLens-1M under different tunable parameters, with
95% confidence interval over 5 runs. In particular, Fig. 8a and
8b show that vGPF can generate node representations that
have less information leakage for enforcing privacy on one
attribute at a time, as compared to GAL-W. Fig. 8c and 8d
show that vGPF can enforce privacy over multiple attributes
in one go and it can provide comparable performance as
compared to the state of the arts. More importantly, vGPF
offers the best stability in terms of the task performance
among all methods.

6 CONCLUSION AND FUTURE DIRECTIONS

We introduce a new variational framework vGPF for learning
privacy-preserving graph representations that use the princi-
ple of graph privacy funnel. vGPF has several advantages: it
is agnostic to the GNN encoder architecture, it can generate
privacy-preserving graph representations across various
domains with better and more stable predictive performance,

enjoys high flexibility in the sense that it can enforce privacy
over arbitrary combinations of sensitive attributes in a plug-
and-play manner. We find that our approach surpasses
recently proposed adversarial approaches.

There are many possible directions for future work, such
as putting the GPF objective with other graph variational
models. In addition, our proposed approach is based on
the privacy funnel—an information-theoretical principle
and does not provide a rigorous mathematical guarantee
for ensuring privacy like the notion of differential privacy.
Further exploration of how our proposed approach connects
to differential privacy could be a potential direction to
illustrate the effectiveness of the privacy funnel principle
for ensuring privacy beyond empirical evidence. We hope
our study establishes the foundations of using GNN encoders
in privacy-sensitive applications.
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Legibility of Automated Decision-Making Exists in the General
Data Protection Regulation. International Data Privacy Law, 2017.

[9] Avishek Bose and William Hamilton. Compositional Fairness
Constraints for Graph Embeddings. In International Conference on
Machine Learning, pages 715–724. PMLR, 2019.

[10] Peiyuan Liao, Han Zhao, Keyulu Xu, Tommi Jaakkola, Geoffrey J
Gordon, Stefanie Jegelka, and Ruslan Salakhutdinov. Information
Obfuscation of Graph Neural Networks. In International Conference
on Machine Learning, pages 6600–6610. PMLR, 2021.

[11] Thomas N Kipf and Max Welling. Variational Graph Auto-Encoders.
In Proc. NIPS Bayesian Deep Learning Workshop, 2016.

[12] Ali Makhdoumi, Salman Salamatian, Nadia Fawaz, and Muriel
Médard. From the Information Bottleneck to the Privacy Funnel. In
2014 IEEE Information Theory Workshop (ITW 2014), pages 501–505.
IEEE, 2014.

[13] Borja Rodrı́guez-Gálvez, Ragnar Thobaben, and Mikael Skoglund.
A Variational Approach to Privacy and Fairness. In 2021 IEEE
Information Theory Workshop (ITW), pages 1–6. IEEE, 2021.

[14] Tailin Wu, Hongyu Ren, Pan Li, and Jure Leskovec. Graph
Information Bottleneck. In Proc. Advances in Neural Information
Processing Systems (NeurIPS), 2020.

[15] Jing Zhang and Dacheng Tao. Empowering Things with Intelli-
gence: A Survey of The Progress, Challenges, and Opportunities
in Artificial Intelligence of Things. IEEE Internet of Things Journal,
8(10):7789–7817, 2020.

[16] Will Hamilton, Zhitao Ying, and Jure Leskovec. Inductive Repre-
sentation Learning on Large Graphs. In Proc. Advances in Neural
Information Processing Systems, 2017.
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7 APPENDIX

7.1 Implementation Details

vGPF on MovieLens-1M: MovieLens [38] contains 1,000,209
anonymous ratings from 6,040 MovieLens users on ap-
proximately 3900 movies. The main task is to predict the
ratings between user and movie with unknown interactions.
We model the dataset as an attributed directed graph and
the task as link prediction to adopt graph representation
learning. In addition, we constraint our method to be privacy-
preserving against an adversary attempting to infer user-
related attributes from the embeddings. Specifically, the
adversary task is to perform node classification for inferring
user age, gender, or occupation.

The model architecture for the recommender system on
Movielens-1M is illustrated in Fig. 9a. More details are listed
below:

• Output embedding dimension: 20
• Number of GNN layers: 2
• Training epochs: 100
• Trained by Adam optimizers [40] with learning rate

set to 0.01
• Batch size: 8192
• Train/Val/Test: 0.8/0.1/0.1
• Backbone GNN models: [ChebNet, GCN, Graph-

SAGE]
• β: [0, 0.005, 0.01, 0.05, 0.1, 0.5]

– When β = 0, the sensitive attributes will not
be concatenated with the node embeddings z,
thus there will be no privacy protection.

– When β > 0, the sensitive attributes will be
concatenated with the node embeddings z.

• For each experiment we record the test results of
the model with the best validation results. And we
report the mean and standard deviation of 5 repeated
experimental results.

• The attacker model is multi-layer perceptrons with
LeakyReLU functions as nonlinearities, taking as
input the embeddings output by the best model.

• Attacker training epochs: 100

vGPF on FB15k-237 and WN18RR. Both datasets are
knowledge graphs, where nodes represent entities and
edges represent relations. In knowledge graphs, complex
information is processed into knowledge abstractions rep-
resented by simple entity-relation-entity triplets. Predicting
relations between entities can help complete a knowledge
base. Therefore, the main task on these datasets is link
prediction. The adversary tasks on two datasets are listed as
follows [9], [10].

• For FB15k-237, the 50-most frequent labels are treated
as node-level sensitive attributes [37]. The adversary
performs multi-label node classification on 50 labels
simultaneously.

• For WN18RR, the word sense and the part-of-speech
tag of a node are regarded as two sensitive at-
tributes [39]. The adversary performs multi-class node
classification on two attributes separately.

The model architecture for knowledge graphs on FB15k-
237 and WN18RR is illustrated in Fig. 9b. More details are
listed below:

• Output embeddings dimension: 200
• Number of GNN layers: 1
• Training epochs: 120
• Trained by Adam optimizers with learning rate set to

0.001
• Train/Val/Test: aligns with the one used in the

CompGCN paper [41]
• Backbone GNN models: CompGCN
• Batch size: 128
• β (WN18RR): [1∗10−9, 5∗10−9, 1∗10−8, 5∗10−8,1∗

10−7]
• β (FB15k-237): [10−9, 10−8, 10−7, 10−6,10−5]

(When training vGPF on Knowledge Graphs, we set
β to smaller values as the loss value is more sensitive
to the effects of KL-Divergence term)

• For each experiment we record the test results of
the model with the best validation results. And we
report the mean and standard deviation of 3 repeated
experimental results.

• The attacker model is multi-layer perceptrons with
LeakyReLU functions as nonlinearities, taking as
input the embeddings output by the best model.

• Attacker training epochs: 30

vGPF on Citation Networks (Cora, Pubmed, and Cite-
Seer. These datasets are citation networks [18], which are
widely-used benchmarks in graph learning. Nodes corre-
spond to academic publications and edges are citation links.
The main task is link prediction while the adversary attempts
to infer the category of certain publications.

The model architecture for citation networks is illustrated
in Fig. 10a. More details are listed below:

• Output embedding dimension: 128
• Number of GNN layers: 2
• Training epochs: 150
• Trained by Adam optimizers with learning rate 0.01
• Train/Val/Test: we adopt the default split used in the

original paper, maintained by [42]
• Backbone GNN models: [ChebNet, GCN]
• β: [0, 0.0001, 0.001, 0.01, 0.1]
• For each experiment we record the test results of

the model with the best validation results. And we
report the mean and standard deviation of 5 repeated
experimental results.

• The attacker model is a single-layer message-passing
module, taking as input the embeddings output by
the best model.

• Attacker training epochs: 100

7.2 More Experimental Results
Fig. 11 provides more results for GAL-TV. 11a plot the
utility-privacy trade-off of GAL-TV. 11b - 11d illustrate the
robustness of GAL-TV against various attribute inference
attacks. We can see that GAL-TV and GAL-W exhibit similar
performance.
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Fig. 9. Implementations of vGPF on MovieLens-1M, FB15k-237, and WN18RR.
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Fig. 10. Implementation Details of vGPF on Pumbed. The model architectures for Cora and CiteSeer are the same as Pubmed except for the input
dimension.
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Fig. 11. More Results for GAL-TV. 11a plot the utility-privacy trade-off of GAL-TV. 11b - 11d illustrate the robustness of GAL-TV against various
attribute inference attacks.
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