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ABSTRACT Charity donations are a critical mechanism for social resource distribution. However,
traditional donation systems, typically centralized, are prone to issues such as data redundancy, vulnerability
to single-point failures, and a deficiency in transparency and traceability. Although blockchain-based
donation programs have emerged to address trust issues inherent in centralized models, they often neglect
critical security concerns like privacy protection and identity authentication. This paper introduces Eisdspa,
a blockchain-based donation system designed to offer identity authentication, auditability, and privacy
protection. Specifically, we introduce an identity credential system that facilitates anonymous donations,
shielding the identities of both donors and donees through the use of BBS+ signatures and zero-knowledge
proofs of knowledge (ZKPoKs). Additionally, we ensure the integrity of goods donations by offering
robust auditability and protecting user privacy with Pedersen commitments and ZKPoKs. We formally
define the privacy aspects of Eisdspa and conduct a security analysis of the system under the random
oracle model. A prototype implementation of the scheme, along with a comparative analysis with existing
solutions, highlights the benefits of Eisdspa. Moreover, we assess the computational efficiency of Eisdspa,

with experimental results indicating its high performance in computational overhead.

INDEX TERMS Auditability, authentication, donation system, privacy protection.

. INTRODUCTION
HARITY donations possess the potential to generate
Cprofound social impact and serve as a crucial conduit
for the equitable distribution of societal resources [1]. The
philanthropic landscape has witnessed remarkable expansion,
underscoring the increasing necessity for effective charitable
giving. Nevertheless, a range of pressing issues has surfaced
in recent years. There exists a risk that certain charities may
manipulate data during the donation process to further their
own interests, raising significant concerns regarding integrity
and accountability. Moreover, the opacity in the flow and
utilization of goods complicates the ability to trace the
trajectory from donation to intended beneficiaries, creating
a disconnection between donors and recipients.
Traditional goods donation systems [2], [3], [4] often
rely on centralized frameworks, typically hosted on cloud

platforms, which are inherently susceptible to single-point
failures. This reliance not only undermines reliability but
also exacerbates issues of mismanagement and data manip-
ulation, ultimately compromising public trust. Additionally,
the donation process frequently lacks transparency, making it
difficult to trace the flow and utilization of resources. In light
of these challenges, it is imperative to explore enhancements
to existing protocols that can improve transparency and
accountability in philanthropic endeavors, thereby bolstering
public confidence in charitable organizations. To mitigate
these concerns, numerous blockchain-based solutions have
been proposed. References [5], [6], [7] address the limi-
tations of conventional charitable frameworks, promoting
increased accountability and trust in charitable giving.
Such solutions tackle critical issues, including the risk of
information manipulation by charitable organizations and
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the opacity surrounding the allocation of donated goods.
Notable examples include decentralized shipping platforms
on the Ethereum network [5] and traceable donation systems
that utilize Trusted Execution Environments (TEE) [6] and
consortium blockchains [7]. However, these solutions do
have some drawbacks, facing privacy and security challenges
such as the risk of donation information leakage [8] and
the exposure of the identities of donors and donees [9]. To
address these concerns, some schemes incorporate crypto-
graphic primitives to build privacy-protecting tokens [10] or
credentials [11], [12]. While these cryptographic approaches
provide noteworthy advantages, there are still unresolved
issues that require further exploration and meticulous
scrutiny.

Our motivations arise from an in-depth exploration of
blockchain technology, BBS+ signatures and ZKPoKs in
the framework of system architecture. Blockchain serves
as a decentralized ledger that enhances transparency and
reliability, making it pivotal for validating transactions and
addressing trust issues across various applications [13], [14],
[15], [16]. Its decentralized nature eliminates single points
of failure, while immutable characteristics ensure that once
data is recorded, it cannot be altered, safeguarding against
fraud and manipulation. Additionally, blockchain facilitates
seamless traceability, enabling stakeholders to track trans-
actions and verify authenticity, which not only enhances
accountability but also supports effective auditability, ensur-
ing compliance and integrity throughout the transaction
lifecycle. BBS+ signatures have been integrated into
decentralized identity credential systems [17], [18], [19],
particularly within anonymous credential frameworks for
identity authentication. This integration allows users to selec-
tively disclose their identity attributes, thereby enhancing
privacy and providing individuals with greater control over
their personal information. ZKPoKs [20], [21], [22] enhance
user privacy by enabling one party to prove knowledge of
information without revealing the information itself.

The aforementioned problems caused by the existing
blockchain-based goods donation schemes and motivations
induce three challenges. C1: Authentication. To mitigate
fraudulent activities such as counterfeit donations and imper-
sonation by participants, the solution must accurately verify
the identities of all participants while facilitating anonymous
donations to ensure equitable distribution of donated goods.
C2: Privacy Protection. It is imperative to safeguard sensitive
donation data, including the quantity of donations, the
entitlement to receive them, and identity information, to
prevent potential harm to individuals. However, a significant
challenge arises in balancing privacy protection with the need
for donors to access data regarding the distribution details
of the projects in which they are involved. This tension
underscores the complexities of ensuring both data confiden-
tiality and appropriate transparency in the donation process.
C3: Auditability. Auditors should rigorously evaluate and
verify the donation and distribution processes to ensure
that charitable organizations act with integrity, avoiding any
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ulterior motives, and to confirm that the number of donations
recorded aligns with the actual quantity of goods distributed.

To address the three challenges previously outlined, we
present a blockchain-based scheme termed Eisdspa for
goods donation which incorporates identity authentication,
privacy protection, and auditability. Our scheme provides
user identity credentials utilizing the BBS+ signature to
safeguard personally identifiable information. This approach
ensures the legitimacy of participants while facilitating
anonymous donations, effectively addressing challenge C1.
Furthermore, our scheme constructs ZKPoKs to maintain
the confidentiality of donation information throughout both
the donation and distribution processes, thereby tackling
challenge C2. This guarantees that sensitive data remains
secure while allowing authorized auditors to verify the
integrity of the donation process. Additionally, Eisdspa
features a robust auditability mechanism to ensure the
accuracy of the goods donation and distribution processes,
thereby addressing challenge C3. The primary contributions
of the proposed scheme are as follows:

« We propose and instantiate Eisdspa, a blockchain-based
goods donation scheme centered on authentication,
privacy protection, and auditability. Our work includes
formal security models that encompass these critical
components, and we provide rigorous proofs demon-
strating that Eisdspa meets all security requirements
defined in the formalized model.

o We design an identity authentication mechanism utiliz-
ing BBS+ signatures to enable anonymous donations,
while leveraging ZKPoKs to ensure both privacy and
auditability of the donation process.

o« We conduct a series of experiments on the proposed
Eisdspa system, comparing it with existing schemes in
terms of overall performance, including computational
and gas costs, as well as functional implementation.
The results indicate that our system provides substantial
advantages, delivering both high efficiency and com-
prehensive functionality.

The remainder of this paper proceeds as follows. In
Section II, we review the related work concerning identity
credentials, auditability, and donation schemes based on
blockchain. In Section III, we provide a concise overview of
preliminary. In Section IV, we introduce our system model,
system components, and design objectives. In Sections V
and VI, we describe the proposed Eisdspa and the details of
ZKPoKs. In Section VII, we formally analyze the security of
Eisdspa. In Section VIII, we demonstrate the implementation
of Eisdspa, evaluate its efficiency and computational cost,
and compare it with existing solutions. Finally, we conclude
our work and potential future directions in Section IX.

Il. RELATED WORK

A. CREDENTIAL BASED ON BLOCKCHAIN

As a fundamental cryptographic primitive, numerous cre-
dential schemes have emerged based on blockchain
technology, especially with threshold-based credentials.
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Sonnino et al. [11] proposed Coconut, a selective disclosure
credential scheme that accommodates both public and private
attributes, re-randomization, distributed threshold issuance,
and multiple unlinkable disclosures of specific attributes.
In contrast to conventional certificate systems, Coconut
enables potential integration with blockchain-based frame-
works, thereby enhancing both security and convenience.
Li et al. [12] generated decentralized anonymous credentials
(DAC:s) for each entity by applying threshold signatures [23]
within a decentralized digital forensics framework. This
approach allows data providers and investigators to authen-
ticate identities prior to each transaction in digital forensics.
The DAC generation process is decentralized and does not
rely on a single trusted entity, thereby enhancing robustness
and security within the decentralized digital forensics system.
Doerner et al. [19] offered an anonymous credential scheme
with threshold issuance based on the secure multiparty signa-
ture protocol of the BBS+ signature scheme. It demonstrated
that composable security against malevolent attackers is
possible when only signatures produced by a semi-honest
protocol are verified.

While threshold-based credentials enhance system secu-
rity, they encounter notable challenges, primarily due to
their reliance on a fixed set of issuers during initial setup.
This limitation requires a complete re-execution of the setup
algorithm whenever an issuer is added or removed, restricting
adaptability and complicating real-world scenarios. Eisdspa
formalizes a system where users directly engage with an
authority to request credentials, with the issuance process
securely documented on a blockchain for verification,
which mitigates the drawbacks of traditional threshold-based
systems while preserving robust security.

B. BLOCKCHAIN-BASED AUDITING
Many papers have proposed auditability schemes that cap-
italize on the transparency and decentralization features of
blockchain. By considering the potential threats posed by
malevolent blockchain miners and auditors [15], [16], [24]
utilize the decentralized nature of blockchain technology to
distribute central responsibilities and ensure data integrity.
However, the transparency inherent in blockchain also
introduces risks of privacy breaches. Furthermore, the sig-
nificant computational overhead required for processing and
verifying large volumes of data in extensive audit tasks leads
to inefficiencies, thereby limiting the applicability of these
schemes primarily to small-scale audit scenarios.
Consequently, some works investigate blockchain auditing
schemes that incorporate cryptographic techniques, such as
zero-knowledge proofs and commitments. Zhang et al. [14]
developed a blockchain-based sealed bid scheme, BSS,
which utilizes a bid comparison circuit constructed from
homomorphic encryption. This scheme provides anonymous
and auditable verification of bid outcomes by integrating
zero-knowledge proofs and commitments. The auctioneer
can demonstrate to all bidders that the bid cipher of
the winner corresponds to the plaintext of the generated
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cipher. Similarly, Chen et al. [25] proposed the auditable
decentralized confidential payment system (ADCP) on the
blockchain, which supports two levels of auditability: reg-
ulatory compliance and supervision. The former ensures
that a given set of transactions adheres to regulatory
policies through interactions with involved users, while the
latter allows for inspection of any confidential transactions
without user interaction, striking a balance between privacy
and auditability. However, these auditing mechanisms often
rely on overly complex zero-knowledge proofs, leading
to significant computational overhead. To address this
challenge, we have optimized the zero-knowledge proofs
required for auditability, resulting in a substantial reduction
in computational overhead for auditors while safeguarding
sensitive information.

C. DONATION SYSTEM BASED ON BLOCKCHAIN
Blockchain offers significant advantages for charitable activ-
ities, leading to the development of various goods donation
systems in numerous research studies. Kaur et al. [5]
proposed an efficient architecture and algorithms for a
user-centered solution using Ethereum to grant an access
management policy to donors, donees, and charity organiza-
tions. This enhances the efficiency of the contribution process
during disaster or pandemic events. To address trust issues,
donors can access a report detailing their contribution history,
which can be beneficial for communities affected by crises.
Almaghrabi and Alhogail [26] proposed a blockchain-based
donation traceability framework intended to enable all parties
concerned to track the movement of donations for charities
from the time they are provided by donors to the time
they reach the intended donees. Although both [S5] and [26]
alleviate trust concerns, they leave sensitive information
vulnerable, posing a significant risk of privacy breaches for
donors and donees.

Li et al. [6] proposed a secure auditability donation system,
Astraea, which integrated a distribute smart contract with
the SGX Enclave [27] to distributed donations and prove
the integrity of the donation number and donation sum
while preserving donation privacy. Additionally, the system
features a donation smart contract designed to facilitate
deposit refunds and protect against theft and collusion attacks
from malicious collectors and intermediaries. However, the
audit mechanism employed in this framework suffers from
inefficiency, requiring auditors to completely traverse all item
data, thereby imposing an excessive computational burden.

Wang et al. [10] proposed a decentralized approach based
on the utilization of tokens, systematically addressing the
need for charitable distributions. Their solution includes
two implementations—one for smart cards and another for
smartphones—designed to meet the requirements of charitable
organizations while ensuring robust accountability, scalabil-
ity, and the privacy of donees. Kaur et al. [5] highlighted a
system that leveraged smart contracts to automate resource
and donation distribution and verification processes during
emergencies. However, this system did not adequately
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address identity authentication and anonymity issues, raising
privacy concerns for donors and donees and undermining
trust in the automated processes. Saraswat et al. [28]
introduced UpHaaR, a blockchain-based charity scheme
that treated fund allocations and scheme data as ledger
entries in the blockchain to mitigate fake fundraisers to
protect the security and privacy of numerous users. However
the deficiency of an identity authentication mechanism
within the system compromises its credibility, rendering
it unsuitable for widespread practical application due to
diminished user trust. We propose a novel blockchain-based
framework for goods donation, integrating for authentication,
privacy preservation, and robust auditability capabilities
employing BBS+ signatures for anonymous donations and
authentication, and ZKPoKs to ensure both the privacy and
auditability of Eisdspa.

lll. PRELIMINARIES

A. ZERO-KNOWLEDGE PROOF-OF-KNOWLEDGE

A zero-knowledge proof of knowledge (ZKPoK) [29] is a
two-party protocol between a prover and a verifier, which
enables the prover to convince the verifier that it knows
some secret piece of information without revealing anything
about the secret apart from what is already disclosed in the
claim [30]. For instance, ZKPoK{(x) : y = g*} represents a
ZKPoK of the integer x € Z, such that y = g* holds, where
g is an element of the group G = < g >. The norm is
that the letter in the parenthesis (x) represents the quantity
of which knowledge is being proven, while all other values
are known to the verifier.

B. PEDERSEN COMMITMENT

Let G be a cyclic group with two generators go,gi. A
Pedersen commitment of an integer a € {1,2,...,n} is
generated as follows: pick a random integer r and return the
commitment com = ggg| [31]. The Pedersen commitment
is characterized by three features: @ Perfectly hiding:

com reveals nothmg about a; @ Additive homomorphism:

[Ty com; = goZ =0 IZ’ =0"". ® Computationally binding: a

Pedersen commitment com cannot be opened to two different
integers under the discrete logarithm assumption.

C. BILINEAR MAP
Let Go and G; be two multiplicative cyclic groups of prime
order p, with g and & being their generators, respectively.
Then the properties of the bilinear map [32] e : Gy x G| —
Gy are as follows:
e Bilinear: u € Gy, v € Gy, and a,b € Z,, then
e(g", 8" = e(g. W™
o Computability: for any u € Gg and v € Gy, there exists
an efficient algorithm to compute e(u, v);
« Non-degenerate: there exist u € Gg, v € Gy, s.t.
e(u,v) # 1, and e(u, v) is the generator of Gr.
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D. THE BBS+ SIGNATURE
The BBS+ signature [17] is a multi-message, secure digital
signature mechanism which enables selective disclosure of
any subset of the signed messages while supporting the proof
of signature knowledge.

Let g, go, g1, --., g be generators of Go, and h be the
generator of Gj. Choose u € Z; as the secret key of
the signature scheme and compute the public key Z =

h*. A BBS+ signature on messages mjp,my,...,m; is

1
(t,a,s), where a,s € Zj and t = (ggf)g'f” gy,
This signature can be verified as: e(ggog1 og;'”,h) =

e(t,Zh"). The BBS+ signature can be proved unforgeable
against adaptively chosen message attacks under the q-SDH
assumption [33], [34].

E. CONSORTIUM BLOCKCHAIN

Blockchain [35] is a distributed database system that
links data chronologically in blocks following a consensus
among a group of untrusted users. It is decentralized,
unalterable, and immune to manipulation. A consortium
chain is a blockchain that is collaboratively maintained
and controlled by authorized organizations. Only qualified
entities are permitted access to the chain. Compared to
public blockchains, consortium blockchains provide superior
permission management and privacy protection. Several well-
known consortium blockchains are Hyperledger Fabric [36],
R3 Corda [37], Fisco Bcos [38], etc.

IV. PROBLEM STATEMENT

A. SYSTEM MODEL

Eisdspa involves six entities: authority, donor, charity orga-
nization, donee, auditor, and the consortium blockchain. We
display the architectural vision of Eisdspa in Fig. 1 and list
the key notations in Table 1.

Authority (AU) serves as a trustworthy third party to issue
the Identity Credential (IC) for authorized users and confirms
the identity of users who must register with AU. At the stage
of donating or receiving commodities, users utilize IC to
authenticate themselves to CO.

Donor (DO) is a person who donates some goods to
one of the projects of a charity organization so that they
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TABLE 1. Key notations of Eisdspa.

Notation Definition

AU, AO Authority, Auditor

DO, DE Donor, Donee

CO, PR Charity organization, charity project
PPT Probabilistic polynomial-time

num The number of donation

elig The number of receiving

A The security parameter

pk, sk Public key, secret key

1C Identity credential

A C 2 Adversary, Challenger, the Eisdspa scheme
negl(A) The negligible function

mes, mes’ The basic information about goods donated or re-

ceived.

CcOMpum, Tes | The commitment and token of the number of goods

donated by the donor.

coMeyig, kes | The commitment and token of the number of goods

received by the donee.

mulcom The commitment of total number of goods in PR,
which is the identity element of Gg initially.
muliok The token of total number of goods in PR, which is

the identity element of G initially.

can be managed and distributed. When DO delivers goods,
he initiates a donation transaction fxj, to the consortium
blockchain. To ensure transparency, we have additionally
given DO special permissions to track the distribution
progress of their donated projects.

Donee (DE) is the receiver of goods. They must first
finish identity registration with AU in order to create
their own identity credentials, just like DO. DE initiates a
receiving transaction fx, to acquire goods after completing
the authentication process.

Charity Organization (CO) is responsible for the distribu-
tion and storage of goods. Each CO will manage a series
of charity projects (PRs), and a project manager will be
assigned to each PR. CO will store and upload the goods data
after receiving the encrypted information from DOs and DEs.
CO creates a commitment and a token of the amount donated
and distributed for the auditor to validate the authenticity of
the goods data. During this process, CO will begin executing
a storage transaction txg and a distribution transaction #xg;.

Auditor (AO) is responsible for auditing the entire dona-
tion process. There are two tasks: @ affirming that the goods
are correctly distributed and CO has not misappropriated
the goods or tampered with the data; @ confirming that the
donations made by DO match the amount received by CO.

Consortium Blockchain (CB) is responsible for recording
and tracking the status information of goods, specifically
the five statuses of donation, storage, distribution, receipt,
and audit. Therefore, every charity project in the consortium
blockchain has related smart contracts, which are used to
record the status of goods in the project.
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B. COMMUNICATION MODEL

This paper employs a communication model that primarily
uses point-to-point channels as the default mechanism for
secure information exchange. To address specific needs, we
also incorporate broadcast channels for the transmission
of commitments and zero-knowledge proofs, allowing for
efficient communication to multiple recipients simultane-
ously. Additionally, authenticated communication channels
are utilized to ensure data integrity and authenticity, with
specific use cases outlined in the following sections. This
model leverages established techniques for efficient imple-
mentation, enhancing both reliability and security in our
framework.

C. SYSTEM COMPONENTS

The scheme is constructed as shown below for Setup,
Register, Donate, Store, Distribute&Receive, Audit, and
Authorize.

o Setup Phase. To set up the system, AU generates
cryptographic parameters that are shared by all parties.
Each entity generates a key pair (pk, sk). The algorithm
satisfies the following syntax.

— params < Setup(1*): On input of the security
parameter 1%, it returns the public parameter
params. Additionally, donors, donees, auditors,
authorities, charity organizations, and charity
project managers get their own pair of keys.

o Register Phase. The user (DO or DE) completes
identity registration through this phase, sending the
identity information material to AU and getting an IC.
Furthermore, AU compiles material of DE to determine
the number elig for receiving goods and creates the
relevant proof. The algorithms satisfy the following
syntax.

— C <« RegisterC(s, m'): The user inputs two random
numbers s and m’ and returns a commitment C.

— IC < RegisterIC(C, material, a): On input of the
commitment C, the identity information material,
and a random number a, AU outputs a legitimate
identity credential /C for the user.

— (elig, Ec, 0p;) < AssigElig(material, w1, wy): On
input of the identity information material of DE
and two random numbers wi and w», AU outputs
the receiving goods number elig, the proof Ec for
elig and the relevant signature og.. In addition AU
sends elig, Ec and og, to DE through the encrypted
channel.

o Donate Phase. DO verifies the legitimacy of I/C to CO.
If validation is successful, DO will make a donation.
The algorithm satisfies the following syntax.

— (comuyym, res) <— Donate(num, r): DO inputs the
number num of goods and the random number r.
It outputs a commitment com,,;,, and a token res.
Additionally, DO sends num and a random number
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" to CO through the encrypted channel and initiates
the donation transaction x,,.

o Store Phase. At this stage, DO gives the goods to CO for
safekeeping. After receiving num and ' from DO, CO
will initiate the storage transaction fx, after receiving
the goods and generate a proof for pkpo so that DO may
display the donation motion to the charity project in the
latter authorize phase. The related storage algorithms
are as follows.

- (muleom, muliy, com,,,, res’) <« Store
(num, ¥, mul o, mulyyr): CO inputs num, ', the
commitment mul.,,; and the token mul,; for the
total number of goods. It outputs the updated
commitment mul.,,, and the updated token mul;yx
for the current total number of goods in PR. In
addition, it outputs a new commitment com,,,,,, and
a new token res’ for the number of this donation.

— (Ac, 0a¢) < ProofGen(v, pkpo, pkpr): CO inputs a
random number v € Z;, pkpo and pkpg. It outputs
the proof Ac of pkpo and the signature o4, of CO
on Ac.

o Distribute & Receive Phase. At this stage, CO dis-
tributes the goods to DE who receives them. It is
necessary to confirm the legitimacy of IC when DE
seeks permission to obtain goods from CO. Following
verification, DE sends Ec, og. and k' to CO through
the encrypted channel, where k' is a random number.
The distribution algorithm and the receiving algorithm
are as follows.

— (mulcom, mulsy, com/eli o kes’) <« Distribute
(Ec, 0ge, k', muloom, mulipr): On inputs the proof
Ec of receiving number elig, the signature og.,
k', the commitment mul.,, and token mul, for
the total number of goods, it outputs the updated
commitment mul.,,;, and the updated token mul;k
for the current total number of goods of PR,
a commitment com’eh.g and a token kes' for the
number of receiving elig.

— (comelig, kes) <— Receive(elig, k): DE inputs elig
and a random number k. It outputs a new commit-
ment comjig and a new token kes for elig.

o Audit Phase. There are two cases in this phase: either
an audit of a donation or an audit of the total amount
of goods in PR.

- resulty < AuditDO(compyy, com),,): AO inputs
commitments of the number of donations
COMyy, con,,,. generated during the donate phase
and the store phase. If check passes, it returns
result; = 1, and result; = 0 otherwise.

— resulty < AuditPR(mul;om, mulyyr): AO inputs the
commitment mul.,, and the token mul,,; of the
total number. If check passes, it returns resulty = 1,
and result, = 0 otherwise.

o Authorize Phase. The scheme provides a privacy dataset
for each PR that contains the distribution details of
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the goods contributed by DOs, enabling DOs to be
informed of the distribution details. Nevertheless, only
DOs contributing to this project can access the data.

— {0, 1} < AuthorizeProcess(Ac, oac, pkpo): The PR
manager inputs the proof Ac, the signature o4., and
the public key pkpo to confirm pkpo is legitimate.
If the check passes, it returns 1 and authorizes DO
to access privacy datasets, and O otherwise.

D. DESIGN OBJECTIVES

We formalize the security requirements and formal defini-
tions of security models for Eisdspa. The following is an
introduction to the security objectives.

o Authentication. In order to confirm the authenticity
of identities, DO and DE must perform identity
authentication prior to making donations or receiving
commodities.

o Privacy Protection. There are two primary aspects.
(1) Amount protection: Both the amount of goods
provided by DO and the amount of goods obtained
by DE will be kept secret. (2) Anonymity: Even when
contributing or receiving goods, the identities of DO
and DE will remain confidential.

o Auditability. We stipulate that CO must not falsify
its donation and start fraudulent donations, nor may
it misappropriate part of the products for personal
benefit and tamper with the donation information. It
is necessary to identify any missing parts from the
commodities. This means that the number of goods
provided by DO minus the amount obtained by DE
equals the number of goods accessible to CO.

We provide formal definitions of security models with
respect to the aforementioned requirements by constructing
the cryptographic game. Considering A as an adversary
assaulting Eisdspa, we can represent attack behaviors as
adversarial queries to oracles that are implemented by a
challenger C. The oracles that are accessible to A are listed
as follows.

e Ojsign: A queries this oracle with an identity credential
IC and a message m to get a signature. C keeps track of
this type of query by maintaining a set Sy, Which is
initially empty. Upon receiving a fresh query, if (-, m) €
S{s,m}, it returns L. Otherwise it returns a fresh valid
signature o and stores (m, o) in Sy ).

o Ogonate: A queries this oracle with an identity credential
IC to donate some goods and conduct a donation
transaction. Upon receiving a fresh query, C returns the
donation number num and a donation transaction.

o Oyistribute: A queries this oracle with an identity
credential /C to distribute some goods and conduct a
distribution transaction. C keeps track of this type of
query by maintaining a set Sjc, which is initially empty.
On receiving a fresh query, C checks if IC € Sjc. If
not, C returns elig and a distribution transaction and
stores IC in the set Sjc. Else, C returns L.

7503



ZHOU et al.: Eisdspa: AN EFFICIENT AND SECURE BLOCKCHAIN-BASED DONATION SCHEME

We define the advantage of A in X = (Setup, Register,
Donate, Store, Distribute&Receive, Audit, Authorize) to win
in PPT when engaging with a game as below.

Definition 1 (Authentication): Let ICpo =
(ICpoi,...,ICpon) be the set of all donors, and ICpg =
(ICpgt, ...,ICpgn) be the set of all donees. X achieves
authentication if the PPT adversary A has negligible
advantage in the following game.

Authentication(X, A, A):

params < Setup(1*)

(m;, oi)le <~ AYsien(ICpo, ICDE, params)

(m*, o*) <~ A((m;, oi)le,pamms)

On the jth inquiry Osjgn, if (-, mj) € Sig m), it returns L.
Otherwise it returns a fresh valid signature o; and stores
(mj, 0;) in Sg,my. If (-, m) ¢ S5,y and Verify(m, o) =1, A
wins in the game. The advantage of A in winning the game
can be defined as AdVA”the"”‘“”""

Definition 2.1 (Amount protection): X has the ability to
conceal the number of donations if the PPT adversary .4 has
negligible advantage in the following Gamepyyy,.

Privacy_num(X, A, A):

params < Setup(1*)

numg, num, < A(params); b < {0, 1}

coMpym, <— Donate(numy, r)

b <~ A(comuum,,, numq, numy )

Adv;rf;{lcy "™ is the advantage of A in winning the game,
then:
=b| 5|

eraC num . l 1
Adv P T ‘Pr[A wins — E” = ‘Pr[b/ ‘

Similarly, the advantage of A in the game of guessing the
Privacy_elig

number of receiving can be defined as AdvZ A , and
Ad Privacy. ellg Prl A 1 — pr[p 1
VZ.A r Wl}’ls—z = I’[ —]—5

If the PPT adversary A has negligible advantage in the
game, X has the ability to conceal the number of receiving.

Definition 2.2 (Anonymity): Let num =
{num,, ..., num,} be the set of all donation numbers. X is
anonymous for DO if the PPT adversary A has negligible
advantage in the following Gameay.

Anonymity(X, A, A):

params < Setup(1*)

ICy, ..., IC, < A(params)

b <« {1,...,n}, txp, < Donate(ICy, numy,)

b efl,....n}, b < Altxp)

Adv/;'ﬁly DO s the advantage of 4 in winning the
game, then:
Ad\/mmn}m”y bo ‘PI’I:A wins — %] = |Pr[t' =b] - % .

Similarly, the advantage of A in the game of guessing the
identity of DE can be defined as Adv’;"j’ym”y‘DE as shown
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below. If the PPT adversary A has negligible advantage in
the game, ¥ is anonymous for DE.

Ad\/\nonymtty DE

PF[A wins — l:H =
n

mwzﬂ_%
n

Definition 3 (Auditability): X is auditable if the PPT
adversary A has negligible advantage in the following
Gameaygir.

Audit(XZ, A, A):

params < Setup(1*)

For i = 1 to n: IC; < RegisterlC(material;, a;, s;)

(numy, ..., numg) < ACdomaion(IC,, ..., IC,)

(eligy, ..., elig;) < ACdiswivuion(IC ... IC,)

A queries d times donation oracle and ¢ times distribution
oracle. C keeps track of distribution queries by maintaining
a set Syc, which is initially empty. On the jth inquiry O, if
IC; € Syc, it returns L. Otherwise, it returns elig; and stores
IC; in the set Syc. A wins the game if sum < (Zle num; —
th.: | eligj) where sum is the remaining goods number of C.

V. PROPOSED SCHEME
In this section, we present the instantiation of Eisdspa and
the details.

A. AN EFFICIENCY INSTANTIATION
o Setup Phase.
— params < Setup(1*): AU takes as input the

security parameter 1* and generates three groups
Go, G and Gr of prime order p. g, go, &1
are generators of Go and & is the generator
of Gj. Additionally, it chooses two hash func-
tions. H; : {0, 1}* — Z; and H, : {0, 1}* —
{0, 1}1. Each entity gets a public-private key
pair (pk, sk) where sk € Z, and pk =
R€. 1t returns the public parameters params =
{e, Go, G1, Gr, g, g0, 81, h, p, H1, H, pk}.

o Register Phase.

— C <« RegisterC(s,m’): The user chooses two
random numbers s,m’ € Z; and computes a

commitment C = g‘(‘)g'l"/. Then he sends his identity
information material and C to AU through the
encrypted channel, along with the following zero-
knowledge proof.

ZKPoKo | (s, m') : € = gie'} (1)

— IC <« RegisterIC(C, material, a): AU gets (mate-
rial, C) based on the encrypted channel, then
verifies the authenticity of material and the
verification of ZKPoKg. AU returns failure if
the verification of material and ZKPoK; out-
puts invalid. Otherwise AU chooses a € Z;
and computes m” = Hi(material|la) and t =
(gCgl" Yatu, where u is the private key of AU
and the public key Z = h*. AU sends IC to the
user through the encrypted channel, where IC =
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(t, a). After obtaining the IC, the user calculates
m = m' + Hy(material||a) and verifies e(t, Zh%) 2
e(ggpgll', h). If it succeeds, the user stores IC as
the identity credential.

(elig, Ec, o) < AssigElig(material, wi, wy): AU
combines the identifying information material
with the local village committee to examine the
actual circumstances about DE and gives him
a qualifying number elig for the quantity of
goods he gets. Additionally, AU chooses two
random numbers wi, wp € Z;, computes Eci, =
W\, Ecipy = pkpE - pky, Ecaa = "2, Ecy =
elig -pkvgzo, and generates a signature og, on the
proof Ec = (Ecyq4, Ecp, Ecaq, Ecop) to CO. AU
sends (elig, Ec, og.) to DE through the encrypted
channel.

e Donate Phase. Following the register phase, after
obtaining the IC, DO proves the validity of /C based on
ZKPoK;. If the verification of ZKPoK; outputs invalid,
DO fails to make donations. Otherwise DO executes
the following algorithm and launches the donation
transaction #x,,.

ZKPOKl{(t, a,s,m : e(t, Zha) = e(gg‘f)g’{’, h)} 2)

- (comuym, res) <— Donate(num, r): DO randomly
chooses r € Z; and computes the commitment
comp, = gi""gy and a token res = g; for
secure auditing. Additionally, DO chooses another
random number 7 € Z* and sends num and ¥ to
CO through the encrypted channel. DO launches
a donation transaction txg, = (mes, comy,y,, res),
where mes is the fundamental details about the
goods and mes = (id, Hy(list), time, pkpr). Here
id is the serial number of the donation, list is
the detailed inventory of the goods, time is the
timestamp of the donation, and pkpg is the public
key of the charity project.

o Store Phase.

= (muleom, muly, comy,,, res’) <  Store
(num, v', muleoy,, mulpr): After getting num, '
from DO, CO computes a new commitment
com,, = gﬁ’”"g{l and a new token res’ = g(’)/ for
the donation number. Additionally, CO updates
the commitment and token for the current total
number of goods of PR by processing mul.o, =
mutlcop - com),,, and mulior = mulsox - res’, where
they both are the identity element of G initially.
(Ac,04c) < ProofGen(v, pkpo, pkpr): CO ran-
domly chooses v € Z; and computes Ac; = I,
Acy = pkpo - (pkpg)' by which PR authorizes
DO for private database access in the authorize
phase. Then CO signs Ac = (Aci, Acz) and gets the
signature o4.. CO launches the storage transaction

/ /
txg = (mes, comy,,,, res’, mulcom, oac, muliy, Ac).
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o Distribute & Receive Phase. Before receiving the goods
from CO, DE proves the validity of IC based on
ZKPoK;. If the verification of ZKPoK; outputs invalid,
DE fails to get goods. Otherwise DE sends (Ec, o, k')
to CO by encrypted channel where k' is randomly
chosen by DE, and the following algorithms will be
executed.

= (muleom, mulir, com’elig, kes’) <« Distribute
(Ec, o, k', muleon, mulyyy): CO firstly verifies the

authenticity of Ec through og.. If it is true, CO

computes pkpg = (Ef% to identify the right DE
. Eey ..
and elig = Feryico to get the receiving number

elig of the DE. ‘Then CO computes a commitment
com;lig = gghggll‘/ and a token kes' = glg for the
number. Additionally, CO updates the commitment
and token for the current total number of goods in
PR by processing mul.,;, = L’"O”;ll—‘,:h’z and mul;,;, =
%l;?k. CO launches the distribution transaction
txgi = (mes’, com;lig, kes'), where mes’ is the basic
information on the goods received and is similar
to mes, which is in the donate phase.

— (comelig, kes) < Receive(elig, k): DE randomly
chooses k € Z;. Then DE computes a new

. Ji
commitment come; = gg g and a new token

kes = g’(‘) of receiving number elig and launches the
receiving transaction tx,, = (mes’, comyjig, kes).

o Audit Phase.
— result; < AuditDO(comyuyy,, com’, ): When AO

num
submits an audit to a donation of DO, ZKPoKj,
is executed. If verification passes, it returns
resulty = 1, otherwise it returns result; = O.
Additionally, AO launches an audit transaction

Xy, = (Pkpo, resulty, time).

/ __ hum g1
Comyym = 8o 81

— resulty < AuditPR(mulopn, mulyy): When AO sub-
mits an audit to a project PR, ZKPoK3 is executed,
where sum is the total number of goods that are
remaining in the PR. x is related to the random
numbers # and k' sent by the donors and donees
during all storage phases and distribution phases.
Assuming there are 71 storages and t, distributions,
then x = Y11 7 — 252:1 ki, which is secret for
AO. If verification passes it returns result, = 1,
otherwise resulty = (. Lastly, AO launches the
auditing transaction txq,, = (pkpr, resulty, time).

J . — num . r
ZKPOKZ{ E\num, r, r) P comuun = 84" 8] } 3)

sum

(sum, x) : mulcom = gy &)
ZKP0K3{ A mulig, = g8 4)

o Authorize Phase.

— {0, 1} < AuthorizeProcess(Ac, oac, pkpo): The PR
manager in charge verifies the authenticity of Ac
through the signature o4.. If it is true, PR confirms
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TR CA;ngR = pkpo. Returns 1 and authorizes the
1

DO to access the privacy datasets of the PR if it
holds, and O otherwise.

VI. DETAILS OF THE ZERO-KNOWLEDGE
PROOF-OF-KNOWLEDGE PROTOCOLS

A. DETAILS OF ZKPOK\

ZKPoKj can be done using standard proof of representation
of discrete logarithms.

o (Commitment) The user generates rg, 1,y € Z; ran-
domly, computes T = g(r)s g?"/ and sends T to AU.

« (Challenge) AU chooses a random challenge ¢ € Z;
and sends ¢ to the user.

o (Response) The user computes z,, = 7
rpy — cm’ and sends (z, zr,,) to AU,

— S, Zrm/ =

o (Verification) AU outputs 1 if T = ché“’ gir’”/ and 0
otherwise.
B. DETAILS OF ZKPOK,
To conduct ZKPoK, the prover first computes 7 = 7g"!, R =

g? g™ for some randomly generated ry, ) € Z;. Then he
conducts the following equations.

e(t, Zh")e(g’l , Zh“) = e(ggég’f, h)e(g’l , Zh“)
= e(tgr‘ , Zh“)
= ¢(T, Zh")
So it can be deduced that

e(T,Z)
e(g, h)

= e(go, h)’e(g1, )"e(g, Z) " e(g, h)* " e(T, h)~“.

And ZKPoK; is equivalent to ZKPoK] as follows.

(r1,r.t,a,s,m, t1,t) :

dEn = e(go, W)'e(er, )"

e(g, Z)"e(g, h)™ &)
e(T,h)™ ¢

AR=g'g"

ZKPoK|

Then he conducts the following protocol with verifier.

o (Commitment) The prover randomly generates ps, o,
Pris Prys Parys Parys Pa € Z;, computes 71 = e(go, h)”
e(gr, h)Pme(g, Z)me(g, ) e(T,h)™ P« and T, =
gf” g”2. Then prover sends (T, T») to verifier.

o (Challenge) The verifier chooses a random challenge
ce Z; and sends c to the prover.

o (Response) The prover computes zz = ps — ¢S, Zm =
Pm — CM, g = Pg — CA, Zry = Pry —CN2ry = Pry —
Cr2, Zary, = Par, — €AY, Zar, = Par, — cary and sends
(Zs, Zms Za> Zry» Zry» Zary » Zary) tO the verifier.

o (Verification) The verifier outputs 1 If 77 =
e(T, Z) e(g, h)~“e(go, ) e(g1, h)me(g, Z)™ 1 e(g, h)*n
e(T,h)™% and T» = chi"‘ g2, and 0 otherwise.
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C. DETAILS OF ZKPOK>

ZKPoK> can be done using standard proof of representation
of discrete logarithms together with equality of discrete
logarithms.

o (Commitment) The prover generates ry,rp, r3 € Z%,
computes Ty = g, g%, T2 = g,' ¢}’ and sends (T, T2)
to the verifier.

« (Challenge) The verifier chooses a random challenge
¢ € Z,, and sends c to the prover.

« (Response) The prover computes z,, = r| —cnum, z,, =
r—cr, zr, = r3—cr’ and sends (zy,, zr,, 2r;) to verifier.

. (Venﬁcatlon) The verifier outputs 1 1£ T =
irp 2 7
(comum)°gy' &> and To = (comy,,, )" golglg, and 0

otherwise.

D. DETAILS OF ZKPOK3

ZKPoK3 can be done using standard proof of representation
of discrete logarithms together with equality of discrete
logarithms.

¢ (Commitment) The prover randomly generates ry, rp €
7%, computes Ty = 80 &%, T» = g¢ and sends (T, T2)
to the verifier.

o (Challenge) The verifier chooses a random challenge
¢ € Z,, and sends c to the prover.

o (Response) The prover computes z,, = r| —csum, z,, =
ry — cx and sends (z,, z,,) to the verifier.

. (Veriﬁcatlon) The verifier outputs 1

2 #
(mulcom)cgo : 81 T = (ml'lltok)cg()2

if T =
and O otherwise.

VIl. SECURITY PROOFS
Theorem 1. Eisdspa provides identity authentication under
the soundness of the ZKPoK and the q-SDH assumption.

Proof: ¢ = (ggf)g’ln)ﬁ in IC. During the authentication
process, if and only if A is successful in forging a legitimate
identity credential IC* (t*,a), a valid signature o*
and a validated authenticity by ZKPoOK; can be generated.
The structure of IC is predicated on the BBS+ signature,
which is unforgeable against adaptive chosen message attack
under the q-SDH assumption, so Adv‘;”fi’}f"’iw””” < negl(L),
completing the proof. |

Theorem 2. X has the ability to conceal the number
of donations and receiving under the Diffie Hellman (DH)
assumption.

Proof: Given (G, g"), the advantage of computing r is
negligible in DH assumption. That is AdvD T < negl(n). A
generates two donation numbers num and num1 in Gamepy;,
and sends them to C. Given (go, g1), C can generate two com-
mitments (Comyuymy, COMpyy,) and two tokens (resg, res).
We hide the donation number in (contum,, reso) and

Privac
(comyym, , resy). Consequently, Advzr’;{“y*"”’" < AdVDH r

Privacy_num
So AdvE A

Similarly, Avarwacy U8 < negl(x), completing the proof.l
Theorem 3. Elsdspa is anonymous under the g-Strong
Diffie-Hellman (q-SDH) assumption.

is negligible under DH assumption.
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TABLE 2. Computational costs (ms).

Scheme DO Cco DE AO
Astraea [6] theOl‘y Thash + 3T7nul + 2Tha.sh + (3n + 1)Tsig + Tsig + Tenc + Thash (271, + 4)T7nul + (277/ +
Tadd + Tsig 2nTgec + (3n + S)Tmul + 2)Tadd + 2Thash
(57 — 2)Tadd
practice 0.442 162.7n+161.2 0.097 0.24n+0.4656
BBD [5] theOf}’ Tregister + Tcreate Taccess + Tapprove Tregister + Tfinalizc X
practice 119 134n 93 X
UpHaaR [28] theOI'y Tsigncryption nTunsigncryption + nTkeygen TveTify + nTkeygen +nTse
Tunsigncryption
practice 43.64 41.56n 83.44 6.56n
Ours theory Tlp + Thash + QnTh) + n(12Tmul + 3Tadd + Tlp + 2Tm,ul + T2v + T3v
3Tmut + Tadd 2Thash + Tsig) Todd + Thash
practice 20.59 56.72n 19.39 10.23

Thash: the time of a hash; T7,,,,;: the time of a scale multiplication in G; T44: the time of a point add in G; T’s;4: the time of signing; Tenc: the time
of encryption; T1,: the prove time of ZKPoK(y; T1,: the verify time of ZKPoKy; Tb,: the verify time of ZKPoKs; T3, : the verify time of ZKPoK3z;
n: the number of DO and DE; T;gncryption: the time of a signeryption; Tunsigneryption: the time of an unsigneryption; Ty signeryption: the time

of an unsigneryption; Teygern: the time of a session key establishment; T 74 : the time of a session key verification; Tsc: the time of executing

the smart contract for UpHaaR; T.cgister: the time of user registration; Tereate: the time of donation creation; Tgccess: the time of giving access;

Tapprove: the time of approving request; T'finqlize: the time of finalizing request.

Proof: Given the elements {g, g“, g“z, ...,g"}in Gp and
{h, "} in Gy, it is hard to calculate gate where e € Z;
under q-SDH assumption. That is Advg:_’iDH < negl()). We
define two events. @ Eventl: A successfully guessed b by
breaking the g-SDH assumption in Gameanoy. @ Event2: A
successfully guessed b randomly in Gameanoy. We have

7] I 1
Ad\/;m;’(}mﬂy_DO = |Pr[A wins] — —'
’ n

1
= |Pr[Eventl] 4+ Pr[Event2] — —'
n

—SDH

1 1
— |Adv? = — 2| < negi(3).
LA | S el

As demonstrated by the same premise, Adv;'ﬁy mity _DE
negl(}), completing the proof. |

Theorem 4. FEisdspa is auditable if the Elliptic Curve
Discrete Logarithm Problem (ECDLP) assumption holds.

Proof: We assume that the malicious parties cannot
initiate a receiving transaction tx,, on behalf of a donee
in Eisdspa. B is a PPT adversary towards ECDLP and
an elementary wrapper from A. Now we assume that A
has non-negligible advantage in Gameg,g;; and show how
to construct B breaking the ECDLP assumption with non-
negligible advantage.

1. B calls A as a subroutine;

2. A initiates some queries t0 Ogonation and Ogissribution’

3. B outputs what A outputs.

Given that A runs in polynomial time, the outcome
is performed in polynomial time by B. If A prevails, it
means that the total amount of goods remaining is sum <
(Zfl: | numi—Z;:l eligj). In this case, 15 has a non-negligible
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advantage to break the ECDLP assumption. This is because
when A takes some of the goods unauthorized approval, A
has to figure out the private key of DE and then launches
txre to conceal the conduct. If A has a non-negligible
advantage in winning the Gameg,gi;, then B can break the
ECDLP assumption. Consequently, the advantage of .4 wins
is negligible under the ECDLP assumption condition, and
is auditable. |

VIIl. EFFICIENCY ANALYSIS

Based on the Fisco Bcos [38] platform, we have developed
a prototype of Eisdspa and have completed in-depth testing
on smart contract gas consumption. Along with thoroughly
testing the proof and validation time overheads for ZKPoKy,
ZKPoK1, ZKPoKs,, and ZKPoK3, we have also assessed the
computational cost of each participating entity in Eisdspa.
Our experiments are conducted on a Linux VM-12-16-ubuntu
20.04 system with a 320 GiB hard drive and an Intel Xeon
Platinum 8255C CPU running at 2.50 GHz. To evaluate gas
usage and zero-knowledge proof implementations, we utilize
the Foundry testing framework, which leverages Python and
Rust languages, in conjunction with the Fisco Bcos 2.9.2
blockchain.

A. COMPUTATIONAL COSTS
We analyze the computational overhead of the four entities—
CO, DO, DE, and AO-and compared the results with
Astraea [6], BBD [5] and UpHaaR [28], as indicated in
Table 2 to assess the computational overhead of each entity.
During the donation phase, DO runs ZKPoK; for identity
authentication requiring 71,, and DO conducts vector multi-
plication with point-add operations in Gg. This computes the
commitment com,,,,, and the token res for the donation num-
ber, requiring 27,1 + Tgaq and Ty, operations, respectively.
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TABLE 3. Gas costs and monetary costs.

Transaction donate  store distribute  receive audit
Cost GAS (gas) 110286 162196 150071 110248 75910
0s
USD!($) 6.06 8.91 8.25 6.06 4.17

! The USD costs were estimated based on the prices (gas to Gwei and
ETH to USD) on October. 1, 2024.

The hashing time Tj,g, for the basic goods information is
also calculated. Throughout the store and distribute phases,
CO runs ZKPoK; for identity authentication requiring 2n77,,.
And CO updates mulcq,, and muly, twice, requiring a total of
6T u1 + 2T 444 operations. Additionally, it also calculates o4,
in Tgj time. In addition, CO computes the new commitment
and token of the donation number and receiving number
twice and hashes the goods information twice, taking 67,,,;+
2Tada + 2Thasn, time. Before receiving goods, DE runs
ZKPoK; for verifying identity requiring 7, and uses 27+
Tada and Ty, to calculate the commitment and token of
the receiving number and the hash value of the received
goods information, respectively. During the audit phase, AO
only needs to confirm ZKPoKy, and ZKPoKg, taking 73, +
T3y. This is in stark contrast to Astraea, which requires
the cumulative calculation of every proof of donation or
distribution.

As demonstrated in Table 2, DO and DE have a
larger time overhead than Astraea because, in contrast to
Astraea, DO and DE must complete identity registration
and authentication. In addition, the cyclic groups Gq and
G of elliptic curves as well as bilinear pairings—which are
more complicated than straightforward scalar multiplicative
additions—provide the foundation for the addition and vector
multiplication operations. Even if CO requires DE and DO to
complete identity authentication again, there is still very little
overhead associated with it. Additionally, compared to BBD
and UpHaaR, our approach offers superior computation time
for all members with minimal overhead. The computational
cost of AO in Astraca, UpHaaR increase linearly for large-
scale donors and donees, and its auditability is passive and
necessitates traversing through every donation transaction.
The overhead of AO is also proportional to the number
of users in the system. In our scheme, AO only needs to
proactively audit ZKPoK, and ZKPoK3 and confirm their
accuracy.

B. GAS COSTS

In Eisdspa, there are five transactions: xg,, tXg, Xgi, tXre
and tx,;,. We constructed testing contracts based on Foundry
for each of these transactions and evaluated how much gas
and USD they consumed. The costs of the five transactions
are displayed in Table 3.

We also performed a comparison with Astraea [6], as
Fig. 2. illustrates. The results show that three transactions,
Xdo, tXgi, and txg,, use at least 1/3 less gas than Astraea,
while #xg; and fx,, use somewhat more. In particular, the
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FIGURE 2. Gas comparison.

TABLE 4. The prove time and verify time of ZKPoKs (ms).

ZKPoKs ZKPoKg ZKPoK1 ZKPoK, ZKPoK3
Proof time 0.92 14.72 3.75 3.31
Verify time 1.20 18.78 5.11 4.62

ability of auditing is proactive in Eisdspa; it merely requires
witnessing the last transaction and does not require going
through every donation or distribution action repeatedly. As
a consequence, a lot of gas is used during the process to
record data structures called mul.,,, and mul,,. Furthermore,
our other transactions do not consume more gas compared
to Astraea.

C. ZKPOK IMPLEMENTATIONS AND ASSESSMENT

We implement ZKPoKg, ZKPoK4, ZKPoK», and ZKPoK3
with secure lengths exceeding 80 bits, using the Python
programming language and the Charm-Crypto 0.50 library.
The cyclic group of integers is based on a 1024-bit modulus.
We then carefully examine the proof and validation time
overheads of each ZKPoK. For each proof, we calculate the
average time over 1000 experiments. The time overheads
for the corresponding validation and proving processes are
displayed in Table 4. In ZKPoK;, random number blinding
is necessary to ensure user anonymity. Additionally, because
it relies on zero-knowledge proofs with bilinear pairings, it
incurs a relatively large overhead. For the remaining three
ZKPoKs, the time overheads for the proving and verification
phases are extremely low. However, the time required for
the verification phase exceeds that of the proving phase in
each case. Specifically, the verifier must integrate responses
from the prover to ascertain the equality of the results.

D. COMPARISON OF FUNCTIONALITY

We compare our scheme with existing works in terms of
the five functional realizations of authentication, privacy
protection, auditability, access control, and anonymity in
Table 5. Astraca and Aid focus mainly on the interaction
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TABLE 5. Comparison of functionalities.

Scheme Auth Priv Audi Acce Anon
Astraea [6] X v v v X
Organ [7] v v v X X
Aid [10] v v v v X
UpHaaR [28] v v X v X
BBD [5] X v v v X
Ours v v v v v

Auth = Authentication; Priv = Privacy Protection; Audi = Auditability;
Acce = Access Control; Anon = Anonymity.

between DO and CO in access control; however, DOs are
only able to access information about the goods they have
provided and are not able to fully understand the progress of
the project. Additionally, the restriction on access is too weak
in UpHaaP; any user has access to critical data, which is
detrimental to privacy. BBD offers strong privacy features but
lacks authentication and anonymity, making it less favorable
for donors and donees when donation projects are public. Our
solution strikes a compromise between access restriction and
privacy protection, allowing DO to see the distribution details
of the projects to which they donated but denying them
access to those who do not donate. Furthermore, although
many methods fail to implement the anonymous donation
and receipt function, our system achieves this based on the
BBS+ signature and ZKPoKs to enable anonymous users to
donate and receive goods.

IX. CONCLUSION AND FUTURE DIRECTIONS

In this work, we present a blockchain-based goods dona-
tion system with auditability, authentication, and privacy
protection. In order to accomplish the three objectives,
we construct dependable ZKPoKs with BBS+ signatures,
realize safe authenticity and donation privacy, and facilitate
proactive and effective auditability utilizing the additive
homomorphism of the Pedersen commitment. We formally
define and prove privacy and security. The outcomes of
the experiment demonstrate its outstanding practicability
and efficiency. However, as our research relies on bilinear
pairings with marginally more overhead, our authentication
is less effective. Therefore, we will concentrate on creating
lightweight authentication in our next effort to increase
user authentication efficiency. Furthermore, given the poor
performance of the single chain, we are considering inves-
tigating cross-chain regulation in the future to implement a
model that combines the regulatory chain and the donation
business chain.
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