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Abstract: Although there are studies on digital competence in higher education, there are
very few studies on digital safety competence. This study aims to explore the impact of
digital safety competence on students’ higher-order thinking and AI-related outcomes.
Using a cross-sectional design, 159 university students completed an online questionnaire
to measure cognitive competence, Al self-efficacy, AI ethics, and moral competence. Results
showed that digital safety competence was positively and significantly related to cognitive
competence, AI self-efficacy, AI ethics, and moral competence (p < 0.05). Our study extends
the literature by highlighting the role of digital safety competence. Educators and university
policy makers may consider incorporating digital competence, especially in the area of
safety, into their teaching and learning strategies.
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1. Introduction
Nowadays, technology has been embedded in all aspects of our lives. With the

advancement of digital technology, digital competence has become indispensable in our
lives [1]. Digitalization not only transforms our lives but also revolutionizes education
contexts. With the advancement of digital technology, teaching and learning have become
increasingly technology-oriented [2]. Recognizing the importance of digital technology,
universities are increasingly integrating these elements into classrooms to meet the needs
of students from diverse backgrounds and enhance academic achievement. This trend
has been further accelerated by the rise in artificial intelligence (AI) technology, which has
revolutionized the educational landscape.

1.1. Digital Competence

Literacy is defined as the ability to read and write (p. 2, [3]). Digital literacy (DL) is
defined as the attitudes, knowledge, and skills that enable individuals to effectively use
digital tools in the face of the digital-oriented world [4]. Going beyond the DL, digital
competence (DC) is a multi-dimensional concept [5,6]. It refers not only to basic technical
skills but also to attitudes and mindsets [7,8]. DC plays a pivotal role in empowering
individuals to navigate a technology-oriented world [9]. It helps them critically evaluate
AI tools and make ethical decisions, therefore cultivating a respectful and inclusive online
learning environment. Additionally, it fosters positive development through constructive
interactions and the development of emotional skills [10]. It is considered an essential skill
in 21st-century society [11,12] and should be regarded as a lifelong learning skill [13,14].

With the widespread integration of digital technology, the European Union intro-
duced the Digital Competence Framework (DigComp) to foster the development of digital
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skills [6]. Initially published in 2013, the framework outlined five key competence areas:
information search, data management, digital content creation, communication and collab-
oration, safety and security, and problem-solving [15,16]. Over time, the framework has
evolved. In 2016, a conceptual reference model, DigComp 2.0, was introduced, and one
year later, eight additional proficiency levels were incorporated into DigComp 2.1. In 2022,
DigComp 2.2 expanded the framework by incorporating more than 250 new examples of
knowledge, skills, and attitudes.

Among the five competence areas, digital safety received less attention compared to
other domains [17,18]. This is further supported by a recent meta-analysis [18]. In the
DigComp framework, digital safety and physical safety are two distinct yet connected
aspects of safety in digital environments. Digital safety involves protecting devices, content,
data, and privacy, including understanding dangers and threats in digital environments,
digital security, and managing privacy settings to protect digital assets and information.
This also includes understanding online threats, such as phishing, malware, scams, and
knowledge of how to protect oneself and others from them. On the other hand, physical
safety in the use of digital technologies is about protecting one’s physical health and well-
being. This involves awareness of health risks related to the use of digital technologies,
including physical ailments such as eye strain, repetitive strain injuries, and psychological
effects, such as cyberbullying and online harassment.

1.2. Digital Safety Competence (DSC)

Digital safety competence (DSC) refers to protecting personal data and digital content,
safeguarding privacy and personal identity, adopting safety measures, and ensuring sensi-
ble use of digital tools [8]. It is defined as the ability to use technological tools, evaluate
and choose appropriate tools for data management, protect personal identity, and remain
aware of the potential risks associated with digital technological use [6,18,19]. In the rapidly
evolving digital landscape, DSC has emerged as a critical skill set, especially for youths who
are increasingly immersed in technology. As digital natives, young people are exposed to a
myriad of online environments that broaden their multi-level context [20]. This exposure
advances navigational competencies, including the ability to protect personal data and
recognize security risks in networked systems [21]. To prepare youth to become leaders
in their professions within the emerging AI society, educators should adopt a holistic
approach [22].

1.3. University’s Role

One area of research that is receiving increasing attention is the ethical use of digital
tools in our daily lives. AI tools have the potential to enhance learning and facilitate
decision-making by providing novel perspectives [23]. However, as technology advances
and AI applications become more sophisticated, they also raise ethical concerns. For in-
stance, the information generated by GenAI tools can sometimes be biased or inaccurate,
known as “hallucination”, which poses ethical risks and challenges [24,25]. In addition,
the growing autonomy of AI tools increases the risk of academic integrity issues, such as
plagiarism, intellectual copyright infringement, and unethical use of AI tools in higher edu-
cation [24–26]. Students are generally receptive to using GenAI for their assignments [27].
For instance, they are more likely to engage in academic dishonesty during online assess-
ment compared to traditional methods [28]. Furthermore, Smerdon [29] noted that around
two-thirds of students expressed that they would use GenAI if allowed. Similarly, another
study found that 75% of students acknowledged they would still use GenAI even if they
considered it as a form of cheating [30]. Yusuf and Yusuf [31] also found around 40% of uni-
versity students admitted to using GenAI for plagiarism, with 20% planning to use it in the
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future. In addition, Playfoot et al. [32] found that students exhibiting high levels of apathy
were likely to use AI tools to engage in academic dishonesty when doing assignments. A
study by Chan [33] explored student perceptions of academic misconduct and posited that
students often have an ambiguous understanding of AI-related plagiarism. This highlights
the need for increased awareness regarding the responsible use of AI technology.

The university aims to nurture its students so that they are fully prepared to meet
societal needs and tackle future challenges. Digital competence becomes essential for
enhancing employability and achieving success in careers [2,10]. Our future leaders should
focus not only on personal gain but also on civic responsibility [34,35]. Universities play a
crucial role in empowering the next generation to use digital tools effectively while also
fostering ethical awareness and safe practices in technology consumption [36]. Researchers
argued that this autonomy must be exercised by a commitment to ethical practices and
responsibilities [37,38]. By developing digital skills, students are equipped to thrive in
society and navigate the digital world competently, responsibly, and safely [39]. Indeed,
“gaining access to technology does not necessarily give students the competence and ethical
awareness needed to behave responsibly and correctly online” (p. 729, [40]). Digital safety
competence is not merely a technical skill, it is a developmental imperative that intersects
with students’ higher-order thinking in an AI-driven society.

Industries and universities argued for fostering an ethical mindset when teaching
AI [41,42]. Tertiary education provides an ideal arena for equipping students with the
knowledge and skills to handle the complex and ever-changing workplace while also
becoming responsible lifelong digital users [43]. By embedding digital safety principles
into digital learning, educators can prepare the youth to harness AI’s potential while
mitigating its associated risks. To date, research on the effects of digital competence,
especially regarding safety on higher-order thinking, such as cognitive competence, task-
specific self-efficacy, and moral decision-making, remains scarce.

Specifically, critical thinking, confidence (e.g., self-efficacy), and character (e.g., ethics)
are three important components that empower youth to navigate the rapidly evolving
digital landscape. AI applications such as Generative Artificial Intelligence (GenAI) and
Intelligent Tutoring System (ITS), not only streamline student learning experiences but
also provide diverse educational resources by personalizing content and approaches [23].
Unlike traditional classrooms, AI tools can create complex and personalized self-paced
learning environments [44,45]. This propels deeper cognitive learning processes, such as
critical thinking, moral judgment, and information evaluation [44,46], requiring learners to
utilize higher-order thinking skills, for instance, critical thinking [47].

1.4. Cognitive Competence

Cognitive competence refers to the mental processes through which individuals utilize
various cognitive skills to understand their environment [48,49]. It involves identifying
strategies and knowledge that guide behavior during problem-solving, enabling them to
address challenges in novel ways through meaningful reconstruction of knowledge [48,50].
It encompasses critical thinking, creativity, problem-solving, self-regulation, and metacog-
nition [50–52]. Cognitive competence is an important skill for academic performance and
for meeting future workplace needs [53,54]. Researchers argued for the need to promote
digital competence as a means of promoting cognitive competence [55]. Empirical find-
ings show that the use of digital tools, such as GenAI applications and ITS, is associated
with higher-order thinking through the provision of timely feedback and personalized
assistance [44]. However, recent studies show that GenAI tools create a “critical thinking
paradox” in higher education. While 72% of students reported that ChatGPT and Copilot
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improved their assignment efficiency, a longitudinal analysis revealed a 41% decline in
source verification skills [56].

With the advancement of technology, the likelihood of collaboration with GenAI-based
chatbots for complex tasks has increased, making active interaction and collaboration with
others inevitable [34]. To date, few studies have investigated the impacts of DC on specific
cognitive functioning, such as critical (thinking) competence, especially in higher education.
The present study attempted to address this research gap. In line with past research, we
hypothesized that digital safety competence is positively related to cognitive competence
(Hypothesis 1).

1.5. AI Self-Efficacy

Self-efficacy refers to one’s beliefs about his/her ability to complete a specific task [57].
AI self-efficacy is defined as individuals’ confidence in using AI tools, their understanding of
these tools’ capabilities, and their willingness to engage in learning about them [58,59]. Studies
show that AI self-efficacy is a significant predictor of students’ positive learning experiences,
academic achievement, and learning satisfaction [60,61]. For example, Bewersdorff et al. [59]
found that students with high AI literacy perceived AI positively, expressed interest in AI, and
reported a higher level of AI self-efficacy. Similarly, based on structural equation modeling,
Chen et al. [62] observed that AI self-efficacy is negatively related to AI-related anxiety, which
in turn leads to increased actual AI usage among university students.

With regard to digital safety, task-specific self-efficacy is tightly related to digital
competence. For example, Herrnández-Martin et al. [8] found that adolescents with better
digital competence were more likely to regulate their social media usage, as they were aware
of personal privacy and the data implications of social media. Similarly, a study by Cabezas-
Gonzáles et al. [63] suggested that students who spend more time on digital devices and
social media reported great digital competence in safety. This relationship is more salient
among boys. Research has shown that fear of data breaches and algorithmic discrimination
hinders exploratory learning, especially among marginalized groups [64]. On the contrary,
individuals who learn about encryption, privacy settings, and ethical hacking are more
willing to experiment with AI tools, perceiving their risks as manageable rather than
prohibitive. University students who completed AI courses exhibited greater confidence
in troubleshooting algorithms and engaging in ethical discussions [65]. The reciprocal
relationship between safety literacy and confidence is evident in AI-powered learning
platforms. Adaptive systems like Duolingo enhance self-efficacy through personalized
feedback, but their effectiveness depends on users’ trust in data security [66]. University
students are future leaders equipped with essential digital safety skills for their professional
careers. Educators and policymakers have acknowledged the impact of digital technology,
specifically with the arrival of AI, which is characterized with greater autonomy [67].
Assessing the impact of digital competence in the area of safety can shape our beliefs
and perceptions on the use of AI, thereby enhancing employability and achieving success
in careers [68]. The present study attempts to test the relationship between DSC and AI
self-efficacy in university contexts. We hypothesized that digital safety competence is
positively associated with AI self-efficacy (Hypothesis 2).

1.6. AI Ethics and Moral Competence

In addition, building on Gammoh et al.’s [69] call for more research on incorporating
ethical considerations into our understanding of student learning, we also examine how
DSC relates to cognitive competence, AI self-efficacy, and ethical elements (i.e., AI ethics
and moral competence). By uncovering the interrelationships among these variables, the
present study aims to foster a responsible and ethical approach to technology use in higher
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education. We hypothesized that digital safety competence is positively linked to ethical
outcomes (i.e., moral competence and AI ethics) (Hypothesis 3).

The objective of the present study was to test the associations among digital safety com-
petence, cognitive competence, AI self-efficacy, and ethical outcomes (moral competence
and AI ethics). To tests our hypotheses, we proposed a model illustrated in Figure 1.
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2. Materials and Methods
2.1. Research Design and Sample

Using a cross-sectional design, students were invited to complete an online structured
survey via the Qualtrics platform in the second semester of the 2024–2025 academic year. A
total of 169 students participated in the study. A total of 10 students were excluded due to
incompletion or failure to pass the attention check. In total, 159 valid questionnaires were
collected. Convenient and snowball sampling was employed to recruit participants to join
the study.

Among the participants, 62 males (36.7%), 103 females (60.9%), and four students did
not disclose their gender. The majority of the age group is 21–23 years old (48.5%). In
total, 63 students were in Year 4 (37.3%); 49.6% were from Business and Hotel Management
(n = 66), 28.6% were from Health and Social Sciences (n = 38), 10.2% were from STEM and
Applied Infrastructure (n = 15), and 9.8% were from Creative Arts, Design, and Humanities
(n = 13). Participants consent via an online platform prior to the data collection. They
were informed about the study’s aim. Each participant was assigned a unique identifier to
ensure the confidentiality and anonymity of the data. This study was approved by the IRB
(reference no. HSEARS20231227002).

2.2. Measurement

The European Commission’s DIGCOMP 2.0 framework defines digital competence as
“the confident, critical and responsible use of, and engagement with, digital technologies
for learning, at work and for participant in society” (p. 10, [70]). To measure ethical and
safety digital practices, we adopted the scale developed by Skov [71], which is based
on the DIGCOMP framework. Digital Safety Competence encompasses an individual’s
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ability to manage digital practices, personal data safety, and online privacy within digital
environments. This includes managing identity, protecting personal data, knowing digital
risks (e.g., identity theft, cyberbullying), and behaving ethically online. We employed
this framework for two reasons: its widespread adoption in digital competence research,
as evidence in a recent review study [72], and its validated application among Chinese
students [5,73], who share similar backgrounds with our study participants. Furthermore,
the scale has been used and validated among high school [74] and university students [75].
A total of 14 items (e.g., I carefully considered where and how digital content is saved and
stored) were selected for the current study. Participants rated on a 7-point Likert scale from
1 = “To a very small degree” to 7 = “To a very large degree”. The results of a confirmatory factor
analysis supported the unidimensional factor structure of this scale (X2: 110.241, df = 73,
RMSEA = 0.057 (90%CI: 0.03–0.08), CFI = 0.913, SRMR = 0.064). The internal consistency
was good (0.81).

Cognitive competence and moral competence were measured using the short version
of the Chinese Positive Youth Development Scale (CPYDS-S) [76]. We used three items for
moral competence (e.g., I keep my promise) and four items for cognitive competence (e.g.,
I know how to see things from different angles) on a 6-point Likert scale (0 = Strongly disagree
to 5 = Strongly agree). The confirmatory factor analysis shows that this scale supports the
two-factor structure of this scale (X2: 16.687, df = 13, RMSEA = 0.042 (90%CI: 0.000–0.094),
CFI = 0.973, SRMR = 0.042). In the present study, the internal consistency for cognitive
competence is acceptable (0.73) but marginally satisfactory for moral competence (0.50).

We used four items to measure AI self-efficacy. These items were based on Long and
Magerko’s work [77]. The reliability and validity of this scale have been supported [78].
The response format consists of a 5-point Likert scale. Example of items “I have a clear
understanding of different GenAI tools”. A composite score is used in the present study.

We measure AI ethics with an item about the awareness of AI ethics on a 6-point
Likert scale (“I am aware of the potential issues, such as accuracy, ethics, and academic integrity,
associated with using GenAI tools.”). In addition, demographic questions, such as gender,
age, and program of study information, were asked.

2.3. Data Analysis

We used a structural modeling analysis (SEM) to test the relationships between digital
ethics and safety practices, AI ethics, AISE, moral competence, and cognitive competence
(Figure 1). It allows for estimating the interrelationships among the variables simultane-
ously, including both latent and measurable variables derived from indicators [17,79]. The
hypothesized model was tested using Mplus 8.11.

With the effect size of 0.15, the desired statistical power level of 0.8, a significance
level of 0.05 with a statistical power level of 0.80, and one predictor and four DVs, the
minimum sample size for the SEM was 87 [80]. Our present sample size is sufficient. To
examine the model fit, several fit indices were adopted: the Comparative Fit Index (CFI)
values greater than 0.90, values of Root-Mean-Square Error of Approximation (RMSEA),
and Standardized Root Mean Squared Residual (SRMR) below 0.06 and 0.08, indicating a
good fit [81,82].

3. Results
Descriptive statistics and correlation analyses of all variables are presented in Table 1.

The distribution of all variables is in the acceptable range, with skewness values ranging
from 0.13 to 0.91 and kurtosis values ranging from −0.02 to 1.63 [83].
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Table 1. Descriptive statistics and correlations for all variables.

M SD α Skewness Kurtosis 1 2 3 4 5

1. DSC 4.12 0.71 0.81 0.71 −0.01 -
2. AIET 3.85 0.91 - 0.91 0.58 0.44 ** -
3. MC 3.24 0.57 0.48 0.57 0.62 0.17 * 0.03 -

4. AISE 3.36 0.81 0.87 0.81 1.63 0.29 ** 0.24 ** 0.03 -
5. CC 3.88 0.56 0.73 0.56 −0.02 0.29 ** 0.16 * 0.29 ** 0.13 -

DSC: digital safety competence; AIET: artificial intelligence ethics; MC: moral competence; AISE: artificial
intelligence self-efficacy; CC: cognitive competence ** p < 0.01; * p < 0.05.

Table 1 shows the relationships among all variables. Digital safety competence is
positively associated with AI ethics (r = 0.44, p < 0.01), AI self-efficacy (r = 0.29, p < 0.05),
cognitive competence (r = 0.29, p < 0.01), and moral competence (r = 0.17, p < 0.05). AI ethics
is positively related to AI self-efficacy (r = 0.24, p < 0.01) and cognitive competence (r = 0.16,
p < 0.05) but not moral competence (p > 0.05). Finally, moral competence is positively
correlated with cognitive competence (r = 0.29, p < 0.01) but not significant with AI-related
variables (p > 0.05).

The structural modeling analysis (SEM) was used to test the relationships between
DSC, higher-order thinking skills (cognitive competence, moral competence), and AI-
related outcomes (AI self-efficacy, AI ethics). This model shows a good fit (X2: 192.721,
df = 134, RMSEA = 0.058 (90%CI: 0.039–0.076), CFI = 0.902, SRMR = 0.084). As pre-
dicted, digital safety competence demonstrates a positive impact on cognitive competence
(β = 0.58, p < 0.01), moral competence (β = 0.98, p < 0.01), AI self-efficacy (β = 0.29, p < 0.01),
and AI ethics (β = 0.30, p < 0.01), confirming all hypotheses. All paths are displayed in
Figure 2.
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We took the reviewer’s suggestion and examined the potential nonlinear effects of
all outcome variables. The results of multiple regression analysis show that the nonlin-
ear effects of DSC are significant for cognitive competence (unstandardized beta = 0.12;
standardized beta = 1.30, p = 0.04) and moral competence (unstandardized beta = 0.17;
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standardized beta = 1.69, p = 0.02) but not for the two AI-related variables (p > 0.05). To
further investigate whether there is a minimum level of DSC required before its effects are
manifested, we used linear mixed models. Results of fit indices (BIC and AIC) indicated
the nonlinear model with quadratic term demonstrated a better fit than the linear model
(see Table 2). Based on the estimates of the linear and quadratic coefficients for DSC on
cognitive competence and moral competence, we computed the turning points and found
that the effects of DSC reach its minimum at 3.14 and 3.70, respectively.

Table 2. Results of linear mixed modeling for competence variables.

Model 1 Model 2 Estimate
(Linear Term)

Estimate
(Quadratic Term)

Cognitive competence
AIC 259.81 259.39 −0.79 0.12 *
BIC 262.86 262.44

Moral competence
AIC 279.66 276.62 −1.22 0.17 #

BIC 282.72 279.67

Model 1: linear term only; Model 2: both linear and quadratic terms; # p = 0.01; * p < 0.05.

4. Discussion
The purpose of the present study was to investigate the impact of DSC on student

higher-order thinking and AI-related outcomes. In general, our findings indicated that
DSC has a positive impact on students’ outcomes. Consistent with past studies, DSC
was significantly related to cognitive competence, AI self-efficacy, moral competence, and
AI ethics.

In line with past research, we hypothesized that DSC is positively related to cognitive
competence (Hypothesis 1). The results of present study support the hypothesis by suggest-
ing that students with higher DSC are more proficient in engaging higher-order thinking,
such as synthesizing, logical reasoning, and self-evaluation. The benefits of DC on cognitive
abilities have been supported in high school and tertiary education [54,84]. Cognitive com-
petence is a multi-dimensional concept that encompasses logical reasoning, self-evaluation,
questioning, synthesizing, and inferences [51,85]. It involves understanding problems,
applying purposeful thinking, analyzing situations, and evaluating alternative solutions or
strategies [86]. Our findings suggested that digital safety competence encourages students
to actively search for suitable digital tools, monitor their learning progress, and evaluate
their performance. The results of the present study added to the existing work by showing
the impacts of DSC on cognitive abilities. The literature consistently demonstrated DC
as a pivotal factor in developing cognitive skills. For example, Getenet et al. [87] found
a positive relationship between DL and cognitive engagement, while Karakus et al. [86]
illustrated that students with high DC tend to show cognitive flexibility and higher criti-
cal thinking skills. Similarly, Pagani et al. [88] identified significant correlations between
technology-oriented learning and cognitive engagement, thereby contributing to students’
academic success. Wang et al. (p. 12, [58]) noted that “the reflective and constructive pro-
cesses of knowledge acquisition through human–computer interaction” foster autonomous
and meaningful learning experiences which in turn promotes further learning engagement.
Clearly, the present study extends the literature by highlighting the role of DSC on cognitive
competence in tertiary education.

In support with our Hypothesis 2, the present study demonstrated that DSC has a
positive and significant impact on AI self-efficacy. The importance of self-efficacy is well-
supported in the literature. Students with low self-efficacy exhibited diminished learning
motivation and less effective development of computational skills compared to their high
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self-efficacy counterparts [74,89]. As hypothesized, DSC significantly predicted AI self-
efficacy. This is consistent with findings by Wang et al. [58], who reported that digital
self-efficacy was related to learning satisfaction, continuance intention, and perceived
usefulness when using GenAI. Similarly, Getenet et al. [87] observed that digital self-efficacy
is positively correlated with emotional engagement, which, in turn, promotes student
satisfaction [90] and academic achievement [91]. In line with these findings, Yilmaz [92]
adopted an experimental design and found that students in the intervention group exhibited
significantly higher computational programming self-efficacy and computational thinking
skills—such as critical thinking, problem-solving, and creativity when compared to a
control group. Taken together, these findings are consistent with our results, highlighting
the role of digital safety competence in developing AI self-efficacy.

Lastly, the positive relationships between DSC and ethical accountability in personal
and AI contexts supports our Hypothesis 3. These results align with past research, revealing
the impacts of DSC on ethical considerations in both real and virtual environments. For
instance, Yang et al. [93] found DSC is positively linked to AI ethics awareness and moral
sensitivity among nursing students. In addition, they suggested that those with AI-related
education exhibited heightened ethical consciousness regarding AI. Kwak et al. [94] re-
ported comparable results, indicating that DSC shapes individuals’ ethical perspectives
and attitudes toward AI technologies. Taken together, the above findings underscore the
role of fostering digital safety competence to promote ethical awareness and encourage the
responsible use of digital technologies in the evolving educational landscape.

While GenAI enriches students’ learning experiences, ethical considerations associated
with its integration into education should not be overlooked. A study by Yusuf et al. [31],
inviting students and teachers from 76 countries, revealed a troubling paradox. Although
students expressed a commitment to avoiding plagiarism, many still intended to engage
in such behavior in the future. Some even viewed the use of GenAI as not cheating. This
result is consistent with findings from Gruenhagen et al. [27], who suggested that the use
of AI chatbots did not constitute a violation of academic integrity based on a sample of
Australian university students. The overreliance of GenAI tools might hinder social skills
or interpersonal interaction, but most importantly, it undermines the traditional ethical
values of education [95]. With the increasing integration of AI technologies into academic
contexts, there is a pressing need to develop ethical awareness and responsible use of AI to
uphold academic integrity [31,93]. Our study provides empirical evidence in this area of
digital literacy research. Importantly, improving digital competence in the area of safety
seems to enhance students’ ethical and moral considerations. It underscores the impor-
tance of equipping students with the necessary skills to mitigate ethical risks and threats
associated with the use of digital technologies. Educators can design educational programs
to develop digital competence, particularly promoting cognitive thinking and informed
ethical decision-making. By integrating digital safety competence into the curriculum,
institutions not only cultivate higher-order thinking but also foster a deeper awareness of
ethics and academic integrity in the digital age.

Despite the significance of this study, several limitations should be acknowledged.
First, although self-reported instruments are generally acceptable for assessing digital
competence [96], future research should consider using other approaches, such as objective
or qualitative methods, to measure students’ actual competence levels, as self-estimation
may sometimes be inaccurate [97]. Second, this study adopts a cross-sectional design,
but a longitudinal approach would be beneficial in examining the effects of DSC over
time. Third, this study’s sample comprises students from the social sciences, business,
fashion, and applied infrastructure programs, and therefore, caution should be exercised
when generalizing findings to other disciplines, particularly engineering sciences. The
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academic and industry-related contexts in engineering may differ substantially from those
in the current sample, potentially influencing the relationships among the variables under
study. Future research should explore whether the current findings extend to students
from other disciplines, thereby capturing a better understanding of the cross-disciplinary
applicability of the results. In addition, future studies should consider other variables to
enrich the literature on AI in education. For example, Shahzad et al. [98] found that trust
moderates the relationship between GenAI usage, self-efficacy, and learning performance.
Also, we did not assess how safety knowledge, such as health-related risks, threats, and
environmental protection, influence physical and psychological well-being. Lastly, the
present findings are based on data from a single university, so future research is warranted
to replicate and extend the current results in other educational contexts.

5. Conclusions
Universities not only devise ethical guidelines for the use of AI tools but also educate

students to apply these tools effectively and responsibly across all academic endeavors.
Academic autonomy should strike a balance between leveraging the benefits of AI and
maintaining ethical principles in human–computer interaction learning environments [99].
The present study extends the literature by testing the direct effect of DSC on learning
outcomes, such as cognitive skills, AI ethics and moral competence, and AI self-evaluation.
This study highlights the importance of training students to use digital tools properly
through the development of digital safety competence, thereby better equipping them to
uphold academic integrity, avoid fraudulent practices, and identify misinformation.

One of the primary outcomes of the present study is the potential for incorporating
digital safety training into higher education curricula. Traditionally, universities have
focused on establishing guidelines for ethical AI use. Our findings revealed that embedding
DSC training within academic programs offers significant benefits. Such integration will
equip our students to navigate digital learning environments ethically and responsibly.
Our study offers a roadmap for creating interdisciplinary modules that address technical
competence, ethical judgment, and cognitive development.

From the practical perspective, educators and policy makers are encouraged to design
courses that integrate digital safety standards with hands-on training in AI-tools. Also,
institutions should consider cultivating a campus-wide culture that fosters ethical digi-
tal practices among faculty and students. This holistic approach not only leverages the
potential of AI technologies but also mitigates risks associated with their misuse.
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