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Absrtact: In the era of digital intelligence, biometrics plays a critical role in mediating sensitive
information dissemination, human-computer interaction, and governance in both virtual and real-
world settings, including the evolving metaverse. Based on an empirical analysis of 1,862 participants,
the current study investigated factors influencing public perception, acceptance, and risk awareness
of biometric technologies. The findings highlight the critical roles of perceived trust (PT) and

technical prudence (TP) in driving behavioral intentions (BI), with their positive effects outweighing
the significant deterrent impact of perceived risks (PR). While PT and perceived availability (PA)
significantly enhance the adoption of biometric technologies, TP exhibited an unexpected positive
influence, suggesting that cautious users may still embrace biometrics if perceived as secure and
trustworthy. These results emphasize the urgency of refining legal and regulatory frameworks,
improving risk mitigation strategies, and enhancing user confidence to foster the responsible adoption
and utilization of biometric technologies. This study offers valuable insights into the interplay of
factors such as perceived trust, risks, and technological prudence in shaping behavioral intentions,
contributing to a deeper understanding of biometrics in a rapidly digitizing society.
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From voice assistants such as Siri, Alexa and XiaoAi to face recognition powered by Alipay and WeChat, biometrics
has been applied in various scenarios: in real life, it is the key for users to access social services; in the scene of
human-machine integration, it can be used as a supporting media technology to distinguish human objects and
tell their emotions; in a metaverse scene, users’ biometric information can be used as an identifier!. Modern
biometrics has therefore reconstructed the user’s Cyborg (cybernetic organism), or to say, the user’s biometric
information constitutes the key part of the password system?. By June 2023, the number of mobile Internet
users in China reached 1.079 billion®, witnessing an essential growth of users of biometrics with smart phones.
Biological data usage in these contexts involves multiple potential stakeholders such as users, manufacturers,
and undesirably, hackers and foreign entities. Smartphone users provide their biometric information for security
and convenience, whose data was thereafter collected and stored by the manufacturers abiding by strong security
measures to prevent potential unwanted access for hackers and foreign entities*. Hence, stringent oversight and
related regulations are vital for proper usage and protection of users’ biological data.

However, biometric systems remain vulnerable at the perception, network, and application layers, posing
a significant threat to the security of the Internet of Things (IoT) and social networks. The current misuse of
biometrics has resulted in numerous social issues, including the disclosure of personal information, excessive
data demands by companies, and the proliferation of illegal deepfake technologies®. These problems have
not only contributed to serious illegal and criminal activities but also garnered significant attention from the
government, media, academia, and the public. The increasing frequency and severity of these issues underscore
the urgent need for robust security measures and comprehensive governance frameworks to mitigate the risks
associated with biometric systems®. Addressing these vulnerabilities requires technological advancements, but
more critically, it necessitates an evolution in our understanding of biometrics concepts. According to McLuhan,
everything is a medium’. Biometrics, as a medium, bears the real identity information of network users. By

1School of Information Management, Nanjing University, Nanjing, Jiangsu Province, China. 2Department of
Chinese and Bilingual Studies, Faculty of Humanities, The Hong Kong Polytechnic University, Hong Kong, China.
3School of Publishing, Communication University of Zhejiang, Hangzhou, Zhejiang Province, China. *‘email:
austinfreud21@gmail.com

Scientific Reports | (2025) 15:2419 | https://doi.org/10.1038/s41598-025-86603-w nature portfolio


http://www.nature.com/scientificreports
http://crossmark.crossref.org/dialog/?doi=10.1038/s41598-025-86603-w&domain=pdf&date_stamp=2025-1-18

www.nature.com/scientificreports/

viewing biometrics as a new medium, we can adopt a broader governance perspective, exploring human-centric
and personalized strategies beyond technology. To safeguard user information security, it is imperative to
conduct research on biometrics from the perspective of media governance®, underlying three dimensions: the
strengthening of civil society, the supervision from the government, and the cross-cultural consultation among
international institutions and organizations. The media studies the laws and mechanisms of the communication
elements within the information system and plays a supportive role at both micro level and macro level, with the
aim of achieving effective media governance’.

The current research mainly concentrates on public attitude and media governance of biometric information
dissemination. Firstly, the theory of risk society is adopted to interpret the public’s cognitive acceptance and risk
awareness regarding the dissemination of biometric information as the factual basis for media governance'.
Subsequently, explores the influence chain of user’s perception of biometric communication and provides some

possible measures for the governance of biometric information dissemination!!.

Advancements and applications in biometric technology

The roots of biometrics can be traced back to ancient times when rudimentary forms of identification based
on physical traits were used. However, it was not until the 20th century that biometrics developed into an
independent discipline. The publication of the first academic paper on biometrics can date back to 1963'2. Since
then, remarkable progress has been made in improving the accuracy and reliability of biometric recognition
techniques under controlled environmental conditions. Technological advancements have enabled the
extraction and analysis of a wide range of biometric features, including facial features, fingerprints, palm prints,
iris patterns, hand geometry, handwriting styles, and voice characteristics'>. These traits are characterized by
a high degree of uniqueness. Such uniqueness endows biometrics with the capacity to act as a dependable
means for identifying and differentiating individuals, much in the same way as a medium that conveys specific
identity-related information'¥. Most biometric traits remain relatively stable over time, ensuring the consistency
of a person’s identity over an extended period, and function as a reliable medium for identity verification and
information conveyance!®.

Biometrics as a medium has found wide applications in multiple fields, exemplified by security and access
control. For example, fingerprint recognition is used for unlocking smartphones, granting access to secure
facilities, and authorizing transactions'®. Facial recognition is applied in banking, airports and surveillance
systems for screening and identifying individuals, while iris recognition is employed to secure access in high-
security areas'”. In forensics, biometric evidence like fingerprints and DNA analysis (a molecular-level form of
biometrics) helps identify suspects and build stronger cases in criminal investigations and paternity testing!s.
Moreover, in the digital realm, particularly on social media platforms and other online services, facial recognition
is used for photo tagging and verifying user identity during account operations®.

The popularization of technology has led to a wide adoption of both unimodal and multimodal biometric
authentication systems?. The core to unimodal biometric authentication systems is a solitary biometric identifier,
using fingerprint or facial recognition to verify the identity of users and thwart unauthorized access to Internet
of Things (IoT) devices and services!. In contrast to traditional password-based authentication methods, these
biometric-based systems bring greater convenience and enhanced security. Multimodal biometrics, moreover,
entails the utilization of multiple biometric information sources*. Such systems combine biometric evidence
from diverse features with the aim of augmenting recognition accuracy. Multimodal biometric systems
outperform unimodal ones with notable advantages, such as higher recognition accuracy and strengthened
security®.

Recent development of artificial intelligence (AI) has brought benefits to the biometrics field with technologies
such as deep learning methods. Nevertheless, several potential gaps remain to be addressed in the real-world
applications of deep learning methods in biometrics*!. These encompass the design of robust algorithms for
handling biometric samples obtained from uncooperative subjects in unconstrained environments, a deeper
exploration of the distinctiveness and persistency of biometric traits, measures taken to ensure biometric data
security and against larger system-level concerns such as usability, user privacy, seamless integration with end
applications, which can finally return on investment?. Therefore, an interdisciplinary research will not only
facilitate the widespread adoption of biometrics as a promising technology but also enhance user acceptance
with a broader societal impact.

Research on biometrics in the field of communication
In fields of communication, law, and sociology, scholars have increasingly taken biometrics as a medium or
intermediary. Liu and Yu'® proposed a biometric keys-enhanced multimedia encryption algorithm for social
media blockchain. They described processes entailed such as image preprocessing, feature extraction and
fusion, key generation and encryption, and evaluated its performance in key generation time, security level
and encryption-decryption time complexity through simulation experiments compared to the previous ones.
Shilina?® put forward that biometrics can serve as a promising solution for restoring trust and combating
misinformation within the online media realm. In her view, biometrics is capable of quantifying individuals’
unique characteristics with multiple potentials of identity verification and malicious behavior counteraction.
Scholars from the field of communication mainly pay attention to the risks and ethical norms in the
dissemination of biometric information. However, much of their research addresses issues of governance at a
higher level, rarely promoting the construction of media governance system from a user’s perspective. Sultana
et al.¥’ introduced social behavioral biometrics (SBB) for the first time to both real and virtual fields and
discussed upon its application prospect in personal identity verification (PIV) and social interaction. Tumpa
et al.28 expounded the potential usage of behavioral biometric features such as user voice, glance, and gait, and
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emphasized their importance in an intelligent society. Later on, Alsaadi?® offered a detailed summary of the
major advantages and disadvantages of the most popular SBB technologies.

Upon biometric risk management, Wang® proposed multiple dimensions to avoid the risk of personal
information dissemination based on 525 criminal adjudication documents. Lin®! put forward the concept of
“associated privacy” in biometrics, and constructed a corresponding protection mechanism. Cheng?? believed
that the profit-seeking nature of the capital market masks the potential risks of biometric communication. Gao*?
constructed a differential rule system for biometric information protection by identifying the subjects and
acknowledging the dual attributes of the information. Lin and Lin* discussed the technical risks and multiple
regulations of Al face swap based on the Civil Code and the Provisions on Management of Deep Synthesis in
Internet Information Servicein China. Zhang and Wang®® believed that regulators should rely on legislation,
regulatory sandboxes, and technical standards to enhance the risk management system of face recognition
technology in China.

Scholars have also been widely concerned about users’ acceptance and attitude towards biometrics in a
voluntary context. It has been found, through a comprehensive approach built on multiple theories, that a variety
of factors, such as compatibility, perceived usefulness, convenience, privacy concerns, trust in the technology,
and perceived risk, exert an influence on the acceptance and recommendation of biometrics®. Lehto et al.>’
utilized a split-plot scenario-based experimental design and carried out a comparison of prospective travelers’
attitudes towards hotel services empowered by biometrics data based on a sample size of 579 respondents in the
United States. This comparison was performed both prior to and subsequent to the presentation of information
concerning the risks and usage of the disclosed data....

Legislation is the cornerstone as well as a solid guarantee for the governance of biometric information
dissemination. A rough dichotomy of statutory law and common law can generalize laws implemented around
the world*®. The Federal Government of the United States has issued the Ethical Use of Face Recognition Act, the
Commercial Facial Recognition Privacy Act and the Facial Recognition Technology Warrant Act. States were given
the freedom to issue independent bills for biometric technology management. On the contrary, core governance
documents of the Europena Union such as the General Data Protection Regulation (GDPR) and the EU Artificial
Intelligence Act, are characterized by overarching supervision®.

To sum up, extensive research efforts have been centered on both the applications and potential negative
impacts of biometrics, with particular attention paid to issues regarding privacy, security, as well as ethical
norms. These studies strived for an understanding of how biometric technologies influence social structures,
legal frameworks, and communication practices by meticulously focusing on the far-reaching implications
brought about by the application of biometrics. Existent studies emphasized the necessity of implementing
stringent regulation and oversight mechanisms for alleviation and minimization of the adverse consequences
that may arise from the utilization of biometrics.

At present, the main concern of biometric information dissemination focuses on the protection of personal
data. The abuse, tampering and leakage of personal and corporate data have triggered public concern about
technical risks. The updates of legislation often fail to follow the iteration of new technologies notwithstanding
its place as the most effective way of social governance. For example, China’s Data Security Lawwas officially
implemented on Sept. 1st, 2021. In 2023, when Big Data Research Institute of Southern Metropolis Daily
investigated the public’s perception of the results after its promulgation, more than half of the respondents were
still reported to worry about how they could protect their rights after data leakage?’. Therefore, theoretical basis
is needed in research for data governance with a forward-looking vision and risk management awareness.

Research methodology

Theoretical framework

The theory of Risk Society holds that risk is a social reality in the era of globalization*!. Zhang* believed that
in the digital age, this theory applies the idea of risk control to a constructive interpretation of social norms
and plays a role in stopping risks before they grow, thereby reducing technological uncertainty and possible
undesirable consequences. Based on the Technology Acceptance Model (TAM), Diffusion of Innovations theory
(DOI), and Unified Technology Acceptance and Use Theory (UTAUT), Caroline et al. synthesized the variables
in the DOI, TAM, and UTAUT models in their work. Additionally, they took specific factors such as perceived
risk, trust, privacy concerns, and innovation into account. The study discovered that, aside from innovation, the
most crucial drivers explaining the acceptance and recommendation of biometrics stem from trust and privacy
protection rather than elements in traditional acceptance models®. However, the current study only focused on
one type of biometric system, namely iris scanning, while the inclusion of different types of biometrics might
be confusing and may lead to different results. Simultaneously, the sample size and age range are limited, and
their study did not include the elderly group, which may drastically impact the results. On this basis, this study
incorporated more biometric types into investigation and constructed a new structural equation model (SEM)
with an expanded sample size.

In our study, five major factors were included:

(1) Perceived availability.

In the present study, perceived availability is incorporated into our framework as an individual’s subjective
assessment of the facility with which they can access and utilize biometric technology services. It often addresses
users’ perceptions of the accessibility of technological tools, digital content, or support systems*?. It is distinct
from actual availability, emphasizing the psychological and situational factors that shape perceptions rather than
objective conditions**~°.,

(2) Perceived trust.

Within the realm of communication, perceived trust is incorporated into our framework as an individuals
subjective conviction or confidence regarding the reliability, integrity, and competence of biometric technology
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services. In the cognitive dimension, trust is grounded in an evaluation of an entity’s attributes, including
trustworthiness, expertise, and predictability. On the emotional level, trust encompasses a sense of security
and confidence within a relationship or interaction. Furthermore, perceived trust can vary significantly across
different contexts, such as e-commerce?’, information technology acceptance’® and Internet relationships®.

(3) Perceived risks.

In the field of communication, perceived risks are included in our framework as an individual’s subjective
evaluation of potential negative outcomes or uncertainties associated with biometric technology services®*~>>.

(4) Perceived attitudes.

In the current study, the dichotomy of technological optimism/prudence constructed the binary nature of
perceived attitudes of biometrics™. Technological optimism is the belief that technology will bring about positive
societal change, improve quality of life, and resolve complex global challenges.Individuals with this orientation
generally perceive technological advancements as beneficial and view them as key drivers of economic growth,
social progress, and innovation?*->*. While technological prudence is included as a more cautious, skeptical,
or risk-averse stance toward technology of people®®. Individuals or groups exhibiting technical prudence are
concerned about the potential risks and negative consequences of technological advancements, such as privacy
violations, job displacement, or environmental harm®’. Technical prudence is associated with a critical view
of technology, emphasizing the need for regulation, ethical considerations, and the careful evaluation of risks
before widespread adoption. A more cautious approach is evident in discussions about Al ethics, data privacy,
and the environmental impact of emerging technologies®.

(5) Behavioral intention.

Behavioral intention refers to an individual’s planned or intended behavior, often measured in the context of
adopting new technologies or engaging with systems®. In the field of biometric systems, behavioral intention
involves users’ willingness to use or interact with biometric authentication methods®*-%¢ based on their perceived
ease of use, trust, and security concerns. It plays a key role in predicting actual usage behavior, such as adopting
biometric technologies for security or identification purposes.

The questionnaire design (see Sect. 4.3) in the current study is based on the modification of three essential
documents, i.e., the 2020 National Survey of Civic Scientific Literacy in China®, Awareness, Acceptance and
Willingness to Buy Genetically Modified Foods in Urban China®®, and Provisions on Security Management in
the Application of Facial Recognition Technology (Trial) (Draft for Comment)®. This study begins by proposing
a series of research questions and hypotheses aimed at understanding the public’s perceptions and attitudes
toward biometrics. Specifically, it investigates the relationship of perceived availability (PA), perceived trust (PT),
perceived risks (PR), technological optimism (TOp), technological prudence (TP), and behavioral intentions
(BI) to biometric information.

Research questions and hypotheses
Based on the framework illustrated in the previous section, we propose four research questions (RQs) for the
current study:

RQ1: Does the availability of biometric technologies bring about perceived trust (PT) or perceived risks (PR)
in the public?

RQ2: How and to what extent do the public’s perceived trust (PT) and perceived risk (PR) of technology affect
the use and popularity of biometrics (BI)?

RQ3: How will the public’s different emotional attitudes towards biometrics (technological optimism, TOp,
or technological prudence, TP) affect the behavioral intention (BI) of public?

RQ4: What are the possible measures to be taken to increase public trust (PT) in technology and effectively
manage the risks (PR) associated with the dissemination of biometric information?

Accordingly, six research hypotheses (RHs) are raised as follows:

Previous studies have highlighted that familiarity with and ease of access to biometric technologies play a
crucial role in enhancing public trust. For instance, Miltgen et al.>® demonstrated that perceived usefulness and
ease of use positively correlate with users” trust in such technologies. As biometrics have become increasingly
embedded in everyday activities, their usefulness is widely recognized and self-evident. Consequently, this
study employs the variable of perceived availability (PA) to better capture people’s perceptions of biometric
technologies.

RHI1: The perceived availability (PA) of biometric technologies positively influences perceived trust (PT) in these
technologies.

While increased availability fosters trust, it simultaneously raises awareness of potential risks. As Miltgen et
al.*® noted, the increased exposure to biometric systems can lead to heightened privacy concerns and perceived
risks due to frequent media coverage on data breaches and misuse.

RH2: The perceived availability (PA) of biometric technologies positively impacts perceived risks (PR) associated
with their use.

Trust in technology has been identified as a significant driver for its adoption. The trust model highlights
that higher levels of trust lead to a stronger willingness to adopt and recommend biometric systems, particularly
when users perceive minimal privacy infringement”.

RH3: Perceived trust (PT) in biometric technologies positively affects behavioral intention (BI) to use these
technologies.

Perceived risks, especially those related to privacy and data security, are critical deterrents for technology
adoption®!. Empirical evidence suggests that users are hesitant to adopt biometric technologies when they
associate them with potential risks of misuse or unauthorized access®2.

RH4: Perceived risks (PR) of biometric technologies negatively affect the behavioral intention (BI) to use these
technologies.
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Technological optimism is often linked to high levels of trust in technological solutions and a willingness to
embrace new technologies, particularly in domains such as healthcare, education, and sustainability>. Optimistic
attitudes towards technology can mitigate concerns over risks and enhance behavioral intentions. Miltgen et al.>¢
identified optimism as a mediator that reduces the psychological barriers associated with adopting disruptive
innovations like biometrics.

RH5: Technological optimism (TOp) positively influence the behavioral intention (BI) to use biometric
technologies.

While prudence can protect users from potential risks, excessive caution may limit their willingness to
engage with emerging technologies. According to Miltgen et al.*¢, prudent users are less likely to adopt biometric
systems due to amplified concerns over data protection.

RHE6: Technical prudence (TP) negatively affect the behavioral intention (BI) to use biometric technologies.

Questionnaire design and data collection

The questionnaire used in the current study is listed as Table 1. The significance of this questionnaire lies in its
role in developing a comprehensive scale to examine the public’s perception, trust, risk awareness, emotional
attitudes toward the technology, and behavioral intentions regarding the dissemination of biometric information.
This study aims to identify user-related factors and, building on existing theories, propose enhanced strategies to
effectively manage the risks associated with biometric information dissemination.

The questionnaire was designed and distributed via the online survey platform Wenjuanxing (www.wjx.
cn). The platform was chosen for its widespread usage and robust data management features, which facilitated
efficient distribution and collection. The survey included questions assessing participants’ perceptions, trust,
risk awareness, emotional attitudes, and behavioral intentions regarding biometric information dissemination.
A financial incentive of 5 CNY was offered to each participant upon successful completion of the survey,
significantly enhancing the response rate.

This study adhered strictly to the ethical guidelines outlined in the Declaration of Helsinki and was approved
by the Science and Ethics Committee at University of Chinese Academy of Sciences (UCAS). All procedures
complied with relevant regulations, and informed consent was obtained from all participants before the survey.
To ensure privacy, personal identities were anonymized during data collection and throughout the data analysis
process.

Participants were recruited through multiple online channels, including social media platforms (Xiaohongshu
and Weibo), community groups (WeChat groups), and email lists. This ensured a diverse demographic
representation. To maximize participation, the survey link was accompanied by a clear introduction outlining
the research purpose, confidentiality assurances, and details about the monetary reward.

A total of 2,000 questionnaires were distributed. Responses were monitored in real-time to track progress
and detect anomalies. By the end of the data collection period, 1,913 responses were received, yielding a response
rate of approximately 96%.

Upon completion of the data collection, the responses underwent a rigorous three-step screening process
to ensure data quality: Firstly, incomplete questionnaires were automatically flagged and excluded; secondly,

Variable factor

Items(Items 1 to 7 of the questionnaire are demographic information.)

Perceived availability

(8)You've heard about face recognition, fingerprint recognition, etc.

(9)You have used or are using face recognition, fingerprint recognition and other technologies.
(10)You know the term “biometrics.”

(11)We use biometrics every day without even realizing it.

Perceived trust

(12)Biometrics technology has strong security.
(14)Biometrics technology brings a lot of convenience to our life.

(18)The use of biometrics does not harm the human body.

Perceived risks

(13)Biometrics can lead to leakage of personal information.

(15)Biometrics can lead to financial fraud, deep counterfeiting and other risks.
(17)Biometrics violate our personal and property security.

(19)The use of biometrics can cause harm to the human body.

)
)
)
(16)Biometrics protect our personal and property security.
)
)
)

Technological optimism

(20)You accept the use of computer technology by a state or business to extract and process physiological or behavioral characteristics
inherent in the human body for personal identification.

(21)You support the country and society to widely use biometrics in the fields of national security, public security, criminal investigation
and justice, mobile payment and finance.

Technical prudence

(22)You are concerned about illegal access, copying, disclosure, external provision, dissemination of personal images and other behaviors.
(23)You are worried about personal information disclosure, tampering, loss, or illegal acquisition, illegal use, etc.

(24)You have heard of or encountered situations where individuals have been coerced, misled, defrauded, or coerced into accepting facial
recognition technology to verify their personal identity.

(25)You are concerned that facial recognition technology is used to analyze sensitive personal information such as an individual’s race,
ethnicity, religious beliefs, health status, social class, etc.

behavioral intention

(26)Encounter illegal use of biometrics, you can find and report to the relevant departments in a timely manner.
(27)Within the safe limits, you accept and use face recognition technology®’.

(28)Within the security limits, you accept and use fingerprint recognition technology®'.

(29)Within the safe limits, you accept and use palmprint recognition technology®?.

(30)Within the safe limits, you accept and use iris recognition technology®.

(31)Within the safe limits, you accept and use hand recognition technology®*.

(32)Within the bounds of security, you accept and use signature recognition technology®”.

(33)Within the safe limits, you accept and use voice recognition technology®.

Table 1. Measurement variables and Questionnaire Item table (translated from Chinese).
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responses completed in an unreasonably short time were considered invalid, as they likely did not reflect genuine
engagement; thirdly, surveys exhibiting clear response patterns (e.g., selecting the same option for all questions)
were discarded.

In the end, this screening process resulted in 1,862 valid responses, with a validity rate of about 97%.

Data analysis and results

Descriptive statistics of participant profiles

As shown in Table 2, responses to this public survey features remarkable diversity across demographic and
socio-economic dimensions, ensuring a comprehensive and inclusive representation. Gender balance is nearly
achieved, with male participants accounting for 51.1% and females representing 48.9%. Additionally, the sample
highlights cultural diversity, as 90.0% of the participants are Han Chinese, while 10.0% come from ethnic
minority groups.

The participants also reflect an even distribution between urban and rural areas, with 50.9% identified as
urban residents and 49.1% as rural residents. Age diversity is notable, spanning from individuals under 18 years
old (7.7%) to those over 70 years old (3.4%). The largest age group is 18-29 years (26.1%), followed by 30-39
years (19.0%), ensuring perspectives from different stages of life.

Geographically, the sample captures a wide range of regional perspectives, with participants from Eastern
China (32.7%), Central China (41.6%), and Western China (25.7%). Educational backgrounds are equally
diverse, ranging from primary school and below (13.2%) to postgraduate and above (12.0%). A significant
proportion of participants hold junior school (21.2%) or graduate (20.4%) qualifications, illustrating a broad
spectrum of educational attainment.

Occupational diversity is another strength of the sample. Participants represent a variety of professional and
personal backgrounds, including state organ staft (8.9%), professionals and technical personnel (12.7%), students
(13.5%), and workers across agriculture, commercial, and service sectors. Additionally, a notable proportion of
participants are retired (8.7%), unemployed (6.4%), or domestic workers (6.2%).

This broad diversity across gender, ethnicity, residency, age, region, education, and occupation underscores
the robustness of the participant groups, providing rich and varied perspectives for the study.

Table 3 offered a descriptive account of the constructs measured in the questionnaire, as shown below.

Table 4 demonstrated the results of correlation analysis between different constructs. In case that some of the
variables may not be normally distributed, Spearman’s rank correlation analysis was adopted in this case. The
correlation coefficients and corresponding significance level are listed below.

The correlations between variables in the Table 4 illustrates an interwoven network among multiple variables.
For instance, PA not only directly affects PT and BI but is also related to PR, TOp, and TP. Similarly, PT exhibits
significant relationships with PR, TOp, TP, and BI. This complex network of relationships suggests that public
attitudes toward biometric technology constitute a multidimensional and interdependent system, where the
influence of a single variable on public attitudes cannot be viewed in isolation.

Model construction
In this study, IBM SPSS Statistics 24.0 and AMOS 24.0 were used for data processing and structural equation
model construction. Relationships among perceived availability (PA), perceived trust (PT), perceived risks

Proportion Proportion
Item Options Count | (%) Item Options Count | (%)
Male 951 |51.1 Primary school and below 246 13.2
Gender
Female 911 |48.9 Junior school 394 21.2
Han 1,675 | 90.0 Education | High school or secondary vocational school 382 20.5
Nationality Level
Ethnic minorities 187 | 10.0 eve Three-year college 238 12.8
Household | Urban resident 948 | 50.9 Graduate 379 20.4
Registration | Ryra] resident 914 | 49.1 Postgraduate students and above 223 12.0
Under 18 yearsold | 144 7.7 Staff of state organs and party-mass organizations 166 8.9
18-29 years old 486 | 26.1 Person in charge of enterprises and public institutions | 137 7.4
30-39 years old 353 | 19.0 Professional and technical personnel 236 12.7
Age 40-49 years old 292|157 Office staff 209 11.2
50-59 years old 271 146 Production persopnel of agriculture, forestry, animal 147 79
husbandry, fisheries and water conservancy
60-69 years old 253 | 13.6 Occupation Workers in the commercial and service sectors 142 7.6
Over 70 years old 63 34 Operators of equipment production and transportation | 122 6.6
Eastern China 609 | 32.7 Students and those awaiting admission 252 13.5
Central China 775 | 41.6 Unemployed and laid-off workers 119 6.4
Region Retired and former workers 162 8.7
Western China 478 | 25.7 Domestic workers 116 6.2
Other 54 2.9

Table 2. Descriptive statistics of samples.
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Var. | Mean | Median | SD Min | Ql Q3 | Max | Skewness | Kurtosis
PA 3.895 | 4.25 1.006 |1 375 |45 |5 —-1.246 0.623
PT 3.824 |4 0987 | 1 35 45 |5 -1.112 0.377
PR 3.746 |4 1.014 |1 325 |45 |5 -1.027 0.086
TOp |3.876 |4 1.064 |1 35 45 |5 -1.106 0.425
TP 3.925 | 4.25 0989 |1 375 |45 |5 -1.361 0.948
BI 3.828 | 4.125 0.996 | 1.125 | 3.625 |45 |5 -1.201 0.274

Table 3. Descriptive statistics of variables in responses.

PA PT PR TOp | TP BI
PA 1
PT 0577 | 1
PR | 0.465 |0.622 |1
TOp | 0.402 | 0.533 | 0.622 | 1
TP 0.402 | 0.404 | 043 049 |1
BI 0.455 | 0.488 | 0.443 | 0.506 | 0.454 |1

Table 4. Spearman’s rank correlation between variables. *** p <0.001.

(PR), technological optimism (TOp), technical prudence (TP), and behavioral intention (BI) to use biometric
technologies were examined. Drawing from previous studies and the theoretical foundation, this study integrates
variables that capture both enabling and deterring factors in the adoption of biometric technologies.

The structural equation model (SEM), illustrated in Fig. 1, visualizes the hypothesized relationships and their
corresponding items measured’!. Each latent construct is measured by multiple observed variables, ensuring
robust analysis through confirmatory factor analysis (CFA) and path modeling.

To assess the reliability and validity of the measurement model, we examined the factor loadings, average
variance extracted (AVE), composite reliability (CR), and Cronbach’s alpha for each construct. The results,
summarized in Table 5, indicate that the measurement model exhibits satisfactory reliability and validity.

Factor loadings, Average Variance Extracted (AVE), Composite Reliability (CR), and Cronbach’s « are critical
indicators in SEM for the assessment of the model quality.

In this study, the factor loadings (all greater than 0.5) indicate strong correlations between the indicators and
their corresponding latent variables, suggesting that the indicators adequately represent the latent variables. A
higher AVE implies that the latent variable explains a larger proportion of the variance in its indicators, reflecting
better convergent validity. The AVE values for the variables in this study are all above 0.5, demonstrating good
convergent validity—the indicators effectively capture the common characteristics of the latent variables. Higher
CR values indicate stronger correlations among the indicators. In this study, the CR values for all variables exceed
0.7, showing good internal consistency, i.e., the indicators consistently measure the latent variables. Cronbach’s
a, which ranges from 0 to 1, measures the internal consistency of indicators, with higher values indicating better
reliability. Generally, an threshold of 0.7 is considered acceptable. Accordingly, the Cronbach’s « values for all
variables in this study meet this criterion. A conclusion of good overall fit of the SEM model can be drawn from
parameters in Table 6.

Table 7 shows path coeflicients between variables included in the SEM model. Discerned from the
standardized coefficients, PA is the most important factor influencing PT. Both TP and PA have significant
impacts on PR, with TP exerting a greater influence. Regarding factors influencing BI, PT ranks among the most
influential ones, followed by TP, while PR has a negative and more moderate effect.

The results of this study confirm the positive influence of perceived availability and trust on behavioral
intention, while also highlighting the significant deterrent effect of perceived risks. Although the relationship
between perceived availability and perceived risks (RH2) and the impact of technological optimism (RH5)
were not explicitly tested, the findings provide robust support for the hypothesized effects of availability and
trust. Interestingly, the analysis revealed an unexpected positive relationship between technical prudence
and behavioral intention, challenging the initial hypothesis (RH6) and suggesting a more nuanced dynamic
where cautious users may still adopt biometric technologies if they perceive them as secure and trustworthy.
These findings contribute to a deeper understanding of the factors driving the adoption of biometric systems,
underscoring the critical roles of trust, risk mitigation, and user confidence in shaping behavioral intentions.

Governance measures for biometrics as a media in the digital Intelligence Era

Biometric information differs significantly from ordinary privacy information, as it encompasses not only
personal and property safety but also the broader implications for the future order of information dissemination.
Unlike conventional privacy concerns, biometric data involves risks that extend beyond privacy, including
potential irreversible harm that could profoundly impact both individuals and society. The nature of biometrics
prevents us from focusing merely on the surface of privacy risk control. The public must recognize and address
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Fig. 1. Structural equation model diagram.

potential financial, social, and virtual risks underneath, while improving digital literacy to navigate the challenges
of deep media ecosystems and the emerging metaverse.

Findings from this study underscore the critical role of trust and risk perception in shaping behavioral
intentions toward biometric technologies, aligning with the need to mitigate risks and foster trust we are talking
about. The construction of trust requires a multifaceted approach that not only ensures privacy protection but
also addresses broader systemic risks. In the first place, governments should play a leading role by fostering
collaboration among mass media, academic scholars, and enterprises. The establishment of specialized legal
frameworks, dissemination of knowledge, and development of targeted technologies to address vulnerabilities
can cultivate cross-sectoral partnerships to tackle the inherent challenges to this topic. This comprehensive
approach symbolized the inner demand of results from the current study, which emphasize the role of trust-
building and risk mitigation to promote the adoption of biometric technologies and ensure their responsible
integration into the social fabric.

Enhancing public trust in biometric technologies through legislation

The norms and ethics in communication have been undergoing a process of dynamic development with the
changing media environment. Various countries have issued relevant laws and regulations for the dissemination
of biometric information, but there are still cases of misappropriation, disclosure and abuses, as well as ethical
problems of discrimination. Currently, China’s legislation on facial information protection remains incomplete
and requires significant improvement. On May 1Ist, 2021, the Cyberspace Administration of China reported
that 33 social apps, navigation apps, and input method editors (IME) were found of illegal collection and abuse
of personal information. There is also an illegal industrial chain of face verification where outlaws trade videos
containing ID photos or other face information to skip the identity verification steps of online platforms and
access control systems, thus undermining others’ property and privacy’.

Increasing public trust in biometrics through legislation requires a comprehensive and thoughtful approach
that addresses the unique privacy, security, and ethical concerns associated with biometric technologies”*. First,
explicit privacy protections should not only define how biometric data can be collected, stored, processed, and
shared but also address emerging technologies such as Al-driven biometric analysis’*. These provisions must
include dynamic consent mechanisms, allowing users to update or withdraw consent as the contexts in which the
data is used evolve. Additionally, data minimization policies should explicitly incorporate assessments to ensure
corporate compliance— organizations should justify the necessity of the data collected for specific purposes.
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Factor | Items | Loadings |t AVE | CR | Cronbach’s a
PT1 0.78 39.57
PT2 0.83 41.19
PT 0.62 |0.81 | 0.77
PT3 0.79 37.58
PT4 0.77 36.08
PRI 0.82 33.77
PR2 0.79 32.65
PR 0.71 |{0.92 | 0.89
PR3 0.82 33.64
PR4 0.72 27.2
BI1 0.71 34.81
BI2 0.83 43.14
BI3 0.85 44.23
Bl4 0.84 42.51
BI 0.65 |0.93 | 091
BI5 0.84 42.5
BI6 0.81 41.13
BI7 0.82 41.42
BI8 0.82 40.14
TP1 0.82 41.37
TP2 0.82 41.1
TP 0.68 |0.91 | 0.89
TP3 0.83 37.26
TP4 0.82 38.88
PA1 0.83 42.51
PA2 0.82 42.02
PA 0.70 | 0.89 | 0.87
PA3 0.77 38.92
PA4 0.81 42.04
TOpl | 0.82 39.88
TOp 0.67 |0.88 | 0.88
TOp2 | 0.83 39.8

Table 5. Factor loadings, AVE, CR, and Cronbach’s .

Fit Index | Value | Acceptable Threshold | Threshold of Good Fit | Degree of Fit

x/df 6.035 |2-3 <2 Acceptable

GFI 0.925 | 0.7-0.9 =209 Good

RMSEA | 0.052 |0.05-0.08 <0.05 Acceptable

AGFI 0.908 |0.7-0.9 209 Good

IFI 0.963 | 0.7-0.9 209 Good

CFI 0.963 | 0.7-0.9 =09 Good

NFI 0.956 | 0.7-0.9 =209 Good
Table 6. Model Fit statistics.

Path Estimate Coeff. | S.E. | C.R. Sig. Lvl. | Standardized Coeff.

PT <-- PA 0.652 0.032 | 20.393 | *** 0.679

PT<--TOp | 0.324 0.030 | 10.851 | *** 0.339

PR<-- TP 0.519 0.040 | 13.074 | *** 0.517

PR <-- PA 0.406 0.038 | 10.823 | *** 0.414

BI <-- PR —-0.260 0.046 | =5.703 | *** —-0.245

BI<--PT 0.638 0.047 | 13.707 | *** 0.589

BI <-- TP 0.579 0.052 | 11.197 | *** 0.545

Table 7. Path coeflicients between variables. *** p <0.001.
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To strengthen data security requirements, encryption standards must align with best global practices, such
as quantum-resistant cryptography, to prevent biometric data against emerging threats. Organizations that
breach these standards should be obligated to provide remediation support, such as identity theft protection,
to affected individuals. Independent audits must also evaluate the ethical implications of biometric systems
alongside security compliance to address broader societal impacts. Moreover, incorporating best global
practices requires an international consensus on biometric data governance, especially in contexts like cross-
border data sharing. Legislation should actively engage with international organizations to harmonize standards
and address jurisdictional conflicts’>. Finally, implementing adaptive and forward-looking policies requires
the establishment of a dedicated advisory body to review and recommend legislative updates in response to
technological advancements. Additionally, innovative patterns exemplified by sandbox regulations should
incorporate clear criteria for the transition period through the full-scale deployment of tested technologies,
ensuring accountability and minimizing risks during the scaling process.

Ensuring ethical use and fairness of biometrics necessitates mandatory periodic assessments of biometric
algorithms for bias and discrimination, particularly in high-stake scenarios such as law enforcement and
employment. Strict prohibitions on misuse should include enforcement frameworks with significant penalties
to deter unauthorized surveillance and data exploitation. Moreover, promoting public awareness and education
should involve multi-stakeholder partnerships to create tailored educational programs addressing diverse
demographic needs and literacy levels, with a focus on empowering marginalized groups. Furthermore, a
more granular approach is in need for enhancing user rights. For example, individuals’ right to opt-out should
guarantee their access to comparable alternatives for biometric systems. Their right to opt for data erasure should
be strengthened by incorporating mechanisms to verify data deletion, thereby fostering user confidence in data
compliance. Oversight mechanisms should integrate real-time monitoring technologies to identify and address
regulatory breaches, and transparently report detailed accountability metrics and independent verification to
build public trust.

Monitoring the communication environment for lowering data leakage risk

Monitoring the communication environment is essential for reducing the risks associated with bioinformatics
leakage, particularly in mitigating the threats posed by deepfakes and unauthorized dissemination of biometric
data. Advanced surveillance mechanisms incorporating machine learning algorithms and digital watermarks can
analyze biometric meta-information (e.g., voice and facial features) to detect anomalies and authenticate users.
The implementation of these systems can help stakeholders, such as digital platforms and government agencies,
collaboratively address the spread of falsified biometric information to safeguard personal and property rights.
Additionally, technologies like sound anomaly recognition, when carefully deployed, can ensure the ethical use
of biometric data for specific purposes, such as safety and environmental monitoring, while preventing misuse
in precision marketing and unauthorized surveillance.

Robust monitoring mechanisms also address broader algorithmic and privacy risks by overseeing how
biometric data is processed and utilized by enterprises. This includes establishing regulations for the systematic
evaluation of biometric data to prevent its exploitation as a commercial asset and addressing practices that
contribute to pervasive surveillance environments, such as the concept of the “super-panopticon”’¢ Real-time
monitoring systems act as effective early warning mechanisms, capable of detecting data breaches, anomalies,
and unauthorized data flows, enabling rapid intervention to mitigate potential damage before it escalates.
These measures not only mitigate the risks of biometric information leakage but also strengthen public trust in
biometric technologies by promoting accountability and transparency among data operators.

Furthermore, monitoring mechanisms play a critical role in identifying and mitigating the “invisible harm”
associated with biometric communication, where users unknowingly become subjects of data manipulation,
thereby losing their autonomy”’. By highlighting algorithms that predict and exploit user behavior without
consent, monitoring mechanisms ensure users of the right for control over their biometric data. At the same time,
the mechanisms promote the ethical use of technology and mitigate the societal risks of technology dependence,
where individuals passively accept privacy invasions and technological manipulation. Coupled with efforts to
enhance digital literacy and ethical governance, monitoring systems contribute to a safer and more equitable

communication environment in the era of digital intelligence’®.

Towards a governance framework of balanced availability and security of biometrics

To address public perception and risk awareness issues of biometric technologies, policymakers should prioritize
enhancing regulation transparency, promoting ethical standards, and ensuring balanced governance. It is
essential to establish robust regulations for data utilization, dissemination, and sharing, with clearly defined
“thresholds” and “barriers” to prevent unauthorized collection and misuse of personal biometric information.
Transparent algorithms should be mandated by regulation for enterprises to disclose decision-making processes
and eliminate AI biases in exploiting biometric data, thus curtailing misuse for the construction of public trust
in biometric systems.

Governance frameworks must strike a balance between accessibility and information security by integrating
public and private interests’®. Data governance should delineate clear boundaries between public and private
data usage, ensuring technological advancements align with public welfare, while safeguarding individual
privacy. A real-time monitoring system, with support from independent regulatory authorities, can detect
and mitigate misuse as an effective early warning mechanism. Moreover, mandating external audits of data
handling practices and fostering cross-sector collaboration between governments, enterprises, and independent
organizations ensures accountability and promotes sustainable innovation in biometric applications®.

The media, apart from stakeholders such as governments and enterprises, plays a pivotal role in fostering
public awareness and mediating public trust. Serving as an intermediary between technology and society, the
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media should advocate for algorithm transparency, publicize risks associated with biometric systems, and hold
data operators accountable for ethical lapses. By facilitating dialogue within the “technology-media-society”
loop, the media plays a crucial role in promoting informed public discourse. Moreover, it harnesses a supervisory
role as the ‘Fourth Estate’®!, ensuring data governance serves social interests and maintains a balanced dynamic
between technology accessibility and security. This approach not only alleviates power imbalances but also
bolsters social cohesion and trust in the digital intelligence era.

Conclusion and future prospects

In the era of digital intelligence, biometrics has emerged as a pivotal technology with profound implications
for personal privacy, social trust, and governance frameworks. This study systematically explored the factors
influencing public perception, technology acceptance, and risk awareness of biometric technologies, while
offering three possible governance measures for addressing critical challenges of balancing technology
accessibility and information security. By identifying key influence chains for publics’ behaviour intentions and
highlighting the role of regulation transparency and collaboration among stakeholders, the current research
provides a preliminary framework for enhancing public trust and mitigating risks regarding the adoption of
biometric systems.

Findings from this study underscore the importance of transparent algorithms, robust data governance
mechanisms, and media accountability in fostering a fair and secure communication environment. Equally
crucial is the role of policymakers in delineating public-private boundaries, ensuring sustainable technological
development, and addressing the structural power imbalances inherent in a data-centric society. Through
proactive governance and ethical oversight, biometric technologies can be leveraged not only to optimize societal
functioning but also to uphold individual rights and public trust. This study contributes to the broader discourse
on digital governance, offering theoretical and practical insights that bridge the gap between technology and
society. Strategies and governance frameworks proposed in this study from an interdisciplinary view may benefit
a more equitable and intelligent digital future.

Key areas for future research include conducting in-depth investigations into the public’s perception and
acceptance of biometric technologies across different cultural backgrounds and age groups. Cultural factors
can significantly shape attitudes toward new technologies. Comparative studies across different regions will
provide a more comprehensive picture of these influence mechanisms. Research on the group of elderly people
warrants further exploration. Given the significant differences in technological acceptance and conception of
privacy between the elderly and other age groups, understanding their attitudes towards biometric technologies
is crucial and meaningful for promoting customized applications for this group, hence ensuring a more balanced
technological integration within society.

Additionally, following research may focus on how public perception and acceptance evolve when biometric
technologies are integrated with other emerging technologies, such as AI and blockchain, to help anticipate and
address potential public concerns. In certain high-security contexts, such as classified units and core financial
services, the public’s acceptance and trust in biometric technologies may be more complex. In-depth research
in these areas can provide a foundation for developing tailored technological applications and management
strategies.
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