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Abstract
Fault detection is crucial to ensure the reliability of localization systems. However, 
conventional fault detection methods usually assume that noises in the system 
have a Gaussian distribution, limiting their effectiveness in real-world applica-
tions. This study proposes a fault detection algorithm for an extended Kalman 
filter (EKF)-based localization system by modeling non-Gaussian noises as a 
Gaussian mixture model (GMM). The relationship between GMM-distributed 
noises and the measurement residual is rigorously established through error 
propagation, which is utilized to construct the test statistic for a chi-squared 
test. The proposed method is applied to an EKF-based two-dimensional light 
detection and ranging/inertial measurement unit integrated localization sys-
tem. Experimental results in a simulated urban environment show that the pro-
posed method exhibits a 30% improvement in the detection rate and a 17%–23% 
reduction in the detection delay, compared with the conventional method with 
Gaussian noise modeling.

Keywords
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1  INTRODUCTION

Gaussian noise modeling is not sufficient for developing fault detection methods:  
Fault detection is essential for localization and navigation systems in some 
safety-critical applications (Joerger & Pervan, 2016; Osechas et al., 2012; 
Pervan et al., 1998; Wang et al., 2016), for detecting the occurrence of faults in a 
system and determining the time at which faults occur (Gao et al., 2015). Fault 
detection methods can be primarily classified into model-based, knowledge-based, 
and signal-based methods (Gao et al., 2015). Among these methods, model-based 
methods, particularly statistical analysis of residuals, appear to be the most pop-
ular approach for detecting faults in localization and navigation systems (Angus, 
2006; Gao et al., 2020; Puchalski & Giernacki, 2022; Yang et al., 2013), as system 
models are usually well established and known to designers in these applications 
(Gao et al., 2015). However, conventional model-based methods often assume 
that the noises in the system have a Gaussian distribution (Hsu et al., 2017; 
Joerger et al., 2014; Osechas et al., 2012; Pervan et al., 1998; Walter & Enge, 1995). 
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For example, Walter and Enge (1995) constructed a test statistic by using the sum 
of the squares of the range residual errors, which was utilized in a chi-squared 
test to detect potential faults in pseudorange measurements. The measurement 
noise was assumed to have a multivariate Gaussian distribution for normal condi-
tions in which satellites have no malfunctions. Wang et al. (2016) designed a fault 
detection method for a navigation system based on the chi-squared test and the 
sequential probability ratio test. In their work, all system process noise and mea-
surement noise were modeled as zero-mean Gaussian distributions. Unfortunately, 
noises in the real world usually have non-Gaussian properties. Examples can 
be found in global navigation satellite systems (GNSSs) (Rife & Pervan, 2012), 
micro-electromechanical system (MEMS) inertial sensors (Hou & El-Sheimy, 
2003; Lethander & Taylor, 2023), and light detection and ranging (lidar) sensors 
(Xu et al., 2018). Thus, unrealistic Gaussian assumptions can result in increased 
false alarm rates (FARs) or degraded fault detection rates (FDRs) in real-world 
applications, limiting the reliability and effectiveness of methods aiming to pre-
vent systems from faults. 

The Gaussian mixture model (GMM) is promising but remains under-explored 
in fault detection research: The modeling of non-Gaussian noise has received 
increasing attention, and its application in the field of localization and naviga-
tion, including multi-sensor fusion, robust localization, and integrity monitoring, 
has been extensively explored (Davis & Blair, 2015; Langel et al., 2020; Rife, 2018; 
Wen et al., 2021). One of the most popular approaches is to model noises as a 
GMM, which represents a probability distribution as a weighted combination of 
multiple Gaussian distributions. Examples include works by Ali-Loytty and Sirola 
(2007), who proposed a Gaussian sum filter (GSF) method for hybrid positioning 
with non-Gaussian noises by approximating the prior density of the state as a 
Gaussian mixture, Pfeifer and Protzel (2019), who proposed a robust sensor fusion 
algorithm by adaptively tuning the GMM parameters of the noise distribution, 
and Blanch et al. (2008), Gao et al. (2022), and Yun et al. (2008), who developed 
over-bounding algorithms and derived protection levels for integrity monitoring by 
modeling measurement noises as a GMM. Nevertheless, few studies have consid-
ered non-Gaussian noises in fault detection. One example is the work by Yun et al. 
(2008), who developed a fault detection method using a GSF. In particular, the 
measurement noise was modeled as a GMM, and several parallel Kalman filters 
were developed to handle each Gaussian component. The fault detection process 
was realized by comparing the one-sided tail probability of the residual from the 
GSF with a predefined threshold. Wang et al. (2022) developed a similar algorithm, 
except that their approach involved summing the residual of each filter according 
to the mixture weight and subsequently taking the summation for a chi-squared 
test to identify potential faults. Numerical experiments have shown that these 
approaches exhibit improved detection performance compared with conventional 
Gaussian methods. However, the improvement can be attributed to at least two 
factors: 1) the difference between the GSF-based detection method and the conven-
tional detection method based on the chi-squared test; 2) the difference between 
GMM-based noise modeling and Gaussian-based noise modeling. It is challeng-
ing to differentiate whether these improvements stem from the differences in the 
detection methods themselves or from the differences in noise modeling. 

Contributions of this paper: Recently, Hashemi and Ruths (2019) proposed a fault 
detection method for a linear time-invariant control system with non-Gaussian 
noise. In their work, the residual of the observer in the linear time-invariant sys-
tem is modeled as a GMM and used to construct the test statistics for a chi-squared 
test. This architecture is consistent with the conventional Gaussian method based 
on the chi-squared test, providing valuable insights for fairly comparing the effects 
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of non-Gaussian noise modeling on fault detection problems. Inspired by their 
work, this study aims to extend the idea to fault detection problems in localiza-
tion systems with non-Gaussian noises. Specifically, we establish the relationship 
between the GMM-distributed noises and the residual in an extended Kalman fil-
ter (EKF)-based localization system. Then, we transform the residual to a variable 
whose distribution approaches a standard multivariate normal (MVN) distribu-
tion. The Mahalanobis distance from the transformed variable to a standard MVN 
distribution is taken as the test statistic for a chi-squared test to detect faults in the 
measurements. The proposed method is then applied to a localization system con-
structed by integrating lidar measurements and inertial measurement unit (IMU) 
measurements via the EKF. For a fair comparison of different detection algorithms, 
a simulated urban environment is constructed based on the three-dimensional 
(3D) simulator CARLA (Dosovitskiy et al., 2017), making it possible to simulate 
GMM-distributed noises and ensuring reproducibility of the experiments. Finally, 
we compare the proposed method with the conventional Gaussian method in the 
simulated environment, evaluating their performance for two types of measure-
ment failures. The contributions of our study are two-fold: 

1.	 A fault detection algorithm designed for GMM noises. This study presents 
a fault detection algorithm for localization systems with Gaussian mixture 
noises, including a comprehensive analysis of the relationship between noises 
and residuals, a transformation process for the residual based on the law 
of total covariance, and a chi-squared test. We prove that the measurement 
residual is a linear combination of the measurement and process noises 
and also exhibits a GMM distribution. In addition, the proposed method 
shares the same methodology as the conventional Gaussian method. Thus, 
the substantial difference in fault detection performance between these two 
methods is attributed to the difference in noise modeling, making it possible 
to fairly evaluate the effects of different noise modeling approaches on fault 
detection tasks in localization systems. 

2.	 A simulated platform for a fair comparison of fault detection algorithms. This 
study establishes a simulated urban environment based on the 3D simulator 
CARLA, which provides a fault-free environment for lidar-based localization 
systems, guaranteeing a fair comparison for different fault detection 
algorithms. In addition, this platform enables fault injection at specified time 
periods, providing a valuable tool for evaluating the detection performance for 
different types of failure in different scenarios. 

The remainder of this paper is organized as follows. Section 2 presents the fault 
detection method for a localization system with GMM noises. We first establish the 
relationship between residuals of the EKF and the multivariate GMM-distributed 
noises (Section 2.1), providing a theoretical basis for developing a transformation 
method based on GMM assumptions (Section  2.2). A fault detection algorithm 
based on the chi-squared test is then developed in Section 2.3. In Section 3, we 
apply the proposed fault detection method to an EKF-based lidar/IMU integrated 
localization system, which primarily includes the construction of the sensor plat-
form, an IMU motion model (Section 3.1), and a two-dimensional (2D) lidar mea-
surement model (Section 3.2). In Section 4, a simulated environment is constructed 
for fairly comparing the performance of fault detection algorithms, and the fault 
detection performance of the proposed method is examined in this simulated envi-
ronment for two types of measurement failures. Finally, Section 5 presents a sum-
mary of this work.
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2  FAULT DETECTION WITH GMM NOISE MODELING

In this section, we present a fault detection algorithm for EKF-based localization 
systems with noises characterized by a GMM. We first establish the relationship 
between noises in the system and the measurement residual in the EKF through 
error propagation. We prove that the measurement residual is a linear combination 
of the measurement and process noises through error propagation and that its dis-
tribution is also a GMM. A transformation method is then constructed to transform 
the residual to a variable whose distribution approaches a standard MVN distribu-
tion. Finally, we calculate the Mahalanobis distance from the transformed variable 
to a standard MVN distribution, which is taken as the test statistic for a chi-squared 
test to detect faults in the measurements.

2.1  Residual Analysis in the EKF

2.1.1  Relationship Between the Residual and Noises

A statistical analysis of residuals is vital in model-based fault detection meth-
ods for localization and navigation systems (Angus, 2006; Joerger & Pervan, 2016; 
Puchalski & Giernacki, 2022; Rife, 2013). A general measurement model in a local-
ization system can be written as follows: 

	 y xk k kh� ( ) ��� � (1)

where xk  is the system state at time k, yk  and ηηk  are the measurement and noise 
vectors at time k, respectively, and h( )⋅  is the measurement function. A general 
state propagation model can be written as follows: 

	 x x u vk k k kf� � � �� �1 1 1, , � (2)

where f ( )⋅  is the state propagation function, uk−1  is the external input at time 
k −1, and vk−1  is the process noise at time k −1.  In an EKF-based localization 
system, the propagation equations are given by the following: 

	 ( )1 1ˆ ˆ , , 0k k kf− +
− −=x x u � (3a)

	 P F P F G Q Gk k k k
T

k k k
T�

� � � � � ��� 1 1 1 1 1 1 � (3b)

where 1ˆ k
+
−x  is the estimated state at time k −1,  ˆ k

−x  is the predicted state at time k, 
Pk−1  is the covariance matrix of the estimated state given by the EKF at time k −1,  
Pk
−  is the predicted covariance matrix of the estimated state at time k, Fk−1  is the 

state transition matrix, Gk−1  is the noise Jacobian matrix with respect to vk−1,  and 
Qk−1 is the covariance matrix of vk−1.  If the EKF receives measurements yk  at 
time k, the Kalman gain Kk  is obtained by the following equation (Daum, 2005):

	 K P H H P H Rk k k
T

k k k
T

k� � � �
�� � 1

� (4)

where Rk  is the covariance matrix of ηηk .  The estimated state at time k  is obtained 
as follows: 

	 ( )( )ˆ ˆ ˆk k k k kh+ − −= + −x x K y x � (5)
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where Hk  is the Jacobian matrix of h kx� �.  The covariance of the estimated state 
is given by the following: 

	 P I K H Pk k k k� �� � � � (6)

The residual corresponding to the measurements at time k  is as follows: 

	 ( )ˆk k kh −= −r y x � (7)

By substituting Equation (1) into Equation (7) and taking the first-order Taylor 
expansion at ˆ ,k

−x  we can obtain the following: 

	 ( )ˆk k k k k
−= − +r H x x η � (8)

where Hk  is the Jacobian matrix of h( )⋅  defined with respect to xk .  By substitut-
ing Equations (2) and (3) into Equation (8) and applying a first-order Taylor expan-
sion at the point ( )1 1ˆ , , 0 ,k k

+
− −x u  we obtain the following: 

	 ( )( )1 1 1 1 1ˆk k k k k k k k
+

− − − − −= − + +r H F x x G v η � (9)

where Fk−1  is the Jacobian matrix of f ( )⋅  defined with respect to xk−1  and Gk−1  
is the Jacobian matrix of f ( )⋅  defined with respect to vk−1.  In Equation (9), 1ˆ k

+
−x  

can be obtained by either state propagation or a measurement update, as dis-
cussed below. 

(1) 1ˆ k
+
−x  is obtained by state propagation. 

In this condition, the EKF does not receive external measurements (such as lidar 
measurements). The estimated state is given by the predicted state, i.e., + −

− −=1 1ˆ ˆ .k kx x  
Therefore, we have the following: 

	 1 1 1 1ˆ ˆk k k k
+ −

− − − −− = −x x x x � (10)

By substituting Equations (2) and (3) into Equation (10) and taking a first-order 
Taylor expansion at ( )2 2ˆ , , 0 ,k k

+
− −x u  we obtain the following: 

	 ( )1 1 2 2 2 2 2ˆ ˆk k k k k k k
+ +

− − − − − − −− = − +x x F x x G v � (11)

Repeating the operation in Equations (9)–(11) yields the following: 

	 ( )
1

1 1
21 1

ˆ
m im

k k k i k m k m k j k i k i k k k
ii j

−
+

− − − − − − − −
== =

 
= − + + +  

 
∑∏ ∏r H F x x F G v G v η � (12)

where m  is the discrete time interval between the last measurement and the cur-
rent measurement. To simplify the expression, we set the higher-order terms inside 
the parentheses (i.e., terms with more than two matrix multiplications) to zero and 
obtain the following:

	 r H F G v H G vk k k k k k k k k� � � � � �� �1 2 2 1 1 �� � (13)
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(2) 1ˆ k
+
−x  is obtained by a measurement update. 

In this case, we obtain the following expression by substituting Equation (5) into 
Equation (9): 

	 ( )( )( )1 1 1 1 1 1 1ˆ ˆ ˆk k k k k k kh+ − −
− − − − − − −− = − + −x x x x K y x � (14)

By substituting Equation (1) into Equation (14) and taking the first-order Taylor 
expansion at 1ˆ ,k

−
−x  we have the following: 

	 ( )( )1 1 1 1 1 1 1 1ˆ ˆk k k k k k k k
+ −

− − − − − − − −− = − − −x x I K H x x K η � (15)

Therefore, we have the following relationship: 

	 ( )( )1 1 1 1 1

1 1 1 1 1

ˆk k k k k k k

k k k k k k k k

−
− − − − −

− − − − −

= − −

− + +

r H F I K H x x
H F K H G vη η

� (16)

If we initialize the Kalman filter at t k� �1,  we have 1 1ˆ[ ] .k kE −
− −=x x  1ˆ k

−
−x  is the 

unbiased estimator of xk−1,  and its distribution can be represented by a Gaussian 
distribution N ( , )1 0xk� �� ,  where ππ0  is the covariance matrix of 1ˆ .k

−
−x  We then 

apply the following definition: 

	 1 1 1ˆk k k
−

− − −= −e x x � (17)

with ek�1 0(0, )N �� .  Equation (16) can then be written as follows: 

	
r H F I K H e

H F K H G v
k k k k k k

k k k k k k k k

� � � � �

� � � � �

�� �
� � �

1 1 1 1

1 1 1 1 1�� ��
� (18)

As can be seen, rk  is a linear combination of ηηk ,  ��k�1,  vk1
,  and ek−1.  

Assuming that the covariance of the initial state, i.e., ππ0 ,  is considerably small, 
we have ek� �1 0.  Then, H F I K H ek k k k k� � � ��� �1 1 1 1  has only a limited impact 
on Equation (18). If we know the ground truth of xk−1  (which is possible in a 
simulation environment, as shown in Section  4), we can initialize the Kalman 
filter at t k� �1 with 1 1ˆ .k k

−
− −=x x  Then, rk  approaches a linear combination of 

ηηk ,  ��k�1,  and vk1
:  

	 r H F K H G vk k k k k k k k k��� ��� �� � � � �1 1 1 1 1 � (19)

This perfect initialization can be approximately regarded as the setting of 
1 1ˆ[ ]k kE −
− −=x x  with a very small ππ0 .

If we do not initialize the Kalman filter at t k� �1,  we can iteratively apply 
Equations (7)–(19) until the first initialization of the EKF: 

	 1 1ˆ[ ]E − =x x � (20)

We will find that rk  approaches a linear combination of v vk−1 1, ,  
and �� �� ��k k, ,1 1�   and that their coefficients are related to H H Hk k, ,1 1−  ,  
F Fk−1 1, ..., , G Gk−1 1, .. ,  and K Kk−1 1, .. .
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2.1.2  Distribution of the Residual

To focus on the development of the fault detection algorithm, we simply take 
the case that 1ˆ k

+
−x  is obtained by state propagation for further analysis and set the 

higher-order terms ( > 2) to zero. Then, Equation (13) is the final expression of the 
residual at time k. We use the following relationships: 

	 V H Gk k k� �1 1� � (21)

and: 

	 N H F Gk k k k� � �1 1 2� � (22)

Then, Equation (13) can be written as follows: 

	 r V v N vk k k k k k� � � � �� �1 1 1 2 �� � (23)

In this study, vk−1,  vk−2 ,  and ηηk  are assumed to be non-Gaussian noises, and 
we use the multivariate GMM to model them. Assuming that vk−1  and vk−2  are 
independent and identically distributed (i.i.d.), we can obtain the probability den-
sity functions (PDFs) of ηη  and v  as follows: 

	 f p
j

m

j j j�� �� ��( )x x�
�1

1

| ,� � �� � �N � (24a)

	 f p
j

m

j
v

j
v

j
v

v x x( ) �
�1

2

| ,� � �N �� �� � (24b)

where �
j

m

jp
�

�
1

1

1� ,  �
j

m

j
vp

=1

2

1� ;  m1  and m2  are the number of Gaussian modes for ηη  

and v,  respectively; pj
η  and pjv  are the mixture weights (i.e., the prior probability 

of each Gaussian mode); N �� �| ,�� ��j j
� �  and N �� �| ,�� ��j

v
j
v  are the PDFs of each 

Gaussian mode; �� j
n� � 1  and �� j

v n� 2  are the means of each Gaussian mode; 
�� j

n n� � � 1 1  and �� j
v n n� � 2 2  are the covariance matrices of each Gaussian mode; 

n1 is the dimension of the measurement noise; and n2  is the dimension of the pro-
cess noise. Inspired by the work of Hashemi and Ruths (2019), one can prove that 
rk  has a multivariate GMM distribution by applying the convolution theorem to 
the characteristic function of each component of the residual (refer to Appendix B 
for details):

	 f p
k

a

m

b

m

c

m

abc abc abcr x x( ) �
� � �1 1 1

2 2 1

| ,��� � �N �� �� � (25)

where: 

	 p p p pabc a
v

b
v

c� � � (26a)

	 �� �� �� ��abc k a
v

k b
v

c� V N� �� �1 1
� � (26b)

	 �� �� �� ��abc k a
v

k
T

k b
v

k
T

c� V V N N� � � �� �1 1 1 1
� � (26c)
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2.2  Transformation Methods

2.2.1  Transformation Based on GMM Assumptions

Section 2.1 showed that the residual is a multivariate GMM-distributed random 
variable. To align with the architecture of the chi-squared detector, we transform 
the residual to a new random variable by subtracting its total mean and subse-
quently pre-multiplying by the principal square root matrix of the total covariance 
(Hashemi & Ruths, 2019):

	 T rg k� ��� �� �1/2 �� � (27)

where µµ  is the total mean and ���1/2  is the principal square root matrix of the total 
covariance ( )ΣΣ  of the residual, respectively. According to the law of total covari-
ance (Weiss et al., 2006), µµ  and ΣΣ  are given by the following: 

	 �� ���
� � �a

m

b

m

c

m

abc abcp
1 1 1

2 2 1

��� � (28a)

	 �� �
� � �a

m

b

m

c

m

abc abc abc abc
Tp

1 1 1

2 2 1

��� � �� � �� ��� �� �� �� �� � (28b)

In Appendix C, we demonstrate that the transformed variable has a distribution 
that approaches the standard MVN distribution when each Gaussian component in 
the GMM-distributed residual has a small difference in the covariance. Therefore, 
we limit the proposed transformation method to specific applications in which the 
measurement error can be modeled by a GMM and the covariance of each compo-
nent is similar. By setting the number of Gaussian components in the GMM to one, 
the above transformation formulation can be easily extended to situations in which 
the residual is formulated as a Gaussian distribution (Da, 1994; Liu et al., 2017).

2.2.2  Transformation Based on Gaussian Assumptions

To evaluate the impact of GMM noise modeling on fault detection performance, 
we also establish a baseline transformation method that utilizes Gaussian assump-
tions for the noises. Specifically, the measurement noise ηηk

0  and the process noise 
vk

0 at time k  are modeled as zero-mean Gaussian noises as follows: 

	 �� ��k
0 00, N �� � � (29a)

	 vk v
0 00, N ��� � � (29b)

where ���0 1 1� �n n  and �� v
n n0 2 2� �  are the covariance matrices and can be 

obtained by calculating the variance of samples generated from the noise distribu-
tion in Equation (24) through a Monte Carlo simulation. Following the derivation 
in Section 2.1, the measurement residual at time k  is given by the following: 

	 r V v N vk k k k k k
0

1 1
0

1 2
0 0� � � � �� ��� � (30)
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Let ��0 1
0

1 1
0

1
0� V V N Nk v k

T
k v k

T
� � � �� ��� �� ��� ;  then, the distribution of the measure-

ment residual is given as follows: 

	 f
kr

x x0 | 0, 0
1/2( ) � N ���� � � (31)

which is a zero-mean Gaussian distribution. Similar to Equation (27), rk
0  can be 

transformed to a standard MVN-distributed random variable as follows: 

	 T rg k
0

0
1/2 0� ��� � (32)

Figure 1 plots the transformation process of the residual based on the two dif-
ferent assumptions. Obviously, the substantial difference between the two trans-
formation methods lies in the method for modeling noise. This important feature 
enables us to develop a fault detection method with GMM noise modeling that 
shares the same methodology as the conventional Gaussian method, providing a 
way to fairly evaluate the effects of different noise modeling approaches on fault 
detection tasks in a localization system.

2.3  Fault Detection Based on the Chi-Squared Test

The two transformations in Section 2.2, although different, yield a standardized 
measurement residual that is assumed to have a standard MVN distribution. The 
n1 1×  vector Tg  can be written as follows: 

	 Tg g g g nT T T� ,1 ,2 ,, , ,
1



�
�

�
� � (33)

where Tg,1,  Tg,2 , ...,  Tg n, 1
 are assumed to be mutually independent, standard nor-

mal random variables. We can construct the following test statistic tg :  

	 t T T Tg g
T

g g g g n� �T T ,1
2

,2
2

,
2

1
� � � � (34)

Because Tg,1,  Tg,2 , ...,  Tg n, 1
 are mutually independent, tg  follows the 

chi-squared distribution with n1  degrees of freedom (DOFs). From another per-
spective, Equation (34) represents the square of the Mahalanobis distance of Tg  
from the standard MVN distribution, which is known to have the same chi-squared 
distribution. Similarly, we can construct the test statistic tg0  in the context of the 
Gaussian assumption as follows: 

	 tg g g
T0 0 0= T T � (35)

FIGURE 1 Transformation methods based on GMM assumptions and Gaussian assumptions
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Before performing the hypothesis test with the constructed test statistic, we give 
a brief introduction to the chi-squared distribution. Its cumulative distribution 
function is given by the following: 

	 F x k
k x

k
( );

,  2 2

2

�
� � �

� ��
� (36)

where � ( )�  is the lower incomplete gamma function, �( )�  is the gamma function, 
and k  is the DOF. For a certain value of TD∈,  the probability of the chi-squared 
statistic being less than TD  is given by P x TD F TD k( ) ( )< ;= ,  and the associ-
ated p-value is given by 1 ;− F TD k( ).  The value of TD  and the corresponding 
p-value are interrelated, and their association can be determined from tables of 
the chi-squared distribution (Fisher & Yates, 1953). The chi-squared test for fault 
detection associated with the test statistic tg  at a given significance level α  is as 
follows: 

	 H t TDg1 : > α � (37a)

	 H t TDg0 : � � � (37b)

where TDα  is determined by the following: 

	 P t TD Hg( )> | 0� �� � (38)

A similar hypothesis test can be conducted with the test statistic tg0 ,  which is 
defined by the similar formulations in Equations (37)–(38) and is omitted for the 
sake of clarity. For convenience, we denote the fault detection method based on tg  
as the total Gaussian–GMM method, and we denote the method based on tg0  as 
the Gaussian method. 

In Equation (38), the significance level α  can also be interpreted as the desired 
FAR in the context of fault detection when the assumption that Tg  has a standard 
MVN distribution is valid. However, this assumption is unrealistic in real-world 
applications. For example, the GMM cannot perfectly model the non-Gaussian 
noises in lidar measurements. Furthermore, the elements in the residual vector 
could be correlated, which violates the assumption and eventually results in deg-
radation of the fault detection performance. Therefore, some criteria must be met 
to examine the real performance of the fault detection results. In this study, two 
criteria, the FAR and FDR in a period, are formulated as follows: 

	 FAR
n

n n
FP

FP TN
�

�
� (39a)

	 FDR
n

n n
TP

TP FN
�

�
� (39b)

where nTP  is the number of faulty events that are classified as faulty (true pos-
itive), nTN  is the number of fault-free events that are classified as normal (true 
negative), nFP  is the number of fault-free events that are classified as faulty (false 
positive), and nFN  is the number of faulty events that are classified as normal (false 
negative).
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3  APPLICATION IN AN IMU/LIDAR INTEGRATED 
LOCALIZATION SYSTEM

This section presents the application of the proposed fault detection in an IMU/
lidar integrated system. The architecture of the fault detection process in the local-
ization system is illustrated in Figure 2. A lidar/IMU integrated localization system 
is constructed by utilizing EKFs (Daum, 2005), where the state propagation equa-
tion is constructed from the kinematic model of the IMU motion and the measure-
ment function is constructed by matching the extracted line features from seven 2D 
lidar points to the plane in the prior map. Notably, 2D lidars possess fewer moving 
parts and components, making them more reliable and easier to maintain in com-
parison to 3D lidars. This characteristic not only helps to prevent hardware faults 
but also simplifies the development and evaluation of fault detection methods. 
In addition, 2D lidars are low-cost but can only provide limited ranging measure-
ments. As a result, it is of great importance to reliably detect faulty measurements 
from 2D lidars. In this EKF-based localization system, the process and measure-
ment noises are modeled as a multivariate GMM. In Section 2, the nominal resid-
ual (defined as the residual of a fault-free system) was proven to be a multivariate 
GMM. Therefore, we leverage the law of total covariance to transform the resid-
ual into a variable whose distribution approaches a standard MVN distribution. 
Finally, we calculate the Mahalanobis distance from the transformed variable to a 
standard MVN distribution, which is taken as the test statistic for a chi-squared test 
to detect faults in the measurements.

FIGURE 2 (a) Architecture of fault detection in the lidar/IMU integrated localization 
system; (b) sensor platform of the localization system; Ele: elevation angle
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The sensor platform of the localization system is shown in Figure 2(b), where 
an IMU is placed at the chassis and seven 2D lidars are distributed around the 
vehicle. The center location and the elevation angle of each lidar in the IMU frame 
( ){ }I  are given in the embedded table. Instead of defining seven lidar frames for 
each 2D lidar, for clarity, we only define a single lidar frame ( ){ }L  that is fixed at 
the center of the fourth lidar. Because the seven 2D lidars have similar measure-
ment models, such a definition can more clearly illustrate the main idea without 
a loss of generality. Following this definition, we denote  

L
Ip  as the translation 

from { }I  to { }L  and  
L

Iq  as the rotation (the rotation matrix is ILR)  from { }I  to 
{ }L .  

I
Lp  and LI R  are extrinsic calibration parameters calibrated in the setup stage 

of the system. Note that the extrinsic calibration parameters for each 2D lidar are 
different and are affected by the center location and the elevation angle of the 2D 
lidar plane. 

The state vector x  of the system is defined as follows: 

	 x p v q b b�    , , , ,G
I
T G

I
T I

G
T

a
T

g
T T

�� �� � (40)

where  
G

Ip  and  
G

Iv  are the position and velocity vectors of the IMU frame ({ })I  
in the world frame ({G}), respectively,  ,  , ,I

G w x y z
T

q q q qq � �� ��  denotes the rota-
tion from {G} to {I} in terms of quaternions, and baT  and bg

T  are biases of the 
accelerometer and gyroscope measurements, respectively. In addition, the rota-
tion matrix associated with  

I
Gq  is denoted by GI R.  The world frame is fixed at the 

center of the pre-built point cloud map in the east–north–up coordinate system. 
For clarity, all symbols used in this chapter are listed in Appendix A. The follow-
ing sections briefly introduce the motion model and the measurement model of 
the IMU/lidar integrated system and, more importantly, determine the exact form 
of F, G, and H, which are used to construct the test statistic for the fault detec-
tion process.

3.1  Motion Model

The kinematic model of the IMU motion in {G} is adopted to propagate the vehi-
cle state (Lefferts et al., 1982). The discrete-time state propagation equation is given 
by the following: 
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where ∆t  is a short time period;  , 1
G

I kp − ,   1
G

kv − ,   , 1
I

G kq − ,  ba k, 1− ,  and bg k, 1−  are 
system states at the discrete time k −1;  am k, 1−  and wm k, 1−  are the acceleration 
and gyroscope measurements, respectively; na  and ng  are the noises of the accel-
eration and gyroscope measurements, respectively; nwa  and nwg  are zero-mean 

Gaussian white noise; v n n n nk a
T

g
T

wa
T

wg
T T

�
�� ��1 , , ,�  is the process noise vector at 
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time k −1;  1
ˆG

I k−R  represents the estimation of the vehicle orientation at time k −1; 
and �� [�]  is a 4×4 skew symmetric matrix: 

	 �� [ ]
[ ]

w
w w
w

�
�

�

�

�
�
�

�

�
�
�

�  
0T � (42)

where [ ]� �  denotes the standard vector cross-product. 
By linearizing Equation (41) with respect to xk−1  and vk−1,  we can obtain the 

state transition matrix Fk−1  and the noise Jacobian matrix Gk−1  as follows: 

	 ( ) ( ) , 1 , 1  , 1 , 1

, 1 , 1

1 2
3 3 12

3 1
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where ( ) , 1 , 1

 , 1

ˆ ,I
G k m k

I
G k

g − −

−

∂

∂

q w

q
 and ( ) , 1 , 1

, 1

ˆ ,I
G k m k

GI k

g − −

−

∂

∂

q w

w  are derived in Appendix E.2.

3.2  Measurement Model

The laser scan plane of a 2D lidar intersects with several planes. The intersection 
is called a line segment, which is fitted by a set of 2D lidar points, as shown in 
Figure 3(a). We adopt the method of Pfister et al. (2003) to extract line segments 
from raw 2D lidar measurements and find their associated planes. Details are pro-
vided in Appendix D.2. The 2D lidar measurement model is constructed by find-
ing the shortest vector in the laser scan plane from the origin of {G} to the plane 
(Hesch et al., 2010; Zhao & Farrell, 2013), as illustrated in Figure 3(b). Assuming 
that the laser scan plane is intersected by plane Πi  at line  

L
i��
�  in {L}, we can 

find the shortest vector   
L

i i
L

ix � � ��  in the lidar scan plane from the origin of {L} 
to Πi ,  where  

L
iξξ  is the unit vector, ρi  is the length of  

L
ix ,  and the point M  

is the intersection of  
L

ix  and  
L

i��
� .  The laser beam  

L
ix  in the scan laser plane 

can be represented by ranging and bearing parameters ( )� �i i,  in the polar coor-
dinate system, as shown in Figure 3(c). Alternatively,  

L
ix  can also be written as 

   0L
i i i i i

Tx � � � � �cos sin�� ��  in {L}. The shortest vector from the origin of {G} to 
plane Πi  is denoted by diG i ππ  and is intersected by Πi  at point N, where  

G
iππ  is the 

normal of the plane in {G} and di  is the length of diG i ππ .  The vector from M to N in 
{G} is denoted by  

G
it .  The measurement model can be written as follows:

	 � � �i
i

i
L

i

i

i ih d
a
a

� �1  
2

1
( ) arctanx � � ��

�
��

�

�
�� �

 sgn � (44a)
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Ld d� � �� �   �� p R p � (44c)

	   1 2 3, ,L
i G

L G
i

i i i T
a a aa R� ��� �� �� � (44d)

where the i-th measurement y i i i
T

� � �,�� ��  gives the ranging and bearing parame-
ters associated with the shortest vector in the laser plane intersected by Πi ,  φi  and 
ρi  are measurement noises, and sgn( )⋅  is the sign function. Details are provided 

in Appendix D.1.
Let h h hi

k
i

k
i

k
T

( ) ( ) ( )x x x� 1 2 �� ��  be the measurement function of the i-th mea-

surement at time k, ��i k i k i k
T

, , , � 

� ��� ��  be the associated measurement noise, 
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k I I G a g
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x p v q b b  be the predicted state, and Hk
i  be the Jacobian 

matrix of hi k( )x  defined with respect to xk  and evaluated at ˆ :k
−x  
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x
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As proven in Appendix E.3, Hk
i  is given by the following:
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where: 
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FIGURE 3 (a) A demonstration of extracting line segments from 2D lidar points; (b) a 
schematic for constructing the 2D lidar measurement model by finding the shortest vector in the 
laser scan plane from the origin of {L} to plane Πi; (c) laser plane with the polar coordinate system
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For multiple measurements y y y yk k
T

k
T

n k
T T

� 1, 2, ,, , ,�� ��  at time k, the measure-
ment function is written as follows: 

	 y xk k kh� ( ) ��� � (48)

where: 

	 h h h hk k
T

k
T n

k
T T

( ) ( ) ( ) ( )x x x x� 1 2, , ,�� �� � (49a)

	 �� �� �� ��k k
T

k
T

n k
T T

� 1, 2, , ,, , ,�� �� � (49b)

and n  is the total number of measurements at time k. Then, the Jacobian matrix of 
h k( )x  can be written as follows: 

	 H H H Hk
T

k k k
n TT T T� 1 2, ,�� �� � (50)

It is worth noting that the linearization process presented here differs from that 
of Hesch et al. (2010) and Zhao and Farrell (2013). In this work, we linearize the 
measurement function at the nominal state in terms of the position vector and 
quaternion, as shown in Equations (E27) and (E41) in Appendix E.3, which is 
more direct and intuitive than the approach in which linearization is performed in 
the error state (Hesch et al., 2010; Zhao & Farrell, 2013). In addition, linearization 
at the nominal state is beneficial for establishing clear relationships between the 
measurement noise and the state and between the measurement noise and the 
residual, both of which are shown in Section 2.1.

4  NUMERICAL EXPERIMENTS

4.1  Construction of the Simulation Platform

In this study, we build a simulated urban environment based on the 3D simulator 
CARLA (Dosovitskiy et al., 2017). Through automatic and manual checking, we 
can create a fault-free scenario in the simulated environment and inject specified 
faults at a specified time. The main reasons for constructing the simulation plat-
form are listed below: 

1.	 The measurement noise of lidars is uncontrollable in the real world. To simulate 
GMM-distributed noises and ensure reproducibility of the experiments, it is 
crucial to have a fully controllable environment to examine the performance 
of the proposed method. 

2.	 Faults in real data sets are unpredictable. To the best of our knowledge, no 
method can always detect all faults. To control the fault types and the time 
at which faults occur, it is essential to use a simulation tool to intentionally 
generate faults of interest at a given time. 

Snapshots of the constructed simulation platform are shown in Figure 4. The 
simulated vehicle is equipped with seven 2D lidars and a simulated IMU sensor, 
as shown in Figure 4(b). The measurements of 2D lidars are simulated by ray-cast 
technology, which can accurately reflect the real position of the point hit by each 
laser beam. Users can include additional noise in the 2D lidar measurements. 
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The simulated sensors can directly output readings of physical parameters (such 
as angular velocity and acceleration) of the vehicle through CARLA. Additional 
noises are incorporated into the readings with customized configurations, eventu-
ally simulating the IMU sensor. In the experiment, the noise from 2D lidar measure-
ments and IMU measurements is configured to be multivariate GMM-distributed. 
The detailed configuration will be described in Section 4.2. Recall from Section 3.2 
that the 2D lidar measurement model requires pre-stored plane information. In 
the simulated platform, it is much easier to extract this information without intro-
ducing additional errors. We accomplish this by exporting the 3D objects in the 
simulated environment to Blender (Blender Optimization Community, 2018), an 
open-source 3D modeling and rendering software, to extract the faces of all objects 
of interest, such as buildings, walls, and roads. As shown in Figure 4(c), the face 
(plane) information, including the normal, center, and vertices, can be accurately 
extracted by automatic operation and manual checking in Blender.

4.2  Experimental Setup

Based on the constructed simulation platform, a ground vehicle is programmed 
to move along the track in Figure 4(a) at a constant speed of 30 km/h. The oper-
ation time is 57 s, and the length of the trajectory is 314.3 m. Figure 4(a) presents 
the simulated trajectory. In the experiment, the output frequency of the lidars is 
10 Hz, and lidar measurement noises are configured to have a multivariate GMM 
distribution. To set the covariance of the 2D lidar measurement noises, we refer 
to the research conducted by the team from Nagoya University (Carballo et al., 
2020), which evaluated the performance of mainstream lidar products. They found 
that the root-mean-square error of the ranging measurements varies roughly from 
0.01 m to 0.08 m within a measured distance of 100 m. Because the bearing mea-
surements can be directly obtained by referring to the rotation frequency of the 
lidar, we assume that the noise of the bearing measurements is relatively small. 
In this study, we use the GMM to set the distribution of the measurement noise 

FIGURE 4 Simulated platform 
(a) The simulated urban environment is constructed based on CARLA, where the designed track 
of the ground vehicle is marked as the red line. (b) The simulated vehicle moves along the road by 
manual control or programmed control. (c) All faces of 3D objects in the simulated environment 
can be extracted and accurately represented by Blender with semi-automatic checking.
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��i i i
T

� 

� �,�� �� .  The PDF of the noise ηηi  in each 2D lidar measurement is given by 
the following: 
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where the bearing noise is set as zero-mean Gaussian with a standard deviation 
of 0.0003 rad and the range noise is determined by p  = [ ]p p1 2, ,  �� � �� �1 2, ],  and 
�� � �� �1 2, ]. In this experiment, we evaluate four settings for p, µµ,  and δδ ,  as 
shown in Table 1. Taking the noise setting N1 as a baseline, we explore scenarios 
in which the difference between mixture weights is reduced (N2), the separation 
between components is decreased (N3), and the disparity between the variance of 
the components is reduced (N4). The PDFs of the range noises in the four settings 
are displayed in Figure 5. In addition, a degraded case for which the range noise is 
generated from a Gaussian distribution is also evaluated, as presented in Table 1. 

In this study, we assume that each lidar measurement is mutually independent. 
Therefore, for n  lidar measurements, the PDF of the noise can be expressed as 
follows: 

	 f p

n

�� ( )
0

0
,

0

0
1

2 1

1

1

�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
��

�

�

�
�

�

� N �
�

� � �
�

M

M ���
�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
�

�

�

�
�
��

�

�

�
�
��

�

p

n

2

2 1

2

2

0

0
,

0

0
N �

�
� � �
�

M

M
� (52)

where M1  and M2  are the covariance matrix of each Gaussian component in the 
single-measurement case, as shown in Equation (51). In contrast, the PDF of the 

TABLE 1
Settings for Range Noises of Lidar Measurements

Noise Setting Mixture p Mean μ (m) Std. δ (m) 

N1 [0.9, 0.1] [–0.01, 0.03] [0.02, 0.06]

N2 [0.8, 0.2] [–0.01, 0.03] [0.02, 0.06]

N3 [0.9, 0.1] [0.00, 0.03] [0.02, 0.06]

N4 [0.9, 0.1] [–0.01, 0.03] [0.03, 0.04]

Gaussian - 0 0.03

FIGURE 5 Distribution of range noises for 2D lidar measurements in four GMM settings
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process noise v n n n n� a
T

g
T

wa
T

wg
T T

, , , 12�� �� �  is set as a zero-mean multivariate 
Gaussian distribution with the parameters shown in Table 2, which are simulated 
based on a MEMS-based IMU (Analog Devices, 2018). The output frequency of the 
simulated IMU is 100 Hz.

In the EKF setting, we use a perfect initial pose to initialize the EKF. In other 
words, the EKF is assumed to be converged at the initialization and will con-
tinue being converged in the following time steps if fault-free measurements are 
received. Although this is a strong assumption, it is applicable in the simulated 
environment. By making such an assumption, we can focus on the analysis of the 
residual instead of the convergence of the localization solution. In this study, the 
standard deviation of the estimated position is set to be 0.05 m, and the estimated 
orientation represented by quaternions is set as 0.02 at time k. To set R  and Q, we 
calculate the total covariance of ηη  and v  and set their non-diagonal elements 
to zero. 

In this study, we conducted simulations for two types of single-measurement 
failure, step failure and slope failure, to examine the fault detection performance 
across varied scenarios. The coefficients relating to these failures are listed in 
Table 3. In particular, the slope failure denotes a fault characterized by an escalat-
ing magnitude over time (Wang et al., 2016).

4.3  Localization Performance

In the fault-free simulated environment, we examine the localization perfor-
mance of the proposed lidar/IMU integrated localization system. Figure 6 presents 
the absolute translation error of the positioning results under five different settings 
of measurement noise. It is obvious that the localization performance remains rel-
atively consistent across all noise settings. Throughout most epochs, the absolute 
translation error is below 0.1 m. In addition, the mean absolute translation error is 
approximately 0.06 m throughout the entire period. However, the absolute trans-
lation error shows an increase during the periods of 23–30 s and 45–48 s, coincid-
ing with the vehicle’s significant turns, which are depicted in the thumbnail of 

TABLE 2
IMU Parameters

Sensor Parameter Value 

Gyroscope
Bias 2 °/h

Noise 0.15 °/ h

Accelerometer
Bias 3.6 μg

Noise 0.012 m s h/ /

TABLE 3
Lidar Range Measurement Failure Coefficients

Failure Type Group Coefficient Value Failure Time 

Step failure
A1 Amplitude 0.1 m

4–20 s
A2 Amplitude 0.25 m

Slope failure
B1 Rate 0.05 m/s

34–44 s
B2 Rate 0.1 m/s
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Figure 6. This occurrence can be attributed to the lack of features at the turning 
locations, resulting in an insufficient number of measurements and, thus, poor 
observability (Joseph & Murthy, 2019; Sanandaji et al., 2014). Additional sensors, 
such as cameras and radars, can be employed to capture environmental informa-
tion to improve the localization performance at these locations. However, such 
enhancements fall beyond the scope of this work.

4.4  Fault Detection Performance

In the experiment, we evaluate the fault detection performance of the proposed 
method with five settings of measurement noise: four settings are generated from 
a multivariate GMM distribution, and one setting represents a degraded case in 
which the measurement noise is generated from a Gaussian distribution.

4.4.1  Step Failure Detection Analysis

Table 4 shows the fault detection results for a step failure when the desired 
FAR α  is set as 0.05. In group A2, the FDR of the proposed total Gaussian-GMM 
method for each noise setting exceeds 85%, which is significantly larger than that 
of the Gaussian method. In particular, for the N2 noise setting, the FDR of the total 
Gaussian-GMM method surpasses that of the Gaussian method by 30%, showing 
the most substantial improvement among all noise configurations. As shown in 
Section 4.2, N2 represents the scenario in which the difference between mixture 
weights is reduced compared with the baseline setting N1, suggesting that the 
influence of the Gaussian component with a large variance on the noise distribu-
tion is amplified. Compared with the Gaussian method, the total Gaussian-GMM 
method can effectively capture such changes in the characteristics of the noise dis-
tribution, thereby exhibiting better detection performance. Nevertheless, the pre-
eminence of the total Gaussian-GMM method in terms of the FDR is accompanied 
by the concession of an ascending FAR. In all noise settings, the FAR of the total 

FIGURE 6 Absolute translation error of the positioning results in the fault-free simulated 
environment
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Gaussian-GMM method increases slightly but is still comparable to the desired 
FAR ( ).� � 0.05  Because reducing the missed detection rate is typically prioritized 
over false positives for multi-sensor navigation systems, it may be acceptable to 
sacrifice the FAR to a certain extent. 

In group A1, both methods yield a substantially lower FDR compared with that 
in group A2. This result occurs because the amplitude of the injected faults in group 
A1 is notably smaller than that in group A2, thereby hindering the ability of both 
methods to detect a fault. Despite this challenge, the total Gaussian-GMM method 
still exhibits a distinct advantage in detecting faults, showing a much higher FDR 
than the Gaussian method. This result implies that the total Gaussian-GMM method 
has greater sensitivity to small faults. For the degraded case in which the measure-
ment noise is generated from a Gaussian distribution, the total Gaussian-GMM 
method exhibits the same performance as the Gaussian method, as anticipated. 
The detection results for � � 0.01  and � � 0.001  are listed in Appendix F; both sets 
of results concur with the findings outlined in Table 4. 

Figure 7 displays statistic curves and diagnosis results for the two methods with 
the N1 noise setting for step failure (group A2). The number of valid line mea-
surements from the lidars is also plotted in the figures, and the chi-squared test is 
only applied when the number of line measurements is no less than 12. As can be 
seen, the chi-squared statistics of the total Gaussian-GMM method substantially 
exceed those of the Gaussian method over the failure period of 4–20 s. In addi-
tion, the diagnosis results show that the total Gaussian-GMM method switches less 
frequently between fault and normal states within the failure period, suggesting 
that the total Gaussian-GMM method is more stable in fault detection tasks with 
step failures.

4.4.2  Slope Failure Detection Analysis

The detection results for a slope failure are listed in Table 5, where the delayed 
time refers to the interval between the commencement of the fault injection 
and the first stable detected epoch (i.e., the subsequent diagnosis consistently 
declares a fault throughout the remaining injection period). In group B1, the total 
Gaussian-GMM method demonstrates a greater sensitivity to slope failure than the 
Gaussian method. For the N1, N2, and N4 noise settings, the detection delay for 

TABLE 4
Statistical Results of FAR and FDR for a Step Failure (α = 0.05)

Range Noise Setting
Failure 
Group

Total Gaussian-GMM Method Gaussian Method

FAR (%) FDR (%) FAR (%) FDR (%) 

N1
A1

7.26
21.88

5.03
20.00 

A2 94.38 78.13

N2
A1

6.70
23.13

3.63
17.50 

A2 85.00 65.63

N3
A1

5.87
21.25

5.59
20.63 

A2 96.25 92.50

N4
A1

2.79
20.00

2.51
15.00 

A2 85.00 73.75

Gaussian N (0, 0.032)
A1

3.07
18.75

3.07
18.75 

A2 93.13 93.13
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the total Gaussian-GMM method is reduced by 17%–23% compared with that of 
the Gaussian method. Note that the delayed times for the two methods are the 
same for the N3 noise setting, in which there is a small separation between com-
ponents. Recalling the transformation method based on the law of total covariance 
in Section 2.2.1, it is obvious that the second term of the total covariance tends 
to be zero if all components have a similar mean. In such cases, the total cova-
riance of the GMM distribution approaches the variance of the fitted Gaussian 
distribution; consequently, the two fault detection methods will exhibit similar 
performance. This phenomenon is also verified in the step failure experiments 
under the same noise setting (N3), where the total Gaussian-GMM method exhib-
its only a 3% and 4% increase in FDR compared with the Gaussian method for 
groups A1 and A2, respectively. Similar observations are made for group B2, with 

TABLE 5
Delayed Time of Fault Detection for a Slope Failure (α = 0.05)

Range Noise Setting Failure Group
Total Gaussian-
GMM Method

Gaussian Method 

N1
B1 3.5 s 4.6 s 

B2 1.8 s 1.9 s 

N2
B1 4.2 s 5.3 s 

B2 2.1 s 2.6 s 

N3
B1 3.3 s 3.3 s 

B2 1.7 s 1.7 s 

N4
B1 4.3 s 5.2 s 

B2 2.2 s 2.8 s 

Gaussian N (0, 0.032)
B1 5.3 s 5.3 s 

B2 1.8 s 1.8 s

FIGURE 7 Fault detection results for (a) the total Gaussian-GMM method and (b) the 
Gaussian method with the N1 noise setting for a step failure (group A2) 
In the diagnosis result plot, “1” indicates a fault, and “0” indicates normal. The failure period is 
4–20 s, which is marked by the shaded area.
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the total Gaussian-GMM method generally exhibiting a shorter delayed time than 
the Gaussian method. For the Gaussian noise setting, the total Gaussian-GMM 
method degrades to the Gaussian method, yielding the same delayed time. 

The statistic curve and diagnosis result for the N1 noise setting with slope failure 
(group B1) are depicted in Figure 8. It can be observed that the chi-squared statis-
tics of both methods consistently rise during the failure period at 34–44 s because 
the magnitude of the fault increases with time. One distinct difference between the 
two methods can be observed in the diagnosis curve: the diagnosis state of the total 
Gaussian-GMM method switches more frequently during the unstable period than 
that of the Gaussian method, indicating that the total Gaussian-GMM method is 
more sensitive to small faults. However, such sensitivity will lead to an increase in 
false detection epochs during the normal period.

5  CONCLUSION

This study proposes a fault detection method for an EKF-based localization sys-
tem with GMM noises. The measurement and process noises are modeled as a 
multivariate GMM distribution, and the residual of the EKF is derived as a linear 
combination of these noises, which is shown to be multivariate GMM-distributed. 
Based on the law of total covariance, the residual is transformed into a variable 
whose distribution approximates a standard MVN distribution. The Mahalanobis 
distance from the transformed variable to a standard MVN distribution is calcu-
lated and taken as the test statistic for a chi-squared test to detect potential faults. 
The proposed fault detection method is then applied to a lidar/IMU integrated 
localization system based on the EKF, where the measurement function is con-
structed by fitting line measurements from seven 2D lidar points to the plane and 
state propagation is achieved by a kinematic model of IMU motion.

FIGURE 8 Fault detection results for (a) the total Gaussian-GMM method and (b) the 
Gaussian method with the N1 noise setting for a slope failure (group B1) 
In the diagnosis result plot, “1” indicates a fault, and “0” indicates normal. The failure period is 
34–44 s, which is marked by the shaded area.
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In a simulated urban environment constructed via the 3D simulator CARLA, 
we examined the detection performance of the proposed method for two types of 
measurement failures, assessing each under four types of GMM noise settings. In 
the step failure experiment, the FDR of the proposed total Gaussian-GMM method 
surpassed that of the conventional Gaussian method by up to 30%, demonstrating 
the effectiveness of the proposed method in detecting small faults. In addition, 
the detection delay for the total Gaussian-GMM method was reduced by 17%–23% 
compared with the Gaussian method for three of the four noise settings in the slope 
failure experiment, demonstrating the greater sensitivity of the proposed method 
to a gradually changing failure. Because the total Gaussian-GMM method shares 
the same fault detection methodology as the Gaussian method, the difference in 
detection performance between the two methods is attributed to the difference 
in noise modeling. Therefore, the experimental results suggest that GMM-based 
noise modeling is beneficial for fault detection tasks in localization systems with 
non-Gaussian noises, motivating further research in this direction.

This study has several limitations, which also point out future research direc-
tions. In deriving the relationship between the residual and noises, we ignored 
higher-order terms to reduce the computation load. However, this approximation 
underestimates the uncertainty of the residual, thereby increasing the probabil-
ity of false detection events in the fault detection task. For integrity applications, 
some integrity and continuity budgets should be allocated to risks associated with 
ignoring higher-order terms. A possible solution is to determine the bounding rela-
tionship between higher-order terms and to then scale the lower-order terms to 
compensate for the effects of higher-order terms on the uncertainty of the residual. 
In addition, we assume that the transformation method based on the law of total 
covariance can transform the GMM-distributed residual to a variable whose distri-
bution approaches a standard MVN distribution. However, this assumption holds 
only when each Gaussian component in the GMM-distributed residual has a small 
difference in the covariance. This constraint is satisfied in the lidar/IMU integrated 
system. However, when the measurement noise exhibits significantly heavy tails, 
the transformation method cannot guarantee similarity, thereby hindering the 
performance of the proposed fault detection algorithm. Further efforts should be 
made to develop an advanced transformation method to ensure similarity between 
the transformed distribution and the standard MVN distribution, widening the 
application of non-Gaussian fault detection algorithms in other localization sys-
tems, such as GNSS/IMU integrated systems. Moreover, this study focuses on the 
detection of single-measurement failure. Future work can extend the proposed 
fault detection algorithm to multiple-fault detection problems by adopting exhaus-
tive search or greedy search algorithms as reported by Blanch et al. (2015). Last but 
not least, this study gives little concern to the effects of the geometrical configura-
tion of 2D lidars on state estimation and fault detection performance. For practical 
purposes, future research could investigate the optimal geometrical configuration 
based on the simulated platform constructed in this study.
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APPENDIX A  NOTATION

TABLE A1
Description of Symbols and Operators

Sym.1 Description Sym. Description

Symbols in sensor platform and motion model

 
G

Ip Translation vector from {I} to {G} I
GR Rotation matrix from {I} to {G} 

 
G

Iv Velocity of {I} frame in {G} frame  
L

Ip Translation vector from {I} to {L} 

 
I

Gq
Rotation from {G} to {I} in 
quaternions  

L
Iq

Rotation from {I} to {L} in 
quaternions 

ba Accelerometer measurement bias I
LR Rotation matrix from {I} to {L} 

bg Gyroscope measurement bias am Accelerator measurement 

aGI Acceleration vector of {I} w.r.t.2 {G} wm Gyroscope measurement 

wGI Angular velocity of {G} w.r.t. {I} ΣΣa Covariance of na  

na Accelerometer measurement noise ΣΣg Covariance of ng  

ng Gyroscope measurement noise ΣΣwa Covariance of nwa  

nwa Noise related to ba ΣΣwg Covariance of nwg  

nwg Noise related to bg

Symbols in lidar processing

Πi i-th plane  
L

ix
Shortest vector in scan plane 
from {L} to Πi

 
G

iππ Normal of plane Πi  in {G} di
Shortest distance from {G} 
to plane Πi  

 
L

Lz Normal of the lidar scan plane  
L

iξξ Unit direction vector of  
L

ix

 
L

id     
L

i i
G

i
T G

I I
G I

Ld d� � �� ��� p R p ρi Length of  
L

ix  

 
L

ia   1 2 3, ,L
i G

L G
i

i i i T
a a aa R� ��� �� �� φi

Angle made by  
L

ix  and the 
polar axis 

Symbols in EKF-based localization

xk State vector at discrete time k vk Process noise at time k
ˆ k
−x Predicted state at discrete time k uk Measurement from IMU at time k

ˆ k
+x Estimated state at discrete time k Pk

− Predicted covariance of estimated 
state by EKF at time k

n Number of measurements Qk Covariance of vk

Pk
Covariance of estimated state by 
EKF at time k 

Kk Kalman gain at time k

Fk State transition matrix at time k Gk Noise Jacobian matrix at time k

(Continued)

https://doi.org/10.1109/CCA.2013.6662778
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Sym.1 Description Sym. Description

yi k, i-th measurement at time k ηηi k, Noise of i-th measurement at time k 

yk Measurements at time k ηηk Measurement noise at time k

hi k( )x
Measurement function associated 
with xk  and yi k,

Hk
i Jacobian matrix of hi k( )x  

h k( )x
Measurement function 
associated with xk

Hk Jacobian matrix of h k( )x  

Symbols in residual analysis and fault detection

rk Residual w.r.t. measurements at k f�� ( )� PDF of the measurement noise ηη  

m1 Number of Gaussian modes in ηη fv ( )⋅ PDF of the system noise v 

m2 Number of Gaussian modes in v f
kr

( )⋅ PDF of the residual rk  

Tg
Transformation of rk  based on 
GMM assumptions

tg  
Test statistic of rk  based on GMM 
assumptions

Tg
0 Transformation of rk  based on 

Gaussian assumptions
tg0  

Test statistic of rk  based on 
Gaussian assumptions

Operators

[ ]� � Standard vector cross-product × Standard vector cross-product 

⋅ Vector dot product * Convolution operator 
1 Sym: Symbol
2 w.r.t.: with respect to 

APPENDIX B  DISTRIBUTION OF THE RESIDUAL

Equation (23) shows that rk  is a linear combination of independent random 
variables V vk k− −1 1,  N vk k− −1 2 ,  and ηηk .  Therefore, the PDF of rk  is the convolu-
tion of the PDF of these random variables, which can be written as follows: 

	 f f f f
k k kr V v N v�

� �
� �

1 1 �� � (B1)

where *  is the convolution operator. Because vk−1  and vk−2  are assumed to be 
i.i.d., we drop the time index in the above equation. The characteristic functions of 
rk , ηη,  and v  are given as follows: 

	 �r r
xx x

k k

Tf e di( ) ( )� ��
��

�

� � (B2a)

	 � � � �
�� �� �� ��( ) ( )� � �� �

�
��

�

��

�

� � � � �f e d p e di

j

m

j j j
iT Tx x x xx x

1

1

| ,N � (B2b)

� �
� �j

m

j
j

m

j
ip p e

T
j

T
j

1 1

1 1 1
2� � �� ��

� �

N ( )� � � ��� ��

	 �v v
xx x( ) ( )� � � � �� �

�
��

� �� �f e d p ei

j

m

j
v iT T

j
v T

j
v

1

2 1
2�� �� � (B2c)

where �N ( )�  is the characteristic function of a multi-normal variable. Let 
y Ax b� �  be the linear transformation of the random vector x, where A  is a con-
stant matrix and b  is a constant vector. The characteristic function of y  is given 
by the following: 

	 � �y
b

x A( )� ��� ei TT � � � (B3)

TABLE A1 (Continued)
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Therefore, we have the following relationship: 

	 � �N v v
N N NN

k

T
k j

v T
k j

v
k
T

k
T

j

m

j
v ip e

�

� � �
�

�� � �1

2
1

1
2 1 1

1
1

( )� � � �� �
�

�� �� �� � (B4a)

	 � �V v v
V V VV

k

T
k j

v T
k j

v
k
T

k
T

j

m

j
v ip e

�

� � �
�

�� � �1

2
1

1
2 1 1

1
1

( )� � � �� �
�

�� �� �� � (B4b)

According to the convolution theorem, we have the following: 

	 � � � �r v vV N
k k

T
k
T( ) ( )� � � �� � �� � � � � �1 1 �� � (B5)

where ⋅  indicates point-wise multiplication. Substituting Equations (B2b) and (B4) 
into Equation (B5), we can obtain the following: 

	 �rk

T
abc

T
abc

a

m

b

m

c

m

abc
ip e( )� � � ��

� � �1 1 1

2 2 1 1
2��� ��� �� � (B6)

where: 

	 p p p pabc a
v

b
v

c� � � (B7a)

	 �� �� �� ��abc k a
v

k b
v

c� V N� �� �1 1
� � (B7b)

	 �� �� �� ��abc k a
v

k
T

k b
v

k
T

c� V V N N� � � �� �1 1 1 1
� � (B7c)

Performing the inverse operation shown in Equation (B2b) yields the following: 

	 �r
xx x

k

T

a

m

b

m

c

m

abc abc abc
ip e d( )� ��

� � �1 1 1

2 2 1

| ,��� ���
� � �N �� �� � (B8)

Therefore, we obtain the following: 

	 f p d
k

a

m

b

m

c

m

abc abc abcr x x x( ) �
� � �1 1 1

2 2 1

| ,��� � �N �� �� � (B9)

which indicates that rk  has a multivariate GMM distribution.

APPENDIX C  SIMILARITY TO A STANDARD MVN 
DISTRIBUTION

To evaluate the similarity between the transformed distribution and the stan-
dard MVN distribution, we calculate the discretized Jensen—Shannon divergence 
between the two distributions (MacKay, 2003). Let P x( )  and Q x( )  be the probabil-
ity mass functions of distributions P  and Q, respectively. The discretized Jensen—
Shannon divergence (DJS) between P  and Q  defined on an identical sample space 
is given as follows: 

	
D P Q D P M D Q M

D P Q P x P x
JS KL KL

KL
x S

( || ) 1
2

( || ) 1
2

( || )

( || ) ( ) ( )

�

�

�

�
� log

QQ x( )
�

�
�

�

�
�

� (C1)
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where M P Q� 1
2 ( )�  and DKL  is the Kullback–Leibler divergence (relative 

entropy). The minimum value (0) of DJS  indicates that the two distributions 
are the same, whereas the maximum value (1) indicates that the two distri-
butions are completely different (MacKay, 2003; Manning & Schutze, 1999). 
In our work, P  refers to the transformed distribution from a bivariate GMM 
(BGMM) and Q  refers to the standard MVN distribution. To comprehensively 
evaluate the similarity between the transformed distribution and the standard 
MVN distribution, we first consider the 2D case and then extend our findings to 
higher-dimensional cases.

(1) Transformation of 2D BGMM

The PDF of a 2D BGMM can be formalized as follows: 

	 f p f p fN N( ) ; , 1 ; ,1 1 1 1 2 2x x x� ( ) ( ) ( )�� ���� ��� � � (C2)

where fN ( )x; ,1 1�� ��  and fN ( )x; ,2 2�� ��  are the PDFs of the first and second 
Gaussian components, µµ1  and µµ2  are the corresponding mean values, ΣΣ1  and 
ΣΣ2  are the corresponding standard deviations, and p1  and 1 1− p  are the mix-
ing weights of the two Gaussian components. Equation (C2) is determined by 
thirteen parameters, i.e., p1,  two elements in µµ1,  two elements in µµ2 ,  four 
elements in ΣΣ1,  and four elements in ΣΣ2 ,  which span a thirteen-dimensional 
parameter space. It is difficult to determine the parameter combinations in this 
thirteen-dimensional parameter space such that the transformed distribution 
resembles the standard MVN distribution. Therefore, we use a reparameteriza-
tion method to reduce the dimension of the parameter space (Li & Schwartzman, 
2018). Specifically, we use four parameters, k1,  k2 ,  ρ,  and p1,  to define a 2D 
BGMM, as shown in Table C1. Figure C1 shows 50% density contours of the repa-
rameterized BGMM with � � 0.5  and p1 0.5= .  As can be seen, p1  determines the 

TABLE C1
Reparameterization of the 2D BGMM

Mixture Weight Mean Variance 

Component 1 p1 ��1 �
0
0
�

�
�
�

�

�
�
�

��1 �
1 0
0 1
�

�
�
�

�

�
�
�

Component 2 1 1− p ��2 � k1
1
1
�

�
�
�

�

�
�
�

��2 � k2
2

1
1
�

�
�

�
�
�

�

�
�
�

FIGURE C1 50% density contours of the reparameterized BGMM with ρ = 0.5 and p1 = 0.5 
The purple ellipse represents the density contour of component 1, whereas the red ellipse 
represents the density contour of component 2.
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weight of the two Gaussian components, k1  determines the distances between 
the centers of the two ellipses, k2  controls the scale of the ellipse of the second 
Gaussian component, and ρ  determines the ellipse eccentricity of the second 
Gaussian component.

Based on the reparameterized BGMM, we conduct a Monte Carlo simulation to 
evaluate the similarity between the transformed distribution from a BGMM and 
the standard MVN distribution. Specifically, for each setting of ( , , , )1 1 2p k k ρ ,  we 
randomly generate N  samples { , , , }1 2x x x N  from the 2D BGMM, where N  is 
set to 105  in our experiments. Then, we apply the proposed transformation method 
to each sample: 

	 T xi g i,
1/2� ��� �( )�� � (C3)

where µµ  is the total mean and ���1/2  is the principal square root matrix of the total 
covariance ( )ΣΣ  of the BGMM. According to the law of total covariance (Weiss et al., 
2006), µµ  and ΣΣ  are given by the following: 

	 �� �� ��� p p1 1 1 2(1 )� � � (C4a)

	 �� �� ���
�

p p
j

j j
T

1 1 1 2
1

2
(1 ) ( )( )� � � � �� �� �� �� �� � (C4b)

The transformed sample distribution is denoted by { , , , }1, 2, ,T T Tg g N g .  Then, we 
randomly generate N  samples { , , , }1 2y y y N  from a standard 2D MVN dis-
tribution. Let P g g N g= { , , , }1, 2, ,T T T  and Q N= { , , , }1 2y y y .  We can employ 
Equation (C1) to calculate the overall similarity between P  and Q. Because DJS  is 
defined for a one-dimensional distribution, we will show the similarity between P  
and Q  in each dimension in the following paragraphs. 

Figure C2 shows the DJS  between the first dimension of the transformed distri-
bution and the standard 2D MVN distribution. The results are presented in the form 
of heatmaps with �� {0, 0.5, 1}  and k1 {0.01, 0.1, 1, 10}∈ ,  where p1  and k2  vary 
continuously. Interestingly, the lowest DJS  is centered in the region of k2 [1, 3]∈  
(except for the case of � � �1, 101k ),  where the two Gaussian components have 
a similar covariance. In this region, the total covariance in Equation (C4b) is sim-
ilar to the covariance of each component, thereby accurately characterizing the 
uncertainty of the BGMM. Similar results are shown in Figure C3, which presents 
the DJS  between the second dimension of the transformed distribution and the 
standard 2D MVN distribution.

(2) Transformation of Higher-Dimensional BGMM

We further examine the similarity between the transformed distribution from a 
K-dimensional ( )K > 2  BGMM and the standard MVN distribution. Because it is 
impossible to conduct experiments with all values of K  (which are infinite), we 
choose K  to be 27, which is the average number of 2D lidar measurements in the 
simulated experiments in Section 4. We reparameterize the 27-dimensional (27D) 
BGMM using three parameters, p1,  k1,  and k2 ,  as shown in Table C2. Similar to 
the 2D BGMM experiments, we conduct a Monte Carlo simulation to obtain the 
transformed sample distribution for different settings of p1,  k1,  and k2 .  To follow 
the analysis procedure utilized in the 2D BGMM experiments, we must calculate 
the DJS  between the transformed distribution and the standard MVN distribu-
tion for each dimension, yielding 27 heatmaps. As can be anticipated, this process 
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would complicate the analysis. Therefore, we use an alternative approach to eval-
uate the similarity between the transformed distribution and the standard MVN 
distribution. 

Let the transform sample distribution be P g g N g= { , , , }1, 2, ,T T T .  For each sam-
ple Ti g,  in P, we calculate its inner product with itself, i.e., T Ti g

T
i g, , .  Then, we 

obtain the distribution P g
T

g g
T

g N g
T

N g1 1, 1, 2, 2, , ,{ , , , }= T T T T T T .  If the distribution P  
approaches the standard MVN distribution, the distribution P1  should approach 
a chi-squared distribution with 27 DOFs. Therefore, we can evaluate the similar-
ity between the distribution P1  and the chi-squared distribution with 27 DOFs. 
Figure C4 shows the DJS  between the distribution P1  and the chi-squared dis-
tribution with 27 DOFs in the form of heatmaps with k1 {0.01, 0.1, 1, 10}∈ ,  where 
p1 and k2  vary continuously. Similar to the trends in the 2D BGMM experiments, 

TABLE C2
Reparameterization of the 27D BGMM

Mixture Weight Mean Variance 

Component 1 p1 ��1 � 0 0
1 27



�� �� �

T
��1 � I27

1 

Component 2 1 1− p ��2 � k
T

1 1 27
1 1�� �� �

��2 � k2
2

27I  

1 I27  is a 27 × 27 identity matrix. 
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FIGURE C2 DJS between the first dimension of the transformed distribution and the 
standard MVN distribution
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the lowest DJS  is centered in the region of k2 [1, 3]∈ .  Therefore, the P1  distribu-
tion is similar to the chi-squared distribution with 27 DOFs in this region, sug-
gesting that the transformed distribution from a 27D BGMM is similar to the 27D 
MVN distribution.

Through the analysis in the 2D and 27D BGMM experiments, we find that the sim-
ilarity assumption holds when each Gaussian component in the GMM-distributed 
residual has a small difference in the covariance. This constraint is satisfied in 
the lidar/IMU integrated system because the lidar measurement error is slightly 
heavy-tailed (Toschi et al., 2015), indicating that the difference in the covariance 
between the two Gaussian components is insignificant.
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FIGURE C3 DJS between the second dimension of the transformed distribution and the 
standard MVN distribution
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FIGURE C4 DJS between the distribution P1 and the chi-squared distribution with 27 DOFs
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APPENDIX D  LIDAR PROCESSING

Appendix D.1  Least-Norm Solution for Lidar 
Measurement Models

Following the notation in Figure 3(b) and corresponding definitions in 
Section 3.2, we assume that the extrinsic calibration parameters  ,I

L L
Ip R� �  and 

the vehicle pose  ,G
I I

Gp R� �  are known, that the plane Πi  associated with the cur-
rent lidar scan plan is found based on the vehicle pose  ,G

I I
Gp R� �  by a matching 

algorithm, and that di  and  
G

iππ  are known. We have the following constraints:

(1) Plane constraint (Zhao & Farrell, 2013)

 
L

ix  is a laser beam; thus, it must be in the lidar scan plane (Zhao & Farrell, 
2013). Let  0 0 1L

L
Tz � �� ��  be the normal of the lidar scan plane; then, we have the 

following: 

	   0L
L
TL

iz x = � (D1)

(2) Distance constraint (Hesch et al., 2010)

As can be seen in Figure 3(b), the vector from {G} to point M  can be obtained by 
either of the following: 

	    
G

I I
G I

L L
I L

ip R p R x� �� � � (D2)

or: 

	 diG i
G

i  �� � t � (D3)

both of which are equivalent. Therefore, we have the following: 

	      
G

I I
G I

L L
I L

i i
G

i
G

idp R p R x t� �� � �� �� � (D4)

By projecting Equation (D4) onto  
G

i
Tππ ,  we obtain the following: 

	           G
i
T G

I I
G I

L L
I L

i
G

i
T

i
G

i
G

i
TG

id�� �� �� ��p � �� �� � �R p R x t� � (D5)

Because   
G

i
G

i�� � t  and  
G

iππ  is a unit vector, we can write the following expression: 

	      
G

i
T
L
G L

i i
G

i
T G

I I
G I

Ld�� ��R x p R p� � �� � � (D6)

By combining Equations (D1) and (D6), we have the following: 

	 A x b 
L

i = � (D7)

where: 

	 A
z

R
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 2 3  2 1

0L
L
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i
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L
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� (D8)

	     
L

i i
G

i
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YAN et al.    

Because    0L
i i i i i

Tx � � � � �cos sin�� ��  is the shortest vector in the lidar scan plane 
from the origin of {L} to Πi ,  we can solve the following optimization problem to 
estimate the values of ρi  and φi :

	   
2

 

 L
i

L
i

L
i

L
i

x x

A x b
x

� �

�

argmin

s.t.
� (D10)

where  
*L
ix  is the least-norm solution of the linear equation A x b 

L
i =  (Cline & 

Plemmons, 1976). The solution is as follows: 

	  
* 1L
i

T Tx A AA b� � �� � (D11)

We take the following: 

	   1 2 3, ,L
i G

L G
i

i i i T
a a aa R� ��� �� �� � (D12)

which is a unit vector. We can rewrite Equation (D8) as follows: 

	 A �
0 0 1

1 2 3a a ai i i

�

�
�
�

�

�
�
�

� (D13)

Therefore, we obtain the following: 
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Because  1 2 3, ,L
i

i i i T
a a aa � �� ��  is a unit vector, a a ai i i

1
2

2
2

3
2 1� � � .  Thus, we have the 

following relationship:
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Therefore, the least-norm solution can be obtained as follows: 

	 �i
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i i
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�
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Appendix D.2  Line Extraction and Feature Association

(1) Extracting line segments from 2D lidar points 

To extract line segments from raw 2D lidar measurements, we adopt the method 
of Pfister et al. (2003), which is summarized as follows. A line segment Li  is rep-
resented by three parameters, ρi ,  φi ,  and Si ,  where ( )� �i i,  gives the ranging and 
bearing parameters associated with the vector perpendicular to Li  in the polar 
coordinate system and Si  is the distance from the line perpendicular to the line 
segment’s center, as shown in Figure 3(a). For the j-th 2D lidar point, we denote the 
distance from the line segment as � �

j  and its distance from the center of the line seg-
ment projected on the line segment as δ j

S .  The best-fitted line segment is found by 
minimizing � �

j  and δ j
S  of all lidar points by the maximum likelihood estimation.

(2) Associating line segments with planes 

As discussed in Section 3.2, the laser scan plane intersects with several planes, 
and these intersections are the line segments. The parameters of these line seg-
ments can be predicted according to the current pose of the vehicle, as shown 
in Equation (44). Therefore, the association of line segments and planes can be 
achieved by examining the closeness between the predicted line segment and 
the extracted line segment. For the r-th plane Πr ,  the line segment predicted by 

Equation (44) is parameterized by ˆ , .
T

r r rφ ρ =  y  The extracted line segment 

can also be parameterized by y i i i
T

� � �,�� ��  in the polar coordinate system. The 
Mahalanobis distance from ˆ ry  to y i  is given by ˆ ,

i
r i−

yP
y y  where Pyi

 is the 

covariance matrix of the extracted line segment. The best-fit plane can be found by 

minimizing ˆ .
i

r i−
yP

y y  Assuming that the extracted line segment has zero-mean 

Gaussian noise, we find that the Mahalanobis distance follows a chi-squared dis-

tribution with two DOFs. If the r-th plane fails to satisfy ˆ < ,
i

r i aδ−
yP

y y  the r-th 

plane is excluded from the association process. If none of the planes satisfy this 
condition, the extracted line segment y i  is excluded when the final set of measure-
ments is constructed. The threshold δa  is determined by a given significance level, 
which is set as 0.05 (Pfister et al., 2003).

APPENDIX E  LINEARIZATION OF AN EKF-BASED 
LIDAR/IMU INTEGRATED SYSTEM

Appendix E.1  Derivative of the Rotation Matrix

Let g � g g gx y z
T

, ,�� �� ,  q q� qw v
T T

,�� �� ,  and qv x y z
T

q q q� , ,�� �� ;  then, the rotation 
matrix corresponding to q  is as follows: 

	 R q{ } �

1 2 2 2

2 1 2

2 2� �� � �� � �� �
�� � �

q q q q q q q q q q

q q q q q
y z x y w z x z w y

x y w z x
22 2

2 2

2

2 2 1 2

�� � �� �
�� � �� � � �� �

�

�

q q q q q

q q q q q q q q q q
z y z w x

x z w y y z w x x y

��
�
�
�

�

�

�
�
�
�

� (E1)
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The derivative of R q gT { }  with respect to q  can be solved by performing an 
element-wise derivation: 

	 �
�

��� �� � �� � ��
�

�
��

R q g
q

u u g q g I gq
T

g g w v v
Tq{ }  2  3� � (E2)

where: 

	 u g q g qg v v� �� �� ��� � (E3)

Because R q R q{ } { }� T � ,  where q∗  is the conjugate of q, we can obtain the deriv-
ative of R q g{ }  with respect to q: 

	 �
�

�
�

�
�

�
�

� �

�

�R q g
q

R q g
q

R q g
q

q
q

{ } { } { }    
� �

T T
� (E4)

where: 

	 �
�

�
��

�
��

� � �
�

�
�

�
�

�
�

�
�

� � � �q
q

q q q q 1, 1, 1,       � �q q q qw x y z
diag 11�� �� � (E5)

Therefore, we have the following: 

	 �
�

�
�

� � ��� ��
�

�

R q g
q

R q g
q

{ } { }   
 

1, 1, 1, 1�
T

diag � (E6)

For convenience, we introduce two symbols: 

	 Jq
T

( ) { }q g R q g
q

,  
�
�

�
� (E7a)

	 Jq* ,  ( ) { }q g R q g
q

�
�
�

� (E7b)

Appendix E.2  Linearization of the Rotation Part of the 
State Propagation Equation

The rotation part in the state propagation equation in Equation (41) is given by 
the following: 

	  , 1  , , , ,,
2

I
G k

I
G k GI k GI k

I
G kg tq q w w q� � � �� ��

�

�
�

�

�
�� � exp �

�� � (E8a)

	 w w b nGI k m k g k g, , ,� � � � (E8b)

where exp( )⋅  is a matrix function defined by the following: 

	 exp( )M M
�

�i

n n

n0 !� � (E9)

Therefore, Equation (E8a) can be expanded as follows: 

	 g tI
G k GI k GI k GI k , , 4 , ,

2
, 1

2
q w I w w� � � �� �� � �� ��� ��

�
�

�
�
�

�

�
�

�
� �� ��� 

��
� I G kq , � (E10)
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By keeping the first-order term and neglecting the higher-order terms in the 
above equations, we have the following: 

g t
t

I
G k GI k GI k

I
G k

GI k
 , , 4 , ,

3
1
2 ,, 1

2
q w I w q

I w� � � �� ��
�

�
�

�

�
�

� �
� ��� �

� �� ��
�

�

�
�
�

�

�





�
1
2 ,

1
2 ,

,1

�

�

t

t
GI k

GI k
T

I
G k

w

w
q

� (E11)

Let  , , , , ,ˆ ˆ ˆ ˆ ˆ,  , ,I
G k w k x k y k z kq q q q =  q  be the estimated vehicle orientation in terms 

of quaternions at time k; then, the Jacobian matrix of g I
G k GI k , ,,q w� �  with 

respect to  ,
I

G kq  can be obtained by taking the first-order Taylor expansion at 
the point ( ) , ,ˆ , :I

G k m kq w  

	
( ) 1 1

 , , 3 , ,2 2
1

 , ,2

ˆ ,

1

I
G k m k GI k GI k
I T

G k GI k

g t t

t
×

 ∂  − ∆ ∆  =
∂ − ∆  

q w I w w

q w
� (E12)

Similarly, the Jacobian matrix of g I
G k GI k , ,,q w� �  evaluated at ( ) , ,ˆ ,I

G k m kq w  
with respect to wGI k,  can be obtained as follows: 

	

( ) ( ) ( ) ( ) , ,  , ,  , ,  , ,

, , , ,

, , ,

, , ,

, , ,

, , ,

ˆ ˆ ˆ ˆ, , , ,
, ,

ˆ ˆ ˆ
ˆ ˆ ˆ
ˆ ˆ ˆ2
ˆ ˆ ˆ

I I I I
G k m k G k m k G k m k G k m k

GI k x k y k z k

z k y k x k

y k z k w k

x k w k z k

w k x k y k

g g g g

w w w

q q q
q q qt
q q q
q q q

 ∂ ∂ ∂ ∂
 =

∂ ∂ ∂ ∂  
 − 
 −∆  =  −
 
− − −  

q w q w q w q w

w

�(E13)

Appendix E.3  Linearization of the Measurement 
Function

As defined in Section 3.2, hi k( )x  consists of two parts: hi1 ( )x  and hi2 ( )x .  We will 

derive 
−∂

∂
1 ˆ( )i

kh

k

x
x  and 

−∂
∂
2 ˆ( )i

kh

k

x
x  separately. To simplify our notation, we omit the indices 

i and k  in xk ,   ,
G

I kp ,   ,
I

G kq ,  ˆ ,k
−x   ,ˆ ,I

G k
−p   ,ˆ ,I

G k
−q  ai k1

, ,  ai k2
, ,  and ai k3

,  during the 
following derivation without a loss of generality. 

(1) First part of the Jacobian matrix 

The first part of the Jacobian matrix Hk
i  defined in Equation (45) can be written 

as follows: 

	 1 1 1
1 3 1 6

  

ˆ ˆ ˆ( ) ( ) ( )
, 0 , , 0

i i i

G I
I G

h h h− − −

× ×

 ∂ ∂ ∂
=  

∂ ∂ ∂  

x x x
x p q

� (E14)

where: 

	 h d
a
a

i L
i k1  ,

2

1
( ) arctanx � sgn� ��

�
��

�

�
�� � (E15)
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x,  
G

Ip ,  and  
I

Gq  are defined in Equation (40),  ,  , 1 2 3, ,L
i k G

L G
i k

T
a a aa R� ��� �� ��  is 

the discrete form of  
L

ia  defined in Equation (D12), and  ,
L

i kd  is the discrete form 
of  

L
id  defined in Equation (D9). Applying the chain rule yields the following: 

	
� �
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� �
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I
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1

 

1

 ,

 ,
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( )
  q a

a
q

� � (E16)

By substituting Equation (E15) into Equation (E16), the first term of 
Equation (E16) can be written as follows: 

	
� �
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�

h di
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a a
�

arctan sgn
� (E17)

where sgn( )⋅  is the sign function and d x
dx xsgn .( ) 2 ( )� �  Now, Equation (E17) can be 

reduced as follows: 
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According to Equations (D6) and (D9), we have the following: 

	  , ,  ,    ,  ,
L

i k i k
G

i k
T G

I I
G I

L
G

i k
T
L
G L

i kd d� �� �� � ��� ��p R p R x � (E19)

where LG L
i kR x ,
∗  represents the shortest vector from the origin of { }L  to plane Πi  in 

{ }G  at time k, which cannot be zero. In addition,  ,
G

i kππ  is the normal of the planar 
surface, which cannot be zero. Therefore,  , 0L

i kd ≠ ,  and thus, �  , 0L
i kd� � � .  Then, 

Equation (E18) is simplified as follows: 
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where: 
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Therefore, Equation (E20) has the following expression: 
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where: 

	 �i k a a, 1
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2 ,� � � (E23a)
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The second term in Equation (E16) is given as follows: 
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I
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I TG
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The above equation contains the partial derivative of the rotation matrix with 
respect to the quaternion, which can be solved by taking the derivative of the rota-
tion matrix in an element-wise manner, as shown in Appendix E.1. Therefore, 
Equation (E24) can be derived by using the conclusion in Appendix E.1:
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*
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q
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where:
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� � � qqv

T�
�

�
� � (E26b)
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Substituting Equations (E22) and (E25) into Equation (E16) yields the following: 
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Similarly, according to the chain rule, we have the following: 
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Because  ,  ,
L

i k G
L G

i ka R� �� ,  which indicates that  ,
L

i ka  is only related to the rota-
tion part of the state, Equation (E28) has the following expression: 
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By substituting Equations (E27) and (E29) into Equation (E14), we obtain the 
final expression of the first part of the Jacobian matrix: 
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1 6 ,   , 1 6
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where ,ˆi kµ−  is defined in Equation (E23a) and ,
ˆ

i k
−λ  is defined in Equation (E23b), 

both of which are evaluated at ˆ .−x  

(2) Second part of the Jacobian matrix 

The second part of the Jacobian matrix Hk
i  can be written as follows: 
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where: 
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We first consider the derivative with respect to the rotation part: 
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In the first part of Equation (E33), we have the following: 
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Substituting Equation (D9) into Equation (E34) yields the following: 
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According to Appendix E.1, we have the following relationship: 
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By substituting Equation (E36) into Equation (E35), we obtain the following: 
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In the second part of Equation (E33), the chain rule is applied: 
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By expanding  
L

ia  into its element-wise form, we obtain the following: 
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We then substitute Equations (E25) and (E39) into Equation (E38) as follows:
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By substituting Equations (E37) and (E40) into Equation (E33), the final expres-
sion of Equation (E33) is written as follows: 
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where: 
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Similarly, we have the following: 
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In the first part of Equation (E43), we have the following:
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We substitute Equation (D9) into Equation (E44) as follows: 
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In the second part of Equation (E43), because  ,  , 1 2 3, ,L
i k G

L G
i k

T
a a aa R� ��� �� �� ,  

a1 and a2  are only related to the rotation part of the state. Therefore, we have the 
following: 
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Substituting Equations (E44) and (E46) into Equation (E43) yields the following: 
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By substituting Equations (E41) and (E47) into Equation (E31), we obtain the 
final expression of the second part of the Jacobian matrix: 
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where ,ˆT
i kκ  is defined in Equation (E42) and evaluated at ˆ .−x  
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By re-arranging Equations (E30) and (E48), the Jacobian matrix of hi k( )x  
defined with respect to xk  and evaluated at ˆ k

−x  can be written as follows: 
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APPENDIX F  ADDITIONAL RESULTS FOR FAULT 
DETECTION

TABLE F1
Statistical Results of FAR and FDR for a Step Failure (α = 0.01)

Range Noise Setting
Failure 
Group

Total Gaussian-GMM Method Gaussian Method

FAR (%) FDR (%) FAR (%) FDR (%) 

N1
A1

4.47
18.75

2.79
14.38 

A2 85.00 71.88

N2
A1

3.07
18.13

1.40
12.50 

A2 72.50 52.50

N3
A1

4.47
14.38

3.35
15.00 

A2 91.25 88.75

N4
A1

1.68
11.88

1.40
9.38 

A2 71.88 60.63

Gaussian N (0, 0.032)
A1

2.23
11.88

2.23
11.88 

A2 68.75 68.75

TABLE F2
Statistical Results of FAR and FDR for a Step Failure (α = 0.001)

Range Noise Setting
Failure 
Group

Total Gaussian-GMM Method Gaussian Method

FAR (%) FDR (%) FAR (%) FDR (%) 

N1
A1

2.23
14.38

1.96
8.75 

A2 73.75 62.50

N2
A1

1.11
10.00

0.84
6.88 

A2 58.13 37.50

N3
A1

1.68
9.38

1.68
8.13 

A2 81.88 76.20

N4
A1

1.40
5.63

0.84
3.13 

A2 55.63 47.50

Gaussian N (0, 0.032)
A1

0.56
6.88

0.56
6.88 

A2 68.13 68.13
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