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Abstract: Real-time integrity monitoring (IM) is essential for autonomous vehicle posi-
tioning, requiring high availability and manageable computational load. This research
proposes using precise point positioning real-time kinematic (PPP-RTK) as the positioning
method, combined with an improved classification adaptive Kalman filter (CAKF) for
processing. PPP-RTK enhances IM availability by allowing undifferenced and uncom-
bined observations, enabling individual observation exclusion during fault detection and
exclusion (FDE). The CAKF reduces FDE computational load by using a robustness test
instead of traditional FDE methods, improving precision and availability in protection
level estimation. Epoch-wise weighting adjustments in the robustness test create a more
accurate stochastic model, aided by an adaptive unit weight variance (UWV) calculated
with a sliding window, achieving a 7–28% UWV reduction. Three test scenarios with up to
four simultaneous faults in code and phase observations, ranging from 1 to 200 m and 0.4
to 20 m, respectively, demonstrated successful identification and de-weighting of faults,
resulting in maximum positioning errors of 6 mm (horizontal) and 11 mm (vertical). The
method reduced FDE computational load by 50–99.999% compared to other approaches.

Keywords: integrity monitoring; fault detection and identification; autonomous vehicles;
PPP-RTK; robust estimation; adaptive Kalman filter

1. Introduction
Real-time precise positioning using global navigation satellite systems (GNSS) is cru-

cial for ground applications such as autonomous vehicle (AV) operations, as it enables
accurate navigation and decision making [1]. However, ensuring the integrity of the
vehicle’s position estimates in real time is of utmost importance to maintain safety and
reliability [2,3]. Monitoring the integrity of the estimated position faces many obstacles
including validation, availability and computational load [4–6]. Selecting a suitable posi-
tioning method and processing strategy can assist in overcoming some of these difficulties.
For example, some applications that require real-time positioning are reliant on extended
Kalman filter (EKF) for processing GNSS observations. EKF is an optimal recursive filter
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that provides the minimum variance under certain conditions, which are not always met, es-
pecially in kinematic scenarios. One limitation of EKF is assuming that the system dynamic
noise remains constant between epochs, potentially leading to degraded performance in
changing dynamic environments [7]. AVs are an example of such kinematic scenarios,
where acceleration variations and maneuvers are regularly present. This represents a
challenge for EKF with a constant dynamic noise function and may cause an estimation
of the state vector with low accuracy or even divergence. Due to this shortcoming, re-
searchers have adopted an adaptive attitude for the Kalman filter in which the contribution
of the time update and the measurement update will be balanced using an adaptive factor.
Many methods such as adaptive estimation using multiple models, innovation adaptive
estimation, and covariance scaling have been introduced to compute the adaptive factor
by different means [8–12]. These methods depend on the covariance matrices of either the
predicted state or the predicted residuals. All aforementioned methods provided improve-
ments in position estimation compared to classical EKF, and some methods showed slightly
better performance than the rest.

Kalman filter adaptation was examined in many studies. For example, several methods
relying on Variance Component Estimation (VCE) were suggested. Although this method
is shown to be effective, it is time-consuming due to the iterative process and matrix
operations involved [13]. This would lead to a low performance of the application of VCE
in real-time applications. Other techniques for Adaptive Kalman Filter (AKF) were through
checking the quality of the observed measurements using a robustness test that adjusts the
assigned variance (i.e., observation weight) for each observation. The filter in this case was
named robust AKF (RKF). The test is carried out with different methods, where some are
empirical and others are based on statistical testing. For instance, Yang et al. [14] suggested
empirical values for the limits after which the variance of any observation will be adjusted.
This approach considered all observations from different frequencies and constellations to
have the same precision for the calculation of the standardized residual required for the
robustness test. Zhang et al. [15] proposed a classification of the observations so that the
standardized residuals can be computed separately for each observation type of different
constellations, e.g., Global Positioning System (GPS) L1 code, GPS L1 phase, GPS L2 code,
GPS L2 phase, etc. In addition, the robustness test was amended to rely on the t-test
instead of empirical values based on the assumption that the standardized observation
residuals and predicted residuals follow a standard normal distribution. The research of
Zhang et al. [15] showed the improvement of using statistical testing instead of empirical
values on the position quality using GPS and BeiDou Navigation Satellite System (BDS)
measurements. The filter was named “improved classification robust adaptive Kalman
filter (CAKF)”. Elmezayen and El-Rabbany [16] carried out more testing scenarios based
on CAKF using GPS and Galileo measurements. The study confirmed the improvements in
the position quality. Lotfy et al. [17] proposed the Chi-square test as a statistical test for the
robustness test. The research showed an improvement in the positioning results after using
the proposed method.

Most of the previous research studies targeted the use of the precise point positioning
(PPP) technique. This can be practical for some applications, but using PPP for real-
time positioning of ground applications would not be an effective positioning method,
as it requires a considerable convergence time to initialize or re-initialize the solution if
a loss of lock takes place. This makes it a vulnerable option for applications that require
instantaneous real-time positioning, especially in urban environments. Moreover, the
previous studies that utilized the RKF for processing shared the same method of calculating
the standardized residuals, which is a main parameter in implementing the robustness
test. They used the predicted residuals, i.e., the computed residuals after the time update
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step, for that purpose. Although this approach provided better results compared to EKF,
the predicted residuals are still less accurate than the final residuals estimated from the
best-fitting solution of the observations, i.e., after the measurement update. This can
adversely affect the computed standardized residuals for each observation type. Hence,
the robustness test may result in the exclusion or the de-weighting of a certain current
observation unnecessarily, which may degrade positioning and IM availability. It may also
lead to overlooking a necessary exclusion or de-weighting of an observation.

Due to the aforementioned shortcomings, this research suggests PPP-RTK as a posi-
tioning method, as it offers a very small convergence time compared to traditional PPP,
that makes it mostly instantaneous. It also suggests processing using CAKF to enhance
the IM process of real-time positioning. Using PPP-RTK as a positioning method has a
significant advantage over other real-time positioning methods such as PPP, traditional
RTK or Network RTK. This has been discussed broadly in Elsayed et al. [6]. In addition,
PPP-RTK can enhance IM availability by exploiting the undifferenced and uncombined
(UDUC) processing technique of the observations [18–20]. This can allow the detection and
exclusion to be performed for individual faulty observations. This advantage is not avail-
able when, for example, the double differencing (DD) approach is used or when a grouping
technique is applied where the whole satellite’s observations (or a cluster of satellites) are
removed once a suspected observation is detected [21,22]. Some IM schemes have been
proposed when using PPP-RTK as a positioning technique [23–25]. However, these studies
used least squares (LS) and EKF as processing techniques where neither adaptive nor robust
functions are used which poses the limitations mentioned earlier. Therefore, CAKF has
been suggested in this research as a processing filter in combination with PPP-RTK.

The main contribution of this research is proposing a combined positioning and IM
approach feasible for AVs using PPP-RTK, owing to its advantages. The proposed approach
includes utilizing CAKF, which can significantly reduce the IM computational load by
merging the fault detection with the position estimation processes. This is achieved through
performing a robustness test epoch-wise, as a part of CAKF, for the received observations.
The robustness test substitutes the time-consuming traditional methods of fault detection
such as solution separation (SS) and Chi-square tests that are performed during the IM
process and require testing of numerous subsets to identify faulty observations. In addition,
CAKF adaptively updates the stochastic model of the observations at each epoch. The
variance of the observations of the current epoch will be checked and adjusted based on
the quality of the measurements assessed by their standardized residuals. This could
produce more realistic results for the IM protection level that are neither optimistic nor
overly conservative. Another way to create a conservative observation covariance matrix is
by performing overbounding to the observation residuals collected over a long time, as
discussed in Elsayed et al. [26]. This remains restricted to the environment in which the
measurements were observed and overbounded. Another contribution of this research
is proposing a new criterion to improve the computation of the standardized residual
by introducing the adaptive UWV, which is the main parameter used to perform the
robustness test. This would assist in making the robustness test more representative,
and correspondingly, the protection level (PL) estimation would be tighter, i.e., improve
availability of IM.

In this study, the next two sections will explain more regarding the UDUC concept
and how PPP-RTK is applied on both the network and the user sides. They also discuss the
theory of the proposed method and estimation technique. The fourth section encompasses
an illustration of the testing methodology and the experimental testing of the proposed
method. The results are presented with a comprehensive discussion in the fifth section.
Finally, the conclusion and the proposed future work are provided in the last section.
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2. PPP-RTK Operation Concept and Observation Equations
PPP-RTK uses a network of reference stations that can estimate ionosphere and tropo-

sphere corrections (the wet part of the troposphere), satellite clocks and phase biases. In
this research, the dry part of the troposphere has been modelled on both the network and
user sides. The corrections are transmitted to users within the coverage area of the network.
The users can, therefore, estimate their state vector and fix the ambiguities quickly. More
details are provided in Khodabandeh et al. [27]. On the network side for each epoch (t), we
have the following observation model:

ynett = Anett anett + enett (1)

where ynett is the code and phase observations vector of the network stations; Anett is
a full-rank Jacobian matrix which depends on geometry of the satellites relative to the
users; anett is the unknowns’ vector that includes the observations corrections, which are
estimated and transmitted to users including phase biases, ionospheric corrections, and
clock offsets of the satellites; enett is the measurement noise vector. The observation model
for the user side then reads:

yUt − VUt aUt = BUt bUt + eUt (2)

where yUt is the observation vector of the user; VUt is the full-rank design matrix of the
corrections vector aUt that is interpolated from the corrections received from the network;
BUt is the full-rank Jacobian matrix of the user’s vector of unknowns bUt ; and eUt is the user
measurement noise vector. In this study, we considered the use of dual-frequency GNSS
observations by both the network and the user. The form of multi-frequency scenarios can
also be flexibly expanded as discussed in Odijk et al. [28].

The UDUC observation equations for PPP-RTK for the network side can be ex-
pressed as:

E(Cs
R) = c

(
tR − ts

)
+ TRW + µi I

s
Ri

(3)

E(φs
R) = c

(
tR − ts

)
+ TRW − µi I

s
Ri
+

c
fi

Ns
Ri
+ δRi − δ

s
i (4)

where E(.) is the expected value of the observed minus computed terms where the network
position coordinates are fixed to their known values; Cs

R, φs
R are pseudorange code and

phase observations (in m); s, R refer to the observed satellite and the receiver, respectively;
c represents the speed of light; tR, ts are the receiver and satellite clock offsets, respectively;
( . ) denotes a certain representation of the parameters used to eliminate rank deficiencies
by using the S-system theory [18], as shown in Table 1.

TRW is the wet part of the tropospheric delay in the line-of-sight direction; Is
Ri

rep-
resents the ionosphere delay on the first frequency; fi is the frequency of the observed
signal i; µi = f 2

1 / f 2
i is the frequency-dependent ionosphere multiplier factor; Ns

Ri
is the

phase ambiguity; δRi and δs
i are the receiver and satellite phase biases, respectively; M is the

master station among the reference stations; dRIF and dMIF represent the ionosphere-free
(IF) linear combinations of the code biases for the reference station (R) or master station
(M); dRGF and dMGF are the geometry-free (GF) linear combinations of the code biases for R
or M [19]; ds

IF and ds
GF are the IF and GF linear combinations of the code biases for satellite

s; λi = c/ fi; and sP denotes the pivot satellite among the observed satellites.
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Table 1. PPP-RTK parameterization of the network model.

Parameter Definition

tR tR − tM +
(
dRIF − dMIF

)
/c

ts ts − tM +
[
ds

IF − dMIF − TMw

]
/c

TRW TRW − TMW

Is
Ri

Is
Ri
+ dRGF − ds

GF

Ns
Ri

(
Ns

Ri
− Ns

Mi

)
−
(

NsP
Ri

− NsP
Mi

)
δRi

(
δRi − dRIF + µidRGF + λi N

sP
Ri

)
−
(

δMi − dMIF + µidMGF + λi N
sP
Mi

)
δ

s
i δs

i − ds
IF + µid

s
GF − δMi + dMIF − µidMGF

− λi Ns
Mi

The user can apply the PPP-RTK processing technique by exploiting the corrections
provided by the network, where at the user end:

E
(

Cs
U + c

(
ts
)
− µi Is

neti

)
= rs

U + c
(=

t U

)
+ TUW + µi

=
dUGF + es

UC
(5)

E
(

φs
U + c

(
ts
)
+ δ

s
i + µi Is

neti

)
= rs

U + c
(=

t U

)
+ TUW + λi N

s
Ui

+
=
δUi + ϵs

Uφ
(6)

where U is the user receiver; Is
neti is the interpolated ionospheric correction provided by the

network; rs
U represents the range between satellite s and the user; es

UC
, ϵs

Uφ
are the noises

of code and phase observations, respectively, that may include location-dependent errors
such as multipath; ( =. ) denotes a representation applied by the user to eliminate the rank
deficiency using the S-system theory, as shown in Table 2. The uncertainty of the network
corrections has been neglected due to their insignificant effect except for the uncertainty
of the interpolated ionospheric correction that has been considered in the observation
stochastic model.

Table 2. PPP-RTK parameterization of the user model.

Parameter Definition
=
t U [t U +

(
dUIF /c

)
]−
[
tM +

(
dMIF /c

)]
=
dUGF

dUGF − dMGF

=
δUi

(
δUi − dUIF + λi N

sP
Ui

)
−
(

δMi − dMIF + λi N
sP
Mi

)
3. Estimation Method

In the case of using EKF as the estimating process, the equations of the prediction step
are briefly listed and expressed as:

Xt = ϕt|t−1X̂t−1 (7)

PXt = ϕt|t−1PX̂t−1
ϕT

t|t−1 +Qt|t−1 (8)

where Xt denotes the predicted state estimate, which is an incremental increase to initial
values; ϕt|t−1 is the linearized state transition matrix that connects the user parameters
in two consecutive epochs; X̂t−1 is the estimated state vector of the previous epoch that
contains position components, phase ambiguity, receiver clock error, and receiver code and
phase biases; PXt is the covariance matrix of the predicted state vector; PX̂t−1

is the covari-
ance matrix of the estimated state vector of the previous epoch; and Qt|t−1 is the covariance
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matrix of the process noise. The Kalman gain (Kt) is computed, and the measurement
update is applied as follows:

Kt = PXt B
T
t

[
BtPXt B

T
t + Qyt

]−1
(9)

PX̂t
= (I − KtBt)PXt (10)

∆X̂t = Xt + Kt[∆yt − BtXt] (11)

where Bt is the Jacobian matrix; Qyt is the measurement covariance matrix; I is the identity
matrix; ∆X̂t is the difference in the estimates from the previous iteration; and ∆yt refers to
the observed minus computed observation term. The process is repeated iteratively.

In the above equations, if the covariance matrix of process noise Qt|t−1 is considered
constant, it may not well represent the actual maneuvers and acceleration variations during
a kinematic scenario. This will degrade the estimate of the covariance matrix of the
predicted state vector PXt , and accordingly, the final state vector estimates X̂t. Therefore, it
is important to adjust the contribution of the predicted state vector in the estimation process
of the updated state vector X̂t at each epoch, as explained next. This can be achieved by
using an adaptive factor θ integrated in the Kalman gain estimation. First, we compute
the standardized differences between the predicted state vector Xt and least squares (LS)
estimate of the state vector X̌t using only the measurements of the current epoch, computed
as follows [15]:

∆Xt =

∥∥X̌t− Xt∥√
tr(PXt)

(12)

∆X̌t =
(

BT
t Q−1

yt Bt

)−1
BT

t Q−1
yt ∆yt; X̌t = X̌0 + ∆X̌t (13)

θ =


≃ 0 |∆Xt| > ℧2
℧1

|∆Xt |

(
℧2−|∆Xt |
℧2−℧1

)2
℧1 < |∆Xt| ≤ ℧2

1 |∆Xt| ≤ ℧1

(14)

where X̌0 is the initial value in the iteration process to estimate X̌t; tr(.) is the trace of
the matrix; 01 and 02 are constants of empirical values that range between 1 and 1.5 and
between 3 and 4.5, respectively, based on several studies including vehicular trips in urban
areas [9,15,16]. Choosing lower values for 01 and 02 indicates reduced confidence in the
dynamic model’s ability to accurately represent the actual movements. On the other hand,
selecting higher values is appropriate for static positioning or when the dynamic model is
more advanced and better able to capture the true motion. The adaptive factor θ will be
used to modify the Kalman gain (later in Equation (21)). In addition to the adaptation of
Kalman Filter, a change to the observation covariance matrix will take place (as shown in
Equation (19)). A more realistic observation covariance matrix for every epoch will be updated
based on the actual quality of the observations. This is performed through a robustness test for
data screening of outliers, i.e., a one-sample t-test carried out for each observation based on its
standardized residual in comparison to the rest of the observations from the same observation
type. The selection of the t-test is due to the small number of observations considered in each
observation type that results in a degree of freedom of less than 30 [29]. In this test, any outlier
observations shall be significantly de-weighted by extremely inflating their variance. The
variance of other observations is either kept as is or adjusted using a factor. This would reduce
the risk of the adverse effect of including faulty observations in the model. This process can
act as an alternative for the traditional time-consuming fault detection tests commonly used
in IM processes such as SS and Chi-square tests.
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The residual of each observation is standardized using the unit weight variance (UWV)
of the respective observation type, i.e., L1 GPS code, L1 GPS phase, L2 GPS code, L2 GPS
phase, and similarly for other constellations. This is because similar observations in the
zenith direction are most likely to share the same properties that may be different from
other types of observations. Unlike previous research studies, in which UWV has been
computed epoch-wise using the residuals of the predicted estimate, we propose using the
residuals of the updated solution, i.e., after the measurement update, of the predecessor
epoch since this is expected to provide more representative residuals compared to the
predicted ones. We also suggest an accumulative computation of UWV, so that the UWV
will be enhanced every epoch by including additional residuals from consecutive epochs.
The accumulative method of calculating the UWV is expected to make it representative and
shall lead to a more reliable robustness test. However, the longer the data accumulation is,
the more time it takes to process the data and perform the robustness test. This does not
satisfy the need for quick real-time positioning estimation and IM processes. Therefore, a
sliding window approach including a certain number of epochs is used for accumulating
the residuals for the UWV computation. This is applied such that once a certain number
of epochs is reached, the data of the earliest epoch will be disregarded and replaced by
the data of the latest epoch. This is also important since the change between positioning
environments could impact the residual values and their correlation with older data, which
affects the UWV representation. The UWV for each observation type (vJ) is calculated as
follows:

ν̂t−1 = yt−1 − Bt−1X̂t−1 (15)

Qν̂t−1 = Qyt−1 − Bt−1PX̂t−1
BT

t−1 (16)

where ν̂t−1 and Qν̂t−1 are the residuals and their covariance matrix of the updated estimate
from the previous epoch. Therefore, the UWV for each observation type equals:

vJ =
∑t−1

H=t−h

(
ν̂TQ−1

ν̂ ν̂
)J

∑t−1
H=t−h nJ

, i f t ≤ h, H = 1 (17)

where h is the sliding window length (number) of epochs; nJ is the number of observations
of a certain type at any epoch. The standardized residual (νt)

J
i of the observation i collected

at the current epoch of observation type J equals:

(νt)
J
i =

(ν̌t)
J
i√

vJ(Qν̌t)
J
i

(18)

where ν̌t and Qν̌t are the residuals and their covariance matrix based on the LS estimate
of the measurements yt as per Equation (13). To calculate the updated covariance matrix
of the observations, the following test is carried out. The outcome of this test is one of
three decisions for each observation. Either (1) keep the observation variance the same as
the pre-assumed value if the test statistic is below a selected lower threshold; (2) adjust
the variance of the observation by a factor in case the test statistic lies between the upper
and lower thresholds; (3) extremely inflate the variance of the observation such that they
are practically not included in the solution if the test statistic is larger than the upper
threshold [15]:
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(
qyt

)J

i
=



≃ 0 βJ
i > ψ2

(α2,d f J )(
qyt

)J
i

(
ψ1

(α1,d f J )

β
J
i

(
ψ2

(α2,d f J )
−β

J
i

ψ2
(α2,d f J )

−ψ1
(α1,d f J )

))−1

ψ1
(α1,d f J )

< βJ
i ≤ ψ2

(α2,d f J )(
qyt

)J
i βJ

i ≤ ψ1
(α1,d f J )

(19)

where
(

qyt

)J

i
is the entry for observation i of type J in an improved covariance matrix

Qyt ;
(
qyt

)J
i is the entry for observation i in the classical covariance matrix Qyt ; ψ1 and ψ2

are critical values of the t-test at selected significance levels α1 and α2 and the computed
degrees of freedom d f J for the observation type J that the tested observation belongs to; βJ

i
represents the test statistic for the observation i (see right-hand side of Equation (19)). βJ

i
equals the signal over noise [30] expressed as:

βJ
i =

(νt)
J
i − ∑nJ−1

1
(νt)

J
j

nJ−1∣∣∣∣∑nJ−1
1

(
∑nJ−1

1
(νt)

J
j

nJ−1 − (νt)
J
j

)∣∣∣∣/√nJ − 2
, j = 1 . . . nJ , j ̸= i (20)

The balancing factor θ computed in Equation (14) and the improved observation
covariance matrix Qyt are used in the computation of the Kalman gain as follows:

∼
Kt =

1
θ

PXt B
T
t

[
1
θ

B
t
PXt B

T
t + Qyt

]−1
(21)

∼
PX̂t

=

(
I −

∼
KtBt

)
PXt

(
I −

∼
KtBt

)T
+

∼
KtQyt

∼
K

T

t (22)

One of the important outcomes of applying the aforementioned procedure is the
creation of an observation covariance matrix that is representative of the work environment
instead of the traditional method of using a nominal covariance matrix. This would provide
more realistic covariance with precise bounding which may lead to a more representative PL
and improve the decisions regarding the availability of IM as well as positioning reliability.
The robustness test is carried out iteratively until no further adjustment is required for the
weight of any observation. Otherwise, the user can define a certain number of iterations
after which the integrity would be declared unavailable if the weights of the observations
keep needing adjustment, reflecting the existence of a fault.

4. Experimental Testing Description
To validate the proposed method, dual frequency observations from multiple GNSS

constellations have been collected at the CUT0 continuously operating reference station
(CORS) at Curtin University, Australia representing the user side of the test. Figure 1
shows the names and locations of the stations used to apply PPP-RTK positioning in this
study. Table 3 gives information about the network stations, observed frequencies and
constellations, etc.

Figure 2 describes the proposed approach by a flowchart illustrating the processing
sequence. It shows how the presented robustness test replaces the traditional FDE process.
It also shows how calculating the UWV using the final and accumulated residuals of the
predecessor epochs (ν̂t−1) affects the input every epoch.
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Table 3. Data collection strategy for testing the proposed method in PPP-RTK processing.

Parameter Value

# of network stn. 10 CORS

Distance between network and user stn. 3~32 km

User receiver/receiver model CUT0 at Curtin University/Trimble NetR9

GNSS constellations/frequencies

GPS-L1/L2: C1C, L1C, C2W, L2W

Galileo-E1/E5b: C1X, L1X, C7X, L7X

BDS-B1/B2: C2I, L2I, C7I, L7I

User sampling interval 1 s
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Figure 1. CORS stations used in applying PPP-RTK positioning.

In the test, the proposed adaptive UWV was computed using the sliding window

approach that accumulates data up to a certain number of epochs
t−1
∑

t−h
(ν̂t−1) and compared

to two previous methods to show the effect of using accumulated residuals. These two
methods are (1) discrete UWV (ν̂t−1), computed using the data from the current epoch
only, which is the method used in most literature studies [15–17]; (2) accumulated UWV
t−1
∑
1
(ν̂t−1), computed using all data collected during the whole positioning period.

To determine the length of the suggested sliding window approach for the adaptive
UWV, we studied the autocorrelation of the UWV over time for different observation types.
The selected time delay is the one that corresponds to an autocorrelation factor (ACF) of
0.3, which is set as a threshold of low correlation. In real-time applications, accumulated
UWV data can initially be used in the robustness testing with a fixed sliding window
length (e.g., 100 epochs) while continuing to store additional data. After sufficient data are
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collected, the ACF is analyzed to determine an optimal sliding window length, which is
capped to ensure suitability for real-time use. The smaller of this cap (e.g., 5–10 min) or the
ACF-based length is then applied, and this sliding window length is computed once for
the duration of each positioning session.
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computation.

To examine the CAKF in terms of its capacity to detect and identify faulty observations,
three test cases are performed. For the first and second test cases, up to four simultaneous
faults were injected at 30 s intervals throughout a one-hour positioning period. Significance
levels of 0.1 and 0.001 were used in the t-test for the lower and the upper thresholds,
respectively. We first performed the test with one injected fault in each of the tested epochs.
Then, in separate tests, two, three, and four simultaneous faults were injected in each of the
tested epochs. In the first test case, faults that range from 5 to 20 m were injected into code
observations (representing code outliers), while faults ranging from 0.4 to 1 m were injected
into phase observations (expressing undetected cycle slips ranging from two to five cycles).
In the second test case, the range of the injected code outliers was from 120 to 200 m, and
from 50 to 100 cycles for phase observations. Table 4 lists a sample of the observations into
which the faults were injected during the first test case. The table includes the satellite PRN
where faults were injected, the frequency and observation type, the fault value, and the
epoch number in which each fault was injected.
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To test the sensitivity of the CAKF in detecting smaller faults, the third test case was
conducted in which two small code faults ranging from 1 to 5 m alongside two phase faults
ranging from two to five cycles (making four faults in total) have been injected in their
respective observation type every 30 s. Although small faults would have little impact
on the position estimate, it is important to remove as many as possible of the small faults
since applications such as AVs require in-lane accuracy. Furthermore, a longer observation
period of about 10 h was processed twice where the upper significance level was changed
(i.e., 0.001 and 0.0005). The purpose of testing different significance levels is to examine
their effect on fault detection. Table 5 gives details of this test case.

Table 4. Details of a sample of the synthetically injected faults (in meters) into different observations
and epochs in test case 1.
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Table 5. Testing parameters for the third test case.

Parameters Value

Observation period (hr) ~10

Frequency of fault injection (epoch) 30 s

No. of injected faults/epoch
Code Obs. 2

Phase Obs. 2

Size of injected faults
Code Obs. (m) 1–5

Phase Obs. (cycle) 2–5

Total No. of injected faults 4520

Upper significance level 0.001 0.0005

Lower significance level 0.1

Finally, CAKF was compared to other commonly used methods, i.e., SS, Chi-square
and Detection, Identification and Adaptation (DIA). The comparison includes the required
time for the identification process, represented by the number of iterations required to
identify the fault(s). Table 6 lists the probability assumptions of the statistical tests used in
this research.

Table 6. Probability assumptions of DIA and the tested FDE methods in the first and second test cases.

DIA/SS/Chi-Square CAKF

Significance level (s) 0.001
Upper threshold 0.001

Lower threshold 0.1
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5. Results and Discussion
To select the sliding window length, the ACF of the accumulated UWV was studied

for a time delay of up to 1700 epochs for the considered observation types and GNSS
constellations. From Figure 3, a low-med ACF of 0.3 was selected for which a maximum of
500 epochs is estimated as a conservative window length.
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Figure 3. Autocorrelation function of the accumulated UWV over time for different observation types
of different GNSS systems.

Figures 4 and 5 show the three different types of the computed UWV for code and phase
observations, respectively. The three types are the discrete UWV computed using the data of the
current epoch only, the accumulated UWV computed using data from the start of positioning up
to the current epoch, and the adaptive UWV computed using data within the sliding window
length. The UWV is computed for the utilized dual frequencies of each constellation.
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Figure 4. The three estimated types of UWV, i.e., discrete UWV, accumulated UWV, and adaptive
UWV for code observations. Each row from top to bottom represents a constellation, i.e., GPS, Galileo,
and BDS, respectively.
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Figure 5. The three estimated types of UWV, i.e., discrete UWV, accumulated UWV, and adaptive
UWV for phase observations. Each row from top to bottom represents a constellation, i.e., GPS,
Galileo, and BDS, respectively.

As can be seen in the figures, the adaptive UWV computed using the sliding window
is identical to the accumulated UWV until both methods reach 500 epochs, i.e., the selected
limit for the sliding window technique before the old data starts to be overwritten by the
recent one. Then, a small deviation takes place between the computed UWV by the two
methods. The sliding window technique disregards the old residuals gradually that are
less correlated with the current epoch in favor of fresh ones, which leads to an adaptive
computation of the UWV. This would lead to a more representative UWV that considers
the changes in the residuals due to changes in the operation environments or atmospheric
conditions. On the other hand, the discrete UWV computed based on epoch-by-epoch
residuals fluctuates. Such fluctuation can cause variations in the standardization process
of the residuals as per Equation (18). Consequently, the outcome of the robustness test
might be adversely affected. Table 7 summarizes the computed root mean square (RMS) of
the UWV for each observation type of each constellation for an observing period of about
30 min. The table shows that the RMS of the discrete UWV is larger than the adaptive UWV
by 7–28%, which would affect residual standardization when carried out.

Figures 6 and 7 show the variance adjusting factor assigned to each observation at
three different sample epochs, i.e., epochs 60 s, 180 s, and 300 s when applying CAKF
for FDE (Note that by applying UDUC, we have 4 observations per satellite and about
25 satellites per epoch, giving ≈ 100 observations per epoch). The two figures show the
results of the first test case where the injected faults ranged from 0.4 to 20 m for phase
and code observations, respectively. Figure 6 represents the scenario in which only one
synthetic fault has been injected at each of the three presented epochs for the tested satellites
listed in Table 4, while Figure 7 shows the scenario in which four simultaneous synthetic
faults were injected in each of the three presented epochs. The details of the synthetically
injected faults that are studied in Figures 6 and 7 are given in Table 4. A semi-log scale is
used in the figures to accommodate the huge difference between the assigned adjusting
factors between faulty and fault-free observations. The adjusting factor for the observations,
whose test statistic exceeded the upper critical value of the robust test, has a value of 107

and is represented by the asterisk in the figures. The adjusting factor in this case is applied
to the variance of all extremely de-weighted observations, so that they are practically not
considered in the model, as explained in Equation (19). On the other hand, the observations
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whose test statistics were between the upper and lower critical values during the robust
test are represented in the figures by the triangle. The variance adjusting factor of these
observations has a variable value that is more than one and up to different values that are
computed as per Equation (19). The rest of the observations whose test statistic was below
the lower critical value during the robust test, represented as dots in the figures, have their
variance adjusting factor equal to one. Therefore, no change to the allocated elevation
angle-dependent variance of these observations is applied. Figure 8 shows the variance
adjusting factors of all observations at all epochs during one hour of positioning where four
simultaneous synthetic faults were injected, as per the second test case procedure regarding
the fault value and injection frequency.

Table 7. RMS of UWV of each observation type from different constellations.

GNSS System/
Frequency Obs. Type Obs. Frequency

RMS (m)

Discrete UWV Adaptive UWV Accumulated
UWV

GPS
L1/L2

Code
C1C 1.6065 1.4037 1.4226

C2W 0.3461 0.3033 0.2885

Phase
L1C 0.0227 0.0186 0.0175

L2W 0.0240 0.0193 0.0179

Galileo
E1/E5b

Code
C1X 0.2900 0.2576 0.2463

C7X 0.2533 0.1826 0.1611

Phase
L1X 0.0246 0.0188 0.0158

L7X 0.0252 0.0211 0.0180

BDS
B1/B2

Code
C2I 1.5834 1.4575 1.4028

C7I 0.6023 0.5608 0.5413

Phase
L2I 0.0136 0.0119 0.0099

L7I 0.0140 0.0123 0.0101
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Figure 6. The variance adjusting factor of the observations at three different epochs, where one
synthetic fault ranging from 0.4 to 20 m has been injected at each of the three epochs for the satellites
listed in Table 4. The variance of the observations is either extremely inflated (asterisk), adjusted
(triangle), or remained as the pre-assumed value (dot).
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Figure 7. The variance adjusting factor of the observations at three different epochs, where four
synthetic faults ranging from 0.4 to 20 m have been injected at each of the three epochs for the
satellites listed in Table 4. The variance of the observations is either extremely inflated (asterisk),
adjusted (triangle), or remained as the pre-assumed value (dot).
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Figure 8. The variance adjusting factor of the observations for a positioning period of 1 h, where
four synthetic faults ranging from 10 to 200 m have been injected every 30 s. The variance of the
observations is either extremely inflated (asterisk), adjusted (triangle), or remained as the pre-assumed
value (dot).

In the first and second test cases, CAKF successfully detected and identified all the
observations with synthetic faults during different scenarios of injecting up to four simul-
taneous faults without additional iterations. The labelled observations in Figures 6 and 7
are those with injected faults as per Table 4. The variance of all identified observations has
been inflated by a factor and hence has no or insignificant impact on the solution. Table 8
shows the advantage of the CAKF method in saving the computational load compared to
other methods, such as iterative DIA, Chi-square, and SS. It lists the number of iterations
and subsets that need to be processed in each method to identify the faulty observations,
which is the same for the two test cases. This number changes in relation to the considered
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number of simultaneous faults and the number of observations per epoch, which is around
100 observations in the test. The traditional Chi-square and SS methods were tested to
detect and identify the case of one fault per epoch, and they successfully identified the
faulty observation. Testing cases with two, three, and four simultaneous faults using SS and
Chi-square methods was not performed, as processing the thousands of required subsets,
as indicated in Table 8, is impractical for real-time positioning applications. While iterative
DIA was able to detect and identify all faults up to four simultaneous ones, the number of
iterations increased with the number of simultaneous faults.

Table 8. Number of additional processed subsets for fault identification using different FDE methods.

Method One Fault Two Faults Three Faults Four Faults

CAKF 1 1 1 1

Iterative DIA 1 2 3 4

Traditional Chi-2 100 5050 161, 800 3, 921, 325

Solution Separation (SS) 100 5050 161, 800 3, 921, 325

Computation saving
when using CAKF (%)

DIA 0 50 67 75

SS/Chi-2 99 99.999 99.999 99.999

As listed in Table 8, the computational load saving when applying CAKF is massive
compared to other methods. It decreases the number of iterations, or the subsets required
for processing from 50% to 99.999% based on the comparison method and the considered
number of simultaneous faults. The number of additional subsets requiring processing
in Table 8 for iterative DIA or Chi-square methods is only required when a detection
test indicates a potential fault. In contrast, SS and CAKF methods conduct detection and
identification tests simultaneously, necessitating the processing of the additional subsets
in Table 8 at every epoch for these two methods. Note that all methods require additional
computations to perform the detection test before or after (to confirm full exclusion of
faulty observations) the identification process.

In the third test case, we examined CAKF’s ability to detect and identify smaller faults
as per Table 6. During an observation period of more than 10 h and almost 5000 injected
faults, the proposed method detected and identified up to 85% of the injected faults
when the upper significance level in Equation (19) was set to 0.001, while about 87% of
the injected faults were detected and identified with an upper significance level of 0.0005.
These detection and identification results are after the first iteration, as explained in Figure 2.
Due to the large number of observations and the small size of the injected faults, the impact
of the undetected faults is minor on the position estimate; hence, no more CAKF iterations
were performed.

Looking at the current methods, when SS is used for aviation, for example, multipath
is rarely anticipated. In addition, only epoch-wise smoothed code GPS observations are
processed since the required alert limit is set to tens of meters [31,32]. Furthermore, the
exclusion is performed per satellite. All of these conditions have resulted in limiting
the number of subsets that need to be processed for fault identification, in case one or
more simultaneous faults are suspected. On the other hand, ground applications such as
AVs need many more observations in real time to preserve availability. Fault exclusion
is best performed per observation, not per satellite, preserving the information of most
observations in particular where the UDUC method is adopted. AVs require at least lane
precision (< 1 m) for the estimated position, which necessitates the inclusion of phase
observations. In addition, a large multipath is highly possible when navigating in urban
areas. Therefore, it is very likely to have many simultaneous faults at any single epoch
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due to cycle slips, no line of sight, or large multipath. Hence, methods such as SS and
Chi-square will require the processing of a huge number of subsets, as shown in Table 8,
unlike the proposed method.

Results show that the CAKF is efficient in detecting and identifying faulty observations.
In addition, it reduced the computational load required for FDE compared to the other
tested methods. The quality of the estimated position is also maintained. Figure 9 illustrates
the position error in the three directions, i.e., east, north, and up, when one hour of data
was processed after fault injection, as per the first test case where four simultaneous faults
that range from 0.4 to 20 m were injected into code and phase observations every 30 s.
The data were processed in three different modes where (1) no FDE method was used,
(2) iterative DIA was implemented, and (3) CAKF was applied. The test was repeated and
is presented in Figure 10, but in this case, the fault values increased to range from 10 to
200 m, as per the second test case criteria. Figures 11 and 12 present the position error in
the three directions of the third test case, where four faults that range from 0.4 to 5 m were
injected into phase and code observations every 30 s. The figures show the position error
of both CAKF and iterative DIA for more than 10 h of observation. A significance level of
0.001 was used in the detection test of both methods in Figure 11, while the significance
level was 0.0005 in Figure 12.

The results of Figure 9 show that the position error was at the decimeter level for both
horizontal directions, and up to a meter in the vertical direction when no FDE method
was used. The position error dropped to the centimeter level in the horizontal and vertical
directions when iterative DIA was used. CAKF provided better results where the maximum
position error was 3 and 10 mm for the horizontal and vertical directions, respectively.
Figure 10 presents the increase in the position error up to a few meters when no FDE
method was in use. With the implementation of iterative DIA, centimeter accuracy was
maintained in both horizontal and vertical directions. The maximum position error was 6
and 11 mm in the horizontal and vertical directions when CAKF was applied.
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(2) iterative DIA, and (3) CAKF. The inset shows the results of methods (2) and (3).
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Figure 10. Position error in east, north, and up (different vertical axis scale) directions of CUT0,
from top to bottom, respectively. Processing of the second test case was conducted using (1) no FDE,
(2) iterative DIA, and (3) CAKF. The inset shows the results of methods (2) and (3).
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top to bottom, respectively. Processing of the third test case was conducted with a significance level
of 0.001 using (1) iterative DIA and (2) CAKF.
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Figure 12. Position error in east, north, and up (different vertical axis scale) directions of CUT0, from
top to bottom, respectively. Processing of the third test case was conducted with a significance level
of 0.0005 using (1) iterative DIA and (2) CAKF.

In the first test, where the significance level was set to 0.001, Figure 11 shows a position
error of about 5 mm in both horizontal directions and 5 cm in the vertical direction when
CAKF was applied, while these values almost doubled when DIA was used. Similar
position errors were obtained from both methods when the significance level was set to
0.0005, as shown in Figure 12. This demonstrates that a significance level of 0.001 was
stringent enough to detect and identify all significant faulty observations. Although further
tightening the level to 0.0005 led to more suspected faulty observations being excluded,
as mentioned earlier, it did not improve the positioning estimate, indicating that these
additional exclusions did not significantly impact position quality. The case of No FDE
was excluded from the third test case, as its effect was already represented in the first
and second test cases. This allowed better representation of the comparison between the
proposed CAKF and iterative DIA over a longer testing period. The three test cases show
the ability of the proposed method in efficiently detecting, identifying and handling a wide
range of simultaneous code and phase faults.

6. Conclusions and Future Work
Positioning with FDE of ground applications such as AVs is proposed using PPP-RTK

processed with an improved CAKF. PPP-RTK provides reliable and real-time positioning
using UDUC observations without the need for the traditional RTK setup or performing
double differencing. CAKF alleviates adverse effects of the fixed covariance matrix of the
dynamic model, when EKF is used, by balancing the contribution of both prediction and
estimation steps. The CAKF approach includes the implementation of a robustness test for
outlier detection and de-weighting of suspected observations. This test can function as an
alternative to the commonly used FDE methods, which are computationally expensive and
may not be suitable for real-time positioning. CAKF also encompasses an updating process
for the observation stochastic model every epoch. This enhances the production of a realistic
observation covariance matrix, and consequently, more representative IM parameters such
as PL. We also suggested a salient modification to the method of computing the UWV, which
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represents a major parameter of the robustness test. Whilst UWV was computed using
single epoch predicted residuals and re-computed every epoch, a sliding time window was
proposed where the estimated residuals of the most recent consecutive epochs for a certain
period are used. The length of the sliding window was pre-set based on an autocorrelation
study of the UWV over time. This modification provided more representative UWV that
improved the subsequent computations of the robustness test.

The suggested modification to the computation of UWV was examined for different
observation types of different constellations. Three types of UWV were computed: (1) dis-
crete UWV, (2) accumulated UWV, and (3) adaptive UWV. Results showed a considerable
fluctuation in the discrete UWV values, whereas the adaptive UWV residuals were steady,
with a reduction of 7–28% in the RMS compared to the discrete UWV. The CAKF robustness
test was examined in terms of its capacity to detect and identify various simultaneous
faults. In the first test case, synthetic faults in code and phase, ranging from 5 to 20 m and
from two to five cycles respectively, were injected into the observations every 30 s. The
second test case involved larger fault injections, with code faults between 120 and 200 m
and phase faults between 50 and 100 cycles. To investigate the performance of the method
for FDE of small faults, a third test case spanned over 10 h, with smaller code faults (1 to
5 m) and phase faults (two to five cycles) injected every 30 s throughout the testing period.
CAKF successfully identified and de-weighted all observations with injected faults in the
first and second test cases. Up to 87% of faulty observations were detected in the latter test
case with a minor impact on the position solution. The quality of the estimated position
was maintained when CAKF was used for FDE. The largest position error was about 6 and
11 mm in the horizontal and vertical directions, during the three test cases. In terms of
computational load saving, CAKF reduced the number of iterations and subsets that are
required for fault identification by 50% to 99.999% compared to the classical SS, Chi-square,
and iterative DIA. This reduction percentage varies based on the comparison method and
the considered number of simultaneous faults.

Future research will focus on enhancing the applicability of the proposed method in
real-world scenarios. A key aspect of this effort is improving the PPP-RTK infrastructure,
which could involve network densification through an increased number of reference
stations and enhancing the quality of corrections provided to users. This approach has the
potential to improve FD capabilities and minimize the number of simultaneously faulty
satellites that users need to consider for exclusion, thus reducing computational demands
and increasing the practicality of the method.

Additionally, future investigations will include testing the method using kinematic
positioning data in challenging environments where many faults due to cycle slips and loss
of lock may take place. Future work also incorporates the computation of the PL to check
the effect of the proposed technique on IM availability, and the possibility of improving
the performance.
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