Water Resources Management (2025) 39:2551-2566
https://doi.org/10.1007/5s11269-024-04077-3

®)

Check for
updates

AloT-Driven Leak Detection in Real Water Networks Using
Hydrophones

Beenish Bakhtawar'(® . Ali Fares’ - Tarek Zayed'

Received: 10 October 2022 / Accepted: 14 December 2024 / Published online: 26 December 2024
© The Author(s) 2024

Abstract

Acoustic sensing technology is a familiar approach to detect leakage in urban water net-
works. Critical issues like false alarms, difficult leak locations, missed leaks, unknown
site conditions, and high repair costs are still prevalent. The situation warrants develop-
ing a more sophisticated and efficient leak detection approach in real water networks.
Hydrophone based acoustic technology has a strong promise for high precision detection
of leaks. However, AloT approach using hydroacoustic data for real water leak detection
are rarely reported. The current study, therefore, proposes an integrated signal analysis
and machine learning-based ensemble model for leak detection using a hydrophone-based
smart [oT system. The results show that the most significant features are peak frequency
and maximum amplitude. Random forest is the most robust classifier for cost effective
long-term monitoring, and the proposed voting ensemble classifies leaks and no leaks with
high accuracy on both unseen data and new sites. Specifically, proposed models have very
few alarms and missed leaks are reported, a significant problem in models developed us-
ing accelerometers and noise loggers. The study shows a significant contribution to the
domain of leak detection for real urban water networks.
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1 Introduction

Leaks in dense urban water systems are a vexing problem amidst the ongoing global water
crises. Water leakage forms a major part of yearly water losses estimated at 126 billion
cubic meters (Bakhtawar and Zayed 2023). False alarms, missed leaks, and inaccurate leak
localization create further woes by significantly escalating pipeline repair costs (Islam et al.
2022). The situation warrants proactive identification of leaks for proactive maintenance
and prevention of pipeline bursts maintaining continuous water supply. Acoustic sensing
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technologies can be used for both leak detection, localization and monitoring (Wu et al.
2024). Hydrophones are a non-invasive acoustic technology that can effectively study the
in-pipe acoustic signature to indicate presence of leaks (Wang et al. 2021). They consider-
ably differ from out-of-pipe sensing technologies including accelerometers and noise log-
gers that are significantly prone to background noise (Huang et al. 2025; Leonzio et al.
2024). They are attached to the fire hydrant because of which it is less sensitive to ambient
noises (Bakhtawar and Zayed 2021). Past studies suggest that hydrophones have a similar
or higher accuracy results than accelerometers, pressure sensors, or ground microphones
(Leonzio et al. 2024). Remarkably, Wang et al. (2021) suggests that hydrophones can cap-
ture data of high resolution enabling detection at even low frequencies and under high atten-
uation conditions. Such studies provide empirical evidence to use the hydrophone sensors
for identifying real unstimulated leaks in urban water distribution networks (Xu et al. 2019).
However, most relevant research in the domain focuses on lab and test bed scope with sim-
plified network conditions (Iwanaga et al. 2022). Recently, [oT-based acoustic monitoring
setups are proposed as an innovative solution for diagnostics of invisible leaks in real water
networks (Gong et al. 2020).

Thus, experiments for accurate water leak detection are crucial for practical implementa-
tion. For acoustic data modeling, signal analysis-based Al solutions have promising poten-
tial without historical failure records and utility drawings. For example, Wu et al. (2024)
used deep learning classifiers to study the effect of data augmentation on acoustic leak
detection. Zhang et al. (2023) used a CNN-based crack and leak detection model in a smart
water network. Kammoun et al. (2023) used an unsupervised LSTM to detect and localize
leaks using acoustic data. As an alternative, tree-based models show similar or improved
detection performance at a lower cost (Fan et al. 2022b). Although some studies employ
tree-based ensemble approaches for noise loggers (Tijani et al. 2022), models using hydro-
phone data are seldom reported. Consequently, the current study proposes a hydrophone-
based leak detection experiment in real water networks. The main study objectives are: (1)
Demonstrate an intelligent [oT setup for leak detection using hydrophones for real water
networks; (2) Develop a signal analysis and Al based ensemble model for identifying leaks
from hydroacoustic data; (4) Test the developed machine learning ensemble model under
different conditions and (5) Identify the most significant features for predicting leaks.

2 Research Methodology

The study focuses on water leak detection in real urban water networks in Hong Kong
using hydrophone-based data. An AloT setup for hydroacoustic leak detection is proposed
comprising a hydrophone sensor and acoustic logger setup with cellular enabled real-time
data recording and transmission system. A hydroacoustic signal based machine learning
ensemble is proposed to classify leaks and non-leaks signals. The adopted experimental
design is further detailed out in Sect. 2.4. Data is collected over a period of seven months
and preliminary acoustic signal analysis is used to study the leak and no-leak signature.
Feature extraction in both time and frequency domains is then used for building a machine
learning based ensemble for accurate leak classification (Fan et al. 2022a). For the AI mod-
eling, several classifiers are tested for their comparative performance based on related stud-
ies (Bakhtawar and Zayed 2023). Selected models are then further validated using unseen

@ Springer



AloT-Driven Leak Detection in Real Water Networks Using Hydrophones 2553

data from new sites from Hong Kong using a proposed voting ensemble comprising best
performance classifiers. Research methodology adopted in the study is shown in Fig. 1a.

2.1 Data Collection

The WSD ensures effective communication between research team and local repair, provid-
ing timely leak alarm information and facilitating on-site data collection. Upon receiving
any leak alarm, a hydrophone is deployed on any nearby hydrant on the location with a
certified expert from the local Water Services Department (WSD) to collect the desired data.
Once the hydrophone is deployed, data recording is initiated by the research team. Data was
collected from different districts of Hong Kong over seven months. In total, 13 different
sites were studies for both leak and no-leak conditions. The pipe diameter ranged from 100
to 300 mm, both metal and non-metal types, with most pipes being made of ductile iron and
polyethylene.

An HWM PermaNET+TM based IoT setup consisting of a single hydrophone and an
acoustic logger assembly is proposed for data collection, as shown in Fig. 1b (i). A stan-
dard London round thread adaptor, shown as the golden metal ring in Fig. 1b (i), is used
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for connecting the hydrophone with the hydrant. The acoustic logger assembly consists of
an integrated antenna enabled with real-time data collection and transmission via low-cost
telemetry and an online cloud platform for preliminary data storage and analysis. The data
can be downloaded on any internet enabled device for further modeling and analysis. The
overall data collection protocol is also explained in Fig. 1b (ii). Signals from the pipelines
were recorded at regular 30 min intervals between the quiet times between 3:30 am and 4:30
am every night for 5—7 continuous nights, at a sampling frequency of 4096 Hz.

2.2 Signal Analysis

Acoustic signal analysis based on Fast Fourier transform (FFT) is a powerful preliminary
tool for detecting anomalies when continuous data is available (Fares et al. 2023). A repre-
sentative leak and no-leak acoustic signal recorded from the Hong Kong water network is
presented in Fig. 1c. In presence of a water leak, the high-frequency region in FFT shows a
strong peak observed consistently for many days. Conversely, in case of NoLeak conditions,
the low-frequency shows a peak which probably represents the self-noise of the system.
A significant disparity exists between the amplitude of leak and no-leak signals, suggest-
ing the presence of a constant noise source in the system. However, to judge whether the
noise source is truly a leak, a more in-depth analysis using an Al-aided classification is
desired (Nimri et al. 2023). Mathematically, the FFT algorithm using a discrete transform
is expressed as per Eq. 1.

X = Z j:fz—olxnefﬁr ikn/N (1)
where X}, is the output expressed as a complex number with both amplitude and phase
knowledge for time increments at equal spaces, t=0, 1, ....... , N-1. Overall, FFT has several

advantages for water leak detection like high sensitivity for early prognosis and resource
allocation for further investigation. As compared to time domain analysis, it is easier to
distinguish leak from no-leak signals for distinguishing ambient noise frequency ranges for
denoising (Sitaropoulos et al. 2023).

2.3 Model Development for Water Leak Detection

After preliminary analysis using signal analysis, Al-based voting ensemble is proposed
using the steps covered in this section. The methodology adopted for the model develop-
ment is explained in Fig. 1d. The recorded signals are pre-processed using linear prediction
and split into individual files of one second each to increase signal population. The dataset
is split using the 80:20 ratio. 20% of the data was separated for testing, which contained
unlabeled and unseen data from the sites. Selected machine learning classifiers were com-
pared for their performance to detect water leaks. Finally, acoustic recordings from new
sites are collected to validate the voting ensemble and predict the new sound files’ Leak/
NoLeak status.
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2.3.1 Feature Extraction Using Linear Prediction

Acoustic data is complex to analyze and needs further transformation to retrieve the most
relevant information to detect presence of water leakage in the systems. Feature extraction
aids in signal characterization by selecting relevant features containing important infor-
mation on leaks. Hu et al. (2021) and Fan et al. (2022a) studied various feature extrac-
tion methods exist for acoustic signals. Linear prediction (LP) for feature extraction from
hydroacoustic data has shown promise for leak detection in real urban water networks
(Cody and Narasimhan 2020; Tijani et al. 2022). A comparable LP-based feature extraction
has been adopted in the current study for real water distribution networks. The LP algorithm
uses an autoregressive algorithm to computes predictor coefficients, as shown in Eq. 2.
Resulting reconstructed signals can help identify even minor deviations and anomalies in
the acoustic signature (Hu et al. 2021).

s[n] = Z P _jaks[n—k]+e [n] )
where ay, are the linear predictor coefficients of p** order and the residual prediction error
is represented as e [n]. Post LP transformation, spectral features belonging from both the
time and frequency domains are extracted from signals, as presented in Table 1.

2.3.2 Algorithm Selection and Parameters

To evaluate the effectiveness for leak detection, several supervised learning approaches
were evaluated. A total of eleven different Al classifiers, all suitable for classification prob-
lems, were selected for comparison. These methods are classified as Lazy learners, Bayesian
methods, artificial neural networks, decision trees, ensemble models, and support vector
machines (Ahmed et al. 2024). The model parameters used in the study are shown in Table
2. Many of these supervised learning classifiers have not been tested in past studies to pre-
dict leaks using hydroacoustic data.

Table 1 Explanation of extracted  Features Type References
features Average Level Time Domain (Dhifaoui,
Spread Time Domain 2019;
Root Mean Square Time Domain 532 26;.31"
Maximal Lyapunov exponent  Time Domain Tariq ét
(MLE) al., 2022;
TD Average Amplitude Time Domain Tijani et
Autocorrelation Kurtosis Time Domain al. 2022)
Skewness Frequency Domain
Peak Amplitude Time Domain
Crest Factor Time Domain
Total Energy Time Domain
Autocorrelation MLE Time Domain
FD Average Amplitude Frequency Domain
Maximum Amplitude Frequency Domain
Frequency Spread Frequency Domain
Peak Frequency Frequency Domain
Kurtosis Frequency Domain

@ Springer



2556 B. Bakhtawar et al.

2.4 Classification Performance Metrics

Various classification performance metrics used are presented in the current section as
follows:

2.4.1 Confusion Matrix for Leak Detection

Common classification performance indicators that can be used for model evaluation are
accuracy, precision, and recall as depicted in Eq. 3 to Eq. 5. These metrics indicate the cor-
rect predictions resulting from the model. For the leak detection problem, however, it is also
beneficial to also investigate the true leak rate (TLR), true noleak rate (TNR), false alarm
rate (FAR), and missed leak rate (MLR), calculated using Eqgs. 6 to 9.

True Leak + True NoLeak
Classi fication Accuracy = 3
f Y Total Sample )
TL
Precision = ———— 4
TL+FA @)
Tabl}e1.2 P;arameters of slupervised Type Classifier Parameters
machine learning models Lazy ncarcst K=s.
neighbor Distance measure=Euclidean
(KNN)
Bayesian Naive-Bayes Estimation Mode=Greedy; Maximum
(Kernal) Bandwidth=0.1
Number of kernels=10
Artificial AutoMLP Training Cycles=10; Number of
Neural generations=10
Network Deep Activation=Rectifier; Loss
Learning Function=Automatic
Neural Net  Training Cycles=200; Learning
Rate=0.01
Trees Decision Criterion=gain ratio; Minimal size for
Tree split=4.
Minimal leaf size=2; Minimal
gain=0.01
Maximal depth=10; Confidence=0.1
Ensembles Gradient Number of trees=50; Maximal
Boosted depth=5;
Trees Min. rows= 10 Number of bins=20);
Learning Rate=0.01
Random Criterion=gain ratio; Minimal size
Forest for split=4
Minimal leaf size=2; Minimal
gain=0.1
Maximal depth=20; Confidence=0.25
Adaboost Iterations=10
Sub-Operator=Decision Tree
Support Vec- SVM Kernel type=dot; Convergence
tor Machines epsilon=0.001
Regression  Logistic Solver=Auto

Regression
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TL

Recall = TL + ML Q)
T Leak Rate — TLR — True Leak _ TL 6
e eal fwate = ~ (Missed Leak + True Leak) (ML +TL) ©)
T NoLeak Rate — TN R — True No Leak _ TN .
rue okeak rate = " (False Alarm + True No Leak) ~ (FA+TN) )

False Al FA
False Alarm Rate = FAR = arse Alarm = ®)

(False Alarm + True No Leak) (FA+TN)

Missed Leak _ ML 9
(Missed Leak + True Leak) (ML + TL) ©)

Missed Leak Rate = M LR =

2.4.2 F1 Score Comparison

The F1 score is a combined measure of classification accuracy that considers both precision
and recall metrics for a balanced evaluation. Mathematically, F1 can be expressed as the
harmonic mean of precision and recall as per Eq. 10.

2 % Precision * Recall
F1 = 10
Seore Precision + Recall (10)

It is important to note that the F1 score concentrates only on the positive prediction results.
Therefore, the results depend on which category is designated as positive in the binary clas-
sification. Reversing the positive and negative categories will render the F1 score meaning-
less. Hence, selecting the positive category carefully is crucial for accuracy.

2.4.3 Matthews’s Correlation Coefficient (MCC)

The Matthews Correlation Coefficient (MCC) is an effective measure of binary classifica-
tion, especially in case of imbalanced datasets. Equation 11 shows that a specific advantage
of using the MCC is that combines multiple classification characteristics into a single met-
ric. The metric of MCC is basically a correlation coefficient between observed and predicted
classes, as shown by Eq. 11 of the confusion matrix.

(TP2TN) — (FPzFN)

MCC =
/(TP + FP)(TP + FN)(TN + FP)(TN + FN)

(11)

For the data collected in the current study, acoustic signatures from NoLeak cases are much
higher in number than the leak cases. Therefore, MCC is a comparatively robust measure
to demonstrate the level of agreement between observed and predicted class values. For
interpretation, the values of MCC range from —1 and +1. A value closer to —1 indicates
total divergence, but a value closer to +1 indicates perfect conformity between predicted
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and observed values. Additionally, a value of 0 means that the prediction is random, just
like a coin flip.

2.4.4 ROC Curves

Receiver operating characteristic (ROC) curves are a graphical plot used to evaluate the
performance of a binary classification operator. The ROC curves show the trade-off between
true leak rate (sensitivity) and the false alarm rate (specificity) for the selected classifier
against different settings. A classifier with the ROC curve bending closer towards the top
left corner is considered to have better performance in terms of higher sensitivity and lower
specificity. The area under the ROC curve (AUC) can be used to quantify the ability of the
model to discriminate the Leak and No Leak classes. An AUC of 1 denotes a perfect model
and an AUC of 0.5 or below denotes a random model.

2.5 Voting Ensemble Based Validation

A voting ensemble is a machine learning method that integrates the prediction results of
multiple learners and presents a final prediction based on hard voting for classification prob-
lems. The resulting class is the result of most votes from the individual models improving
prediction reliability, stability, avoiding risk of overfitting. In the study, a voting ensemble is
proposed for the best performing algorithms. The voting ensemble was validated using both
(i) unseen data and (ii) new data received from the water and services department to test
the AloT setup proposed in the study. For the testing on unseen data, 20% of unlabeled data
was saved for testing the model on unseen data. Furthermore, Fares et al. (2023) proposed
to evaluate leak detection models on data collected from new sites not considered during
model developed. Consequently, new sound files were received from the contractor from
four different test sites around Hong Kong. In total, 120 new data recordings from four new
sites were used to further validate the model.

2.6 Feature Selection

Feature selection is an optimization method used to improve model performance by opti-
mum selection of feature sub-set from the feature space (Fan et al. 2022a). It is essential to
select the most significantly contributing features to model. The features contributing most
to the model prediction capabilities were explored using two feature selection mechanisms:
(1) Attribute weights and (2) Brute force. For the attribute weight’s function, there are two
options to select the features: (a) Forward Selection and (b) Backward Selection operators
(Fan et al. 2022a; Tijani et al. 2022). Both the attribute weight-based methods are stepwise
regression methods but they approach the feature selection task in converse to each other.
The forward selection starts the iterations with an empty set, adding the features one by
one, evaluating their impact on the model performance. In comparison, the backward selec-
tion begins with the full set of features, eliminating the features one by one through the
iterations. The brute force method carries out an exhaustive iteration based on all possible
combinations of features selecting the feature set giving the optimized model performance.
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3 Results and Discussion
3.1 Training and Testing Model Performance
3.1.1 Confusion Matrix Results

Confusion matrix results are illustrated in Table 3 for both training and testing data. Overall,
all the learners show high classification accuracy. However, accuracy is a limited metric
of performance. Using only the accuracy can be misleading because it is calculated only
based on correct classifications. In the case of leak diagnostics, insights into false alarms,
and missed leaks are crucial for the timely detection of leaks. False alarms in leak detection
systems have significant negative consequences like additional repair costs, unnecessary
digging, and extra workforce. Similarly, missed leaks can remain in the system as unde-
tected leaks eventually causing large bursts in the pipeline. Hence, false alarm rate (FAR)
and missed leak rate (MLR) are crucial but undermined metrics for water leak detection.
Based on these criteria, the best-performing classifiers for the data are Adaboost and
Random Forest considering the least level of MLR and FAR, as well. Adaboost has a 100%
true prediction rate for the training set, followed by Random Forest. For the testing set, both
learning algorithms have the lowest FAR/MLR levels (Random Forest=0.54/1.61 and Ada-
boost=0.73/1.61). Naive Bayes (Kernal), ANN and AutoMLP also show promising clas-
sification performance with low false alarms but have a slightly high rate of missed leaks.

Table 3 Performance of different predictive operators

Predictive Operator Data Type Accuracy Precision Recall TLR FAR TNR MLR

Deep Learning Training 96.49 98.20 6640 6640 0.14 99.86  33.60
Testing 96.74 97.73 69.35 6935 0.18 99.82  30.65

Logistic Regression Training 99.55 98.36 97.17 9717 0.18 99.82  2.83
Testing 98.53 93.44 91.94 9194 0.73 99.27 8.06

Naive-Bayes (Kernal) Training 99.96 100.00 99.60 99.60 0.00 100.00 0.40
Testing 99.35 98.33 95.16  95.16 0.18 99.82 4.84

Random Forest Training 99.96 100.00 99.60  99.60 0.00 100.00 0.40
Testing 99.35 95.31 9839 9839 054 9946 1.61
SVM Training ~ 96.82 99.42 68.83 6883  0.05 99.95 31.17
Testing 96.9 97.78 7097 7097 196 98.04  29.03
ANN Training ~ 99.76 98.79 98.79 9879  0.14 99.86 1.21
Testing 98.86 92.31 96.77 9677 091 99.09 3.23
k-NN Training ~ 99.59 98.37 97.57 9757 0.18 99.82 243

Testing 98.68 92.31 96.77 9677 091 99.09 3.23
Gradient Boosted Trees ~ Training 99.35 96.02 97.57 9757 045 99.55 243
Testing 98.86 91.04 9839 9839 1.09 9891 1.61

Decision Tree Training 99.76 98.79 98.79 9879 0.14 99.86 1.21
Testing 99.02 92.42 9839 9839 091 99.09 1.61
Auto MLP Training 99.71 99.18 97.98 9798  0.09 9991  2.02
Testing 99.18 93.85 9839 9839 0.73 9927 1.61
AdaBoost Training 100 100.00 100.00  100.00 0.00  100.00 0.00

Testing 99.18 93.85 9839 9839 0.73 99.27  1.61
True Leak Rate (TLR), False Alarm Rate (FAR), True No-Leak Rate (TNR), Missed Leak Rate (MLR)
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Thus, it can be concluded that the ensemble-based supervised learning classifiers are more
accurate and robust when classifying leak/no leak acoustic data.

3.1.2 F1 Score and MCC Coefficient

To further study the model performance, F1 and MCC scores for the training and testing
data sets are shown in Fig. 2a and b, respectively. Overall, F1 scores for the developed mod-
els ranged between 0.81 and 0.97 when tested in the training data set. For the testing set, F1
scores also show a good agreement lying in the range of 0.79-1.00.

As per the results, Random Forest, Auto MLP, Naive-Bayes (Kernel), Neural Net and
Adaboost have the highest values of F1 Scores during both training and testing. Further-
more, the MCC results for these algorithms are close to 1 showing the flexibility of the
models to predict both leaks and no leak situations, efficiently. On the contrary, SVM and
deep learning were among the worst performing algorithms as per both the F1 and MCC
scores further validating the confusion matrix results.

3.2 Validation of Proposed Voting Ensemble

A voting ensemble is set up using the best-performing five classifiers. The infrastructure
of the voting ensemble is shown in Fig. 3a. The performance of the developed ensemble
is tested both using (i) unseen data and (ii) new data received from the water and services
department to test the AloT setup proposed in the study. The voting ensemble runs all five
classifiers simultaneously. Then, it takes a vote on the data classification as a leak or no leak,
as explained in Fig. 3a.

3.2.1 Testing for Unseen Data

For the current study, the developed voting ensemble was most effective in detecting leaks
with no misclassifications and consequent 100% testing accuracy on the unlabeled data set
as shown in Fig. 3b. Figure 3b shows that all the developed models gave very promising
accuracy levels individually as well. However, for accuracy, the voting ensemble is consid-
ered the preferred method for leak detection in real networks.
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3.2.2 Testing for New Sites

Some frequency spectrums of signals from the new sites are shown in Fig. 4. The signals
from the new sites show peaks in the very low-frequency zones akin to other no-leak sig-
nals, as shown in Fig. 1c. Previous literature also highlights that very low-frequency acous-
tic signals may be the system’s internal noise (Gupta and Kulat 2018). Thus, these signals
were considered to be possible false alarms.

To confirm the inference from the FFT, the developed ensemble model was used to
predict the leak/no-leak status of the examined sites. The model results match the signal
analysis showing a no-leak status for all the sites. A field inspection was then conducted
which confirmed the results of the model to be correct. More data from other sites with real
leaks can further help validate the real network applicability and practicality of the model
implementation.
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3.3 Feature Selection

The original hydrophone model was developed using 17 features enlisted in Table 1. Results
of the feature selection differ for forward and backward selection. According to the forward
selection, peak frequency and maximum amplitude are the most significant features for
water leak detection models. In contrast to the forward selection, only the maximum ampli-
tude is eliminated by the backward selection. Rest all the features are considered significant.
As per the brute force method, MLE, energy, crest factor, autocorrelation kurtosis, autocor-
relation MLE, and peak frequency are among the significant features showing the highest
model performance. Both the forward selection and brute force method successfully reduce
the number of features showing the viability to be used for cost-effective model application.
Results show peak frequency to be a top feature by all three feature selection methods, as
shown in Fig. 5, which shows a clear difference between a leak and no leak signals. So,
the model performance was also observed based only on the peak frequency. Performance
comparison with the original model and a model developed only based on peak frequency
was carried out.

PEAK FREQUENCY
0 Leak [ No Leak

1400.00

1200.00 l

1000.00

800.00

600.00

400.00

200.00

}{ { })Q)O(XIDO(XJOO(DO o0 O o] (o]

0.00 ——
Fig.5 Peak Frequency Histogram for Leak and No Leak Signals
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3.3.1 Comparison of Original and Optimized Models

The comparative performance of feature selection and the original model for two of the top
performing algorithms, Adaboost and Random Forest is observed as shown in Table 4. From
Table 4, in the Adaboost based model, MLR and FAR are increasing with the decreasing
number of features. In comparison, however, the Random Forest model shows better perfor-
mance, as its MLR and FAR decrease with the decrease in the number of features selected.
When trained with just the peak frequency, the Random Forest and Adaboost both show an
increase in the MLR and FAR. Thus, leak and no-leaks cannot be identified using a single
feature. Overall, Random Forest show less sensitivity and more robust performance with the
features selected using Brute Force.

3.3.2 ROC Curves

For the leak and no leak classification, plotting the ROC curve can give a deeper insight into
the diagnostic ability of any classifier to classify leaks and no leaks. For the four best per-
forming models, the ROC curves are plotted to illustrate their classification prediction and
the confidence level against different settings, as shown in Fig. 6. Three different settings are
used to test the performance: (i) optimistic, (ii) neutral, and ii) pessimistic.

First, the ROC curves show that Adaboost and Random Forest show similar performance
under optimistic bias conditions. Secondly, Random Forest shows less sensitivity towards
the change in features than the Adaboost over the three settings. Overall, Adaboost with
seventeen features, and Random Forest with two features are observed to have the highest
performance under different conditions. However, Random Forest has a greater flexibility
and robustness with seldom incorrect predictions. Using only two features, the model is a
good option for cost-effective real water network leak monitoring.

Table 4 Performance metrics for original and feature selection-based models

Predictive Feature Selec-  Data Type  TLR FAR TNR MLR  F1 Score MCC
Operator tion Method
AdaBoost Original Model Training 100.00 0.00 100.00 0.00 1.000 1.00
Testing 98.39 073 99.27 1.61 0.961 0.96
AdaBoost BF  Brute Force Training 97.98 0.05 99.95 2.02 0.988 0.99
Testing 98.39 0.73  99.27 1.61 0.961 0.96
AdaBoost _FS Forward Training 94.33 0.18  99.82 5.67 0.963 0.96
Selection Testing 95.16 091 99.09 484 0937 093
AdaBoost _PF  Peak Frequency Training 88.26 0.14  99.86 11.74  0.932 0.93
Testing 91.94 0.54  99.46 8.06 0.934 0.93
Random Forest ~ Original Model Training 99.60 0.00 100.00 0.40 0.998 1.00
Testing 98.39 0.54  99.46 1.61 0.968 0.96
Random Forest ~ Brute Force Training 99.60 0.00  100.00 0.40 0.998 1.00
_BF Testing 100.00 036 99.64  0.00  0.984 0.98
Random Forest ~ Forward Training 97.98 0.00 100.00 2.02 0.990 0.99
_Fs Selection Testing 9839 036 99.64 161 0976  0.97
Random Forest ~ Peak Frequency Training 91.90 0.00 100.00 8.10 0.958 0.95
_PF Testing 95.16  0.54 99.46 484  0.952 0.95
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(a) Onginal Model (b) Brute Force (c) Forward Selection (d) Peak Frequency
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Fig.6 ROC curves for Adaboost and Random Forest

4 Conclusion

The study focuses on the detection and identification of real leaks in dense urban environ-
ments based on hydroacoustic data using an IoT experiment design. An integrated signal
analysis and machine learning ensemble is proposed to classify leaks and no-leak data.
Rich data from different locations in Hong Kong is collected under the supervision of local
contractors and the government water and sanitation department. A comparison of machine
learning classifiers reveals that Adaboost and Random Forest are the best-performing clas-
sifiers with meager false positive and false negative rates. Further feature selection based
on forward, backward, and brute force concludes that the random forest-based model using
peak frequency and maximum amplitude performs best.

The main highlights of the study include (i) An innovative IoT-based intelligent system to
identify real leaks in real water networks. (ii) Only the leak signature collected from the site is
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used for model development. So, the proposed ensemble model does not need site information to
predict leaks. (iii) A cost-effective model based on only two significant features is also proposed
for long-term monitoring. (iv) The testing results show the model is robust against missed leaks
and false alarms, which is a primary concern in models based on accelerometers and noise logger
data. These results represent the effectiveness and innovation of the study findings.

One activation limitation of the hydrophones, however, is related to difficulties in data
collection. The on-site deployment of hydrophones is more complicated than out-of-pipe sen-
sors. To open the hydrant valve for hydrophone deployment, official permissions and coor-
dination from the government departments are necessary, making it a time consuming effort
especially for high-urgency leak cases. Future research using image classification of the leak
signature can increase detection efficiency and aid in leak localization. A multi-sensor setup
using hydrophone and noise logger data integration can also help identify difficult leaks.
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