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Abstract
When urban landscapes erupt into civil unrests, smart technologies that are intended to
help preserve social order may become prime sites of contention. Integrating critical data
studies and research on networked social movements, this article examines the under-
explored contours of networked disobedience to smart city development – that is, direct
action by self‐mobilised and self‐organised digitally connected citizens and activists to
subvert or disrupt the dominant structure of the datafied smart city – during a large‐scale
protest movement. The case of Hong Kong's smart lampposts is analysed to explicate a
distinct technopolitical contention that emerged in the digital age, focusing on three key
aspects: (1) citizens' digital curation of folk theories, which perpetuated a consensus of
discontent over the installation of smart city technology, (2) the articulation of a digitised
network of counter‐power that provided a mediation opportunity structure for mobi-
lisation and intervention, and (3) the crowdsourcing of disobedient practices of data
activism aimed at sabotaging or evading the smart city technology. The article illustrates
how seemingly ordinary issues of urban datafication can be repurposed to (re)produce
political contention and the ways in which controversies over smart city development
may fuel adversarial citizen–state engagement with repercussions for data‐driven urban
governance.
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1 | INTRODUCTION

The smart city agenda represents the latest paradigm of urban
governance, in which big and AI algorithms are utilised for
sustainable social and economic development [1, 2]. However,
when urban landscapes erupt in civil unrest, smart technology
apparatuses that are intended by urban authorities to help
implement social order may become prime sites of contention.
Smart city development is often criticised for the social
inequality, segregation and exclusion resulting from its uneven
distribution of services [3, 4]. However, and despite a bur-
geoning literature examining the ways in which big data have
become both a new locus for and also a tool of contentious
politics [5], little is known about how citizen discontent arises
in increasingly automatised and data‐driven urban landscapes

[6, 7]. Much remains to be understood about how urban
datafication opens up or closes off political opportunities for
the articulation of citizen action and (counter‐)public engage-
ment [8], especially in non‐ or semi‐democratic contexts [9],
which have thus far been neglected in the literature.

Integrating critical data studies and research on networked
social movements, this article examines the underexplored
contours of networked disobedience to smart city development
– that is, direct action by self‐mobilised and self‐organised
digitally connected citizens and activists to subvert or disrupt
the dominant structure of the datafied smart city – during a
large‐scale protest movement. Specifically, the case of Hong
Kong's smart lampposts is analysed to explicate a distinct
technopolitical contention that emerged in the digital age,
focussing on three key aspects: (1) citizens' digital curation of
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folk theories, which perpetuated a consensus of discontent
over the installation of the smart urban technology, (2) the
articulation of a digitised network of counter‐power that pro-
vided a mediation opportunity structure for mobilisation and
intervention, and (3) the crowdsourcing of disobedient prac-
tices of data activism aimed at sabotaging or evading the smart
urban technology. The article illustrates how seemingly ordi-
nary issues of urban datafication can be repurposed to
(re)produce political contention and the ways in which con-
troversies over smart city development may fuel adversarial
citizen–state engagement, with repercussions for data‐driven
urban governance.

2 | HONG KONG'S SMART LAMPPOSTS
IN CONTENTION

The Smart City Blueprint of the Government of the Hong
Kong Special Administrative Region (HKSAR) includes a plan
to install over 400 multifunctional smart lampposts throughout
the city to harness real‐time data, with the aim of building ‘a
world‐famed Smart Hong Kong characterised by a strong
economy and high quality of living’ [10]. As of June 2019,
before the outbreak of the Anti‐Extradition Bill Movement
(AEBM), over 50 smart lampposts had been implemented
during the first stage of a pilot scheme, with the remaining 350
lampposts to be installed in subsequent phases. According to
the local government, smart lampposts are used by multiple
urban authorities to collect environmental, traffic flow and air
quality data in busy districts for business and tourism [11] as
shown in Figure 1.

Specifically, the smart lampposts are equipped with mete-
orological and air quality sensors, thermal detectors and light
detection and ranging sensors to collect air quality and weather
data, along with Bluetooth beacons, radio frequency identifi-
cation (RFID) and QR‐code tags to enable data transmission
for geolocation purposes [12]. Cameras have also been installed
in some of the lampposts to help monitor and collect real‐time
information on traffic congestion and accidents, and the
lampposts will eventually support free Wi‐Fi and permit the
installation of 5G mobile base stations by telecommunications
operators to provide faster mobile data networks [11]. The
collected data are available to government departments, such as
the Environmental Protection Department, Transport
Department and Land Department, and various industry
bodies for analysis. They are also uploaded to the government's
digital portal to provide the public with free access to infor-
mation such as parking space availability and weather and
traffic conditions [12].

During the AEBM, this smart city initiative collided with
the widespread anger and hostility over the HKSAR govern-
ment's proposal to amend the Fugitive Ordinance to allow
Hong Kong to extradite criminal suspects to mainland China.
On 12 June 2019, in response to the local government's de-
cision to move ahead with this amendment, tens of thousands
of citizens surrounded the Legislative Council Complex to
demand the withdrawal of the bill due to the widespread public

distrust of the Chinese legal system [13]. The movement
continued over the following months, with four protest
marches involving more than one million participants and
numerous other sizable protest marches and rallies taking place
between June 2019 and January 2020 [14]. Amidst the un-
precedented political crisis, protestors and their sympathisers
formulated the theory that the smart lampposts were being
used against them by the HKSAR government.

With the outbreak of the crisis, some legislators at the
Legislative Council asked the HKSAR government to clarify
the use of the smart lampposts during the citywide protests,
particularly regarding public concerns that the smart lampposts
would invade citizens' privacy or collect personal information
[15]. The local government responded by clarifying that these
smart lampposts had been installed only to collect data on
traffic, weather and air quality, without a facial recognition
function, and that it had no plans to collect facial or other
personal data in the future. On 16 July 2019, the government
further stressed that the smart lampposts could not breach the
privacy of citizens because some of their functions, such as
video cameras facing residential areas, had been withheld and
would not be activated until they were approved by district
councils [16]. Moreover, as the first wave of lampposts were
being installed in June, the local government promised to
disable some of the surveillance features, including a camera
function for licence‐plate recognition, a Bluetooth detector to
track the speed and travel time of vehicles and a function to
video monitor the dumping of industrial waste at black-
spots [17].

However, due to the breakdown of trust in the local state
and the surging clashes between protesters and police during
the AEBM, some citizens and activists self‐organised to

F I GURE 1 A multifunctional smart lamppost installed in Tsim Sha
Tsu District.
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vandalise and damage some of the smart lampposts in wildcat
actions involving the intensive use of mobile social media and
digital platforms [18, 19]. To further address public concerns
arising during the AEBM, the Multi‐functional Smart Lamp-
posts Technical Advisory Ad Hoc Committee was formed in
August 2019 to offer recommendations to the local govern-
ment. Later, the Committee unanimously agreed that the
government should proceed with the Pilot Scheme and install
the rest of the smart lampposts [15]. In December 2023, the
Pilot Scheme was completed, with over 400 smart lampposts
installed in selected locations. The local government now
considers smart lampposts to be a standard element of Hong
Kong's smart city infrastructure and intends to have them
installed in new development areas under planning or con-
struction for enhancing city management and developing
innovative services [16].

3 | NETWORKED DISOBEDIENCE TO
SMART CITY DEVELOPMENT

Data technologies and AI algorithms have been increasingly
implemented and promoted in urban governance and planning
within the context of smart city policies [10, 14]. At the
vanguard of an emerging ‘platform urbanism’ [20, 21], smart
city technologies are guiding current projects of datafication in
cities and will continue to guide these projects in the future.
Blueprints for smart city development present promising sce-
narios that link technological progress with sustainable social
and economic development. However, critical data studies
have contended that urban datafication has brought new ways
to subjugate citizens by turning them into normalised subjects
of automated surveillance and state control [7, 9, 22]. Ac-
cording to these assessments, smart city development may lead
to new inequalities fuelled by processes of urban datafication
[2–4]. It is through this lens of critical data studies that scholars
have begun to examine citizens' bottom‐up engagement with
smart city technologies in relation to the datafied power of the
state.

Among others, for example, Hoyng explored the emer-
gence of integrated tactics of data vandalism and how they
undermined the state control of data and re‐politicised the
smart city during the Gezi protests of 2013 [23]. Hintz, Dencik,
Redden and Treré called for more research to identify the civic
and political consequences of smart city development, in which
smart city policies and projects are perceived as being ‘used by
those with authority to consolidate power’ [24] (p. 3550). As
yet, however, little is known about the process whereby ordi-
nary digitally enabled citizens have come to counter state‐led
urban datafication and to resist the smart city technologies
that underpin it. The salient case of Hong Kong provides a
vantage point through which to examine how technopolitical
contention over smart city technologies arises and proliferates
in increasingly digitised urban environments.

In filling these gaps, this article draws on Fotopoulos's
work on ‘algorithmic disobedience’ [25] to examine how
people's ‘active refusal to conform to predicated use patterns

of data collecting devices and platform[s]’ (p. 231) unfolded in
the Hong Kong case. The article extends Fotopoulou's notion
with the renewed concept of networked disobedience, turning
its attention to the process whereby ordinary people come to
discuss, invent, share and connect ways to challenge, mitigate,
evade or sabotage the dominant structures of the datafied
smart city. By examining the backlash against Hong Kong's
smart lampposts, the article sheds light on how digitally con-
nected citizens and activists converged ‘to make sense of
goings‐on, to orient others towards shared concerns, and to
develop a collective repertoire of thought [and action]’ [26] (p.
5). Specifically, to deepen understanding of the ‘contentious
politics of data’ [5] (p. 2) in an understudied technopolitical
context, three interlinked levels of analysis are identified, each
addressing different constituent elements of the
(trans)formation of networked disobedience to the installation
of Hong Kong's smart lampposts.

The first level of analysis focuses on examining the digital
curation of ‘folk theories’ [27] regarding smart city technolo-
gies. In recent years, a strand of research has emerged to
investigate how folk theories guide lay people's understanding
of algorithms and data technologies by providing them with
assumptions and expectations [28]. Serving as contextual and
sensemaking frames through which individual users articulate
their malleable views and new knowledge to interact with data
technology, folk theories inform individuals' responses, and
sometimes their resistance, to algorithmic changes [29]. Recent
studies have also emphasised the significant role played by
everyday experiences and immediate encounters, rather than
abstract explanations, in the construction and consolidation of
folk theories of how data technologies work [30, 31]. In the
case of Hong Kong, the combined effects of intensive urban
policing and unfolding adversarial state–citizen engagement led
many citizen activists to turn to folk wisdom and articulate
their own theories about the government's use of smart city
technologies through the process of ‘citizen curation’ [32] (p.
545–562), defined as the subjective collection, assessment and
criticism of information by ordinary citizens in the digital
realm.

The second level of analysis looks at the articulation of the
digitised network of counter‐power for the backlash against
smart lampposts. From the perspective of the network theory
of counter‐power [33–35], proliferating digital networks are
conducive to the emergence of a ‘mediation opportunity
structure’ [35] in which ‘an ultra‐saturated media and
communication environment provides ample opportunities for
activists to resist, to exert their agency, to self‐represent
themselves and to defy the structural constraints’ [35] (p.
122). By allowing diverse participants to flexibly connect
themselves to multiple activist groups and channels [36, 37],
the horizontality of networks supports cooperation and soli-
darity while undermining the need for formal leadership [33].
In turn, the articulation of a robust network of counter‐power
depends on the active contributions of heterogeneous inputs
delivered by diverse participants, who act as informational and
relational brokers in forming bridges for diffusing activist
narratives and practices and for maintaining connectivity [34].
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Relevant studies have demonstrated how the Wi‐Fi connec-
tivity and growing communicative mobility in cities enable
urban residents to take part in ad hoc activist communities of
urban‐based activism by uploading multimedia content in real
time while riding subways or engaging in other quotidian ac-
tivities [38, 39]. By simultaneously enabling network horizon-
tality and multiplicity, the pervasive adoption of mobile devices
and social media thus affords otherwise dispersed individuals
to rapidly converge and develop relational ties in and for
contemporary social movements [33].

The third and final level of analysis examines the devel-
opment of disobedient practices against the smart lampposts,
focussing on the crowdsourcing of ‘best practices through
direct action, resource sharing, and detail to organizational
process’ [34] (p. 165). Given that data technologies and AI
algorithms are always and increasingly contentious in nature,
how citizen action emerges and evolves in relation to (big) data
has prompted scholarly attention. Integrating critical data
studies and social movement studies, Beraldo and Milan
invoked the notion of ‘data activism’ to capture citizens'
(re)appropriation of data technologies and AI algorithms for
engaging in the contestation or subversion of social data-
fication [5] (p. 2). In this article, such acts of data activism are
examined with the complementary concept of ‘connective
actions’ [40], whereby diverse individuals address common
problems or issues through content sharing across digital
platforms [41, 42]. Through connective actions, digitally con-
nected citizens and activists come to combine information
from different online sources to crowdsource what may be
known as ‘citizen science’ [43] that mitigates or challenges the
implementation of smart city technologies and to use what is
common knowledge about AI and data technology to brain-
storm practices of networked disobedience. In so doing, they
invent, share and connect strategies or tactics to evade and/or
sabotage the smart city technologies.

4 | MATERIALS AND METHODS

This study drew on the qualitative methods of digital ethnog-
raphy and archival research to investigate how the networked
disobedience to smart city development unfolded in Hong
Kong. The empirical materials were primarily collected from
LIHKG, which is a popular Reddit‐like digital platform in
Hong Kong that was adopted by protestors as a de facto virtual
command centre during the AEBM [44–46]. A manual
keyword search was conducted to identify, select and archive
the empirical materials for the period from June 2019, when
the backlash against the datafied smart city emerged alongside
the AEBM, to January 2020, when the AEBM was curtailed, in
part, by the outbreak of the COVID‐19 pandemic. The key-
words used for the search on LIHKG were ‘smart lampposts’,
‘surveillance lampposts’ and ‘multifunction lampposts’.
Screenshots were taken of all the threads and posts containing
any of these keywords, producing an archive consisting of a
total of 14,787 posts under 169 threads.

The study also involved non‐participant observations of
relevant social media pages and channels that were publicly
available on Hong Kong's popular digital platforms, including
Telegram, Facebook and Instagram. The empirical materials
that were thereby collected offered significant insights into the
articulation of the oppositional narratives and bottom‐up in-
terventions associated with the citizens' relevant discussions or
calls for action in response to the smart city initiative.
Following Coleman's [47] analytical framework of digital
ethnography, URLs and screenshots of all relevant images,
captions and comments or replies were incorporated in doc-
uments, accompanied by fieldnotes with an initial interpreta-
tion for further analysis.

Furthermore, an immersive reading of media coverage,
documents and records was performed. The archive of reading
materials was collected and curated as follows. First, keyword
searches were used to identify and collect press articles and
public records from the LexisNexis database. Second, policy
documents, announcements and press releases were collected
from government websites and related platforms. This archival
research was used to guide the online observations on the digital
platforms by identifying the corresponding institutional forces,
events and actors at key time points [48]. The materials also
provided evidence of the disobedient practices of data activism
that targeted Hong Kong's smart lampposts and their contours
and ramifications in real‐life contexts that could not be fully
captured by the digital ethnography.

The analysis of the online observations was integrated with
information derived from archival research to offer a contextual
account of ‘how and why certain issues [of urban datafication]
gain political valence, and what opportunities certain acts of
politicisation provide’ [49] (p. 424). While the process of inter-
pretation remained open, it began with a coding process to
identify the key themes regarding (1) the role of different events
and actors in the development of the networked disobedience to
smart city development, (2) the narratives and practices involved,
and (3) how the people's lines of thoughts and courses of action
changed over time. To achieve a context‐specific account, the
study adopted an iterative and dialogical process that moved
between the empirical materials and theorisation [50] and grad-
ually refined the themes until sufficient levels of interpretive
convergence and theoretical saturation were achieved [51]. To
protect anonymity, people's (user)names are not mentioned and
the wording of quotations are altered in the findings.

5 | RESULTS

5.1 | Curating folk theories of smart city
technology

5.1.1 | Folk theory 1: ‘smart technology of urban
policing’

As a distinct type of contentious politics of data, networked
disobedience to Hong Kong's smart lampposts ‘involves
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interactions in which actors make claims bearing on other
actors’ interests, [… and] in which governments are [some-
times] involved as targets, initiators of claims, or third parties'
[52] (p. 7). In the case of Hong Kong, folk theorisation is a
process whereby networked individuals both make sense of
and give sense to the smart city technology and its relationship
with the unfolding adversarial state–citizen engagement. In
summer 2019, as the AEBM rapidly intensified, prominent
discussions arose on LIHKG that linked smart lampposts to
the urban policing unfolding in the ‘city of protests’. These
discussions contributed to the digital curation of the first folk
theories regarding the smart city technology through a process
of ‘mass self‐communication’ [33] (p. 9), whereby digitally
connected citizens and activists drew information from mul-
tiple sources to articulate their own theories of the smart
lampposts – theories that were developed and mediated
through their immediate experiences and encounters during
the AEBM.

Table 1 shows that during the analysed period, 79 of the
169 threads consisted of posts contributed by citizens and
activists that alleged that the smart lampposts were being uti-
lised during street protests by the local government to stealthily
collect personal data on protestors. As shown in the table, the
phrase ‘facial recognition’ was used 98 times across these posts
and the terms ‘police’ and ‘locating’ (or ‘tracking’) were
mentioned 49 and 30 times, respectively. Observations made
using digital ethnography revealed that the use of these phrases
exhibited a burgeoning criticism and doubt that constituted the
first folk theory, alleging that the smart city technology was
being used to assist the police with law enforcement and mass
arrests.

The online conversations related to the first folk theory
reflect citizens and activists' understandings of the installation
of the smart lampposts during the crisis while also focussing
on specific features of the smart lampposts in asserting their
claims. They thus offer a detailed account of ‘how users believe
a system operates (or will operate) and how that belief guides
behaviour and understanding’ [29] (p. 3165). For instance,
relevant posts included discussions of ‘CCTV’ and ‘footage’
(24 mentions) and of the ‘full‐’ or ‘ultra‐high‐definition camera’
(53 mentions) and ‘Bluetooth beacon’ (35 mentions) installed
in the smart lampposts. Although the government claimed that
it did not run any facial‐recognition algorithms on public
surveillance footage [53], online discussions demonstrate

suspicion that these devices were equipped with cameras and
sensors capable of facial recognition to facilitate mass arrests
and that they were providing geolocation data to police for the
purpose of tracking protests.

5.1.2 | Folk theory 2: ‘surveillance system for
political silencing’

Similarly situating the smart city technology within the
changing ‘political opportunity structure’ [52] (p. 60) in Hong
Kong, the second folk theory was curated by networked in-
dividuals to depict the smart lampposts as a surveillance system
for political silencing. Fitting the smart city initiative into an
interpretative scheme or system of meaning that was politicised
in the digital realm, networked individuals described and
considered the smart city technology as a key element of a
broader social surveillance system similar to that used in
mainland China and intended to achieve totalising urban
control in the near future.

As illustrated in Table 2, online discussions frequently
included the terms ‘(social) credit system’ (240 mentions), ‘big
brother (is watching you/us)’ (27 mentions) and ‘political
silencing’ or ‘chilling’ (18 mentions), suggesting that the
installation of smart lampposts was a step towards establishing
a citywide social credit system aimed at penalising disloyalty.
Although the HKSAR government stated that none of the data
collected from the smart lampposts were being or would be
shared with third parties, such as the central government [54],
citizens and activists were sceptical about the creation of a
database intended for grid‐style surveillance and its potential to
extend automated monitoring into Hong Kong's civil society.

In particular, the legislative amendment proposed by the
government to allow Hong Kong to extradite criminal suspects
to mainland China fuelled the folk theory that Hong Kong
citizens' personal data and private information were already
being provided to the central government and that this data
collection and sharing were being enabled by the smart
lampposts. In the context of an erosion of trust, online con-
versations that mentioned the technological aspects of the

TABLE 1 The first folk theory, related technologies and frequent
keywords on LIHKG.

Folk theory
Thread
count

Related
technology

Keyword
count Keyword

Keyword
count

Smart
technology
of political
repression
and urban
policing

79 (F/UHD)
camera

53 Facial
recognition

98

CCTV/
Footage

24 Police 49

Bluetooth
beacon

35 Locating/
Tracking

30

TABLE 2 The second folk theory, related technologies and frequent
keywords on LIHKG.

Folk theory
Thread
count

Related
technology

Keyword
count Keyword

Keyword
count

Surveillance
system for
urban control
and political
silencing

81 Data
collection/
sharing

60 (Social)
credit
system

240

5G
(network)

29 Big
brother
(is
watching
you/us)

27

RFID/
Smart ID
(card)

47 Political
silencing/
chilling

18
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smart lampposts, such as ‘5G (network)’ (29 mentions) and
‘data collection’ or ‘sharing’ (60 mentions) exhibited a
perception of the smart city technology as a way to implement
systems akin to those allegedly used in Xingjian [18, 19].

Other online discussions speculated that coupled with the
introduction of the new smart identification cards (47 men-
tions), which have a built‐in RFID chip for accessing public
and commercial e‐services, the lampposts would become part
of a larger system of politically repressive surveillance and
urban control. These oppositional narratives of folk theories
(self‐)perpetuated on the Internet facilitated the (re)articulation
of a consensus of discontent. They fed people's ‘data ideolo-
gies’ and contributed to ‘political scripts’ [49] (p. 1424) that
contested the normative discourses of the datafied smart city,
resulting in ‘the removal of consent to an existing system via an
unofficial consensus’ [34] (p. 154).

5.2 | Creating a digitised network of
counter‐power

5.2.1 | Network horizontality and relational
density

The popularity and horizontality of the LIHKG forum
rendered it the most prominent platform for contention over
Hong Kong's smart lampposts. Diverse forum participants
developed folk theories and crowdsourced disobedient practices
of data activism vis‐à‐vis the instalment of the smart technolo-
gies in Hong Kong. Established in 2016, LIHKG registered an
overseas server as a measure against censorship and adopted a
registration system that required an email address provided by an
Internet service provider for identity verification [44]. A prom-
inent feature of LIHKG is its user‐friendly interface for users to
‘up‐vote’ or ‘down‐vote’ topics, enabling the most popular
topics to rise to the top [45]. By affording anonymity and through
its thread popularity mechanism, the open‐ended, consensus‐
based operating system of LIHKG provided a prominent

infrastructure for the mobilisation and coordination of the
backlash against smart lampposts.

As shown in Figure 2, from June 2019 to January 2020
there were 169 threads created on LIHKG that revolved
around politically loaded discussions on the smart city tech-
nology. At the peak of the AEBM in July and August 2019,
there was a dramatic surge in highly contentious online dis-
cussions, which unfolded under 63 and 78 threads, respectively.
Figure 3 offers further insights into the dense relational
network on LIHKG, with relational density considered a key
factor in assessing ‘whether dense, complex, and interlocking
relationships develop between participants’ [34] (p. 163). The
figure shows that approximately 23% and 20% of the threads
generated more than 50 and 100 reply posts, respectively.
These threads with relatively high numbers of reply posts on
LIHKG not only demonstrate the popularity of online dis-
cussions about Hong Kong's smart lampposts but also indicate
a high relational density in the intensity of the communicative
interactions among the online participants.

5.2.2 | Network multiplicity and relational
bridging

Moreover, the creation of the robust digitised network was
composed of ‘relational, action‐oriented, heterogeneous net-
works of action’ [34] (p. 154) within the larger network. In the
case of Hong Kong's smart lampposts, while LIHKG consti-
tuted a dense organisational hub that connected individuals,
the reach and ease of mobile social media and Internet access
in the smart city facilitated the creation of a heterogeneous
network of counter‐power consisting of an array of sub‐
networks and nodes. Rather than solely converging on the
digital platform of LIHKG, ‘[m]embers of homogenous
groups act[ed] as brokering and bridging agents’ [34] (p. 169)
via cross‐posting and engagement across digital platforms.

Table 3 provides information on some of the most
prominent social media groups and channels linked to LIHKG,

F I GURE 2 Total monthly threads about the
smart lampposts on LIHKG.
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offering insights into the contours of relational bridging in the
heterogeneous network of counter‐power. As shown in the
table, some of these groups and channels focused on providing
up‐to‐date information and news about the implementation of
the smart city technology and raising public awareness of its
perceived pitfalls; others provided real‐time updates about
citizen actions against smart lampposts and hosted debates
over counter‐surveillance tactics and sousveillance activities.

As Telegram, Facebook and Instagram were widely used as
instant communication tools during the AEBM [46] and were
the most popular social media platforms in Hong Kong, citizen
members of several online groups and communication chan-
nels on these platforms frequently contributed to the discus-
sions on LIHKG revolving around the smart lampposts. While
performing a range of activities that were specific to the
mobilisation and coordination of networked disobedience, they
functioned as informational and relational brokers to bridge
citizen groups and activist channels.

5.3 | Crowdsourcing data activism against
smart lampposts

5.3.1 | Reactive activism against urban
datafication

Corresponding to the folk theories curated on LIHKG and
across social media, various connective actions of data activism

that targeted Hong Kong's smart lampposts were developed
and self‐mobilised in the digitised network of counter‐power.
Figure 4 presents the total number of threads corresponding to
each of four types of data activism crowdsourced by networked
individuals on LIHKG during and after summer 2019.
Following Beraldo and Milan, they are classified here as
‘reactive’ or ‘proactive’ data activism according to whether they
reactively challenged the unfolding issue of urban datafication
or proactively harnessed citizen‐led data collection as reper-
toires for the contentious politics of data [5].

Characterised by a set of connective actions that were
confrontational and destructive in nature, toppling smart
lampposts represents the most prominent form of ‘reactive’ data
activism [5], in which data collection by the smart lampposts
became a stake of contention and provoked (radical) citizen
action. As entailed in one of the folk theories discussed above,
during the AEBM, many protestors and their sympathisers
viewed the smart lampposts with vigilance and suspicion and
believed them to be surveillance tools used by the police to
suppress protests and conduct mass arrests. With LIHKG
serving as the major venue for citizen activists to up‐vote and
down‐vote the best practices of wildcat actions during AEBM,
mobile action groups were self‐mobilised to vandalise some of
the newly installed lampposts or disable their surveillance ca-
pabilities. This strategy, also known as ‘blossom everywhere’ [45]
(p. 363), required rapid mobilisation on the Internet within a
short period – usually a day or two in advance – and was coor-
dinated almost in real time via the encrypted messaging app

TABLE 3 Prominent social media groups and channels linked to LIHKG.

Platform Group/Channel Followers Major function(s) and/or focus(es)

Telegram A 52,600 Providing real‐time updates about citizen actions against smart lampposts; deliberation and
contestation of counter‐surveillance tactics

B 50,200 Updating information and news about the development of the smart city initiative; online
mobilisation and organisation of sousveillance activities

Facebook C 26,154 Providing real‐time updates about citizen actions against the smart lampposts

5041 Deliberation and contestation over counter‐surveillance tactics

Instagram D 8845 Raising public awareness of the perceived pitfalls of the smart city project

F I GURE 3 The aggregation of posts
corresponding to the threads on LIHKG.
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Telegram and other mobile social media as protests occurred.
Although the HKSAR government repeatedly stated that the
lampposts did not have any facial recognition technology and
that protesters' concerns about the smart lampposts were un-
founded [55, 56], about 20 smart lampposts were damaged in
summer 2019 and remained out of service until September [53].

Alongside the toppling of smart lampposts, a series of
counter‐surveillance tactics were crowdsourced on LIHKG
and shared across social media platforms as another form of
‘reactive’ data activism, responding to a fear that protestors'
faces were being recognised and their location information
collected by the lampposts. Targeting the smart lampposts'
alleged automated monitoring and pervasive data collection
functions, digitally connected citizen activists developed and
improvised counter‐surveillance tactics and reminded pro-
testors to use these tactics to increase their anonymity and
location privacy. These tactics included covering faces with
masks and umbrellas to render facial recognition ineffective,
using cash rather than Octopus cards for routine transactions
to avoid location tracking during street protests, and disabling
the location tracking function on smartphones to provide
better protection against the alleged automated surveillance by
smart lampposts. Even after the AEBM was over, Hong Kong
citizens, especially former protestors, continued to converge
on LIHKG to express their concerns that the RFID technol-
ogy embedded in the smart lampposts would read and record
data from the new smart Hong Kong ID cards. Although the
HKSAR government stressed that the maximum ‘readable’
range of the RFID chips on the new cards would be 10 cm,
tech‐savvy participants on LIHKG suggested wrapping the
smart identity cards in aluminium foil to shield them from the
lampposts' electromagnetic fields. Other forum participants
curated online information and reported their personal expe-
riences in discussing and testing the effectiveness of these
measures in a networked and ad hoc manner.

5.3.2 | Proactive activism against smart city
development

In addition to the ‘reactive’ data activism based on connective
actions, doxing constituted a prominent type of ‘proactive’ data
activism whereby citizen activists harnessed the potentials of
citizen‐led data collection to contend with the implementation
of smart lampposts. Corresponding to the two folk theories,
which alleged that urban authorities were using the smart
lampposts as a tool for urban policing and political silencing, a
doxing campaign was mobilised and coordinated across
LIHKG and social media platforms to track down the pro-
duction network of surveillance technology. Most notably,
during a street protest, some protesters not only felled one of
the newly installed smart lampposts in the Kwun Tong district
but also ‘anatomised’ it in an attempt to identify the IT com-
panies that had provided the core components for the lamp-
posts and installed them for the local governments [55]. Based
on the information found on the components scavenged by
protestors, other citizen activists then analysed their functions
and obtained open data from the Internet to investigate the
corporations involved. By creating and disseminating social
media posts that expressed intense public criticism, they sub-
sequently revealed information about these IT companies and
denounced their senior management staff in an attempt to
force these suppliers and constructors to cease supplying and
installing the smart city technologies. As a consequence, in late
August 2019, a local company involved in the smart lampposts
project, Ticktack Technology Limited, decided to cease sup-
plying Bluetooth beacons and installing the smart devices for
smart lampposts after its employees and the directors' families
were doxed. The HKSAR government expressed sympathy
and deep regret regarding this decision [53].

As another type of ‘proactive’ data activism that similarly
involved citizen‐led data collection, citizen activists converged

F I GURE 4 The four types of data activism and their number of threads on LIHKG.
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online to crowdsource maps of the newly installed lampposts
as a popular ‘sousveillance’ [57] activity. While the smart
lampposts collected real‐time data on urban environments,
crowdsourced mapping constituted a significant component of
counter‐surveillance through citizen‐led data collection and
visualisation. By reversing the direction of the ‘gaze’ of sur-
veillance from citizens to urban authorities, digitally connected
citizen activists appropriated a similar logic of surveillance to
inform their networked disobedience. Especially after summer
2019, when the connective action of toppling smart lampposts
declined along with street protests due to protestors switching
their strategy from street protests to ‘mall protests’ [46], citizen
activists concentrated on soliciting information about the
smart lampposts and their installation while circulating ana-
lyses of their perceived dangers in the digital realm. To provide
fellow citizens with up‐to‐date information, they utilised their
mobile phones to collect data and report the locations of
newly installed smart lampposts and their technological fea-
tures and assumed functions across LIHKG and social media
platforms. Coupled with the counter‐surveillance tactics
crowdsourced by citizen activists that are described above,
crowdsourced mapping emerged for the specific purpose of
evading the smart urban technology by rendering the imple-
mentation of the technology digitally visible to people across
the city.

6 | CONCLUSIONS

This article unpacks the (trans)formation of networked dis-
obedience to smart city development by illuminating the
distinct modality by which a smart city project and apparatus
were turned into an incident of technopolitical contention. It
provides a critical reassessment of the challenges posed to
urban datafication while explicating the key constituent ele-
ments that underpin the smart city backlash. Specifically, using
the case of Hong Kong's smart lampposts, the article proposes
three levels of analysis that could be fruitful in future research.
The first level examines the articulation of the discursive
backbone of networked disobedience to smart city develop-
ment, with a particular focus on citizens' curation of folk
theories that perpetuated a consensus of discontent in the
digital realm. The second level considers the creation of a
digitised network of counter‐power that enabled the mobi-
lisation and self‐organisation of networked disobedience. The
final level maps out the various forms of citizen direct action
and intervention, demonstrating how a wide range of disobe-
dient practices of data activism were crowdsourced to facilitate
diverse participation in contention over the datafied smart city.

By analysing the case of Hong Kong's smart lampposts, this
article offers nuanced insights into understudied aspects of the
emerging literature on the smart city backlash. In particular, it
sheds light on the new (dis)juncture between the (local) state's
‘smart’ power and emerging insurgent citizenship. The article
also illustrates how smart city technologiesmay be repurposed to
(re)produce local contentious politics in relation to the prolif-
eration and use of mobile social media and digital platforms.

Future research on data‐driven urban governance and its dis-
contents should pay attention to how the smart city apparatus is
both experienced and acted upon by digitally enabled citizens
and activists by focussing on the (counter‐)public perceptions of
and responses to datafied smart cities. Future studies could also
consider the legacy of the previous episodes of technopolitical
contention and their impact on subsequent instances of smart
city backlash, thus providing a dynamic understanding of data‐
driven urban governance and its discontents.

AUTHOR CONTRIBUTIONS
Tin‐yuet Ting: Conceptualisation; Methodology; Investiga-
tion; Resources; Data curation; Writing – original draft; Writing
– review and editing; Visualisation; Project administration;
Funding acquisition.

ACKNOWLEDGEMENTS
The author is grateful to the Editor‐in‐Chief and the two re-
viewers for their constructive comments for improving this
article.

The author disclosed receipts of the following financial
support for the research, authorship, and/or publication of this
article:

The work described in this paper was supported by a grant
from the Research Grants Council of the Hong Kong Special
Administrative Region, China (Project Ref. 15613123).

CONFLICT OF INTEREST STATEMENT
The author declares no conflicts of interest.

DATA AVAILABILITY STATEMENT
Data may be made available on request.

ORCID
Tin‐Yuet Ting https://orcid.org/0000-0002-2100-7995

REFERENCES
1. Wiig, A.: The empty rhetoric of the smart city: from digital inclusion to

economic promotion in Philadelphia. Urb. Geogr. 37(4), 535–553 (2016).
https://doi.org/10.1080/02723638.2015.1065686

2. Kitchin, R.: Making sense of smart cities: addressing present short-
comings. Camb. J. Reg. Econ. Soc. 8(1), 131–136 (2015). https://doi.org/
10.1093/cjres/rsu027

3. Latonero, M., Kift, P.: On digital passages and borders: refugees and the
new infrastructure for movement and control. Soc. Media Soc. 4(1), 1–11
(2018). https://doi.org/10.1177/2056305118764432

4. Rekhviashvili, L., et al.: Informalities in urban transport: mobilities at the
heart of contestations over (in)formalisation processes. Geoforum 136,
225–231 (2022). https://doi.org/10.1016/j.geoforum.2022.05.008

5. Beraldo, D., Milan, S.: From data politics to the contentious politics of
data. Big Data Soc. 6(2), 1–11 (2019). https://doi.org/10.1177/
2053951719885967

6. Van Twist, A., Ruijer, E., Meijer, A.: Smart cities and citizen discontent: a
systematic review of the literature. Govern. Inf. Quart. 40(2), 1–11
(2023). https://doi.org/10.1016/j.giq.2022.101799

7. Ting, T.‐Y.: Networking mobility as urban counter power. In: vonPape,
T., Karnowski, V. (eds.) The Mobile Media Debate: Challenging View-
points across Epistemologies, pp. 99–112. Routledge, New York (2024).
https://doi.org/10.4324/9781003312963‐11

8. Leitheiser, S., Follmann, A.: The social innovation–(re)politicisation
nexus: unlocking the political in actually existing smart city campaigns?

TING - 9 of 11

 26317680, 2025, 1, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/sm

c2.12095 by H
O

N
G

 K
O

N
G

 PO
L

Y
T

E
C

H
N

IC
 U

N
IV

E
R

SIT
Y

 H
U

 N
G

 H
O

M
, W

iley O
nline L

ibrary on [09/02/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

https://orcid.org/0000-0002-2100-7995
https://orcid.org/0000-0002-2100-7995
https://doi.org/10.1080/02723638.2015.1065686
https://doi.org/10.1093/cjres/rsu027
https://doi.org/10.1093/cjres/rsu027
https://doi.org/10.1177/2056305118764432
https://doi.org/10.1016/j.geoforum.2022.05.008
https://doi.org/10.1177/2053951719885967
https://doi.org/10.1177/2053951719885967
https://doi.org/10.1016/j.giq.2022.101799
https://doi.org/10.4324/9781003312963-11
https://orcid.org/0000-0002-2100-7995


The case of Smart City Cologne, Germany. Urban Stud. 57(4), 894–915
(2019). https://doi.org/10.1177/0042098019869820

9. Dencik, L., Hintz, A., Cable, J.: Towards data justice? The ambiguity of
anti‐surveillance resistance in political activism. Big Data Soc. 3(2), 1–12
(2016). https://doi.org/10.1177/2053951716679678

10. Innovation, T., Bureau, I.: Hong Kong smart city Blueprint [online].
https://www.smartcity.gov.hk/ (2022)

11. Office of the Government Chief Information Officer (OGCIO): Smart
city development in Hong Kong. IET Smart Cities 1(1), 23–27 (2019).
https://doi.org/10.1049/iet‐smc.2019.0036

12. Digital Policy Office: Multi‐functional smart lampposts. [online] https://
www.digitalpolicy.gov.hk/en/our_work/digital_infrastructure/smart_
lampposts/ (2024)

13. Cheng, E.W., et al.: Total mobilization from below: Hong Kong’s
freedom summer. China Quart. 251, 629–659 (2022). https://doi.org/10.
1017/S0305741022000236

14. Lee, F.L.F., et al.: Dynamics of tactical radicalisation and public recep-
tiveness in Hong Kong’s Anti‐Extradition Bill Movement. J. Contemp.
Asia 52(3), 429–451 (2021). https://doi.org/10.1080/00472336.2021.
1910330

15. Government of the HKSAR: Smart lampposts report released. [online]
https://www.news.gov.hk/eng/2020/03/20200309/20200309_122355_
325.html (2020)

16. Government of the HKSAR: LCQ20: Multi‐functional smart lampposts.
[online] https://www.info.gov.hk/gia/general/202405/08/P2024
050800286.htm (2024)

17. Chan, H.: Hong Kong Tech Firm Pulls Out of Smart Lamppost Pro-
gramme after Surveillance Accusations and Staff Threats. Hong Kong
Free Press (2019). https://hongkongfp.com/2019/08/26/hong‐kong‐
tech‐firm‐pulls‐smart‐lamppost‐programme‐surveillance‐accusations‐
staff‐threats/

18. Fussell, S.: Why Hong Kongers are toppling lampposts. Atlantic (2019).
https://www.theatlantic.com/technology/archive/2019/08/why‐hong‐
kong‐protesters‐are‐cutting‐down‐lampposts/597145/

19. Stone, T.: The streetlights are watching you: a historical perspective on
value change and public lighting. Prometheus 38(1), 45–56 (2022).
https://doi.org/10.13169/prometheus.38.1.0045

20. Barns, S.: Platform urbanism: negotiating platform ecosystems in con-
nected cities. Springer Nat. (2020). https://doi.org/10.1007/978‐981‐32‐
9725‐8

21. Leszczynski, A.: Glitchy vignettes of platform urbanism. Environ. Plann.
Soc. Space 38(2), 189–208 (2020). https://doi.org/10.1177/02637
75819878721

22. van Dijck, J.: Datafication, dataism and dataveillance: big data between
scientific paradigm and ideology. Surveill. Soc. 12(2), 197–208 (2014).
https://doi.org/10.24908/ss.v12i2.4776

23. Hoyng, R.: From infrastructural breakdown to data vandalism: repoliti-
cizing the smart city? Televis. N. Media 17(5), 397–415 (2015). https://
doi.org/10.1177/1527476415617032

24. Hintz, A., et al.: Civic participation in the datafied society. Int. J. Com-
mun. 17, 3549–3561 (2023)

25. Fotopoulou, A.: Understanding citizen data practices from a feminist
perspective: embodiment and the ethics of care. In: Stephansen, H.C.,
Treré, E. (eds.) Citizen Media and Practice. Routledge (2019). https://
doi.org/10.4324/9781351247375‐17

26. Dourish, P., Gómez Cruz, P.: Datafication and data fiction: narrating data
and narrating with data. Big Data Soc. 5(2), 1–10 (2018). https://doi.org/
10.1177/2053951718784083

27. Gelman, S.A., Legare, C.H.: Concepts and folk theories. Annu. Rev.
Anthropol. 40(1), 379–398 (2011). https://doi.org/10.1146/annurev‐
anthro‐081309‐145822

28. Siles, I., et al.: Folk theories of algorithmic recommendations on Spotify:
enacting data assemblages in the global South. Big Data Soc. 7(1),
205395172092337 (2020). https://doi.org/10.1177/2053951720923377

29. DeVito, M.A., Gergle, D., Birnholtz, J.: Algorithms ruin everything’:
#RIPTwitter, folk theories, and resistance to algorithmic change in social
media. In: CHI17 Conference Committee, Editors. Proceedings of the
2017 CHI Conference on Human Factors in Computing Systems, pp.

3163–3174. ACM, Denver (2017). 6–11 May https://dl.acm.org/doi/10.
1145/3025453.3025659

30. Toff, B., Nielsen, R.K.: I just Google it’: folk theories of distributed
discovery. J. Commun. 68(3), 636–657 (2018). https://doi.org/10.1093/
joc/jqy009

31. Ytre‐Arne, B., Moe, H.: Folk theories of algorithms: understanding digital
irritation. Media Cult. Soc. 43(5), 807–824 (2021). https://doi.org/10.
1177/0163443720972

32. Pedersen, S., Burnett, S.: “Citizen curation” in online discussions of
Donald Trump’s presidency: sharing the news on Mumsnet. Digit. J. 6(5),
545–562 (2018). https://doi.org/10.1080/21670811.2017.1399806

33. Castells, M.: Communication Power. Oxford University Press, Oxford
(2009)

34. Coopman, T.M.: Networks of dissent: emergent forms in media based
collective action. Crit. Stud. Media Commun. 28(2), 153–172 (2011).
https://doi.org/10.1080/15295036.2010.514934

35. Cammaerts, B.: Protest logics and the mediation opportunity structure.
Eur. J. Commun. 27 (2012)

36. Ting, T.‐Y.: Digital narrating for contentious politics: social media con-
tent curation at movement protests. M. Comput. J. 18(4) (2015). https://
doi.org/10.5204/mcj.995

37. Ting, T.‐Y.: Social media activism and movement scene at Hong Kong’s
Occupy Headquarters. In: Bessant, J., Mesinas, A.M., Pickard, S. (eds.)
When Students Protest: Secondary and High Schools, pp. 161–176.
Rowman and Littlefield (2021)

38. Ting, T.‐Y.: Mundane citizenship on the move: a counter‐public response
to inbound shopping tourism via mobile social media applications use.
Mob. Media Commun. 10(3), 531–551 (2022). https://doi.org/10.1177/
20501579221090409

39. Ting, T.‐Y., Chen, W.‐F.: Embattled consumptionscape of tourism: net-
worked urban contention against inbound tourist shoppers in Hong Kong.
In: Frank, S., et al. (eds.) The Power of New Urban Tourism: Policies, Rep-
resentations and Contestations, pp. 118–130. Routledge, New York (2021)

40. Bennett, W.L., Segerberg, A.: The Logic of Connective Action: Digital
Media and the Personalization of Contentious Politics. Cambridge Uni-
versity Press, Cambridge (2013)

41. Ting, T.‐Y.: Struggling for tomorrow: the future orientations of youth
activism in a democratic crisis. Contemp. Soc. Sci. 12(3–4), 242–257
(2017). https://doi.org/10.1080/21582041.2017.1385827

42. Ting, T.‐Y.: Everyday networked activism in Hong Kong’s Umbrella
Movement: expanding on contemporary practice theory to understand
activist digital media usages. Int. J. Commun. 13, 3250–3269 (2019)

43. Füchslin, T., Schäfer, M.S., Metag, J.: Who wants to be a citizen scientist?
Identifying the potential of citizen science and target segments in
Switzerland. Publ. Understand. Sci. 28(6), 652–668 (2019). https://doi.
org/10.1177/0963662519852020

44. Liang, H., Lee, F.L.F.: Opinion leadership in a leaderless movement:
discussion of the anti‐extradition bill movement in the ‘LIHKG’ web
forum. Soc. Mov. Stud. 22(5‐6), 1–19 (2021). online first. https://doi.
org/10.1080/14742837.2021.1989294

45. Ting, T.: From ‘be water’ to ‘be fire’: nascent smart mob and networked
protests in Hong Kong. Soc. Mov. Stud. 19(3), 362–368 (2020). https://
doi.org/10.1080/14742837.2020.1727736

46. Ting, T.‐Y.: Opposing otherness in motion: mobile activism as transient
heterotopia of resistance in Hong Kong’s networked mall protests.
Geoforum 136, 21–31 (2022). https://doi.org/10.1016/j.geoforum.
2022.08.007

47. Coleman, E.G.: Ethnographic approaches to digital media. Annu. Rev.
Anthropol. 39(1), 487–505 (2010). https://doi.org/10.1146/annurev.
anthro.012809.104945

48. Rubin, H.J., Rubin, I.S.: Qualitative Interviewing: The Art of Hearing
Data. Sage (2011)

49. Kenworthy, N., Koon, A.D., Mendenhall, E.: On symbols and scripts: the
politics of the American COVID‐19 response. Global Publ. Health 16(8–
9), 1424–1438 (2021). https://doi.org/10.1080/17441692.2021.1902549

50. Spiggle, S.: Analysis and interpretation of qualitative data in consumer
research. J. Construct. Res. 21(3), 491–503 (1994). https://doi.org/10.
1086/209413

10 of 11 - TING

 26317680, 2025, 1, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/sm

c2.12095 by H
O

N
G

 K
O

N
G

 PO
L

Y
T

E
C

H
N

IC
 U

N
IV

E
R

SIT
Y

 H
U

 N
G

 H
O

M
, W

iley O
nline L

ibrary on [09/02/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

https://doi.org/10.1177/0042098019869820
https://doi.org/10.1177/2053951716679678
https://www.smartcity.gov.hk/
https://doi.org/10.1049/iet-smc.2019.0036
https://www.digitalpolicy.gov.hk/en/our_work/digital_infrastructure/smart_lampposts/
https://www.digitalpolicy.gov.hk/en/our_work/digital_infrastructure/smart_lampposts/
https://www.digitalpolicy.gov.hk/en/our_work/digital_infrastructure/smart_lampposts/
https://doi.org/10.1017/S0305741022000236
https://doi.org/10.1017/S0305741022000236
https://doi.org/10.1080/00472336.2021.1910330
https://doi.org/10.1080/00472336.2021.1910330
https://www.news.gov.hk/eng/2020/03/20200309/20200309_122355_325.html
https://www.news.gov.hk/eng/2020/03/20200309/20200309_122355_325.html
https://www.info.gov.hk/gia/general/202405/08/P2024050800286.htm
https://www.info.gov.hk/gia/general/202405/08/P2024050800286.htm
https://hongkongfp.com/2019/08/26/hong-kong-tech-firm-pulls-smart-lamppost-programme-surveillance-accusations-staff-threats/
https://hongkongfp.com/2019/08/26/hong-kong-tech-firm-pulls-smart-lamppost-programme-surveillance-accusations-staff-threats/
https://hongkongfp.com/2019/08/26/hong-kong-tech-firm-pulls-smart-lamppost-programme-surveillance-accusations-staff-threats/
https://www.theatlantic.com/technology/archive/2019/08/why-hong-kong-protesters-are-cutting-down-lampposts/597145/
https://www.theatlantic.com/technology/archive/2019/08/why-hong-kong-protesters-are-cutting-down-lampposts/597145/
https://doi.org/10.13169/prometheus.38.1.0045
https://doi.org/10.1007/978-981-32-9725-8
https://doi.org/10.1007/978-981-32-9725-8
https://doi.org/10.1177/0263775819878721
https://doi.org/10.1177/0263775819878721
https://doi.org/10.24908/ss.v12i2.4776
https://doi.org/10.1177/1527476415617032
https://doi.org/10.1177/1527476415617032
https://doi.org/10.4324/9781351247375-17
https://doi.org/10.4324/9781351247375-17
https://doi.org/10.1177/2053951718784083
https://doi.org/10.1177/2053951718784083
https://doi.org/10.1146/annurev-anthro-081309-145822
https://doi.org/10.1146/annurev-anthro-081309-145822
https://doi.org/10.1177/2053951720923377
https://dl.acm.org/doi/10.1145/3025453.3025659
https://dl.acm.org/doi/10.1145/3025453.3025659
https://doi.org/10.1093/joc/jqy009
https://doi.org/10.1093/joc/jqy009
https://doi.org/10.1177/0163443720972
https://doi.org/10.1177/0163443720972
https://doi.org/10.1080/21670811.2017.1399806
https://doi.org/10.1080/15295036.2010.514934
https://doi.org/10.5204/mcj.995
https://doi.org/10.5204/mcj.995
https://doi.org/10.1177/20501579221090409
https://doi.org/10.1177/20501579221090409
https://doi.org/10.1080/21582041.2017.1385827
https://doi.org/10.1177/0963662519852020
https://doi.org/10.1177/0963662519852020
https://doi.org/10.1080/14742837.2021.1989294
https://doi.org/10.1080/14742837.2021.1989294
https://doi.org/10.1080/14742837.2020.1727736
https://doi.org/10.1080/14742837.2020.1727736
https://doi.org/10.1016/j.geoforum.2022.08.007
https://doi.org/10.1016/j.geoforum.2022.08.007
https://doi.org/10.1146/annurev.anthro.012809.104945
https://doi.org/10.1146/annurev.anthro.012809.104945
https://doi.org/10.1080/17441692.2021.1902549
https://doi.org/10.1086/209413
https://doi.org/10.1086/209413


51. Belk, R., Fischer, E., Kozinets, R.V.: Qualitative Consumer and Mar-
keting Research. Sage (2012)

52. Tilly, C., Tarrow, S.: Contentious Politics. Oxford University Press,
Cambridge (2015). 2012;27(2):117–134. https://doi.org/10.1177/
02673231124410

53. Cheung, E.: Hong Kong protesters cast ‘dark day’ over city’s innovation
sector by vandalising smart lamp posts, says technology chief Nicholas
Yang. South China Morning Post. (2019). https://www.scmp.com/news/
hong‐kong/politics/article/3024428/hong‐kong‐protesters‐cast‐dark‐
day‐over‐citys‐innovation

54. Government of the HKSAR: A closer look at technologies applied in
smart lampposts (with photos/video). [online] https://www.info.gov.hk/
gia/general/201907/16/P2019071600732.htm (2019)

55. Yeo, R.: Hong Kong unveils plan to install 400 multifunctional lamp
posts as part of smart city drive. South China Morning Post. (2019).
https://www.scmp.com/news/hong‐kong/society/article/3018877/
government‐unveils‐plan‐install‐400‐multifunctional‐lamp

56. Chan, K.G.: Surveillance fears over new HKID cards RFID technology
may enable remote tracking of a cardholder by police or even a lamppost.
Asia Times (2019). https://asiatimes.com/2019/07/surveillance‐fears‐
over‐new‐hk‐id‐cards/

57. Mann, S., Nolan, J., Wellman, B.: Sousveillance: inventing and using
wearable computing devices for data collection in surveillance environ-
ments. Surveill. Soc. 1(3), 331–355 (2003). https://doi.org/10.24908/ss.
v1i3.3344

How to cite this article: Ting, T.‐Y.: Networked
disobedience to smart city development: The case of
Hong Kong. IET Smart Cities. e12095 (2025). https://
doi.org/10.1049/smc2.12095

TING - 11 of 11

 26317680, 2025, 1, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/sm

c2.12095 by H
O

N
G

 K
O

N
G

 PO
L

Y
T

E
C

H
N

IC
 U

N
IV

E
R

SIT
Y

 H
U

 N
G

 H
O

M
, W

iley O
nline L

ibrary on [09/02/2025]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

https://doi.org/10.1177/02673231124410
https://doi.org/10.1177/02673231124410
https://www.scmp.com/news/hong-kong/politics/article/3024428/hong-kong-protesters-cast-dark-day-over-citys-innovation
https://www.scmp.com/news/hong-kong/politics/article/3024428/hong-kong-protesters-cast-dark-day-over-citys-innovation
https://www.scmp.com/news/hong-kong/politics/article/3024428/hong-kong-protesters-cast-dark-day-over-citys-innovation
https://www.info.gov.hk/gia/general/201907/16/P2019071600732.htm
https://www.info.gov.hk/gia/general/201907/16/P2019071600732.htm
https://www.scmp.com/news/hong-kong/society/article/3018877/government-unveils-plan-install-400-multifunctional-lamp
https://www.scmp.com/news/hong-kong/society/article/3018877/government-unveils-plan-install-400-multifunctional-lamp
https://asiatimes.com/2019/07/surveillance-fears-over-new-hk-id-cards/
https://asiatimes.com/2019/07/surveillance-fears-over-new-hk-id-cards/
https://doi.org/10.24908/ss.v1i3.3344
https://doi.org/10.24908/ss.v1i3.3344
https://doi.org/10.1049/smc2.12095
https://doi.org/10.1049/smc2.12095

	Networked disobedience to smart city development: The case of Hong Kong
	1 | INTRODUCTION
	2 | HONG KONG'S SMART LAMPPOSTS IN CONTENTION
	3 | NETWORKED DISOBEDIENCE TO SMART CITY DEVELOPMENT
	4 | MATERIALS AND METHODS
	5 | RESULTS
	5.1 | Curating folk theories of smart city technology
	5.1.1 | Folk theory 1: ‘smart technology of urban policing’
	5.1.2 | Folk theory 2: ‘surveillance system for political silencing’

	5.2 | Creating a digitised network of counter‐power
	5.2.1 | Network horizontality and relational density
	5.2.2 | Network multiplicity and relational bridging

	5.3 | Crowdsourcing data activism against smart lampposts
	5.3.1 | Reactive activism against urban datafication
	5.3.2 | Proactive activism against smart city development


	6 | CONCLUSIONS
	AUTHOR CONTRIBUTIONS
	ACKNOWLEDGEMENTS
	CONFLICT OF INTEREST STATEMENT
	DATA AVAILABILITY STATEMENT


