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Abstract
Industrial Cyber‐Physical Systems (iCPSs) represent a new generation of industrial sys-
tems that enable a profound integration of industrial processes and informational spaces,
thereby empowering the fourth industrial revolution. iCPSs confront more severe safety
and security (S&S) challenges compared to traditional industrial systems. One of the most
critical challenges is the joint risk analysis of S&S. Many scholars have devoted their
research to this area. However, there is a dearth of literature reviews encapsulating recent
advancements, which provides the motivation for this study. The authors review the
methodologies in this field, delve into the S&S relationships involved, and propose 12
criteria for evaluating these methods. Furthermore, the current research limitations were
analysed and potential directions were suggested for future research.
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1 | INTRODUCTION

With the advancement of Information Technology (IT),
Communication Technology (CT), and Operational Technol-
ogy (OT), an increasing number of industrial devices are being
interconnected, evolving into industrial Cyber‐Physical Sys-
tems (iCPSs) [1]. Serving as the foundation of the new in-
dustrial revolution [2], iCPSs monitor industrial devices in real‐
time, abstracting information from industrial processes to the
information space. Here, they conduct intelligent evaluation,
forward prediction, and decision‐making, and ultimately con-
trol industrial devices. While offering real‐time capability,
component interaction, and dynamic system configuration,
they also present amplified safety and security (S&S) challenges
compared to traditional industrial systems.

One of the principal challenges encountered involves the
collaborative analysis of S&S. While safety equips iCPSs to
handle hazards, such as component failures and explosions,
security shields iCPSs from threats like cyberattacks [3, 4, 4,
5]. Traditionally, S&S serve iCPSs and are analysed sepa-
rately to ensure reliable system operation. However, the
interconnected nature of iCPSs renders the weak integration
of S&S unreliable, which has been revealed in incidents
resulting from cyberattacks, such as Stuxnet (2010) [6],
Duqu (2011) [7], and Wannacry (2017) [8]. These attacks not
only infringed on data privacy, but also exploited security
vulnerabilities to impair critical safety‐related physical de-
vices, making scholars recognise that S&S risk analysis are
intertwined, mutually influential, and necessitate simultaneous
consideration [1, 9–13].
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Substantial research has been undertaken towards the
collective analysis of S&S risks for iCPSs. These efforts span a
range of subjects, including risk identification [14–18], risk
assessment [19–24], risk management [15, 25], lifecycle inte-
gration [4], and requirements engineering [12, 26–28].

Numerous studies in the field have examined these litera-
ture, which comprises review papers focussing on safety [29,
30], security [31–35], as well as those addressing both domains
[13, 36–41]. However, there remains a research gap in
reviewing the latest methodological approach to joint S&S risk
analysis within the field of iCPSs, which this paper aims to
address.

In this context, the purpose of this paper is to make an
overall assessment of the up‐to‐date research status of
methods aiming to joint S&S risk analysis for iCPSs. In addi-
tion to summarising recent work, this article offers three main
contributions. First, the four relationships of S&S, namely in-
dependence, conditional dependence, mutual reinforcement,
and antagonism, are explored in greater depth, and existing
work is classified in detail according to these relationships.
Secondly, 12 criteria are summarised and adopted for evalu-
ating existing methods. Lastly, the current state of research is
summarised and the potential study directions are identified.

The remainder of this paper unfolds as follows: Section 2
delves extensively into the four relationships between S&S and
provides a brief review of existing methods that take these
relationships into account. Section 3 meticulously details the
extant methodologies for the joint S&S risk analysis, discussing
their merits and constraints. Section 4 introduces 12 criteria for
evaluating S&S risk analysis methods, presents the corre-
sponding analysis results, and canvasses potential limitations
and prospects for future research. Finally, Section 5 summa-
rises this work and highlights promising research directions for
future research.

2 | RELATIONSHIPS BETWEEN S&S

In order to propose improved methodologies for joint S&S
risk analysis throughout the system lifecycle, it is crucial to
explore the relationships between these two domains.
Numerous authors have discussed the similarities and differ-
ences between S&S, including [17, 42–44]. S&S share a com-
mon aim of addressing undesirable events within the system
and engage in overlapping tasks, such as identifying, analysing,
assessing, and mitigating risks. However, S&S also have distinct
areas given the different risk sources they manage. That is,
security addresses threats while safety handles hazards.
Furthermore, beyond their similarities and differences, S&S
have more intricate interdependencies that can influence their
synergy, namely, independence, conditional dependence,
mutual reinforcement, and antagonism [13] as illustrated in
Figure 1. These relationships should be considered during the
complete lifecycle, that is, design, development, and mainte-
nance. The subsequent section elucidates each relationship and
introduces studies addressing each specific type of relationship.

2.1 | Independence

Independence implies that S&S do not consider influence on
each other, either at the requirement or strategy level. In this
context, safety requirements or measures primarily aim to
bolster process safety, without taking security factors into ac-
count directly, as exemplified by explosion‐proof measures.
Conversely, security requirements or measures focus predom-
inantly on enhancing information security. This includes re-
quirements such as denying access to critical industrial data and
implementing measures to detect cyber‐attacks, all while not
directly considering the impact on safety.

Safety risk analysis methodologies primarily fall into two
categories based on the perceived underlying causes of failures.
The first category, including methods such as Fault Tree
Analysis (FTA) [45], Event Tree Analysis (ETA) [46], Bow‐Tie
Analysis (BTA) [47], Failure Mode and Effects Analysis
(FMEA) [48], Hazard and Operability (HAZOP) [49], Proba-
bilistic Risk Assessment (PRA) [50, 51], and Goal Tree‐Success
Tree and Master Logic Diagram (GTST‐MLD) [52–54], pre-
supposes system component failures as the cause of undesir-
able events. The second category posits that unexpected events
stem from not only component failures but also complex
component interactions, with methodologies primarily groun-
ded in System Theoretic Accident Model and Processes
(STAMP) [55–57]. Typical methods in this category include
System Theoretic Process Analysis (STPA) [56] and Causal
Analysis based on System Theory (CAST) [56, 58]. Addition-
ally, Model‐based Safety Analysis (MBSA) methods [59–61, 61]
and Uncontrolled Flows of Information and Energy (UFoI‐E)
method also belong to this category.

Security risk analysis methods, typically independent of
safety, usually originate from the conventional domain of
cybersecurity infrastructure analysis, namely, firewalls, identity
and authentication management, access management, cryp-
tography, and intrusion detection systems [62]. These tech-
niques are occasionally beneficial for iCPSs. For instance, a
custom‐built firewall can monitor and evaluate the system
status in real‐time. On detecting unusual traffic or access, it can
dynamically generate filtering rules to decrease workload and
maintain system stability and availability. However, traditional

F I GURE 1 Relationships between S&S.
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IT security technologies primarily focus on information
confidentiality rather than the system availability that iCPSs
requires, resulting in insufficiency to safeguard iCPSs against
novel cyber‐physical attacks [41]. This issue has garnered
considerable attention from scholars, prompting them to focus
more on the models and characteristics of cyber‐physical at-
tacks [63–68], as well as exploring detection [69–75], and
defence methods [34, 63, 64, 66, 76–79].

2.2 | Conditional dependence

Conditional dependence implies that the achievement of safety
is a prerequisite for security, and the fulfillment of security is
vital for ensuring safety. Consequently, risk analysis technolo-
gies can be divided into safety‐based security risk analysis and
security‐based safety risk analysis.

In the context of safety‐based security risk analysis, the
majority of the pertinent research bolsters the system's resis-
tance by integrating security analysis methodologies based on
existing safety analysis. For example, System Theoretic Process
Analysis for Security (STPA‐Sec) [44] expands upon the safety
analysis method in STPA, deriving security requirements and
constraints from the identification of unsafe or insecure con-
trol actions. Cyber‐Risk Assessment for Marine Systems
(CYRA‐MS) [80], used to identify and rank various cyber‐
attack scenarios within networked ship systems, is premised
on Cyber Preliminary Hazard Analysis (CPHA, akin to hazard
identification).

The reference work for security‐based safety risk analysis is
relatively scarce. This can be attributed to the developmental
history of iCPSs. Originally, most systems in the iCPSs domain
were developed from non‐networked devices, such as indus-
trial control systems (ICS), which primarily focused on safety
over security. Only after these systems were networked was
security considered in the original safety analysis, leading to a
majority of work focusing on safety‐based security analysis
rather than security‐based safety analysis. However, as net-
worked devices began to take over industrial systems, scholars
started paying attention to security‐based safety analysis. Liao
et al. [81] proposed a Bayesian‐based approach to analyse the
vulnerabilities and potential malicious attack paths in the safety
data network of railway signalling systems. The proposed
method begins by establishing the safety data network of a
railway signalling system. Next, it identifies potential vulnera-
bilities and malicious attack paths, and constructs an extended
Bayesian attack graph model with system functional safety
accidents as target nodes. Finally, the Bayesian network (BN)
model is used to calculate the probability of safety accidents.

2.3 | Mutual reinforcement

The ideal relationship between S&S is one that involves their
mutual reinforcement towards achieving common objectives.
This stands in contrast to a conditionally dependent relation-
ship where the purpose of risk analysis methods is to achieve

either safety or security but not both. In a mutually reinforcing
relationship, appropriate S&S requirements and measures have
the capacity to meet both S&S goals simultaneously. For
instance, implementing fire prevention facilities in a data centre
both protects the physical integrity of the centre, and prevents
data loss. Similarly, prohibiting the entry of mobile storage
devices within the data centre guards against unauthorised data
intrusion, and physical failures due to data tampering.

The majority of researches aim to enhance S&S co‐analysis
through an integrated approach. Conventionally, these ap-
proaches fuse existing methods of S&S analysis into one single
method or alternatively analyse each aspect of S&S separately
before combining the results. Several tree‐based methodologies,
such as Failure‐Attack‐Countermeasure Tree (FACT) [4],
SCADA S&S Joint modelling (S‐cube) [14], Attack Fault Trees
(AFTs) [21], along with the research conducted by Gu et al. [25],
portray risk scenarios by melding different tree structures or
encompassing knowledge pertinent to S&S. The Six‐Step Model
(SSM) [82] offers a framework to consolidate S&S assessments,
examine each aspect sequentially, and incorporate the conse-
quential results into the risk model. The Cyber Layer of Pro-
tection Analysis (CLOPA) method [24] presents a modified
LOPA equation, which includes the probability of a security
attack on iCPSs, and illustrates a limit on the probability of
physical failure regarding safety systems framed by security
failure probabilities. The Cyber Risk Assessment Framework
(CRAF) [23] amalgamates diverse taxonomies from the S&S
fields into a single framework supplemented by an associated
procedure. Lyu and colleagues [83] studied the influence of cyber
threats on the safety of physical processes and proposed an
approach for cyber‐to‐physical risk assessment, supported by
the Bayesian Network (BN). Lastly, methods based on System
Theoretic Process Analysis (STPA), such as the Improved
STPA‐Sec [84], STPA‐SafeSec [15], SafeSec Tropos [15], and
STPA‐SafeSec‐CDCL [85], aim to integrate the safety analysis
method STPA and the security analysis method STPA‐Sec into
one clear and concise framework.

Several studies jointly enhance S&S using unified ap-
proaches, adopting a consistent perspective on S&S and uti-
lising similar analysis. Notably, the Non‐functional
Requirement (NFR) approach [19], the research conducted by
Kornecki et al. [20], and the work of Ponsard et al. [26]
harmonise S&S through the implementation of goal‐oriented
co‐engineering. STORM [28] applies a model‐based tech-
nique to synchronise the requirements engineering of S&S.
Furthermore, the Unified Flow of Information and Energy
(UFoI‐E) methodology [86] along with the research produced
by Z. Sun et al. [87] consider the risk sources as stemming
from the unchecked flow of energy and information,
employing a similar causal model to analyse S&S.

2.4 | Antagonism

Typically, the term "antagonism" suggests a contradiction be-
tween S&S requirements or measures when considering them
in conjunction. On the one hand, enhancing a system's safety

336 - SUN ET AL.

 23983396, 2024, 4, D
ow

nloaded from
 https://ietresearch.onlinelibrary.w

iley.com
/doi/10.1049/cps2.12095 by H

O
N

G
 K

O
N

G
 PO

L
Y

T
E

C
H

N
IC

 U
N

IV
E

R
SIT

Y
 H

U
 N

G
 H

O
M

, W
iley O

nline L
ibrary on [30/12/2024]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



might inadvertently compromise its security [88]. For instance,
a feature in a European luxury car unlocks the doors if the car
is involved in an accident and rolls over [88]. While this serves
a safety purpose, it undermines the vehicle's security by making
it more susceptible to break‐ins. Also, bolstering a system's
security can sometimes undermine its safety. As an example,
the authentication mechanism, used to minimise illicit access
and thereby ensure security in the IT domain, can potentially
compromise safety when implemented for a safety‐critical
function of iCPSs, as it prolongs the function access time [89].

A significant number of scholars emphasise the requirement
for resolving S&S contradictions [12, 42, 89–91]. However, in
the iCPSs domain, only a limited amount of research work has
specifically investigated methods for identifying and resolving
these contradictions. For instance, M. Sun and colleagues [88]
adapted domain models to represent S&S requirements and
provided a rudimentary form of the conflicting model to eval-
uate the conflict between S&S requirements. STPA‐SafeSec‐
CDCL [85] offers an approach to analyse and reconcile re-
quirements contradictions between S&S. Furthermore, Z. Sun
et al. [87] delineated a more comprehensive definition of S&S
requirement contradictions and suggested an approach and al-
gorithms to pinpoint these contradictions. However, it must be
acknowledged that other works, includingNFR [19], CRAF [23],
and STORM [28], only claim to facilitate handling S&S contra-
dictions but are not truly dedicated to resolving these
contradictions.

3 | S&S CO‐ANALYSIS METHODS IN
iCPSs

This section presents a discussion on the merits and con-
straints of methodologies for S&S joint risk analysis for iCPSs
referenced in Section 2.3 and Section 2.4. Every method
described involves at least one of the two S&S relationships of
mutual reinforcement and antagonism.

3.1 | M. Sun et al.’s work (2009)

M. Sun et al. [88] proposed a general framework for specifying
domain models and detecting contradictions between S&S re-
quirements. They define both S&S worlds as a four‐tuple con-
sisting of the model (classes and objects), propositions (and
definitions), assumptions, and requirements, and then use a
rewriting logic language named Maude to specify the system,
environment, and domain requirements. This work provides
mechanisms to relate requirements across classes, and the pro-
cess of detecting conflicts between requirement classes is
reduced to finding any world models that satisfy a specific form.

3.2 | Kornecki et al.’s work (2013)

Kornecki et al. [20] provided a quantitative approach based on
BN to evaluate and analyse the interdependencies between

S&S for software assurance in iCPSs. The method includes the
following five steps: The method includes the following four
steps: 1) Identify the factors that can affect S&S in the system;
2) Construct a BN model to represent the interdependencies
between S&S; 3) Assign initial likelihoods that represent the
probability of correct operation to the nodes of the BN model;
4) Conduct experiments to analyse and assess the impact of
specific events or evidence on the likelihoods of system S&S;
5) Deduce conditional probabilities from the BN model to
quantify the likelihood of system S&S in different scenarios. By
utilising BN model, this approach enables a systematic
assessment of potential risks, allowing for proactive measures
to mitigate those risks. Nevertheless, accurate modelling of
factors affecting S&S can be challenging due to the complexity
and diversity of cyber‐physical systems. Additionally, obtaining
reliable likelihood estimates for nodes in a BN model might be
difficult, as it requires access to relevant data and expert
knowledge.

3.3 | FACT (2015)

Sabaliauskaite et al. [4] proposed the FACT graph, that is
constructed using fault trees, safety countermeasures, attack
trees, and security countermeasures, for integrating S&S anal-
ysis during early development. The FACT graph helps identify
duplication, vacancy, and inconsistencies of S&S countermea-
sures [4]. The authors also tried to merge the lifecycle of ISA84
and ISA99 standards based on FACT graph, extending FACT's
availability to the development and operation phases. The S&S
alignment method helps analysts consistently implement S&S
standards, analyse accidental failures and system vulnerabilities
during iCPSs operation, and update countermeasures. How-
ever, the FACT graph cannot model the propagation of acci-
dental or malicious failures over time [21].

3.4 | S‐cube (2015)

S‐cube is a model‐based approach that provides a framework
for evaluating the risks of industrial information systems and
control architectures [14]. S‐cube uses a domain‐specific lan-
guage, named S‐cube KB, to model the input SCADA archi-
tecture. The system is represented by a textual model that
describes S&S events and the propagation of instantaneous
effects. Then, this model is processed by quantitative pro-
cessing tools Yams and Figseq for automatically generating
attack and failure scenarios. The S‐cube approach has several
advantages. For example, the formal modelling method of the
system in S‐cube allows analysts to add changes to the input
system architecture when the system changes, rather than
revamping the entire model. Moreover, S‐cube can automati-
cally generate S&S risk models with the ability to perform both
qualitative and quantitative analysis [14].

However, S‐cube cannot discover risks that have never been
seen before since the S‐cubeKB is an expertise base that relies on
previous risk records and specific architecture knowledge.
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3.5 | Ponsard et al.’s work (2016)

Ponsard et al. [26] presented a method that uses goal‐oriented
requirements engineering to initially specify S&S properties in
iCPSs. The method analyses S&S goals, obstacles, and coun-
termeasures, providing a framework for reasoning about the
interplay between S&S properties. However, one limitation of
this work is that it focuses on the initial specification of S&S
properties and does not address how to maintain these prop-
erties over time as new threats emerge.

3.6 | NFR (2016)

The NFR [19] method is used to simultaneously evaluate S&S
of iCPSs at the architectural level. It has five iterative steps [92]:
(1) Decompose safety into its constituent softgoals; (2)
Decompose security into its constituent softgoals; (3)
Decompose the system architecture into components and
connections, and create a hierarchy of operationalising soft-
goals that represent the architectural constituents; (4) Deter-
mine the contributions of architectural constituents to the
softgoals and capture justifications for these contributions in
the form of claim softgoals; (5)Evaluate the overall S&S by
applying the propagation rules and observing the labels
propagated to the S&S softgoals.

The NFR approach allows for both qualitative and quan-
titative evaluation of S&S by transforming the qualitative ele-
ments of the Softgoal Interdependency Graph (SIG) into a
quantitative scheme [92]. This approach aids in determining if
the iCPSs design meets stakeholder S&S needs, as well as en-
ables tracing properties back to iCPSs requirements and ana-
lysing S&S trade‐offs, thereby facilitating the development of a
iCPSs that is both safe and secure.

However, the NFR approach, being goal‐oriented and
reliant on subjective experience for system architecture and
goal decomposition, may struggle to ensure consistent and
objective evaluation outcomes.

3.7 | Improved STPA‐sec (2016)

Schmittner et al. [84] conducted an attempt to address the
limitations of STPA‐Sec. They pointed out two main limita-
tions: firstly, guidance for identifying intentional causal sce-
narios is difficult to apply, and secondly, security‐related
elements have not been included in the control loop model,
limiting the model's ability to capture the view of attackers. To
overcome these gaps, Schmittner et al. [84] adopted two
measures: establishing a common understanding of S&S ter-
minology, and improving the annotated control loop used for
causal analysis in STPA to identify unsafe control actions
caused by security attacks [84]. However, according to
Schmittner's report [84], they did not completely align S&S
standards and activities according to the recommendations of

ISO 26262 (i.e. analysts should use top‐down and bottom‐up
technologies for safety analysis)—the improved method is
still top‐down.

3.8 | STPA‐SafeSec (2017)

STPA‐SafeSec integrates S&S analysis by merging STPA and
STPA‐Sec into one concise framework, addressing the limiting
factors of traditional STPA methods [15]. The integration is
achieved through two extensions. Firstly, STPA‐SafeSec views
S&S equally and extends the safety‐focused causal factor
guidance of STPA into the security domain, supporting the
analyst and making the assessment results more comparable.
Secondly, it defines a generic component layer diagram to
represent the real system control architecture and maps the
abstract control structure to real system components, helping
analysts refine constraints and identify the most critical system
components. Based on these extensions, STPA‐SafeSec pro-
vides an integrated approach for identifying S&S constraints,
supporting analysts in identifying dependencies between S&S
properties and deriving optimal results.

3.9 | AFTs (2017)

To overcome the limitations of the FACT graph, Kumar et al.
[21] developed AFTs and equipped them with Stochastic
Model Checking (SMC) and Stochastic Timed Automaton
(STA) techniques. AFTs is a formalism that combines fault
trees and attack trees. The STA, based on state‐transition di-
agrams, is a powerful and flexible formalism that supports
many features, such as different discrete and continuous
probability distributions, hard and soft time constraints, and
cost variables [21]. Each element of an AFT has a corre-
sponding STA template, which provides unambiguous se-
mantics for analysts. After translating the AFTs to STA,
statistical model checking tools such as Uppaal SMC can be
used for the system's quantitative or qualitative risk assessment.
The qualitative assessment concerns the cause of system fail-
ure, while the quantitative assessment focuses on the expected
cost, time, and damage of different attackers [21]. Steiner's
work applied this approach to a pipeline spill, an emergency
exit door, and a pipeline.

3.10 | SSM (2018)

SSM [82] provides a framework to integrate S&S assessment
for iCPSs. It extends the GTST‐MLD and 3‐Step Model [93]
by considering threats and vulnerabilities that may compromise
the safety of iCPSs. It uses a set of relationship matrices to
define the interdependencies between six dimensions (i.e.
functions, structure, failures, safety countermeasures, cyber‐
attacks, and security countermeasures) of iCPSs [82]. These
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six dimensions and their relationships constitute a knowledge
base to support an integrated S&S analysis.

There are six steps to constructing the model [82]: 1)
Model the functional hierarchy of the system by goal tree (GT)
and define the relationships between functions by matrix F‐F;
2) Describe the system structural hierarchy by success tree (ST)
and define the relationships between structure and functions
by matrix S‐F; 3) Analyse the safety hazard and add failures to
the model; 4) Analyse the security threat and add threat to the
model; 5) Add safety countermeasures to the model; 6) Add
security countermeasures to the model.

Due to its excellent expandable nature, SSM has been
regarded as a backbone and incorporated with STPA
in Sabaliauskaite's work [82] to assess the S&S of autono-
mous vehicles. Additionally, SSM has been integrated with
information flow diagrams (IFD) to overcome its lack of
identifying failures and attacks and selecting S&S counter-
measures [94]. However, this model does not include
physical resource flow, which represents the energy flow of
the physical world.

3.11 | CRAF (2018)

Fredrik et al. [23] proposed the CRAF to provide quick
feedback early in the lifecycle of iCPSs development. The
CRAF is based on openly available and widely used taxon-
omies from the S&S domains, and a unique mapping of where
loss of data security may impact aspects of data with safety
implications. The main contribution of this work is the
development of a framework that brings together different
elements from the S&S domains into a single framework with
an associated process. However, CRAF has several limitations.
For example, CRAF determines the relationship between S&S
by considering the implications of a loss of data security on
safety, which may not be the most suitable way to map safety
to security.

3.12 | Lyu et al.’s work (2019)

Lyu et al. [83] defined cyber‐to‐physical (C2P) risk as the
impact of cyber threat on physical process safety, and pro-
posed an integrated C2P risk assessment method for iCPSs
based on BN. The main steps of the method include con-
structing a BN model, determining the conditional probability
distributions, assessing the probabilities of asset loss, and
quantifying the C2P risk values. The contribution of this
method lies in its ability to capture the hierarchical structure of
iCPSs and quantify the impact of cyber threats on physical
process safety. It provides a systematic approach for identi-
fying and assessing C2P risks, which can be used as a basis for
decision‐making in the design and development of iCPSs.
However, the limitations of this method include its reliance on
a static BN model, the focus on asset loss in terms of cost, and
the lack of consideration for dynamic evaluations and a wider
range of impacts.

3.13 | SafeSec tropos (2020)

Kavallieratos et al. [12] proposed a method named SafeSec
Tropos for joint S&S requirements elicitation. This approach
combines the graphical concepts of Secure Tropos, a method
for security analysis, with the systemic perspective of STPA,
providing a single model to analyse S&S and representing their
requirements using similar documentation structures. Notably,
this work was the first to propose eliciting requirements based
on safety objectives (i.e. confidentiality, integrity, availability,
authenticity, possession and control, utility, and non‐repudia-
tion) and security objectives (controllability, observability,
operability, resilience, survivability, graceful degradation, qual-
ity of service, availability, redundancy, fault tolerance, and
integrity). This is a generic and elegant idea, that is, eliciting
requirements through several atomic objectives that can meet
safety or security goals. However, this method does not explain
in detail how to elicit requirements through objectives but only
corresponds these objectives to S&S requirements.

3.14 | UFoI‐E (2020)

The UFoI‐E method is a systematic methodology that facili-
tates the process of risk identification in iCPSs, considering
cascading risks across the layers of the system and its envi-
ronments. The UFoI‐E concept groups safety hazards and
security threats into the generic category of risk sources and
conceives a risk caused by uncontrolled or undesired energy
and information.

This method consists of three aspects. The first is the CPS
master diagram, a multi‐layered systems model used to present
the architecture of CPS [86, 95]. The CPS master diagram
refines the CPS aspects conceived by Humayed et al. [96] in the
security context and combines it with the notion of a control
structure as proposed by STAMP in the safety context. The
second is the UFoI‐E causality concept, a novel causation
model used to conceptualise cascading risks across the infor-
mation and energy domains of a system [16, 17]. The third is
Cyber‐Physical Harm Analysis for S&S (CyPHASS), a harm
scenario builder that serves as a practical toolkit for system-
atically performing risk identification [18]. CyPHASS considers
the CPS master diagram as the system model and uses the
UFoI‐E causality concept as the theoretical model of
causation.

Unlike STPA‐based methods, which are more generic and
can be applied tomany engineering systems, theUFoI‐Emethod
is explicitly tailored for CPS. Additionally, a comparative study
[97] argued that both UFoI‐E and STPA‐based methods ach-
ieved similar completeness in S&S co‐analysis under a similar
degree of effort required to perform the analyses.

3.15 | Gu et al.’s work (2020)

Gu et al. [25] proposed a functional safety and information
security protection mechanism based on blockchain
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technology for iCPSs. This work introduces the design of the
basic level and integration level blockchain structure of iCPSs
distributed architecture and related functional safety and in-
formation security measures. The authors propose an effective
communication judgement mechanism based on a functional
safety error threshold, which is stored and judged by a smart
contract. The paper also describes the Safety Integrity Level
(SIL) judgement method of iCPSs physical equipment and
functional safety loop, and combines SIL with fault diagnosis
and risk protection. The proposed mechanism is shown to be
rational in terms of information security, functional security,
real‐time performance, and maintainability. However, the paper
does not discuss the potential limitations or challenges of
implementing the proposed mechanism in practice.

3.16 | STORM (2020)

Japs [28] presented the STORM approach, a holistic S&S
model‐based requirements engineering (MBRE) method for
the development of iCPSs. STORM enhances stakeholder
understanding, integrates S&S considerations, and provides
tools and standards to support the requirements engineering
process. It may partly address the important and timely topic of
integrating S&S considerations in MBRE for cyber‐physical
systems. Additionally, the proposed eight criteria for a holis-
tic MBRE approach add value to the field by providing a
framework for evaluating and improving existing approaches.
However, the main limitation is the lack of thorough evaluation
and validation, making it challenging to assess the real‐world
applicability and effectiveness of the proposed methods.
Further research is needed to validate and refine the approach
for practical implementation.

3.17 | CLOPA (2022)

Tantawy et al. [24] proposed the CLOPA, a modified version
of LOPA that considers the probability of a security attack on a
iCPSs. CLOPA has three main contributions. Firstly, the
CLOPA method provides modified equations, known as
CLOPA equations, to present the upper bound on the prob-
ability of physical failure for the safety system in terms of
security failure probabilities [24]. The CLOPA equations
mathematically describe the coupling between S&S system
design and can be used to identify the CLOPA design region to
support the trade‐off between S&S during the design process.
Secondly, this method provides a way to integrate S&S life-
cycles based on a rigorous mathematical formulation, that is,
CLOPA equations, rather than similarities and differences
between activities and intuition. Thirdly, this CLOPA method
focuses on the system design phase and shows how the design
phase is developed using the outcome of combined safety‐
security risk assessment [24]. The S&S requirements are
coupled in the context of HAZOP and LOPA risk assessment
methods, which help analysts develop corresponding coun-
termeasures to satisfy the CLOPA equations.

However, CLOPA is primarily a framework for safety
instrumented system design. It focuses on the impact of se-
curity threats on system safety but does not consider security
consequences such as information loss or leakage.

3.18 | STPA‐SafeSec‐CDCL (2023)

The STPA‐SafeSec‐CDCL [85] approach combines the STPA‐
SafeSec approach for S&S analysis and the Conflict‐Driven
Clause Learning (CDCL) approach for conflict identification,
analysis, and resolution. Additionally, this method provides a
practical case study using the Tennessee Eastman Plant process
model, which adds credibility to the proposed methodology.
However, the evaluation of the proposed methodology is
limited to the case study. It would be beneficial to have a
broader evaluation that includes comparisons with other
existing methods or baselines.

3.19 | Z. Sun et al.’s work (2023)

M. Sun et al., in collaboration with Huawei [87], provided a
comprehensive definition of contradictions in S&S re-
quirements and proposed a systematical approach for contra-
dictions identification. The first major innovation of this work
lies in the reduction of inconsistencies and ambiguities in S&S
requirements through the use of a consistent iCPSs conceptual
model, a unified process for eliciting S&S requirements, and a
unified template for expressing S&S requirements. This
approach creates a more favourable premise for automated
contradictions identification. The second major innovation is
the proposal of sufficient conditions for contradictions iden-
tification and a machine‐executable contradictions identifica-
tion algorithm. In addition, this work proposes numerous
potential points that warrant further investigation. For
example, the causes‐phenomena‐effects analysis (CPEA)
method fully considers the factors of S&S and their in-
teractions during the requirement elicitation. Furthermore,
eliciting S&S requirements through objectives may be a new
direction that conforms to the first principles. However,
although this work proposed a series of theoretical methods,
there are still many potential problems that need to be solved.
For example, how to better combine expert knowledge by
introducing human‐computer interaction theory is a potential
research direction.

4 | DISCUSSION

To furnish an intuitive and comprehensive perspective for
future research on S&S joint risk analysis in iCPSs, this section
supplies 12 criteria to evaluate these methods and examines the
results. Section 4.1 introduces these criteria, while Section 4.2
presents each criterion's analysis result. Lastly, Section 4.3
discusses limitations of reviewed methods and proposes po-
tential research directions.
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4.1 | Criteria for assessing approaches

The significance of assessing the risk analysis methods has
received sufficient attention not only in the research literature
[13, 36, 37], but also in S&S standards such as the IEC 61508
to the IEC 62443. In this study, we have developed a
comprehensive set of 12 criteria for evaluating risk analysis
methods. The selected criteria include those emphasised in
relevant reviews, as well as those frequently mentioned in risk
analysis research but not yet formally adopted as evaluation
criteria.

Among the 12 criteria, Criterion 1 (C1) is used to classify
the relationship that the method addresses, either contradic-
tions or enhancement or both. The remaining criteria can be
categorised into three categories. The first category pertains
to the philosophical underpinnings of the methods, exploring
views on risk sources (C2) and whether an integrated or
unified approach is adopted (C3). The second category in-
vestigates the dependencies of the methods, such as whether
they depend on subjective experience or objective knowledge
(C4), their reliance on system theory (C5), whether they are
graph‐based (C6) or model‐based (C7). The third category
measures the analytical capabilities of the methods, including
their ability to perform risk causal analysis (C8), dynamic
assessment (C9), measures support (C10), and both quanti-
tative and qualitative analysis (C11), as well as their support
for the system lifecycle (C12). This comprehensive set of
criteria provides a robust framework for evaluating the
effectiveness of safety and security joint analysis methods in
iCPSs.

Criterion 1 (C1): Relationship between S&S addressed in
the method. Several scholars [13, 90] have highlighted the
significance of exploring the interdependencies between S&S.
This emphasis prompted us to classify the existing joint S&S
analysis methods into two categories: those aimed at enhancing
the integration of S&S and those intended to address the
antagonism between them. This classification serves the pur-
pose of summarising the main areas of focus in previous
research and facilitating researchers in locating the specific
reference material they seek.

Criterion 2 (C2): View on the sources of risks, encompasses
perspectives that risk stems from system component failure,
system interactions, or a combination of both. This criterion is
significant in our study as it determines the scope and
comprehensiveness of risk analysis, a fact recognised by
scholars. The "component failure causes risk" perspective ap-
plies mainly to specific system‐level components and suits
systems with simple interactions. Conversely, the "interaction
causes risk" viewpoint is more relevant to modern complex
systems. Meanwhile, the third perspective takes into account
both factors, rendering it more comprehensive.

Criterion 3 (C3): Integrated or unified, is a criterion used
to categorise a S&S risk analysis method based on the com-
bination of S&S. Integrated approaches incorporate existing
S&S analysis methods into a singular approach, employing

varied steps during S&S analysis. Conversely, unified ap-
proaches maintain a consistent process during S&S analysis
and do not strictly differentiate between S&S. While there is no
definitive preference for one method over the other in joint
S&S risk analysis, this indicator is deemed significant by
scholars [12, 42]. It signifies the convergence of two distinct
philosophical notions on S&S, as well as individuals' orienta-
tions towards S&S.

Criterion 4 (C4): Based on subjective experience or
knowledge base. Lyu et al. [36] considered subjective analysis as
an attribute in their review, inspiring us to include this criterion.
Methods based on subjective experience perform risk analysis
mainly according to experts' experience, and their diversity may
result in inconsistent analysis results. In contrast, methods
based on a knowledge base, which rely primarily on data and
patterns, can overcome this limitation. Additionally, a knowl-
edge base can be continuously expanded with information and
provide a foundation for performing deep learning and ma-
chine learning, aiding automatic risk assessment and
prediction.

Criterion 5 (C5): System‐theory‐based or not. Systems
theory encompasses the principles, models, and laws essential
for comprehending the intricate interrelationships and in-
terdependencies among the various components (technical,
human, organisational, and management) of a complex system
[98]. Patriarca et al. [56] introduced systems theory into risk
assessment field, proposing a novel accident model called
STAMP and expanding its ability to analyse safety (i.e. STPA)
and security (i.e. STPA‐Sec). Within the STAMP framework, a
system is composed of control structures at different hierar-
chical levels that emerge through the interaction of system
components within an environment. In this context, S&S are
considered control problems at each level. This perspective has
gained significant recognition in the field of iCPSs risk analysis,
leading to the emergence of a series of related studies [12, 15,
57, 84, 85].

Criterion 6 (C6): Graphics‐based or not, is a criterion
deemed significant in Kriaa's research [13] for categorising
model‐based risk analysis methods. In this study, it is applicable
to all types of risk analysis methods and evaluates whether a
method offers a graphical library to illustrate concepts during
risk analysis. Compared to text‐based descriptions, a graphical
library provides clear definitions and usage protocols for sys-
tem elements and risk concepts, thereby facilitating analysts'
comprehension and application.

Criterion 7 (C7): Model‐based or generic, is a prevalent
criterion employed to evaluate a method's dependency on the
system model [13, 36]. Generic methods typically analyse S&S
at the system component level, not taking the specific system
model into account. Conversely, model‐based methods tend to
establish a mathematical or conceptual model for the system's
functional mechanism or architectural design. While the
former proves pragmatic and more accessible to learn, the
latter facilitates modelling the system's components and
functions, providing a comprehensive depiction of various
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S&S aspects at diverse detail levels and is often considered
worthy of further research.

Criterion 8 (C8): Ability of risk causal analysis, pertains to
the proficiency in identifying or characterising risk sources and
examining their causes and consequences. As per the sequence
of risk sources, three corresponding factors emerge namely
causes, phenomena, and consequences [87, 99]. These factors
aid S&S experts in the spectrum of various S&S enhancement
solutions, which ranges from precaution, detection, and
response [100]. The more detailed the causal information that
can be derived from a method regarding risk sources, the
stronger the risk causal analysis capability of that method
becomes.

Criterion 9 (C9): Ability of dynamic risk assessment,
mainly referring to the risk assessment ability during iCPSs
operation, is widely recognised as important by scholars, such
as in refs. [13, 36, 37, 39], but rarely explained and discussed
formally as a criterion. In this work, dynamic risk assessment
capability is classified into three tiers: proficiency in performing
risk assessment on iCPSs solely during the design phase,
capability to execute real‐time risk assessment on iCPSs during
the operational phase, and the ability to conduct real‐time risk
assessment on systems under operation as well as dynamic
development.

Criterion 10 (C10): Measures support, refers to whether a
method includes measures to manage risks. As articulated in
Criterion 6, the S&S precautions, along with detection and
response measures, are indispensable in guaranteeing the
smooth functioning of systems. High‐performing S&S risk
analysis methods, therefore, must have the capacity to provide
such measures founded on their risk analysis outcomes.

Criterion 11 (C11): Qualitative or quantitative risk
analysis, is a commonly employed criterion in relevant litera-
ture reviews [13, 36, 37]. Quantitative analysis indicates a
numeric outcome from the risk analysis method, whereas
qualitative analysis typically results in text expressions. Addi-
tionally, the quantitative method offers a more robust risk
assessment capability compared to the qualitative one, equip-
ping analysts with comprehensive information for decision‐
making.

Criterion 12 (C12): Lifecycle support. Many scholars have
delineated the various stages encompassed within iCPSs life-
cycle [1, 36, 37]. These stages encompass system design,
development, and maintenance, a comprehensive perspective
that we have synthesised from relevant academic viewpoints.
In the design stage, iCPSs is described by requirements and
concepts and has not yet become a real‐world object. Then the
development phase transfers the requirements and concepts
into real systems. It's crucial to acknowledge that potential risks
may still manifest, even if the system is deemed risk‐free in the
conceptual stage, due to development measures implemented
for actualising the system requirements. Finally, the mainte-
nance phase, when the system is in operation, spans the sub-
sequent lifecycle of the system. Ascertainment of the particular
stage of the S&S collaboration for which a method is appli-
cable helps us judiciously determine its adoption in the current
stage. Consequently, we consider this as a key criterion.

4.2 | Analysis

Upon the application of these aforementioned criteria, we
conducted an evaluation of the surveyed methods. A summary
of the evaluation results is displayed in Table 1.

4.2.1 | C1‐based analysis

The enhancement of the interaction between S&S is a persis-
tent focus among scholars, whereas the antagonism between
the two is studied sporadically. Methods to reinforce S&S can
be broadly categorised into two types. The first category aims
to enhance S&S by integrating existing methods, including the
works of Kornecki et al., FACT, Improved STPA‐Sec, Ponsard
et al., STPA‐SafeSec, AFTs, Lyu et al., CRAF, SafeSec Tropos,
Gu et al., and CLOPA. The second category, indicative of a
move towards innovation, emphasises the similarities between
S&S and adapts similar or identical processes for S&S analysis.
This category encompasses the NFR, S‐cube, SSM, UFoI‐E,
STORM, and Z. Sun et al.’s work. Scholars have also explored
various methods to address the issue of S&S antagonism,
including its representation, identification, and resolution.
Antagonism is represented through the model‐based method
in SSM, the formal‐method approach in the work of M. Sun
et al., and comprehensively defined in the work of Z. Sun et al.
Initial ideas for identifying S&S contradiction can be found in
the works of M. Sun et al. and STPA‐SafeSec‐CDCL, while Z.
Sun et al.’s work systematically solves this issue. Other
methods, although not specifically focused on representation,
identification, or resolution, can still contribute to addressing
these aspects. For instance, the NFR approach posits that a
soft goal interdependency graph can facilitate trade‐offs be-
tween contradictory S&S aspects; similarly, Ponsard et al.’s
study is credited with being able to identify and resolve con-
flicts between S&S. Case studies of AFTs provide quantitative
evidence for determining S&S contradictions, while CRAF
case studies offer a simplified example of conflict resolution.
SafeSec Tropos provides a unified document of S&S re-
quirements which aids in contradiction identification. More-
over, Ponsard et al. advocated goal‐driven requirements
engineering as beneficial for identifying potential conflicts.

4.2.2 | C2 and C5‐based analysis

The choice to employ system theory in the S&S analysis is
intimately tied to one's view on risk sources. Thus, it be-
comes pertinent to concurrently discuss the evaluation results
of C2 and C5. Most risk analysis methods based on system
theory, including Improved STPA‐sec, STPA‐SafeSec, SafeSec
Tropos, UFoI‐E, STPA‐SafeSec‐CDCL, and Z. Sun et al.’s
work, reference the STAMP. These methods attribute risk
sources to malfunctioning interactions between various
components, as well as poor engineering design or failure.
Such an understanding aligns more closely with the condi-
tions of modern complex systems than the traditional
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perspective, which links undesirable events to component
failures. Among these methods, the UFoI‐E method is
noteworthy for its introduction of a novel causality concept
termed uncontrolled information and energy flows. Instead
of circumscribing risk within control action, the UFoI‐E
causality concept posits that uncontrolled energy (e.g. un-
wanted release of potential energy or toxic materials) and
information (e.g. software flaws or cyber‐physical attacks) can
lead to human fatalities, asset damages, and environmental
impacts. Besides these methods, some approaches lacking
system theory support adopt a similar standpoint on risk
sources as the STAMP‐based approaches. For instance, the
S‐cube method models the propagation of instantaneous
effects like compromised components and cascading failures
by adapting interaction rules.

4.2.3 | C3‐based analysis

Rather than unifying, a majority of methods concurrently
boost S&S through integration. Integrated methods generally

enhance S&S by incorporating security capabilities into prev-
alent safety risk analysis strategies. In contrast, unified methods
devise novel frameworks, thereby fostering fresh insights for
S&S co‐analysis. Within these unified methods, approaches like
NRF and the works of Kornecki et al. and Ponsard et al. utilise
goal‐oriented co‐engineering to harmonise S&S. These
methods adopt strategies such as goal decomposition to
consistently address S&S. While these methods are relatively
simplified, they have proven to be effective. STORM, akin in
approach, employs a model‐based technique to unify the re-
quirements engineering of S&S, outlining similar procedural
steps for their analysis. Notably, both UFoI‐E and the works of
Z. Sun et al. delve deeper, unravelling the intrinsic nature of
S&S. They unify S&S through common elements and propose
that S&S pervade the entire hazard and threat process,
attributing this to uncontrolled energy and information flow.
They endorse the application of causal models for S&S,
advocating preventive measures for the roots of risk sources,
detection for risk sources, and response strategies for impacts.
While focussing on S&S similarities, these works maintain
distinctive S&S characteristics during unification. As an

TABLE 1 Summary of reviewed S&S joint risk analysis methods for iCPSs.

Year Approaches C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 C11 C12

2009 M. Sun et al. [88] A ‐ ‐ S ✕ ✕ G R L ✕ L S

2013 NFR [19, 92] M&A F U S ✕ ✓ G A&R L ✓ L&N S&L

2013 Kornecki et al. [20] M ‐ U S&K ✕ ✓ G A&R&C L ✕ L&N S&L&M

2015 FACT [4] M F I S ✕ ✓ G A L ✕ L&N S

2015 S‐cube [14] M F&C I K ✕ ✓ M A&R M&H ✕ L&N S&L&M

2015 Improved STPA‐Sec [84] M F&C I S ✓ ✓ M A&C L ✓ L S&L

2016 Ponsard et al. [26] M F&C U S ✕ ✓ M A&R&C L ✓ L S

2017 STPA‐SafeSec [15] M F&C I S ✓ ✓ M A&C L ✓ L S&L

2017 AFTs [21] M F I S ✕ ✓ G A L&M ✕ L&N S&L&M

2017 SSM [82] M ‐ I S&K ✕ ✓ M ✕ L ✕ L M

2018 CRAF [23] M&A ‐ I S ✕ ✕ ‐ ‐ L ✓ L S

2019 Lyu et al. [83] M F&C I S&K ✕ ✓ M A&R&C L ✕ L&N M

2020 SafeSec Tropos [12] M F&C I S ✓ ✓ M A&C L ✓ L S

2020 UFoI‐E [15–18, 86, 95] M F&C U S ✓ ✓ M A&R&C L ✓ L S&L

2020 Gu et al. [25] M F I S ✕ ✓ M A&R&C M ✓ L&N M

2020 STORM [28] M&A ‐ U S ✕ ✓ M A&R&C L ✓ L S

2022 CLOPA [24] M F I S ✕ ✕ M ✕ L ✕ L&N S

2023 STPA‐SafeSec‐CDCL [85] M&A F&C I S ✓ ✓ M A&R&C L ✓ L S

2023 Z. Sun et al. [87] M&A F&C U S ✓ ✓ M A&R&C L ✓ L S

Note: 1C1. Relationship between S&S addressed in the method: M (mutual reinforcement), A (antagonism). 2C2. View on the sources of risks: F (regard the sources of risks caused by
component failures or vulnerability), C (regard the sources of risks caused by system cascade). 3C3. Integrated or unified: I (integrated), U (unified). 4C4. Based on subjective experience
or knowledge base: S (subjective experience), K (knowledge base). 5C5. System‐theory‐based or not: ✓(system‐theory‐based), ✕ (not system‐theory‐based). 6C6. Graph‐based or not: ✓
(graph‐based), ✕ (non‐graphical). 7C7. Model‐based or generic: M (model‐based), G (generic). 8C8. Ability of risk causal analysis: A (can identify causes of risk sources), R (can identify
S&S risk sources), C (can identify consequences of risk sources). 9C9. Ability of dynamic risk assessment: L (risk assessment during design phase), M (real‐time risk assessment during
operational phase), H (real‐time risk assessment under operational and dynamic development phases). 10C10. Measures support: ✓(providing measures), ✕ (not providing measures).
11C11. Qualitative or quantitative risk analysis: L (qualitative), N (quantitative). 12C12. Lifecycle support: S (design phase), L (development phase), M (maintenance phase). 13Symbol "‐"
means that insufficient information is provided by the method to evaluate.
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illustration, the work of Z. Sun et al. defines objectives for S&S
respectively to align with their fundamental differences.

4.2.4 | C4‐based analysis

Many methods rely primarily on subjective expertise, with only
a handful such as Kornecki et al., S‐cube, SSM, and Lyu et al.
employing a knowledge base for risk analysis. As an example,
S‐cube utilises a domain‐specific language knowledge base to
portray the input SCADA architecture and subsequently
generate risk scenarios. However, these scenarios are inherently
confined to the knowledge base of S‐cube, which restricts the
detection of unspecified attacks. SSM, on the other hand, uses
system functions and structure as a knowledge base for addi-
tional analysis. Lyu et al. proposed a pragmatic, data‐driven
strategy utilising BN to evaluate current S&S risks and pre-
dict unknown threats and hazards using historical data.
Nevertheless, BN‐based methodologies share a common issue
with other methods mentioned earlier: while the risk analysis
process remains objective, the initial BN model, which ne-
cessitates expert input, is inherently subjective. Furthermore,
models that offer superior risk assessment capabilities require
extensive, high‐quality historical data, which might pose a
challenge to obtain practically.

4.2.5 | C6‐based analysis

The graphics‐based methods for risk analysis can be divided
into several categories: tree‐based, bowtie‐based, net‐based,
and others. The tree‐based methods, such as the works of
Kornecki et al., NFR, FACT, S‐cube, Ponsard et al., AFTs, and
Gu et al., usually represent one of the causes or consequences
of a risk scenario in a tree structure, holding the advantages of
easy‐understanding and applicable. The bowtie‐based method,
that is, UFoI‐E, extend the presentation ability to describe the
causes and consequences of a risk source simultaneously. The
net‐based methods, that is, the works of Kornecki et al. and
Lyu et al., flexibly represent complex interactions especially
those between S&S factors in risk scenarios. Other graphic‐
based methods include STPA‐based methods, SSM, STORM,
and the work of Z. Sun et al. STPA‐based methods employ a
specific diagram to depict the control layer of each control
loop, as well as its corresponding component layer. SSM uti-
lises the goal tree, success tree, and master logic diagram to
represent the relationships between system functions and
structure. STORM employs SysML to model the system,
incorporating a notation for security threats and hazards. Z.
Sun et al. proposed an object‐energy‐interaction diagram to
model the components and interactions in the conceptual
iCPSs model during the design phase. Comparing the suit-
ability of these graphical representations for risk analysis is
difficult; however, expressing more information is undeniably
more helpful in risk assessment. Hence, among these methods,
further investigation is warranted for the net structure of BN
and the extended bowties of UFoI‐E.

4.2.6 | C7‐based analysis

Findings from C10 indicate an unavoidable rise in dependence
on system model, and underscore the difficulty in augmenting
S&S and reconciling the conflict between them without
extensive system knowledge. Furthermore, these methodolo-
gies model iCPSs from various perspectives. For instance,
research by STPA‐SafeSec, Improved STPA‐Sec, SafeSec
Tropos, and STPA‐SafeSec‐CDCL has emphasised modelling
iCPSs from a control hierarchy point of view, while the studies
by S‐cube, Lyu et al., and CLOPA have specialised in system
architectural models. Taking a differentiated approach, the
works of Ponsard et al., SSM, and Gu et al. have majorly
modelled systems from a functionality perspective. Research by
STORM, UFoI‐E, and Z. Sun et al. have prominently focused
on systems with conceptual models underpinned by a broad
understanding.

4.2.7 | C8‐based analysis

Approaches capable of identifying or representing risk sources,
along with their causes and consequences, are deemed signif-
icant by scholars. However, among the reviewed methods, only
Z. Sun et al.’s work and the UFoI‐E method deeply incorpo-
rate the analysis of causes and consequences into the S&S
analysis process. The UFoI‐E method offers a comprehensive
risk identification technique for detecting S&S harm scenarios,
together with their causes and consequences. Z. Sun et al.
presented a systematic approach for eliciting S&S requirements
by conducting a causes‐phenomena‐effects analysis. Crucially,
both these efforts consider prevention, detection, and response
measures to address the origins of risk, the risk sources
themselves, and the subsequent consequences.

4.2.8 | C9‐based analysis

Only the S‐cube, AFTs, and the research by Gu et al. possess
the capability to dynamically assess risks during the opera-
tional phase, with only the S‐cube method potentially ful-
filling the requirements of evaluating risks as the system is
dynamically configured. The S‐cube method constructs
varying hypotheses based on a consistent system architecture.
Therefore, when the system undergoes assumption changes,
the exclusive requirement is to integrate these changes into
the system model rather than overhauling the entire model.
However, architectural changes, which are sometimes seen in
the iCPSs domain, can cause the failure of the S‐cube model.
Gu et al.’s approach leverages smart contracts to store
functional safety error thresholds and judge them in addition
to proposing a clock‐initiated refund transaction, ensuring the
efficacious execution of the functional safety error threshold
mechanism. Alternatively, AFTs amalgamate the benefits of
attack trees and dynamic fault trees, enabling the capture of
dynamic propagation of accidental and malicious failures
overtime.
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4.2.9 | C10‐based analysis

Most methods reviewed, including the works of NFR,
Improved STPA‐Sec, Ponsard et al., STPA‐SafeSec, SafeSec
Tropos, STORM and Z. Sun et al., consider providing S&S
requirements, which is to some extent a measures support,
while the works of Gu et al. and UFoI‐E provide specific
measures to protect iCPSs. Additionally, most of the methods
considering the antagonism between S&S do not put forward
measures to solve or alleviate antagonism, only the CRAF and
STPA‐SafeSec‐CDCL propose some measures to deal with
contradictions.

4.2.10 | C11‐based analysis

Numerous scholars have acknowledged the significance of
transitioning risk assessment from a qualitative approach to a
quantitative one and have made concerted efforts towards this
end. Currently, methods capable of quantitative analysis
include NFR, approaches based on tree structures, such as
FACT, AFTs, S‐cube, along with the work from Gu et al.
Moreover, BN‐based approaches such as those propounded by
Kornecki and Lyu et al., as well as CLOPA are also integral in
this context.

4.2.11 | C12‐based analysis

The preponderance of existing strategies predominantly
concentrate on bolstering the system design phase, guiding
designers in S&S analysis to ascertain suitable S&S re-
quirements and measures. A limited number of methods,
notably those forged by SSM, Lyu et al., and Gu et al., allocate
their focus to the system's operational stage, facilitating S&S
analysis that propels future system ameliorations. Scarce ap-
proaches, namely those propagated by Korneck et al., the S‐
cube, and AFTs, advocate general methods that incorporate
S&S analysis, thereby offering support over the system's
complete lifecycle. In essence, while a focus on a specific stage
holds merit, we also argue that methods applicable across a
broader range of stages demonstrate superior lifecycle support
capabilities.

4.3 | Limitations and research directions

Based on the comprehensive analysis provided above, we have
further identified and summarised the primary limitations of
the joint S&S risk analysis approach for iCPSs. In light of these
limitations, we propose several research directions that have
the potential to effectively address these gaps. These main
limitations and directions are outlined below:

1. Numerous studies have explored the enhancement of S&S
collaboration, yet few have delved into the contradictions
aspects between S&S. There exist several scientific

questions that warrant investigation within this field. For
instance, existing research pays limited attention to the S&S
contradictions that arise during system runtime. There is a
lack of methods for identifying and resolving such contra-
dictions. Furthermore, despite M. Sun et al. providing a
systematic approach for identifying S&S requirement con-
tradictions, challenges remain regarding the high time and
resource costs associated with this approach. Addressing
these challenges and further enhancing the automation of
dealing with contradictions merit consideration.

2. Most methods for risk analysis in iCPSs depend on sub-
jective experience, with only a few, such as S‐cube, SSM,
and BN‐based, being based on a knowledge model. The
BN‐based method, as a representative of knowledge‐based
approaches, shows great promise in combining with data‐
driven and artificial intelligence technologies. However,
these methods require experts to build the initial model,
which means that re‐modelling is necessary when the sys-
tem architecture changes. This limitation renders existing
knowledge‐based methods unusable in scenarios involving
dynamic system configuration and lacking the capability for
dynamic risk analysis. It is reasonable to expect overcoming
this limitation, perhaps by drawing lessons from the suc-
cessful performance of S‐cube and AFTs in dynamic
analysis.

3. Few method can really meet the needs of S&S analysis
during the dynamic configuration of iCPSs. The S‐cube
method is worthy of further study since it can automati-
cally export risk scenarios when the system architecture
remains unchanged while the system assumptions change.

4. The heterogeneity of iCPSs data resources puts obstacle in
advancing the S&S collaborative analysis. The heteroge-
neous data is invariably present regardless of whether we
employ an integrated or unified way to joint S&S analysis.
This data may originate from artefacts produced by various
S&S risk analysis methods or from data generated by het-
erogeneous system components. Therefore, it is an impor-
tant and promising research direction to pay attention to
cross‐method and cross‐layer heterogeneous data fusion
analysis.

5. Few studies have recognised the potential of utilising a
causal model to unify S&S risk analysis. The work of M. Sun
et al. and the UFoI‐E method have made efforts to identify
S&S risk sources, analyse causes and consequences, and
propose corresponding S&S precaution, detection, and
response measures. These studies hold significant value and
warrant further investigation. The methods based on sys-
tem theory use the innovative accident causation models to
treat the risk sources, which has been proved to be effective
in S&S joint risk analysis. To advance the unification of S&S
risk analysis, it is recommended to expand the scope by
considering additional accident causation models [101]. It
would be advantageous to conduct comparative experi-
ments to assess the efficacy of diverse causal models in
performing joint S&S risk analysis.

6. Graphical representations provide valuable information for
analysing the S&S risks of a system. However, there has
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been no study comparing the impact of existing graphical
representation methods on S&S risk analysis. This com-
parison is worthy of further research. Furthermore, inves-
tigating the contribution of human‐computer interaction
(HCI) technology to S&S risk analysis is highly recom-
mended. This is because most existing methods heavily rely
on expert knowledge and practitioner experience, and there
is a need to provide approaches that effectively and effi-
ciently integrate human expertise with risk analysis.

Beyond these primary limitations and directions, there are
also topics that warrant further investigation. For instance,
existing studies lack sufficient quantitative analysis, with an
overemphasis on the system design phase and inadequate
attention to the operational phase. Also, a minority of recent
studies fails to recognise system interactions as one potential
source of risks.

5 | END REMARKING

The interconnected nature of iCPSs significantly undermines the
reliability of loosely coupled S&S risk analysis. Recognising this,
scholars have conducted a series of studies.Ourwork surveys the
recent advancements in joint S&S risk analysis methods for
iCPSs, delving into the S&S relationships involved. We provide
12 criteria for evaluating these methods, discussing the evalua-
tion results, and analysing the existing limitations and potential
research directions. However, we do not purport to have
reviewed all S&S joint risk analysis methods. Our analysis con-
centrates on crucial methods that are most applicable to the
iCPSs domain. Additionally, our investigation is strictly confined
to the scope of the methods reviewed. We view our work as
laying a foundational brick to attract refined jade. We hope that
this paper will invigorate more scholars to participate in dis-
cussing the S&S joint risk analysis methods for iCPSs. Finally, we
re‐emphasise the potential research directions, which include the
following five points.

1. Further work is necessary to address S&S contradictions,
particularly those occurring in the operational phase. We
need to develop systematic methods for the analysis and
resolution of these contradictions, while also enhancing the
automation capabilities of the methodologies.

2. Knowledge‐based and data‐driven methods warrant further
investigation, as they can be integrated with advanced
artificial intelligence technologies and possess the potential
for dynamic risk analysis. Additionally, improving the ra-
tionality of initial model building in these methods is worth
profound consideration.

3. Causal models, which involve philosophical considerations
of the sources, procedures and responses of S&S risks are
worthy of further exploration. Specifically, an investigation
into the impact of various existing causal models on risk
analysis is required.

4. Given that S&S risk analysis inevitably encompasses
numerous expert experiences, we also strongly recommend

intensifying the support of visualisation and human‐
computer interaction technologies in this domain.

5. The fusion of heterogeneous data warrants further inves-
tigation. The inherent heterogeneity of iCPSs and the
integration of different methods to analyse S&S result in the
heterogeneity of data resources. We recommend investi-
gating cross‐method and cross‐layer data fusion theory.
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