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1   |   Introduction

The digital age has erased traditional jurisdictional lines, mak-
ing it clear that a collaborative effort from technology platforms, 
governments, guardians and children themselves is necessary 
to create a digital ecosystem that is safe for children. In an era 
when digital landscapes are ever-expanding and evolving, our 
children are becoming citizens of limitless virtual boundaries. 
As we stand at the crossroads of innovation, privacy, connectiv-
ity and exploitation, this special issue endeavours to dissect the 
multifaceted challenges that children face online. In this digi-
tal era, protecting children and promoting their well-being has 
become a challenge for governments, communities and practi-
tioners. This special issue, ‘Child Protection in the Digital Age’, 
is more than a collection of scholarly articles; it is a clarion call 
to action, a detailed map charting the complexities of a terrain 
fraught with both promise and peril for the youngest members 
of our society. It aims to capture the broad lessons emerging 
from the research so that cross-country scholars can expand 
upon knowledge exchange and capacity building. Our contrib-
utors, comprising a diverse mix of researchers, practitioners 
and educators around the world, offer valuable insights into the 
current state of child protection in the digital realm. The contri-
butions herein address a spectrum of topics, including cyberbul-
lying, online predators, data privacy and digital footprints. They 
provide evidence-based strategies for safeguarding children, 
promoting digital literacy and cultivating a safe online environ-
ment where children can thrive. Additionally, implications for 
policy development are discussed, emphasizing the need for all 
stakeholders involved to play their part in realizing the benefits 
that the digital age has to offer.

2   |   Balancing Technology Use and Family 
Communication for Child Well-Being

Two recent studies shed light on the complex dynamics be-
tween children's technology use and their overall life satisfac-
tion, as well as the subtleties of parent–child communication in 
the context of pervasive Internet access. Topić, Brkljačić, and 
Brajša-Žganec (2023) delve into how digital technology use and 
preoccupation with devices might predict life satisfaction in 
children; their study ‘Digital technology use and preoccupation 
with digital technology as predictors of life satisfaction in chil-
dren’ underscores a paradox that has long puzzled educators 
and parents alike. It demonstrates that although technology 
use can provide educational resources and social connections 
vital for child development, an overemphasis on digital engage-
ment can detract from life satisfaction. This delicate balance 
suggests that not all screen time is created equal: The content, 
context and communication potential of digital activities are 
critical factors in determining their impact. Switching gears to 
the familial aspect, Nguyen et al. (2024) take us into the homes 
of Vietnamese urban families in their study ‘Internet impacts 
on parent-child communication in Vietnamese urban families’. 
This research explores the impacts of the Internet on parent–
child interactions, revealing that although the Internet offers 
new avenues for communication and shared digital experi-
ences, it also presents potential barriers to face-to-face interac-
tions, possibly eroding traditional family bonds. Both studies 
implicitly call for a proactive approach to digital literacy, where 
children are taught to navigate the online world with discern-
ment, balancing their digital lives with offline activities that 
promote well-being.
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Upon synthesizing insights from these pivotal studies, it be-
comes evident that there is a pressing need to nurture digital 
well-being for the next generation. This involves guiding chil-
dren to recognize when technology use may be encroaching on 
their sense of happiness and satisfaction with life. Moreover, as 
Vietnamese urban families illustrate, the adaptation to a ‘new 
normal’ where the Internet is interwoven into the fabric of daily 
life requires cultural sensitivity and a willingness to evolve. 
Maintaining open lines of communication about technology's 
place in the family, and embracing its positive aspects while 
mitigating its downsides, is key.

3   |   Addressing Cyberbullying in the Digital Era: 
Insights From Diverse Cultural Contexts

The scourge of bullying remains a persistent challenge in 
schools across the globe, manifesting in both the physical and 
digital realms. Four compelling studies from different cul-
tural contexts—rural China, urban Hong Kong, Turkey and 
Spain—provide a multifaceted perspective on the nature of cy-
berbullying, its correlates and the coping strategies employed by 
young people while also offering targeted insights into how we 
might address this multifaceted problem. The first study (Liu 
and Li, 2023) takes us into the heart of rural China, where the 
dynamics of parental attachment, peer relationships, school 
connectedness and Internet usage shape bullying behaviours 
among adolescents. With over 2200 students surveyed, the 
alarmingly high rates of bullying and victimization underscore 
the urgent need for comprehensive prevention systems that em-
phasize family–school collaboration and the wise guidance of 
Internet use. The findings emphasize the necessity for targeted 
interventions that enhance healthy relationships and digital lit-
eracy in less urbanized areas. Moving to Hong Kong, a study 
(Chen et  al.  2023) involving over 5500 children adds another 
layer to our understanding by examining the overlap of online 
and offline violence, including sibling violence, school bullying 
and exposure to family violence. The study highlights the in-
terconnected nature of different types of victimization, empha-
sizing the need for interventions that address not only specific 
instances of bullying but also the broader ecosystem of violence 
that children may be exposed to. The finding that higher paren-
tal education levels and frequent family residential mobility are 
associated with an increased risk of victimization underscores 
the importance of adopting a nuanced approach to prevention 
that considers these less intuitive factors. In Spain, research 
(Escortell et al.  2023) focusing on primary education students 
offers a unique perspective by creating profiles of cyberbully-
ing involvement based on self-concept and academic goals. This 
study enables a more personalized approach to intervention. 
Significantly, the study emphasizes the importance of bolstering 
children's self-concepts and fostering their learning aspirations 
as protective factors against cyberbullying. Finally, the fourth 
study (Hendekci, Albayrak, and Şimşek,  2023) examines the 
heightened risks of cyber victimization in Turkey during the 
COVID-19 pandemic and the coping strategies adopted by ad-
olescents. With the pandemic driving unprecedented levels of 
screen time, this research provides crucial insights into how 
young people navigate online adversity, emphasizing the impor-
tance of resilience and the role of parents, educators and peers in 
supporting effective coping mechanisms.

The collective findings of these studies highlight that bullying is 
not simply a series of isolated incidents but a complex phenom-
enon influenced by various interconnected factors, including 
family dynamics, school environment, self-perception and so-
cietal changes (Chui and Wong  2017). Effective interventions 
need to adopt a multifaceted approach that is culturally sensitive 
and responsive to the specific needs of different student profiles. 
Moreover, the researches call for a proactive stance in creating pos-
itive school climates, fostering strong family–school partnerships 
and providing guidance on responsible Internet use (Livingstone 
and Bulger 2014). It also underscores the significance of consider-
ing the broader context of a child's life, including negative family 
dynamics and the potential for residential mobility, which may 
contribute to a sense of instability and vulnerability (Zhu, Chan, 
and Chen 2018). As we translate these findings into action, it be-
comes evident that our approach to bullying prevention must con-
sider the interconnected nature of the problem itself. We need to 
work collaboratively across disciplines, cultural boundaries and 
educational systems to develop strategies that are evidence based 
and empathetic to the lived experiences of students.

4   |   Protecting Children in the Digital Age: 
Navigating the Online Landscape

In the digital age, the Internet offers unparalleled access to 
knowledge and connection. However, it also exposes young 
users to various risks, such as online sexual solicitation and 
substance-related marketing. Two recent studies shed light on 
these perils by respectively examining the complex dynamics of 
disclosure and the influence of adolescent digital privacy atti-
tudes, which are moderated by parenting behaviours. The first 
study (Gemara, Mishna, and Katz,  2023), delves into the dis-
tressing realm of child online sexual solicitation. Drawing from 
forensic interviews with Israeli children, the study underscores 
the significant role peers play in the disclosure process. It also 
reveals the obstacles children face in discussing these incidents 
with their parents. The research uncovers a stark reality: chil-
dren prefer to confide in their peers rather than their parents 
when encountering online dangers. This preference is shaped 
by factors related to sexuality, technology, and anticipated re-
sponses from those to whom they disclose such information. 
The implications of these findings are profound, underscoring 
the urgent need for effective communication channels between 
children and trusted adults. Furthermore, educational programs 
that address the complexities of online sexual behaviours are 
imperative. The second study (Corcoran et al., 2023) shifts focus 
on the impact of adolescent exposure to substance-related mar-
keting and its potential to induce substance use. This research 
illuminates how screen time acts as a gateway to such exposure 
and is intertwined with young people's perceptions of digital pri-
vacy. Notably, the study identifies ‘TECH parenting’ as a potent 
moderating factor. This approach encompasses open communi-
cation with children, educating them, engaging in shared media 
use and setting household rules. Adopting this approach not 
only enhances adolescents' understanding of privacy concerns 
but also lowers the likelihood of exposure to online substance-
related marketing.

The digital age offers unprecedented opportunities for our chil-
dren, but it also requires us to be vigilant guardians of their 
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well-being. The risks and harm that many children already 
face offline can be extended and amplified online, making chil-
dren who are already vulnerable even more fragile (Keeley and 
Little 2017). These studies collectively provide a sobering glimpse 
into how the digital landscape influences youth behaviour and 
well-being. It is imperative to cultivate an environment where 
children feel comfortable discussing sensitive issues with adults. 
This necessitates building trust, understanding the digital milieu 
in which children operate and equipping them with the neces-
sary tools to safely navigate complex online interactions (Third 
et al. 2014). Dialogues on these matters should not be reactionary 
but should form part of a consistent and comprehensive strategy. 
By doing so, parents can empower their children to make in-
formed decisions and develop a healthy scepticism towards online 
content. May this special issue serve as a testament to our shared 
dedication to understanding and improving the digital lives of 
children. Let it inspire further research, innovative solutions and 
unwavering vigilance in our pursuit to safeguard our most valu-
able assets—the children who will one day shape the world with 
the very tools we are striving to make safer for them.

In closing, we extend our sincerest gratitude to all contributors 
and reviewers who have made this special issue possible. It is 
our hope that their work will not only inform but also inspire 
action and positive change for the betterment of children world-
wide. Together, we can chart a path towards a safer and more 
inclusive digital future for every child.
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