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RESEARCH ARTICLE

Characterizing temporally fragmented human activity networks
in cyber space using uniform resource locator (URL) data
Minglei Liao a, Xintao Liu a and Tao Jia b

aDepartment of Land Surveying and Geo-Informatics, The Hong Kong Polytechnic University, Hong Kong, People’s
Republic of China; bSchool of Remote Sensing and Information Engineering, Wuhan University, Wuhan, People’s
Republic of China

ABSTRACT
In recent decades, Digital transformation has significantly shifted human
activities from physical space to cyber space. When users access the
internet, uniform resource locator (URL) data are autogenerated. Using
URLs, this study presents a novel framework for exploring cyber space
structure from the perspectives of complex networks and activity
fragmentation. Web domains within URL data are metaphorically
regarded as ‘digital locations,’ and consecutive digital locations form
‘cyber trajectories.’ Human activities that occur at digital locations are
semantically labeled and used to generate activity-based motifs. Motifs
are defined as frequently occurring processes in cyber trajectories.
Based on this, three network types are constructed: Global cyber human
activity network, including all trajectories, and space-dependent and
motif-dependent cyber human activity networks, focusing on specific
regions and motifs. A case study conducted in Jilin, China, using
approximately 4.3 gigabytes of URL data, revealed: 1) Cyber human
activity patterns exhibit strong regularity and clustering of several
types, with metropolitan regions favoring simpler patterns; 2) Cyber
human activity networks demonstrate heavy-tailed and hierarchically
polycentric structures; 3) The importance of websites in information
dissemination increases super linearly along with their increased
connectivity. This work deepens our understanding of cyber space
functionality, offering insights into cyber information propagation.
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1. Introduction

Human activity, geographic space, and the interactions between them have received great attention
from experts in various fields for quite some time, and there have been many representative works,
encompassing such topics as time geography (Hägerstrand 1989), space syntax (Hillier et al. 1976;
Hillier and Hanson 1989) and the new sciences of city (Batty 2013). Among them, there has been
plenty of research conducted to explore human activity in physical space, and such studies typically
use the method of assessing human activity networks, since such networks enable individual trajec-
tories to be modeled using graph theory. A collection of individuals moving in physical space is
regarded as a human activity network that is oriented toward the network structure. Then, the
application of complex network theory to these networks has enabled the statistical analysis of
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human activities in physical space and the evaluation of their properties. In addition, motifs have
also been widely used to reveal heterogeneous properties among different activity patterns (Cao
et al. 2019). In the context of human activities, motifs are defined as frequently occurring move-
ments that originate from complex networks.

With the popularization of the internet and smart devices in recent decades (smartphones, intel-
ligent sensors, etc.), human activities are no longer restricted to physical space. The digital trans-
formation has been gradually and fundamentally shifting human activities from occurring in
physical space to occurring in cyber space. Cyber human activity has been rapidly gaining attention
since an increasing proportion of physical human activity, i.e. physical activities such as communi-
cation and shopping, has gradually been replaced by online activities. In addition to this type of
replacement, the rapid development in information and communication technologies (ICTs) has
also weakened the association between activity, place, and time and thus enabled a fragmentation
of activity in both space and time (Alexander et al. 2011; Couclelis 2004). Activity fragmentation is a
process where activities are disintegrated into separate smaller subtasks that can be performed at
different times and locations (Couclelis 2003). In addition to activity fragmentation, fragmentation
has also been applied in many other fields, such as cell biology and ecology (Fahrig 2019; Lodish
et al. 2008). Although slight differences exist in the understanding of fragmentation in different
fields, the basic definition is consistent among them. Generally, there are two types of activity frag-
mentation: temporal fragmentation and spatial fragmentation.

Previous studies have confirmed a strong association among activity fragmentation, transpor-
tation and ICT in physical space. For instance, the advent of ICT has enabled paid work to be con-
ducted during unconventional times, such as late evenings and weekends, and at unconventional
locations, such as homes and trains (Alexander et al. 2011), and this transformation has reduced
travel demand, as it has afforded individuals greater flexibility in their travel decisions (Ben-Elia
et al. 2014). As cyber space is shaped by various online human activities, such as browsing, sharing,
and consuming (Zhang et al. 2022), the fragmentation of human activities also plays a crucial role in
defining the characteristics of cyber space. For instance, leisure activities in cyber space can be dis-
persed across different websites, such as Netflix and Steam. This fragmentation between different
websites can be a significant factor that influences information diffusion in cyber space. Addition-
ally, the temporal fragmentation of human activity can also have an impact, especially in studies
involving cyber human activity networks in which time is a determining factor. For example, the
temporal fragmentation of online activities may indicate periods when individuals temporarily dis-
connect from cyber space, which influences the construction and analysis of cyber human activity
networks.

However, the literature concerning human activity in cyber space, especially cyber human
activity networks, is insufficient. Some studies have explored topics such as cyber visiting prefer-
ences (Zhang et al. 2022) and the correlation between physical and cyber human activity (Hazarie
et al. 2020; Zhao et al. 2014). However, research on cyber human activity networks is scarce, and a
comprehensive framework for the theoretical construction and analysis of such networks is lacking
due to the scarcity of cyber datasets. Additionally, the impact of the temporal fragmentation of
human activities on the construction of cyber human activity networks has been neglected in pre-
vious research. Moreover, previous studies have generally treated cyber space as a homogeneous
entity, disregarding the potential heterogeneity across different cyber human activity patterns
and different regions.

To address these gaps, this study is aimed at exploring the structures of cyber space from the
perspective of cyber human activity networks, which are constructed and characterized on the
basis of approximately 4.3 gigabytes of uniform resource locator (URL) records. The web domains
in the URL data visited by users are treated as the metaphor indicating ‘digital locations.’ A digital
trajectory of online users can be generated by connecting consecutive digital locations in chrono-
logical order. Then, based on the head/tail break method, the complete trajectory is split into seg-
ments using the average of the time intervals between users’ consecutive URL records, which
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represents the temporal fragmentation of cyber activities. After that, the interconnected digital
locations form a cyber human activity network. In this work, we construct three kinds of networks,
a global human activity network, which includes all trajectories, cyber human activity subnetworks
across different cities, and multiple cyber activity subnetworks developed in accordance with
activity-based motifs, which are abstracted from the activity labels assigned to the trajectories.
Finally, these networks are explored from two perspectives, namely, complex network-driven
measures and the scaling relations between such measures, to explore network structures in
cyber space.

This study makes two significant contributions. First, we propose a comprehensive framework
for defining, constructing, and analyzing the cyber human activity network through the use of mas-
sive URL data. This approach offers a novel perspective on exploring the structure of cyber space.
Moreover, we consider the temporal fragmentation of cyber activities when building cyber human
activity networks. Second, apart from presenting the characteristics of the entire cyber human
activity network, we delve into the potential heterogeneity between different activity patterns and
regions by employing activity-based motifs and examining multiple cyber activity subnetworks.

The remainder of this work is organized as follows. Section 2 reviews the related literature. Sec-
tion 3 introduces the study area and URL data processing. Section 4 presents the proposed meth-
odology framework, including the construction of activity-based motifs and the generation and
characterization of cyber human activity networks. Section 5 presents an analysis of the findings,
followed by a presentation of the conclusions and discussions in Section 6.

2. Literature review

Currently, it is obvious that cyber space has fundamentally changed nearly every aspect of human
life. For instance, Alipay and WeChat pay have become mainstream payment methods, online
shopping has gradually replaced traditional offline shopping, and even culture has changed, includ-
ing such aspects as how we express and identify ourselves and how we socialize with others and gain
information (Franklin 2015; Xu 2022). The enormous impact and radical changes caused by cyber
space make it a necessary and urgent research target.

The fragmentation of activity is one of the most significant changes brought about by the devel-
opment of information and communication technologies (ICTs). This concept was initially popular
in ecology, which advanced vast literature concerning the fragmentation of forests and habitats
(Fahrig 2019; Rutledge 2003). Fragmentation begins to appear in individual activities with the
advancement of technology, which is noted by Couclelis (1998). Couclelis (1998) claims that this
shift from traditional place-based perspectives to individual-based views, which is exemplified by
activity fragmentation, can profoundly impact urban society. For instance, activity fragmentation
can manifest as an alteration in place usage and an increase in the diversity of activity patterns,
which influences travel demand and offers crucial insights for transportation policy-makers (Alex-
ander et al. 2011).

Cyber space, which is shaped by human internet activities through diverse technologies,
requires a consideration of the impact of activity fragmentation to properly explore it, particularly
in the context of cyber human activity networks. Previous research on cyber space has mainly
been conducted in the computer science field and focused on the physical topology of cyber
space. These studies typically employ complex network theory to explore cyber networks,
which are formed by fixed hyperlinks between websites (Pastor-Satorras, Vázquez, and Ves-
pignani 2001). These findings have significantly advanced our understanding of cyber networks,
which has benefitted the development of search algorithms (Adamic et al. 2001), routing (Floyd
and Paxson 2001), and virus prevention (Pastor-Satorras and Vespignani 2001). Furthermore, cer-
tain studies have ventured into cyber space through the application of theoretical perspectives,
such as the integration of cyber philosophy, cyber science, and the cyber information field to
establish a foundational framework that can enable a more profound understanding of cyber-

INTERNATIONAL JOURNAL OF DIGITAL EARTH 3



physical-social-thinking and cyber spatial objects (Kademi 2020; Kademi and Koltuksuz 2021).
Then, building upon these theories, relevant models, such as the network cellular automata
model, have been developed to characterize cyberspace (Kademi and Koltuksuz 2020). Human
geographers have also delved into cyber space, with Gibson (1984) describing its placelessness,
timelessness, and disembodiment in his novel ‘Neuromancer.’ Recently, cyber geography has
gained greater attention in light of rapid network technology advancements. However, fundamen-
tal challenges associated with cyber space, such as the absence of place, the insignificance of geo-
graphical distance, and the mapping of cyber space, remain unresolved (Batty 1993; Batty 1997;
Benedikt 1991; Boos 2017; Dodge 2001; Huang 2001; Kwan 2001; Sui 2004). Therefore, a novel
perspective is introduced in this study by proposing a framework for exploring cyber space struc-
ture through cyber human activity networks, which has received limited attention in the extant
literature. Moreover, the construction of cyber human activity networks considers the fragmenta-
tion characteristic of human activity.

In physical space, human activity analysis has become a significant and interdisciplinary research
area, as it assists in the uncovering of spatiotemporal patterns in individual and group movements
(Cao et al. 2019; Tu et al. 2018). These movements can be represented by various graphs based on
origin-destination (OD) matrices, making the study of human activity networks an effective
approach (Parthasarathi 2014). Similarly, cyber space, which is another dimension of human
activity, follows the same human activity logic as physical space (Hillier 2007). Investigating
cyber space through human activity analysis is intriguing. However, cyber human activity networks
remain relatively unexplored and lack a clear definition. In this study, a framework for defining and
analyzing cyber human activity networks using domain trajectories is proposed. Additionally, given
the temporal fragmentation of cyber access (Alexander, Ettema, and Dijst 2010; Ben-Elia et al.
2014), decomposing individual graphs into segments is crucial for a realistic simulation of cyber
human activities.

Complex network theory, which has proven effective in various network analyses, such as com-
puter networks, social networks, and biology (Albert and Barabási 2002; Dorogovtsev and Mendes
2003; Newman 2003), deals with networks comprising diverse nodes and edges (Newman 2018).
Quantitative measures such as node degree, clustering coefficient, and centrality, along with prop-
erties such as scale-free and hierarchical characteristics, are commonly used to assess networks
(Albert and Barabási 2002; Barthélemy 2004; Ravasz and Barabási 2003). Complex network theory
has found wide applications in physical human activity networks: for instance, Tran and Draeger
(2021) used network centrality to enhance urban access, and Wang et al. (2017) predicted traffic
congestion using PageRank scores. Building upon complex network theory, our study is aimed
at investigating the structure of cyber human activity networks and exploring the potential hetero-
geneity in different regions and cyber activity patterns through various motifs.

Motifs, which are derived from complex network theory, are commonly used to categorize human
activities and reveal the variations in different activity patterns. In the context of human activity net-
works, motifs refer to frequently occurring structures and can be broadly classified into two types:
location-basedmotifs (LBMs) and activity-based motifs (ABMs). LBMs entails sequences of stopover
sites that are connected by human movements. For instance, if we examine an individual’s daily
activities, only including those movements between home and office, we can represent the corre-
sponding LBM with two dots that symbolize home and office, connected by a two-way arrow indi-
cating the movements between these locations. Conversely, ABMs involves sequences of human
activities and the journeys between them. For example, a person’s daily activities might include
home, work, lunch at a restaurant, and returning home after work. The corresponding ABM can
be represented with three dots denoting home, work, and recreation, linked by two-way arrows.
Both LBMs and ABMs can be used to describe various activity patterns and explore complex
human behaviors, each with a unique focus. These motifs find applications in various areas, such
as assessing daily trip arrangements (Cao et al. 2019), understanding the relationship between
motif counts and scaling parameters (Cao et al. 2021), and revealing connections between diverse
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motifs and regional functions (Liu et al. 2016; Shi et al. 2022). Surprisingly, limited research has
delved into cyber human activity motifs, let alone examined the differences between them.
Inspired by ABMs in physical space, our study proposes a similar approach for extracting ABMs
in cyber space. For instance, if we consider an individual’s cyber trajectory, including websites
such as WeChat, YouTube, and WhatsApp, this can be abstracted into a motif containing two
nodes representing communication and entertainment linked by two-way arrows. We not only
extract ABMs in cyber space but also explore the structural variations in multiple cyber human
activity subnetworks constructed through the use of cyber ABMs. Detailed procedures are outlined
in Section 4 of this study.

3. Study area and datasets

3.1. Study area

The study area in this work is Jilin Province, China, as shown in Figure 1. Jilin Province is located in
northeastern China, bordering North Korea and Russia. Its total area is 191,202 km², with a popu-
lation of approximately 24.07 million according to national statistics (The Seventh Census, 2020).
Changchun is the capital city, and there are eight other secondary administrative regions in the pro-
vince (right in Figure 1). According to government statistics, there has always been an enormous
gap in economic and social development between the capital and other secondary administrative
regions. Therefore, spatial heterogeneity analysis is also applied in the study.

3.2. Uniform resource locator (URL) data

HTTP URL data are used to construct cyber human activity networks. Initially, the generation pro-
cess of URL data proceeds as follows: users’ smart mobile devices access the internet via signal com-
munication with cellular towers. These towers, which are maintained by service providers, not only
grant public network access but also monitor users’ internet usage. The metadata of users’ internet
usage comprise URL data, including the entire data transmission chain involving ‘user devices-cel-
lular towers-website services.’ The dataset used in this study is derived from China Unicom, which
is one of China’s three major mobile operators and uses a comprehensive user sign-in process prior
to providing mobile network services. Moreover, according to official reports, by the end of 2016,
China Unicom accounted for one-seventh of the mobile user market share. Based on the statistical
principles of large datasets, a sampling ratio exceeding 10% is deemed representative. Therefore, the
dataset from China Unicom is representative. To safeguard users’ privacy, the data provider has
removed personal demographic attributes such as usernames, phone numbers, gender, age, and

Figure 1. The study area of Jilin Province in northeast mainland China and its nine secondary administrative regions.
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mobile phone brands. An example of the data used in the study is presented in Table 1, comprising
five components: the unique identity of mobile phone users when accessing mobile internet (User
ID, further masked in Table 1), the time of visiting a website (Request Time), the domain of visited
websites (URL, with data length varying greatly depending on the website domain), the types of
websites (Activity Type, manually classified with detailed category contents shown in Table 2),
and the latitude and longitude of the cellular tower to which the user connects during their online
activity (Location). The data used in the study were collected on Tuesday, December 20, 2016. In
total, there are 87,098 internet users and 19,916,899 internet records based on the one-day data in
the study area. On average, every internet user browses approximately 228 web domains a day.
Further calculations were conducted to present the user proportions in different cities, as depicted
in Figure 2. It is evident that Changchun City has the highest user proportion, followed by Jilin City.
Siping City ranks third, with the remaining six cities exhibiting comparable proportions. This dis-
tribution aligns with the population ranking from the 2015 Jilin Province census, which further
confirms the representativeness of our dataset in a spatial context.

Table 1. The HTTP URL sample data.

User ID Request Time URL Location Activity Type

46000XXX266034 2016-12-20 07:50:43 weixin.qq.com (125.33, 43.87) Social
46000XXX593884 2016-12-20 08:05:05 mmbiz.qpic.cn (122.81, 45.61) Social
46002XXX431377 2016-12-20 10:41:40 p9.pstatp.com (126.55, 43.83) Inquiry
46002XXX149336 2016-12-20 14:42:38 weixin.qq.com (125.19, 43.82) Social
46000XXX415177 2016-12-20 17:39:40 mmbiz.qpic.cn (126.93, 44.40) Social

Table 2. The detailed contents of each category.

Activity Contents

Life Assistants Weather, food, navigation, etc.
Entertainment Video, game, music, reading, etc.
Social Communication tools such as WeChat, QQ, etc.
Inquiry Searching information through search engines, such as Baidu, Sohu, etc.
Consumption Online shopping (Taobao, JD, etc.), Alipay, WeChat pay, Bank APP, etc.

Figure 2. The user proportions in the nine secondary administrative regions of Jilin Province, as calculated from the URL dataset.
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4. Methodology

This section illustrates the framework used for this study, as presented in Figure 3. This framework
includes three main steps. The first step is to abstract the activity-based motifs considering the tem-
poral fragmentation of cyber access. The second step is to generate the global cyber human activity
network (NGlobal), space-dependent cyber human activity networks (NSpace), and motif-dependent
cyber human activity networks (NMotif) through the use of activity-based motifs. The third step is to
characterize the cyber human activity networks from two aspects: statistical measures and scaling
relations.

4.1. Extraction of activity-based motifs

The process of abstracting the extensive uniform resource locator (URL) data into activity-based
motifs can be broken down into two main steps, as shown in Figure 4. First, the URL data are

Figure 3. The workflow of the proposed analytical framework.

Figure 4. Constructing activity-based motifs based on uniform resource locator data.

INTERNATIONAL JOURNAL OF DIGITAL EARTH 7



segmented into separate, noncontinuous internet records for each individual, considering fragmen-
ted internet access. Next, utilizing the activity labels assigned to each web domain, activity-based
motifs are derived from the aggregation of abstractions of each segment, where nodes represent
web domains and edges represent the movements between two web domains.

4.1.1. Temporal fragmentation of cyber access
First, the data were sorted according to the timestamp, and the internet records of each individual
were cropped in chronological order, as shown in the right part of Figure 4. Here, the black folded
line represents a person’s physical human activities in a day, and the three red straight lines rep-
resent the periods when the person is connected to cyber space and conducts some online activities.
The orange triangles represent a set of log-ins to the cyber space, and the purple triangles represent
a set of log-offs. In this work, we apply a head/tail break to the time interval between consecutive
internet records to split individual records into several segments corresponding to each period of
cyber activity. As illustrated in Figure 4, the time interval of consecutive records within the red line
(Interval 1, Interval 2, and Interval 3) is shorter than that between log-off and the next log-in (Inter-
val 4). In addition, considering that people’s time spent on every page is relatively short, each web
domain is recognized as a valid node. These sequential records were then used to build directed
graphs.

The head/tail break method is a well-recognized method for effectively capturing imbalanced
data distributions containing significantly more small values than large ones. The process involves
sorting the data based on their values and then dividing them into two parts, head and tail, based on
the mean value. The head part contains a small number of data points, while the tail contains a lar-
ger number, thus highlighting the imbalance of datasets (Jiang 2013). In this study, we consider that
the time intervals of consecutive records within a segment are much shorter than the time interval
between the last records in the former segment and the first records in the latter segment. Addition-
ally, the cyber records are mostly clustered within the segments, resulting in a larger number of
short time intervals and a smaller number of large time intervals. Therefore, utilizing head/tail
breaks of the time intervals will effectively distinguish different segments for the subsequent con-
struction of motifs from these segments.

4.1.2. Construction of activity-based motifs
Mdenotes the number of segments utilized for further analysis in this study. Each segment contains
an activity chain that is denoted as S(se) = {Activity1, Activity2,… , ActivityZ}, where Z represents
the number of times that cyber activities are accessed. Subsequently, the corresponding activity net-
work structure G(se) = {V(se), E(se)} is constructed based on S(se). The vertex set V(se) = {V1, V2,
… , VR} contains all distinct performed activities, where R refers to the number of activity types. The
edge set is defined as E(se) = { dea,b | a,b∈V(se)∧a ≠ b}, and it encompasses all distinct directed
movements, where dea,b represents the directed movement from vertex a to vertex b. Ultimately,
each segment is abstracted into a graph, and the activity-based motifs are formed by aggregating
the same graph abstractions extracted from all users. In these motifs, each node represents a distinct
web domain, and each edge represents a directed movement between different web domains. The
process of extracting the activity-based motifs from the aggregation of all users is illustrated on the
right-hand side of Figure 4.

4.2. Construction of cyber human activity networks

There are three kinds of cyber human activity networks constructed in this work: the global cyber
human activity network (NGlobal), the space-dependent cyber human activity network (NSpace), and
the motif-dependent cyber human activity network (NMotif). Additionally, three reference networks
are also included for further analysis: scale-free cyber human activity network (NScale), random
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cyber human activity network (NRandom), and small-world cyber human activity network (NSmall). A
brief introduction is provided in Table 3.

4.2.1. Global cyber human activity network (NGlobal)
To reflect the complete topology of the cyber human activity network, NGlobal is constructed by
aggregating all cyber activities. NGlobal is a directed network and is defined as follows:

NGlobal = (V, E) (1)

where V = unique
∑se=M

se=1
V(se)

( )
contains all unique cyber nodes, and E = unique

∑se=M

se=1
E(se)

( )
con-

tains all unique movements between pairs of nodes. Figure 5 represents part of NGlobal, from which
the imbalanced visits among different websites are obvious.

Table 3. The introduction of the networks used in the study.

Network Description

Global cyber human activity network
(NGlobal)

Includes all cyber activities

Space-dependent cyber human activity
network (NSpace)

Includes some of the trajectories belonging to specific regions

Motif-dependent cyber human activity
network (NMotif)

Includes some of the trajectories belonging to specific activity-based motifs

Random cyber human activity network
(NRandom)

Constructed by random walk between any two nodes with the same probability,
where the number of nodes is equal to the studied network.

Scale-free cyber human activity network
(NScale)

Based on preferential attachment with a power law distribution for node degree

Small world cyber human activity
network (NSmall)

Constructed via a Watts–Strogatz mechanism (Watts and Strogatz 1998)

Figure 5. A part of NGlobal, where different colors represent different node degrees, and gradients of the same color represents
the start and end points, with lighter shades indicating the start point and darker shades indicating the end point.
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4.2.2. Space-dependent cyber human activity networks (Nspace)
To capture the spatial variations in cyber human activity, we construct space-dependent cyber
human activity networks using URL records from distinct regions. These regions are delineated
based on administrative divisions, specifically, nine cities within Jilin Province, as illustrated in
Figure 1. By considering the locations of the cellular towers connected to by users during their
online activities, the entire dataset is segmented into nine parts, with each part corresponding to
each city. Subsequently, all the data within each city are aggregated to construct multiple directed
networks, denoted as space-dependent cyber human activity networks (NSpace). The mathematical
formulation for an NSpace is defined as follows:

NSpace = (Vs, Es) (2)

where Vs contain all unique nodes belonging to region s, and Es contain all unique movements
between these nodes.

4.2.3. Motif-dependent cyber human activity networks (Nmotif)
To capture the differences among human activity patterns, we construct cyber human activity net-
works using URL records grouped by every specific motif. Similar to the process of NGlobal, the data
belonging to the same motif were aggregated to form multiple directed networks, which are called
motif-dependent cyber human activity networks (NMotif). The mathematical definition for an NMotif

is presented as follows:

NMotif = (Vm, Em) (3)

where Vm contains all of the unique cyber nodes belonging to motif m, and Em contains all of the
unique movements between these nodes.

4.2.4. Reference networks
In the study, NRandom and NScale represent two extreme phenomena of network structures. They
serve as particularly important baselines when evaluating the development of networks. NRandom,
represents a purely random connection between different web domains devoid of any preference,
which reflects a completely uniform distribution of resources and facilities. It is a typical represen-
tative of the entirely homogeneous network in cyber space. According to previous explorations,
random networks have the characteristic of small clustering coefficients, and their degree distri-
butions follow the Poisson distribution (Frieze and Karoński 2016). The NScale is the exact opposite
of NRandom. The most notable characteristic of the NScale is heterogeneity, which can be reflected in
the node degree. In other words, a small number of nodes can have a significantly higher than aver-
age number of connections, and such nodes are often named ‘hubs,’ These hub nodes are believed
to serve specific functions in the network. Another key feature is the negative correlation between
the node degree and the clustering coefficient (Saramäki et al. 2007), indicating that low-degree
nodes belong to highly interconnected subgraphs connected through hub nodes. NSmall exhibits
a distinctive feature in which most nodes are not direct neighbors, yet the neighbors of any node
are highly likely to be connected to each other. Consequently, most neighboring nodes can be
reached from any node within a few steps, leading to one of the significant characteristics of NSmall,
i.e. its small average shortest path length (Watts and Strogatz 1998). Additionally, NSmall is also
characterized by relatively large global clustering coefficients and a heavy-tailed degree distribution,
which serve as two other prominent traits of this network.

4.3. Characteristics of cyber human activity networks

Cyber human activity networks are evaluated through two aspects, namely, scaling relations and stat-
istical measures. The statistical measures include node degree, betweenness centrality, average shortest
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path length, and clustering coefficient, which are then compared with those of reference networks. The
scaling relations between these measures are investigated to explore the structures of cyber human
activity networks. A detailed description and mathematical equations are provided in Table 4.

5. Results

5.1. Properties of activity-based motifs

Based on the results of applying the head/tail break method, an interval of 98.9 min was selected for
dividing the entire individual trajectories into segments representing every cyber activity. After pro-
cessing the dataset, 151,413 segments were extracted and characterized by 610 eligible unique
motifs. The top 14 motifs were selected as the most frequent and marked for further analysis.
Figure 6 displays the percentage of the 14 selected motifs and their structures. It is obvious that
the percentage increases when the number of nodes decreases: the highest percentage is 28.5%
and corresponds to a single node, followed by the motifs with two nodes (20.2%), three nodes
(18.1%), four nodes (5.4%), and five nodes (1.3%). The results suggest two main findings. First,
cyber activity patterns exhibit clustering in a few specific motifs, indicating a high degree of regu-
larity among individuals engaging in cyber activities. Second, motifs with fewer nodes are preferred
in cyber space. In addition, individuals with simpler motifs tend to have specific goals or purposes
when engaging in cyber activities, which implies that individuals often use cyber platforms as tools
to accomplish their specific goals to avoid aimless exploration or wandering in cyber space. These
findings highlight the regularities and goal-oriented nature of cyber activities for many individuals.

To reveal the spatial heterogeneity of the top 14 motifs, the proportions of the top 14 motifs in
the capital and eight other secondary administrative regions are calculated and displayed in Figure 7.
There is one distinct region, Changchun, which is different from the other eight regions:

Table 4. Description of the network indicators.

Indicator Description Equation

Statistical
measures

Degree The heterogeneities existing in
the networks

ki =
∑
j[V

N(vi , vj), where ki is the number of edges that

are connected to the node

Betweenness
centrality

The impact of a node on the
information propagation
between other nodes

BC(v) = ∑
a,b[V

u(a, b|j)
u(a, b) , where u(a, b) is the number of

shortest paths from node a to node b, and u(a, b|j) is
the number of those paths that pass through node j
other than nodes a and b

Local clustering
coefficients

The tendency of nodes in a
network to form clusters

C(j) = 2
degtot (j)(degtot (j)−1)−2deg↔ (j) T(j), where degtot(j) is the

sum of the out-degree and in-degree of node j, deg↔(j)
is the reciprocal degree of node j, and T(j) is the
number of directed triangles through node j.

Average clustering
coefficients

The density of the entire
network

C〈 〉 =
∑

i[V
C(i)

N

Average shortest
path length

The average number of steps
along the shortest paths for
all pairs of nodes

ASPL〈 〉 = ∑
m,q [ V
m = q

d(m, q)
n(n−1) , where d(m, q) represents the

shortest path from node m to q, and n is the number of
nodes in V .

Scaling
relations

Clustering
coefficients
versus degree

The manner in which clusters
are organized across
different node degrees

C(k) = 1
N(k)

∑
j/ki=k

C(j)

C(k)/ k−a

Betweenness
centrality versus
degree

The influence of nodes at
different node degrees

BC(k) = 1
N(k)

∑
v/ki=k

BC(v)

BC(k)/ Akb
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Figure 6. The top 14 most frequent motifs extracted from URL data and their corresponding structures.

Figure 7. The proportions of the top 14 motifs in the nine administrative regions of Jilin Province.

Table 5. The percentage of different motif groups in the nine regions of Jilin.

City Jilin Siping Yanbian Songyuan Baicheng Baishan Liaoyuan Tonghua Changchun

Node = 1 0.377 0.381 0.387 0.389 0.401 0.359 0.418 0.385 0.379
Node = 2 0.262 0.263 0.267 0.257 0.246 0.260 0.248 0.261 0.300
Node = 3 0.249 0.247 0.247 0.246 0.234 0.247 0.230 0.245 0.255
Node = 4 0.088 0.090 0.077 0.084 0.095 0.105 0.084 0.088 0.055
Node = 5 0.024 0.019 0.021 0.024 0.024 0.029 0.021 0.021 0.012
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Changchun holds a higher percentage of simple motifs. For example, as shown in Table 5, the prob-
ability of motifs with one and two nodes in Changchun is 0.678, while that in other cities is between
0.619 and 0.67. One possible explanation for these findings is that individuals residing in prosper-
ous areas exhibit lower engagement in cyber activities and tend to have more highly focused goals
when participating in such activities compared to those of individuals who live in less prosperous
areas. This could be attributed to the fact that prosperous areas generally offer a wider range of
physical facilities and resources that sufficiently cater to the needs of individuals. Consequently,
people in these areas may rely less on cyber platforms to fulfill their requirements, leading to a
reduced frequency and a narrow purpose underlying their cyber activities.

5.2. Properties of the global cyber human activity network

There are 13,505 nodes and 582,789 edges in NGlobal, and it covers the entire study area. Regarding
the statistical measures, the average degree < K > of the NGlobal is 86.307, comprising out-degree and
in-degree. This suggests that, on average, every web domain is connected with the other 43 web
domains for every activity segment and that the connection of NGlobal is relatively high. Figure 8
demonstrates a high relevance between in-degree and out-degree; thus, the slight difference
between the two degrees can be ignored, and the sum of the two degrees is regarded as the degree
marked for further analysis. Figure 9 shows the complementary cumulative distribution functions
(CDF) of degree and betweenness centrality through a logarithmic plot. The red lines represents the
power-law fits of the empirical data (blue points) based on the method proposed by (Clauset, Sha-
lizi, and Newman 2009). The distributions from NRandom, NScale, and NSmall are predicted with the

Figure 8. The correlation between the in-degree and out-degree of NGlobal.

Figure 9. (a) Complementary cumulative distribution functions (CDF) of the node degree, and (b) complementary CDF of the
betweenness centrality.
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same < K > and are displayed in Figure 9 (with yellow, green, and pink lines, respectively). Although
the degree and betweenness centrality distributions in the three reference networks all display
heavy-tailed characteristics, the specific trends of these distributions exhibit significant differences.
It is evident that for larger values, P(K) and P(BC) obey power law distributions
(P(K)/ K2.507, P(BC)/ BC1.937), which are roughly consistent with the distribution of NScale.
The most obvious characteristic of the power-law distribution is the heavy tail, which represents
heterogeneous spatial patterns. The distribution of nodes with moderate betweenness centrality
is similar to that of NSmall. However, the disparity becomes more pronounced as the level of
betweenness centrality increases. For small degree and betweenness centrality, the difference
between the empirical data, the power-law, and the Poisson distribution indicates that the small
values in NGlobal cannot be characterized by either a random network, a small world network, or
a scale-free network. The results suggest the presence of cyber division, where certain web domains
exhibit higher connectivity and influence than the average, while others have limited connections
and influence in the overall network. Furthermore, the average clustering coefficient of NGlobal

( C〈 〉 = 0.59) is significantly higher than that of NRandom ( CRandom
〈 〉 = 0.003) and NSmall

( CSmall
〈 〉 = 0.258), indicating a substantial clustering effect in NGlobal, which serves as a manifes-
tation of the cyber division phenomenon. Additionally, NGlobal exhibits a slightly higher
average shortest path length ( ASPL〈 〉 = 2.86) than NSmall ( ASPL〈 〉 = 2.74). These results
imply that the small-world network might not be the most appropriate descriptor for the cyber
human activity network. This finding diverges from those of studies on physical human activity net-
works where the small-world characteristic is more prominent.

Scaling relations are applied to investigate the structure of NGlobal, and there are two types of
scaling relations that are used for this, as shown in Figure 10. Because the scaling relations in
small-world networks are highly influenced by the rewiring probability (Newman 2005; Xia, Fan,
and Hill 2010), NSmall is not included in the analysis of scaling relations. According to Figure 10
(a), on a log–log plot, the betweenness centrality plotted against degree follows a linear relationship,
which is depicted by the red line corresponding to BC(K) � AKb with b = 2.342. The observation
of a b that is larger than b = 1.974 and 1.935 in NRandom and NScale, respectively, suggests that the
betweenness centrality in NGlobal increases at a faster rate than that in NRandom and NScale, especially
for the larger degree nodes. In other words, the influence of highly connected nodes on the network
increases disproportionately as the connection of nodes increases, which implies that it is easier for
webs that are well connected in the human activity network to further increase their influence in
information propagation. However, for newly established webs, establishing a foothold in the cur-
rent market is more challenging. This nonbeneficial competition might lead to a monopolistic situ-
ation where several webs come to dominate cyber space.

Figure 10 (b) describes another scaling relation between the degree and clustering coefficients.
Generally, the scaling relation can be divided into two parts based on degree. For small degrees,

Figure 10. (a) The scaling relation between degree and betweenness centrality and (b) the scaling relation between degree and
clustering coefficient.
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the clustering coefficient is independent of degree (C(K)/ const), which is similar to that in
NRandom and NScale. Regarding the large degrees, the appearance of a decreasing relation suggests
that denser areas do not correspond to higher connectivity. Then, the decreasing relation is com-
pared with the form C(K)/ K−1, which has been shown to represent complete hierarchical poly-
centric networks (Ravasz and Barabási 2003). A hierarchical polycentric structure indicates that a
highly clustered area consists of several sparsely distributed areas connected by only a few hubs. The
high similarity between the empirical data and the complete hierarchical polycentric networks
suggests that there exist hierarchically polycentric groups for large degree nodes in cyber space.
These findings imply that human activities in cyber spaces are mostly clustered within these poly-
centric groups, which makes them important to information dissemination and network security.

5.3. Properties of the space-dependent cyber human activity networks

Based on previous research on NGlobal, this subsection delves deeper into the spatial characteristics
of the cyber human activity network by using space-dependent cyber human activity networks
(NSpace). Table 6 displays the results of the statistical measures and coefficients used to describe
the scaling relations for NSpace. First, considering the number of nodes and edges and their averages,
Changchun and Jilin City exhibit significantly higher values than the other seven cities, suggesting
that Changchun and Jilin City are involved in more diverse and frequent cyber activities. This
polarized distribution of nodes and edges across cities is similar to the socioeconomic disparities
observed in Jilin Province, where Changchun and Jilin City prominently stand out. Furthermore,
the clustering level of the cyber human activity network also falls into two groups according to clus-
tering coefficients, with Jilin City, Siping, Songyuan, and Changchun belonging to the high cluster-
ing group. This clustering categorization, which is different from the node and edge categorization,
implies that cyber human activity, under the same logic as physical human activity, is also
influenced by diverse factors beyond simply the socioeconomic levels of cities. Figure 11 (a,b)
shows the complementary cumulative distribution functions (CDF) of degree and betweenness cen-
trality through a logarithmic plot, where different colors correspond to different cities. It is evident
that the trends of these two complementary CDFs are similar to those of NGlobal, following heavy-
tailed distributions and implying that the cyber divisions are not restricted by space. For the coeffi-
cients of complementary CDF (Table 6), the coefficients of degree distributions for all nine cities are
smaller than those for NGlobal, whereas the betweenness centrality coefficients are larger than those
for NGlobal (P(K)/ K2.507, P(BC)/ BC1.937). Concerning the scaling relation, as depicted in
Figure 11 (c, d), the overall distributions are also similar to those in NGlobal, indicating that regard-
less of the city, cyber human activity networks always exhibit hierarchical polycentric structures. In
terms of magnitude, the scaling coefficients between degree and betweenness centrality for all cities
are smaller than those for NGlobal (b = 2.342), as displayed in Table 6. In summary, the basic stat-
istical measures of cyber human activity networks exhibit spatial polarization across cities in terms
of nodes, edges, and clustering coefficients. However, the network structures display high similarity

Table 6. The measures of nine space-dependent cyber human activity networks.

City Jilin Siping Yanbian Songyuan Baicheng Baishan Liaoyuan Tonghua Changchun

Number of nodes 7504 5551 5032 5678 4969 4278 3918 5105 8524
Number of edges 224028 151671 102105 153925 115940 87995 73508 112469 257627
Ave degree 59.709 54.646 40.582 54.218 46.665 41.138 37.523 44.062 60.447
Ave clustering
coefficients

0.539 0.538 0.488 0.526 0.500 0.485 0.478 0.498 0.542

Exponents for degree 2.387 2.388 2.414 2.454 2.373 2.333 2.244 2.350 2.426
Exponents for
betweenness

1.959 1.991 2.014 2.000 2.021 1.971 1.956 1.995 1.952

Scaling exponents for
BC and K

2.049 2.129 1.822 2.099 1.874 1.912 1.821 1.918 2.125
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across space, which is similar to NGlobal. This finding suggests that spatial information has a limited
impact on cyber human activities, further confirming that unlike physical space, cyber space is not
constrained by spatial distance.

The spatial results for the nine cities are also included and presented in Figure 12. This figure
displays the spatial distributions of average statistical measures (degree, betweenness centrality,
and clustering coefficients) in the nine cities. It is evident that spatial autocorrelation is present
in all three maps. Regarding the spatial patterns, average degree and clustering coefficients exhibit
similar spatial distributions, delineated by a boundary line from the northeast to the southwest.
Regions north of the boundary line demonstrate high average degree and clustering coefficients,

Figure 12. (a) The spatial distribution of average degree, (b) the spatial distribution of average betweenness centrality, (c) the
spatial distribution of average clustering coefficients in nine cities.

Figure 11. (a) Complementary cumulative distribution function (CDF) distributions of betweenness centrality, (b) complementary
CDF distributions of degree, (c) scaling relation between degree and betweenness centrality, and (d) scaling relation between
degree and clustering coefficient in the NSpace.
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while those south of the boundary line show low average degree and clustering coefficients. How-
ever, the spatial distribution of betweenness centrality is opposite, with cities in the southeast dis-
playing high betweenness centrality. This divergent spatial distribution may be linked to the
definitions and meanings represented by these statistical measures or may be associated with
other socio-economic factors.

5.4. Properties of the motif-dependent cyber human activity networks

Based on the top 14 motifs, 14 motif-dependent cyber human activity networks (NMotif) are
constructed and then compared from two aspects, namely, statistical measures and scaling
relations, which can reflect the heterogeneities in the activity patterns. Table 7 summarizes
the results of the statistical measures for these 14 networks. First, the findings reveal differences
among the NMotif in terms of their node numbers, indicating varying demands for web domains
within these motifs. The complementary CDF plot in Figure 13 illustrates the node degree and
betweenness centrality distributions for each NMotif, showing that all 14 NMotif follow power-law
distributions. However, the rate parameters of these distributions differ, as summarized in
Table 7. For example, M-1-1 exhibits a power-law behavior in its degree distribution but
with a relatively large rate parameter that does not indicate a scale-free network. On the
other hand, the other 13 NMotifs display scale-free networks with different decay rates. In
terms of betweenness centrality, all NMotifs display power-law distributions for larger between-
ness centrality, similar to that in NGlobal but with different decay rates. Overall, these character-
istics closely resemble the global cyber human activity network, suggesting a scale-free structure
for cyber space regardless of the different activity patterns. The scale-free structure of cyber
space highlights the importance of certain nodes in shaping the overall flow of information
and interactions in cyber space.

Figure 14 (a) describes the scaling relation between the degree and betweenness centrality of the
NMotifs in a logarithmic plot, where different colors correspond to different NMotifs. Table 8 displays
the scaling exponents, which range from 1.571–2.160. The observation of all exponents that are lar-
ger than 1 indicates a superlinear increase in betweenness centrality with node degree, which is the
same as that in NGlobal. The findings imply that unbalanced competition among relatively well-
developed web domains and newly created domains exists within every activity pattern. As a result,
a monopolistic situation is possible for all activity patterns, which hinders the further structural
improvement of cyber space.

The scaling relation between the degree and clustering coefficient for the 14 NMotifs are shown in
Figure 14 (b). The 14 distributions share similar patterns but deviate in terms of degree. For smaller
degrees, the clustering coefficient is approximately consistent, while decreasing trends between the
clustering coefficient and degree are observed for larger degrees. Additionally, the extent to which
they resemble the complete hierarchical structure differs for large degrees among the 14 NMotifs,
which indicates that different NMotifs have different evolutionary structural states and those activity
patterns that are further away from the complete hierarchical structure are more unstable, and the
webs in these activity patterns are more prone to replacement over time.

6. Discussion and conclusion

Quantitative measures used to characterize human activity can provide a deeper understanding of
the structure of such activities. Motivated by complex network theory and the availability of mas-
sive human internet records, a new framework is proposed in this study to explore the structure of
cyber space from the perspective of a cyber human activity network. In contrast to previous
studies that have primarily examined physical space structures, this study not only focuses on
a rarely studied space, namely, cyber space, but also further explores the spatial patterns of
cyber human activity using multiple cyber human activity networks in different cities and the
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Table 7. The statistical measures of 14 motif-dependent cyber human activity networks.

Motif type M-1-1 M-2-1 M-2-2 M-3-1 M-3-2 M-3-3 M-3-4 M-4-1 M-4-2 M-3-5 M-3-6 M-4-3 M-3-7 M-5-1

Number of nodes 1986 3138 1793 3305 3521 2703 2030 5044 3368 1153 1418 3626 1331 5883
Number of edges 7870 33046 10146 37977 58350 32370 18775 136271 51274 5719 9186 69219 8495 203745
Ave degree 7.925 21.062 11.317 22.982 33.144 23.951 18.498 54.033 30.448 9.920 12.956 38.179 12.765 69.266
Ave in degree 3.963 10.531 5.659 11.491 16.572 11.976 9.249 27.016 15.224 4.960 6.478 19.090 6.382 34.633
Ave clustering coefficients 0.264 0.420 0.240 0.436 0.495 0.434 0.397 0.542 0.477 0.237 0.310 0.503 0.309 0.551
Exponents for degree 3.579 2.255 2.092 2.285 2.294 2.317 2.196 2.390 2.368 2.008 2.106 2.351 2.055 2.342
Exponents for betweenness 2.527 2.068 2.070 2.141 2.006 2.055 2.102 1.969 2.018 2.003 2.044 2.021 2.016 1.973
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impacts of the different cyber activity patterns on the structure of cyber space. The different cyber
activity patterns are represented by different activity-based motifs and the corresponding
multiple cyber human activity networks. These cyber human activity networks are evaluated
through two aspects: statistical measures and scaling relations. By applying this framework to
Jilin Province, its effectiveness in understanding the structure of cyber space is demonstrated
in this study.

Through an examination of activity-based motifs, the findings indicate a strong regularity and
clustering of cyber activity patterns, which is similar to those of activities observed in physical
space (Cao et al. 2021; Gao et al. 2018). Additionally, both physical and cyber spaces are dominated
by simple motifs. The consistency of these patterns between the two spaces suggest the stability of
human activity independent of the activity space in which it occurs, contributing further evidence
to the literature in regard to the consistent nature of human behavior across of spatial contexts.
However, there are notable differences in the spatial distribution of motifs between physical and
cyber spaces compared to that of previous studies. Previous research has indicated that simple phys-
ical activity patterns tend to cluster within suburban areas, whereas this study suggests that simple
cyber activity patterns are more concentrated within metropolitan areas. This disparity may arise
from the uneven distribution of resources and relatively poorer infrastructure in suburban regions.
Therefore, it is essential to focus on resource reallocation and accelerate the pace of urbanization,
which aligns with the nation’s major goals formed in recent decades. Moreover, the spatial hetero-
geneity of simple activity patterns between physical and cyber spaces might serve as an indicator for
policy-makers of the degree of urbanization.

Second, the heavy-tailed distributions observed for network degree and betweenness centrality
provide evidence to support the claim of cyber division, regardless of the different activity patterns
or cities. Cyber division refers to a scenario where a few websites receive a disproportionately large
number of visits, while the majority of websites only receive a few visits. This imbalance

Figure 14. (a) Scaling relation between degree and betweenness centrality for different NMotifs, and (b) scaling relation between
degree and clustering coefficient for different NMotifs.

Figure 13. (a) The distribution of the complementary cumulative distribution function (CDF) distributions of betweenness cen-
trality and (b) the complementary CDF distributions of degree in the 14 NMotifs.

INTERNATIONAL JOURNAL OF DIGITAL EARTH 19



significantly impacts the efficiency of information propagation, meaning that information on these
highly visited websites can spread faster and reach a larger audience than information on less vis-
ited websites. Furthermore, the hierarchically polycentric structures of cyber human activity net-
works, as revealed by the scaling relation between the clustering coefficient and degree, offer
valuable insights to inform information diffusion strategies for different purposes. For instance,
in cases where information needs to rapidly reach a large audience, such as in advertising, disaster
warnings, or business recommendation algorithms, targeting the central websites in every poly-
centric structure would be more effective. This approach can minimize advertising costs or reduce
the human and financial losses resulting from disasters. Moreover, the cyber division and hier-
archically polycentric structures also have implications for enhancing the safety of cyber networks.
While the hierarchically polycentric structure can improve the robustness of cyber networks, it is
crucial to be cautious about the potential spread of viruses through these trajectories. Therefore,
careful attention and focus on central websites and hub websites that connect different polycentric
structures are necessary to avoid potential risks. Furthermore, the consistent structure of the cyber
human activity network across different regions also highlights the limited influence of factors
such as distance on cyber space as compared to that on physical space. Additionally, the small-
world characteristics widely prevalent in physical space are not as prominent in cyber space com-
pared to other network characteristics, such as the heavy tail. These findings imply that while many
similarities exist between human activities in cyber and physical spaces, as confirmed by this study,
it is crucial to pay attention to these differences and explore the underlying reasons in subsequent
research.

Third, the findings reveal a nonlinear relationship between degree and betweenness centrality,
indicating that the influence of highly connected websites increases at a faster rate than that of
less connected websites regardless of regions and cyber activity patterns. This disproportionate
increase in influence can lead to monopolization by certain website companies, which is detri-
mental to maintaining a healthy market economy. To avoid this issue, the relevant government
authorities must implement policies to protect newly established companies, thereby promoting
fair market competition and preventing the dominance of a few websites.

Nevertheless, a few limitations need to be acknowledged. First, it is understandable that the
weighted networks can better reflect the flows between nodes. However, flows are greatly influenced
by fluctuations that occur in shorter-term datasets, and short-term datasets are not reliable enough
to depict the dynamic characteristics of flows in networks. Therefore, a greater focus is placed in this
study on exploring the topological characteristics of networks. However, the increasing availability of
longer-term datasets may offer solutions for addressing this limitation in future research. Moreover,
the use of longer-term datasets can also provide insights into the temporal variations of the time
intervals used in our study, aiming to reflect the temporal fragmentation of cyber access. For
instance, the time intervals may differ for different days, weeks, or months, which could represent
certain activity patterns. Furthermore, these time-series data also enable the dynamic monitoring
of cyber human activity networks across various time scales. Over a longer timescale, differences
between workdays and weekends, as well as weekly or monthly variations, can be investigated.
Additionally, examining the differences before and after the pandemic is also valuable. Over a shorter
timescale, the use of longer datasets can compensate for the uneven distribution of data within differ-
ent periods observed in single-day data. They can also address the occasionalism and data biases pre-
sent in single-day data. In addition to delving deeper into the temporal aspects, the use of longer-

Table 8. The scaling exponents between betweenness centrality and degree for 14 motif-dependent cyber human activity
networks.

Motif M-1-1 M-2-1 M-2-2 M-3-1 M-3-2 M-3-3 M-3-4 M-4-1 M-4-2 M-3-5 M-3-6 M-4-3 M-3-7 M-5-1

Scaling exponents
for BC and K

1.808 1.607 1.601 1.727 1.784 1.730 1.696 1.962 1.740 1.609 1.571 1.833 1.604 2.160
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term datasets can also provide instant guidance on adjusting the information propagation strategy,
which could further optimize the efficiency of information propagation for specific purposes.
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