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Abstract—Optimal voltage controls have been widely applied in
wind farms to maintain voltage stability of power grids. In order
to achieve optimal voltage operation, authentic grid information
is widely needed in the sensing and actuating processes. However,
this may induce system vulnerable to malicious cyber-attacks.
To this end, a tube model predictive control-based cyber-attack-
resilient optimal voltage control method is proposed to achieve
voltage stability against malicious cyber-attacks. The proposed
method consists of two cascaded model predictive controllers
(MPC), which outperform other peer control methods in effective
alleviation of adverse effects from cyber-attacks on actuators and
sensors of the system. Finally, efficiency of the proposed method
is evaluated in sensor and actuator cyber-attack cases based on
a modified IEEE 14 buses system and IEEE 118 buses system.

Index Terms—Attack-resilient control, optimal voltage control,
tube-based model predictive control, wind farm-connected power
system.

I. INTRODUCTION

THE integration of eco-friendly renewable energy sources
in power grids can benefit decarbonization of energy

systems effectively. However, it is challenging to tame em-
bedded intermittency of renewables to fulfil conventional grid
codes on efficiency, security, and stability [1]. To meet this
challenge, Information and Communication Technology (ICT),
Supervisory Control and Data Acquisition (SCADA) systems,
and massive sensors/actuators have been used extensively in
power grids. Exploitation of advanced information and com-
munication technology upgrades modern power grids towards
a cyber-physical system (CPS) [2], termed a cyber-physical
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power systems (CPPS).
The cyber security of CPPS has attracted extensive atten-

tion [3]–[5]. In CPPS, downstream grids are more vulnerable
to cyber-attacks, imposing critical threats to safe power grid
operations [6]. So far, cyber-attacks have caused several power
accidents all over the world [7], [8], and have been proven
sufficiently complex attacks can lead to catastrophic conse-
quences such as overvoltage/undervoltage, equipment damage,
cascading failures [9], distributed energy resources (DER)
disconnection, etc [10].

Power grids connected with wind farms, as typical CPPSs,
have received extensive attention [11]. Their cyber security is
a concern for both academia and industry. Generally, there are
two ways to improve robustness of the system under cyber-
attacks: one is to design data encryption transmission laws,
and the other is to design attack-resilient control strategies.
This paper focuses on the latter. Recently, some relevant
works have been reported. For example, an attack-mitigation
strategy based on forecast information is proposed in [12]
to deal with cyber-attacks on a wind farm SCADA system.
The authors in [13] develop an adaptive resilient control
strategy to improve the attack resiliency of the wind turbine
control system. The time delay problem of distributed CPPS
is discussed in [14], which proposes a method to improve
system robustness from the perspective of communication link
planning. The development of attack-resilient algorithms leads
the strategies of dealing with cyber-attacks from recognition
and detection to mitigation and elimination control.

Voltage control is an important part to maintain grid voltage
stability in the presence of renewable energy. Analysis and
mitigation of the impacts of cyber-attack have also received
wide attention. It has been reported that a false data in-
jection attack (FDIA) can corrupt automatic voltage control
(AVC) [15]. Voltage control problems induced by different
attacks have been well studied. Typically, Petri Net and self-
organizing network structures are adopted in [16], [17] to
mitigate impacts on voltage control from malicious cyber-
attacks. Specifically, in [16], Petri Net is used to describe the
influence of attacks on power systems, which contributes to
event-triggered mechanism design and suppression of voltage
fluctuation. In [17], a self-organizing network structure is used
to maintain voltage stability of distribution networks against
multiple attack formats and increasing numbers of attackers.
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Different from current research work, in [18], the authors
mainly focus on cyber-attacks on voltage control parameters
rather than communication networks, in which a counter-
measure of controlled switching units is proposed to handle
such attacks. In addition to centralized control structure,
distributed control schemes are adopted to address voltage
control problems of renewable-integrated power grids under
various network attacks [19]–[21]. This method is commonly
used to eliminate adverse effects on renewable energy.

However, to the best of our knowledge, there is no theoreti-
cal foundation to explicitly model the impact of a cyber-attack
on grid voltage optimization processes rather than control pro-
cesses in wind power-integrated grids. Moreover, the effective
approach for eliminating the cyber-attacks influence on control
optimality is painfully missing. To fill this research gap, a tube
model predictive control-based cyber-attack-resilient optimal
voltage control method is proposed in this paper.

The tube-based model predictive control (TMPC) has been
applied in several areas to address optimal control problems
incurred with disturbance. A control theory solution for hybrid
electric vehicles’ energy management is proposed in [22],
[23] to deal with future torque demand and uncertain vehicle
speed. These researches discussed the application of tube-
based MPC on suboptimal control of bus voltage in active
distribution networks. In [24], tube-based MPC is reported to
address the problem of grid frequency regulation when electric
vehicles are connected. In [25], [26], the energy optimization
management method of microgrids with energy storage based
on tube-based MPC is discussed. In summary, research on
using tube-based MPC for addressing optimal voltage control
problems under cyber-attacks is still in its infancy.

Based on tube-based model predictive control (TMPC)
theory, two cascaded MPCs are designed to eliminate the
influence of cyber-attacks on optimization results. Specifically,
nominal MPC is used to generate the optimized reference
value in absence of cyber-attacks. Ancillary MPC is used
to maintain control variables within the vicinity of obtained
optimal reference value against cyber-attacks.

The rest of the paper is organized as follows: a dynamic
model of wind farms and optimal voltage control problem are
elaborated in Section II. Impact of cyber-attacks on optimal
voltage control process is analyzed in Section III. The relevant
theory of TMPC is provided in Section IV. An attack-resilient
optimal voltage control algorithm for wind farms based on
TMPC is discussed in Section V. A verification analysis by
case studies and conclusions of our work are provided in
Sections VI and VII, respectively.

II. PRELIMINARIES ON THE SYSTEM MODEL

In this section, the dynamic model of wind farms without
malicious cyber-attacks is formulated, and the optimal voltage
control problem is analyzed.

A. Discrete-time Control of Wind Farms without Cyber-
Attacks

A first-order wind farm model is commonly used in voltage
control and optimization of wind farms based on model pre-
dictive control and distributed optimization algorithms. Based

on [27]–[29], wind farms are mainly comprised of (i) wind
turbine generators (WTGs) and (ii) stochastic voltage com-
pensators or generators (SVCs/SVGs). Each part is modeled
as a first-order function according to conventional transient
models in this study.

Dynamic models of WTGs and SVCs/SVGs can be ex-
pressed as follows, respectively [30]:
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In (1) and (3), TW and TS denote the time constant of WTGs
and SVC/SVG, respectively. ∆QW denotes the changed reac-
tive power of WTGs, and ∆Qref

W is the reference of ∆QW.
KP and KI represent the proportional and integral gains of
the SVC/SVG PI controller, respectively. ∂|VS|

∂QS
and ∂|VS|

∂QW
are

the sensitivity coefficients of reactive power outputs of WTGs
and SVC/SVG [31].

Based on (1) and (2), a dynamic model of wind farms
without malicious cyber-attacks can be formulated as (4).

ẋ = Ax+Bu (4)
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According to [32], (4) can be transformed into a discrete-
time model with sampling time ∆Td,

x(k + 1) = Adx(k) +Bdu(k) (9)

where Ad = eA∆T ∼= I+A∆T , Bd =
∫ τ

0
eA∆Tdτ ∼= B∆T

are the discrete forms of A and B, respectively. I is the
identity matrix.

B. Objective Function of Wind Farms

The objective function targets minimizing voltage fluctu-
ation at the Point of Connection (POC) and reactive power
change of WTGs and SVCs/SVGs per control period consid-
ering ramping rates, which can be expressed as (10).

min ‖∆VPOC‖2 +

NS∑
i=1

‖∆QSi
‖2 +

NW∑
i=1

‖∆QWi
‖2 (10)

where ∆QSi
and ∆QWi

are reactive power deviations of SVG
and wind turbines, respectively. ∆VPOC is the difference be-
tween current POC voltage (VPOC) and POC voltage reference
(the rated voltage). ∆VPOC can be expressed as (11).

∆VPOC = VPOC +
∂|VPOC|
∂QS

∆QS +
∂|VPOC|
∂QW

∆QW − V ref
POC

(11)

The reactive power outputs of WTGs and SVCs/SVGs are
bounded by (12) and (13).

QSmin ≤ QS ≤ QSmax (12)
QWmin ≤ QW ≤ QWmax (13)

III. CYBER-ATTACKS AGAINST OPTIMAL CONTROL OF
WIND FARMS

The cyber-attacks are considered twofold: 1) Cyber-attacks
compromise state estimation of power grids. These attacks
mislead operators by polluting state estimates with false data.
2) The cyber-attacks penetrate the cyber system of the wind
farm operation system via sensors, actuators, and commu-
nication links (see Fig. 1). These attacks tamper control or
optimization results by injecting false wind field data.

The attack vector is defined as α = [α1, α2, · · · ,
α2NS+NW

]T. It should be noted that due to the existence of the
bad data detection function in the power grid, the size of the
attack is usually limited from the attacker’s perspective [33],
[34]. Models of attacks on the aforementioned three parts are
modeled hereafter.

A. Cyber-attacks on Sensors

xa = x+α (14)

where x is the actual state of the wind farms, and xa is the
attacked state sent to the control center. Dynamics of the wind
farm with SVCs/SVGs can be expressed as follows,

ẋa = Axa +Bu (15)

B. Cyber-attacks on Actuators

ua = u+α (16)

where u is control input without attacks on the wind farms, and

State Estimation

Optimal Voltage Control

Energy Management System

Actuators

POC Transformer

WTGs

Wind farm connected to the grid

Cyber Attack Communication Link

Sensors

Control
Demand

State
Data

Fig. 1. Location of the attack intrusion.

ua is the attacked control input dispatched from the control
center. Then, the dynamics of the wind farm with SVC/SVG
can be expressed as

ẋ = Ax+Bua (17)

C. Cyber-attacks on Communication Links

When cyber-attacks on communication links occur between
sensors/actuators and the control center, the FDIA will cause
the same effects as the cyber-attacks on sensors/actuators.

The following theorem summarizes the properties of the
wind farm under cyber-attacks.
Theorem 1. Suppose the control center dispatches the op-
timized control instruction based on xa and ua, and the
optimized instructions with and without attacks are u∗ and
ua∗, respectively. The cyber-attacks will impose a deviation
from the optimal voltage control instructions.

The proof of Theorem 1 is provided in the Appendix.
Theorem 1 explains the impact of cyber-attacks on optimal

operation of the grid and wind farms with respect to different
locations. From the perspective of attackers, attacks on the
voltage optimization process induce more power losses and
instabilities. Furthermore, adverse effects caused by such at-
tacks will accumulate in iterative time-receding optimization,
eventually causing more losses to the grid.

IV. TUBE-BASED MODEL PREDICTIVE CONTROL

A. Overview of TMPC

TMPC is an effective approach to eliminate the influence of
disturbances on the controller. Generally, an uncertain system
can be modeled as [35].

xt+1 = Axt +But + wt (18)

where x represents states of the system, u represents control
actions, and w represents disturbances.

TMPC consists of two cascaded MPC controllers, as shown
in Fig. 2: 1) nominal MPC controller: to generate a central
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Timeslot 1 Timeslot 2 Timeslot N

Optimization Horizon

Actual trajectory of the
ancillary MPC

Nominal trajectory of
the nominal MPC

Tube

……

Fig. 2. Diagram of tube-based MPC.

trajectory under tightened constraints; 2) ancillary MPC con-
troller: to guide trajectory under disturbances to converge to
the aforementioned central trajectory. The design of these two
controllers will be described in the next two parts specifically.

B. Nominal MPC

A nominal system can be obtained from (18) by neglecting
the disturbance term w.

x̄t+1 = Ax̄t +Būt (19)

where x̄t denotes nominal system states and ūt represents
nominal control actions.

The objective function of this controller is consistent with
the original problem to be solved. Constraints of this controller
are tightened compared with those of the original problem.

C. Ancillary MPC

The ancillary controller aims to guide trajectory under
disturbances to converge to the aforementioned nominal tra-
jectory, namely, to form a ‘tube’ around the reference.

To achieve this, the ancillary MPC is designed to minimize
the deviation of the state variable x and control variable u
from nominal trajectories by using (20).

min
∑
Nx

µx(xt − x̄t)2 +
∑
Nu

µu(ut − ūt)2 (20)

where Nx and Nu denote the number of state and control
variables, respectively. µx and µu are weights associated with
deviation of state and control variables.

Constraints in the ancillary MPC are the same as the original
problem, except disturbance w is considered.

V. TUBE-BASED MPC OF WIND FARMS CONSIDERING
MALICIOUS CYBER-ATTACK

A. Nominal MPC Design

A nominal MPC controller is designed by neglecting mali-
cious cyber-attacks on actuators and sensors of WTGs and
SVCs/SVGs. Without attacks, control input obtained from
the nominal MPC controller is disturbance-free control input,
leading to the desired state. Based on this assumption, the
objective function of the nominal MPC is the same as (4),

min

Np∑
t=1

‖∆VPOC(t)‖2 +
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t=1

NS∑
i=1

‖∆QSi
(t)‖2

+
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where Np represents prediction times in a prediction period.
According to TMPC theory, constraints of the nominal MPC
should be tightened by using (22) and (23).

(1 + ρ1)QSmin ≤ QS ≤ (1− ρ2)QSmax (22)
(1 + ρ1)QWmin ≤ QW ≤ (1− ρ2)QWmax (23)

where ρ1 and ρ2 are the parameters for tightening constraints.
They are chosen by offline Monte Carlo simulations to main-
tain the robustness of the algorithm [35]. Varying degrees of
robustness can be achieved by adjusting these parameters [36].
In the case of Monte Carlo simulations, ρ1 and ρ2 are reduced
if the constraints of the system are violated. If the constraint
is too conservative, these two parameters are increased.

B. Ancillary MPC Design

The ancillary MPC controller will regulate state and control
variables of the disturbed systems within the tube, which can
be formulated as an optimal tracking problem as (24).

min

Nq∑
t=1

µx(xi − xref
i )2 + µu(ui − uref

i )2 (24)

where xref
i and uref

i are references of the state and control
variables, derived from the nominal MPC. µx and µu are
weights of state and control variable. Nq represents the
prediction period of the ancillary MPC: typically, Nq < Np.
Associated constraints are (12), (13).

Prediction of the first time slot is fed to the controller as the
optimization result, i.e., control demands of the present control
period. Then, the prediction period rolls back. New state values
are fed to the nominal MPC. New references generated by
the nominal MPC will be fed to the ancillary MPC until the
optimal control process terminates.

The TMPC control process considering malicious cyber-
attacks is shown in Fig. 3.

VI. SIMULATION RESULTS

The proposed attack-resilient optimal voltage control strat-
egy is validated on the IEEE 14-bus and 118-bus test bench.
The wind farm consists of 20 × 5 MW WTGs, and a 10 MW
SVG. It is connected to transmission network (IEEE 14-bus
system) through a step-up transformer at bus 13, as shown
in Fig. 4. The wind farm is connected to the IEEE 118-bus
system through a step-up transformer at bus 11. Active power
profile of the wind farm can be plotted in Fig. 5 [30].

Two attack scenarios were considered, namely, 1) cyber-
attacks on the sensor side. 2) cyber-attacks on the actuator
side. Both attacks are launched at t = 50 s. Total simulation
time is set to be 600 s.

A. Case 1: Sensor Attacks

To evaluate performance of the proposed attack-resilient
voltage optimization control, random attacks on sensors are
investigated with ẋa = Axa + Bu, where xa is the state
measurement. u is the control input vector.

Simulation results of random attacks on sensors are shown
in Figs. 6 and 7. Before the attack occurs (0∼50 s), the reactive
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Fig. 3. Tube-based MPC control process considering malicious cyber-attack.
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Fig. 4. Structure of the modified IEEE 14-bus test feeder.
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Fig. 5. Active power profile of the wind farm.

power time profile with the TMPC algorithm is the same as
that of the MPC algorithm, as shown in Fig. 6, certifying
their identical performance on achieving optimality of the
same objective without disturbances. After the attack occurs
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Fig. 6. Reactive power output of wind farms under random attacks on sensors
on the modified IEEE 14-bus system.

(50∼600 s), reactive power output without the TMPC control
algorithm fluctuates violently and deviates greatly from the
reference value, as shown in the blue solid line of Fig. 6. With
the TMPC control, reactive power output can be regulated in
the vicinity of the reference value, forming a ‘tube’ around
the reference.

Figure 7 shows the time profile of VPOC with and without
cyber-attacks on the modified IEEE 14-bus system. In 0∼50 s,
both the MPC algorithm and TMPC algorithm can stabilize
VPOC to the rated value (1.00 p.u.). In 50∼600 s, after the
attack, voltage deviates greatly, and fluctuation range is large
with conventional MPC algorithm. However, with the pro-
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Fig. 7. Voltage at POC under random attacks on sensors on the modified
IEEE 14-bus system.

posed TMPC algorithm, voltage fluctuates mildly around the
rated value. The comparison of statistical indicators in these
two cases can be summarized in Table I. Since standard devia-
tion is a key indicator reflecting the volatility of data, it can be
seen from the results in Table I that the TMPC algorithm plays
an important role in voltage stability against cyber-attacks.
The same conclusions are valid here as in the IEEE 118 bus
network, as Fig. 8 shows. However, due to the different sizes of
the simulation systems, its control speed is different. For each
control period, the computation time of IEEE 118-bus system
with the wind farm is about 0.4∼0.5 s (with Intel(R) Core
(TM) I5-8250U CPU @ 1.60GHz 1.80GHz and MATLAB
R2021a). Under the same configuration, the computation time
of IEEE 14-bus system is about 0.08∼0.1 s.

B. Case 2: Actuator Attacks
The performance of the proposed strategy under actuator

attacks is evaluated with ẋ = Ax + Bua, where ua is the
control output under actuator attacks.

Figures 9, 10, and 11 show simulation results of conven-
tional MPC and the proposed strategy under actuator attacks
on a modified IEEE 14-bus system. It can be seen in Fig. 9
that, without the proposed strategy, there is a significant
deviation between output and reference value when actuator
attacks are initiated. By comparing reactive power output
profiles with and without the TMPC algorithm, the case with
the tube-based control scheme outperforms the conventional
one with significantly less deviation from reference. Compar-
isons between the two cases can be summarized as shown
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Fig. 8. Voltage at POC under random attacks on sensors on the modified
IEEE 118-bus system.
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Fig. 9. Reactive power output of wind farms under random attacks on
actuators on the modified IEEE 14-bus system.

in Table II. It can be seen from Table II that the induced
deviation with the proposed strategy is much smaller than that
of the conventional strategy.

As shown in Fig. 10, similar to the case of sensor attacks,

TABLE I
COMPARISON OF TWO CASES

Description With the Proposed Strategy Without the Proposed Strategy

Reactive Power Output

Maximum deviation from reference value 0.005 78 0.053 94
Minimum deviation from reference value −0.007 98 −0.062 14
Average deviation from reference value −0.000 23 0.000 42
Standard Deviation 0.021 225 0.027 171

VPOC

Maximum deviation from reference value 0.000 58 0.039 15
Minimum deviation from reference value −0.000 82 −0.025 19
Average deviation from reference value −0.000 019 0.006 090
Standard Deviation 0.000 160 0.016 205
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TABLE II
COMPARISON OF TWO CASES

Description Indicators With the Proposed Strategy Without the Proposed Strategy

Reactive Power Output

Maximum deviation from reference value 0.027 33 0.088 37
Minimum deviation from reference value −0.015 36 −0.123 36
Average deviation from reference value −0.000 01 −0.000 02
Standard Deviation 0.022 049 0.036 458

VPOC

Maximum deviation from reference value 0.002 56 0.039 09
Minimum deviation from reference value −0.001 54 −0.034 61
Average deviation from reference value 0.000 003 0.005 727
Standard Deviation 0.000 479 0.018770
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Fig. 10. Voltage at POC under random attacks on actuators on the modified
IEEE 14-bus system.
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Fig. 11. Voltage at POC under random attacks on actuators on the modified
IEEE 14-bus sy stem under the extreme circumstance.

VPOC fluctuates greatly when the attack occurs without the
proposed strategy. When the TMPC algorithm is applied,
voltage is stabilized near the rated value.

Figure 11 shows a more extreme case of VPOC under
cyber-attacks. After the attack, VPOC exceeds the safe range
(normally 0.95 p.u. ∼ 1.05 p.u., as shown by the dotted line in
Fig. 11). However, with the proposed strategy, VPOC is always
regulated near the vicinity of the rated value. Results confirm
the effectiveness of the proposed strategy in sustaining optimal
voltage control against cyber-attacks.

Similar to case 1, the same conclusions are valid here as in
the IEEE 118 bus network, as Fig. 12 shows.
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Fig. 12. Voltage at POC under random attacks on actuators on the modified
IEEE 118-bus system.

VII. CONCLUSION

An attack-resilient optimal voltage control method is pro-
posed to eliminate the influence of cyber-attacks on voltage
optimized control in this paper. Based on the discrete-time
control model of wind farms, the voltage-optimized control
problem is formulated to minimize voltage deviation at the
POC and achieve smooth regulation of wind turbines. The
TMPC is then introduced to eliminate the detrimental effects
of cyber-attacks on sensors and actuators. Simulation results
of the modified IEEE 14-bus and 118-bus systems have
demonstrated the proposed strategy can efficiently achieve al-
most the same voltage optimization and stability under cyber-
attacks as those of ideal cases under no cyber-attacks. This
proves the TMPC algorithm is an effective method for attack-
resilient voltage-optimized control of wind farm-integrated
power grids.

APPENDIX

The objective function shown as (10) can be rewritten as:

J = ‖CDx+ F ‖2 + u2 (A1)

where x and u are defined in (5)–(6), respectively. C =[
∂|VPOC|
∂QS

, 0, ∂|VPOC|
∂QW1

, ∂|VPOC|
∂QW2

, · · · , ∂|VPOC|
∂QWNW

]
, D is an identity

matrix with D(2, 2) = 0, and F = VPOC − V ref
POC.

Equation (A1) can be transformed into the following form
with multiple iterations in a time period:

J̄ = UT(N̄ +Q)U + 2(Mx)TPNU + xTM̄x (A2)
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where

M = CDĀ, N = CDB̄

M̄ = MTPM , N̄ = NTPN

Ā =


A

A2

. . .
Ap



B̄ =


B
AB B
A2B AB2 B

...
...

...
Ap−1B Ap−2B2 · · · ABp−1 B


and U = [u1, u2, · · ·up]T. p is the iteration times in a time
period. P and Q are identity matrices.

Suppose the optimized control variables with and without
attacks are U∗ and Ua∗. Since J̄ is a convex function, we
have

UTÑU + 2xTM̃U ≥ U∗TÑU∗ + 2xTM̃U∗ (A3)

where Ñ = N̄ +Q and M̃ = MTPN .
If there were no deviation between voltage optimization re-

sults with and without cyber-attacks, (A3) would beUTÑU+
2xTM̃U ≥ Ua∗TÑUa∗ + 2xTM̃Ua∗, that is,

UTÑU + 2xaTM̃U − 2aM̃U

≥ Ua∗TÑUa∗ + 2xaTM̃Ua∗ − 2aM̃Ua∗ (A4)

Since Ua∗ is the optimal solution of the objective function
(4) with cyber-attacks, we have

UTÑU + 2xaTM̃U ≥ Ua∗TÑUa∗ + 2xaTM̃Ua∗ (A5)

where M̃ can be rewritten as

M̃ =

A2
∑(

∂|VPOC|
∂QS

)
0

A2
∑(

∂|VPOC|
∂QW

)
. . .

A2
∑(

∂|VPOC|
∂QW

)


So M̃ is a semi-definite matrix.

Obviously, there is a U that makes 2aM̃Ua∗ − 2aM̃U <
0, which contradicts the assumption of (A4). Therefore, the
initial assumption of “there was no deviation between voltage
optimization results with and without cyber-attacks, U∗ =
Ua∗” must be false.

Analysis when actuator attack occurs is similar to the sensor
attack.

So, cyber-attacks will bias voltage optimization results.
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