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Abstract
Background  The active pursuit of network medicine for drug repurposing, particularly for combating Covid-19, has 
stimulated interest in the concept of structural controllability in cellular networks. We sought to extend this theory, 
focusing on the defense rather than control of the cell against viral infections. Accordingly, we extended structural 
controllability to total structural controllability and introduced the concept of control hubs. Perturbing any control 
hub may render the cell uncontrollable by exogenous stimuli like viral infections, so control hubs are ideal drug 
targets.

Results  We developed an efficient algorithm to identify all control hubs, applying it to a largest homogeneous 
network of human protein interactions, including interactions between human and SARS-CoV-2 proteins. Our 
method recognized 65 druggable control hubs with enriched antiviral functions. Utilizing these hubs, we categorized 
potential drugs into four groups: antiviral and anti-inflammatory agents, drugs acting on the central nervous system, 
dietary supplements, and compounds enhancing immunity. An exemplification of our approach’s effectiveness, 
Fostamatinib, a drug initially developed for chronic immune thrombocytopenia, is now in clinical trials for treating 
Covid-19. Preclinical trial data demonstrated that Fostamatinib could reduce mortality rates, ICU stay length, and 
disease severity in Covid-19 patients.

Conclusions  Our findings confirm the efficacy of our novel strategy that leverages control hubs as drug targets. 
This approach provides insights into the molecular mechanisms of potential therapeutics for Covid-19, making it a 
valuable tool for interpretable drug discovery. Our new approach is general and applicable to repurposing drugs for 
other diseases.

Key points
	• Extend network structural controllability to total network controllability, providing a practical method for 

identifying critical nodes that must be protected to maintain network controllability.
	• Extend and apply the new method to identifying drug targets in human protein-protein interaction networks.
	• Apply the new method to identify drugs that can be reused for Covid-19 treatment.

Keywords  Total controllability, Explainable drugs for Covid-19, Control hubs
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Background
The devastating Covid-19 pandemic caused by the severe 
acute respiratory syndrome coronavirus 2 (SARS-CoV-2) 
[1, 2] wreaked global havoc on all walks of life. SARS-
CoV-2 and its variants have infected more than 767 mil-
lion people and claimed more than 6.9  million lives 
worldwide, as reported to WHO (https://covid19.who.
int; as of June 2023). The numbers are climbing despite 
several vaccines have been administrated in many coun-
tries. The viruses can penetrate the vaccines and spread 
rapidly in densely populated areas. Therefore, it is urgent 
to develop effective drugs for treating SARS-CoV-2 
infection.

Drug discovery is notoriously costly and time-consum-
ing [3], and developing new drugs for Covid-19 is chal-
lenging [4, 5]. One approach to shorten the period of 
finding effective medicine is to reposition or repurpose 
the drugs initially developed for other diseases, a major 
focus of drug discovery for Covid-19 [5–9]. However, the 
space for drug repurposing is enormous [9, 10]. The most 
popular computational approaches for drug repurpos-
ing take the perspective of systems biology or network 
medicine [10–16]. Among these are eminent methods 
based on the well-established network structural con-
trollability [13–16]. Following the theory of structural 
controllability [17, 18], the cell is regarded as a network 
of genes/proteins that can be controlled by exogenous 
stimuli (e.g., viral infections or medical interventions) on 
a set of driver nodes (i.e., proteins) so that the cell can 
be driven from any state to the designated state in finite 
time. Structural controllability has been directly adopted 
to repurpose drugs for treating Covid-19 [15, 16]. Driver 
nodes targeted by existing drugs can give rise to puta-
tive reusable drugs, and the results were validated using 
bioinformatic methods and data in the literature [15, 16]. 
Structural controllability has been applied to protein-
protein interaction networks [19, 20], gene regulatory 
networks [21], and metabolic networks [22]. The concept 
of driver nodes matches well with that of cancer driver 
genes [23] because frequent mutations (which are viewed 
as stimuli) in such genes may induce tumorigenesis, 
so the concepts of structural controllability and driver 
nodes have been applied to finding cancer driver genes 
as therapeutic targets for precision cancer treatment [14, 
24]. Note that providing explainability is a prominent 
feature of drug repurposing approaches as it provides 
insight into the inner workings of the identified drugs 
and boosts confidence in adopting the drugs against the 
target disease [12].

While theoretically sound, straightforward applica-
tion of structural controllability to drug repurposing is 
impractical. The key to the structural controllability of a 
network is a control scheme consisting of a set of con-
trol paths and their starting nodes (driver nodes or genes) 

that can be used to steer the network from any arbitrary 
state to the designated state in a finite time. Under this 
theory, a drug is used as an exogenous force to change the 
states of the cell, hopefully, from an infectious or cancer-
ous state to a normal state. However, the normal states of 
a cell are typically unknown, so it remains unclear what 
external stimuli or drugs should be used. Moreover, the 
control scheme is not unique, and a control scheme typi-
cally has too many driver nodes to be practically manipu-
lated at once to control the cell.

We pushed the envelope of the theory of structural 
controllability. Instead of attempting to control the cell, 
we aimed at protecting the cell from viral infections. 
Specifically, we expanded our perspective from struc-
tural controllability by a single network control scheme 
to a global view of total controllability over all control 
schemes for the network. We then introduced the con-
cept of control hubs, which are nodes residing on a con-
trol path of every network control scheme. The control 
hubs are the most vulnerable spots to the structural con-
trollability of the network; a perturbation to any control 
hub may render the network uncontrollable by any con-
trol scheme. Therefore, control hubs are ideal drug tar-
gets for protecting the cell from exogenous influences. 
Moreover, exploiting control hubs as drug targets is a 
more practical approach for drug repurposing because 
control hubs are typically an order less than driver nodes, 
as to be shown shortly. Without computing all control 
schemes, which is a #P-hard problem [25] (meaning no 
polynomial-time or efficient algorithm is known), we 
developed a polynomial-time (meaning efficient) algo-
rithm for finding all control hubs for a network [26]. We 
applied our novel control hub-based drug repurposing 
approach to the largest homogenous human protein-pro-
tein interaction (PPI) network [27] (Table S1), along with 
the data of PPIs between SARS-CoV-2 and human [28, 
29] (Table S2) and the data of drug targets [30] (Table S3), 
to discover control hubs that are targets of some exist-
ing drugs. Such druggable control hubs can not only be 
adopted for treating SARS-CoV-2 infections but also pro-
vide insights to explain the functions and mechanisms of 
the medicines in combatting the infection.

Results
We first outline the rationale of our novel control-hub-
based method and present its primary steps. We then 
apply it to an integrated network constructed using 
human and SARS-CoV-2 PPI data and the data of drugs 
and drug targets. We compare our new method with nine 
existing gene selection methods, including the structural-
controllability-based driver-node method, to show its 
performance in finding drug targets for Covid-19. We 
then examine the 65 drug targets and the corresponding 

https://covid19.who.int
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drugs identified by our new methods, using the data and 
results in the literature for validation.

Total network controllability for drug repurposing
The primary concept of network structural controllabil-
ity [17, 18] is a control scheme for a network. It consists 
of control paths such that every node in the network can 
be reached or controlled by the head node of the control 
path to which the node belongs (Fig. 1A). The head node 
is referred to as the driver or input node of the path. By 
exerting stimuli on the driver nodes, the network can be 
steered from any initial state to the designated state in 
a finite time. Structural controllability has been directly 
applied to repurposing drugs for treating Covid-19, 
where a small number of driver nodes targeted by drugs 
were used to find reusable drugs [15, 16].

However, driver nodes are a double-edged sword and 
can also be exploited by viruses to infect the cell. Viral 

infections are exogenous stimuli to the cell via the inter-
actions of viral proteins and host receptors. These can 
transform cells from normal to abnormal to accommo-
date viral replication and propagation. During SARS-
CoV-2 infection, the viral spike protein S engages human 
receptor angiotensin-converting enzyme 2 (ACE2) to 
enter the host cell, triggering a series of adverse signaling 
cascades [31].

Moreover, it is impractical to directly adopt struc-
tural controllability for controlling the cell or repurpos-
ing drugs. The control scheme is not unique (Fig.  1A). 
An exponential number of control schemes may exist, 
and one control scheme may have as many as half of the 
nodes in the network as driver nodes. For example, one 
control scheme for the human PPI network [27] (Table 
S1) contains 4,529 driver nodes, which are 49.8% of the 
9,092 nodes in the network. Determining the most effec-
tive control scheme is a daunting task.

Fig. 1  Control schemes and control hubs of a small network G and a new control-hub-based approach for drug repurposing. (A) Three distinct control 
schemes are identified by the maximum matching of G. Starting from a driver node (in red), a control path follows matched edges (in red). All control 
paths form a control scheme for G, and G has three control schemes. (B) G has one control hub node (in green), which appears in the middle of a control 
path of each control scheme. (C) The study design and the framework of a new control-hub-based approach. A triple-layer network connects the viral 
and human proteins and drugs and human protein targets. The study focused on the network community of proteins that were no more than two steps 
away from viral proteins (i.e., the 2-step community) and the 65 druggable control hubs within the community. The enrichment of druggable control 
hubs within the 2-step community was assessed against several gene ranking methods (see main text)
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In light of these serious issues underlying the 
approaches to controlling the cell, we resorted to pro-
tecting the cell instead. We were motivated to identify 
critical genes, which, when perturbed, can render the cell 
uncontrollable by any control scheme or external stimu-
lus on the driver nodes. Manipulating any of such critical 
genes can invalidate all the control schemes, so the cell 
is uncontrollable by undesired stimuli. To identify such 
critical genes, we extended structural controllability to 
total controllability by considering all control schemes 
and introducing a new concept of control hubs. A control 
hub is a middle node in one of the control paths of every 
control scheme (Fig.  1B). Blocking a control hub will 
block at least one control path of every control scheme, 
making the overall network uncontrollable.

Therefore, control hubs are ideal drug targets for pro-
tecting the cell from being manipulated by viral infec-
tions. If the genes that viruses act on are known, the 
control hubs close to these nodes can be chosen as desig-
nated drug targets to increase drug efficacy.

Since the concept of control hubs is built atop all con-
trol schemes, a technical obstacle is the potentially expo-
nential number of control schemes for a network. Finding 
all control schemes using the current best method, i.e., 
maximum matching [32], is a computationally infeasible 
#P-complete problem [25]. To circumvent this difficulty, 
we developed an efficient, polynomial-time algorithm for 
finding all control hubs without computing all control 
schemes. The algorithm identified 1,256 control hubs in 
the human PPI network [27], which are 13.8% of all the 
9,092 genes and 27.7% of the 4,529 driver genes for the 
network (Table S1).

Control hubs can act as surrogates to reusable drugs, 
i.e., we focus on those existing drugs that can target con-
trol hubs. While in theory, any drug-targeted control 
hubs can be used, the ones closer to exogenous stimuli 
(i.e., viral proteins) are preferred over the distant ones 
since blocking the former may prevent the spread of 
external influences sooner and more effectively.

Finding drug targets for the treatment of viral infections
We capitalized on total controllability and control hubs 
and developed a drug-purposing method consisting of 
four major steps (Fig. 1C, see Methods and Supplemental 
Method S3). The first is constructing a network to inte-
grate information on human PPI, virus PPI, drugs, and 
their targets. We used the largest homogenous human 
PPI network [27] (Table S1) and the data of PPIs between 
SARS-CoV-2 and human [28, 29] (Table S2) and the data 
of drug targets [30] (Table S3). The human PPI subnet-
work and the virus PPI subnetwork are linked through 
the PPI between human and virus proteins, and the 
human PPI subnetwork and drug subnetwork are con-
nected by the drug target information. The resulting 

network contains 9,092 nodes (proteins) from humans, 
22 nodes from SARS-CoV-2, and 2,980 nodes of drugs. 
The overall network is relatively tight, with a total of 
81,953 links.

The second step is to identify control hubs [26]. To 
focus on Covid-19, we left the technical details of our 
new method for finding control hubs to Methods and 
Supplemental Method S3. This control-hub finding 
method identified 1,256 control hubs in the network.

In the third step, to identify effective drug targets and 
drugs, we focused on the control hubs that were known 
targets of the existing drugs, categorically referred to as 
druggable control hubs hereafter. Among the 1,256 con-
trol hubs, 160 (12.7%) were drug targets (Fig. 2A).

Druggable control hubs were not equally effective for 
treating SARS-CoV-2 infection. Some control hubs may 
directly interact with viral proteins and thus are ideal 
drug targets, whereas many others are far away from viral 
proteins in the human PPI network (Fig. 1C). The closer 
a druggable control hub to virus proteins in the net-
work, the more effective it should be for prohibiting viral 
infection.

Following this reasoning, in the fourth step, we exam-
ined the druggable control hubs in the community of 
proteins that were k steps away from the virus proteins in 
the PPI network, referred to as the k-step community, for 
convenience. A smaller k is preferred; the closer a con-
trol hub is to viral proteins, the more effective it is as a 
drug target to block viral infections. Two sets of enrich-
ment tests, using the z-test, were performed to iden-
tify the best k-step community (see Methods). The first 
set of tests looked for the k-step community that was 
most enriched with control hubs among all k-step com-
munities for different values of k, and the second set of 
tests assessed the enrichment of drug targets among 
the control hubs in the community chosen in the first 
test. The first z-test revealed that the 2-step community 
was most enriched with control hubs (z-score = 5.28, 
p-value = 1.3e− 7, Fig. 2B, S1A). It hosted 677 control hubs, 
among which 65 were drug targets (Table S4A). The sec-
ond z-test confirmed that the 2-step community was also 
most enriched with druggable control hubs among all 
k-step communities (z-score = 28.25, p-value = 1.3e− 175, 
for k = 2, Fig. 2C, S1B).

In the last step, we assessed if our novel control-hub 
approach was the method of choice for finding drug 
targets. In particular, we compared it with nine existing 
methods, including the driver-node-based method and 
eight popular node ranking methods. These included 
node-degree centrality, neighbor-degree centrality, 
betweenness centrality, load centrality, closeness central-
ity, and eigenvector centrality, as well as Page-Rank, and 
k-core [32–42]. To facilitate the comparison and better 
understand these methods, we compared them against 
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a statistical model of drug targets in the 2-step commu-
nity. Assuming that any protein in the 2-step community 
was equally likely to be a drug target, the drug-target 
enrichment for 677 (i.e., the number of control hubs in 
the 2-step community) randomly selected proteins in the 
community should follow an empirical normal distribu-
tion (Fig.  2D). This empirical distribution was adopted 
as a statistical baseline model of drug-target enrichment. 
The enrichment of the 65 druggable control hubs in 
the 677 control hubs in the 2-step community substan-
tially deviated from the baseline model (z-score = 1.53, 
p-value = 0.13; Fig. 2D). Likewise, the drug-target enrich-
ment for 677 driver nodes randomly chosen from 965 
driver nodes in the 2-step community should also 
obey an empirical normal distribution (Fig.  2D). The 
drug-target enrichment of our control-hub method 
was significantly better than the driver-node method’s 
(z-score = 2.82, p-value = 0.005). The driver-node method 
was slightly worse than the baseline model since the 
mean of the former was smaller than the mean of the lat-
ter (54.07 vs. 56.05; Fig.  2D), and the two distributions 
were statistically indistinguishable (p-value = 0.98, χ2-test; 

Fig.  2D). We measured the drug-target enrichments of 
the top 677 nodes from the eight gene-ranking methods. 
Unfortunately, these methods all underperformed; their 
z-tests against the random baseline model all resulted in 
negative z-scores (Fig.  2D). For instance, the Page-Rank 
method had a z-score=-1.89 with p-value = 0.06. This 
analysis showed that our novel control-hub method can 
identify the most drug targets and candidate drugs for 
Covid-19 treatment.

Control hubs as drug targets for Covid-19 treatment
We examined the biological functions of the druggable 
control hubs to appreciate their role in SARS-Cov-2 
infection and validate the new method using published 
results in the literature. Among all 160 druggable con-
trol hubs, three (RIPK1, CYB5R3, and COMT) directly 
interact with nonstructural proteins of SARS-CoV-2 
[28, 29] (Fig.  3A and B, S2; Table  1, S4A). RIPK1 can 
bind with viral nonstructural protein nsp12 [28, 29], 
the RNA-dependent RNA polymerase (RdRp) of SARS-
CoV-2 [43] (Fig.  3A and B). nsp12 promotes viral repli-
cation and inhibits the host’s innate immune response 

Fig. 2  Comparison of druggable targets from different methods. (A) Distributions of the driver nodes, control hubs, and druggable control hubs in the 
human PPI network. (B) Determining that the 2-step community was most enriched with control hubs (the vertical axis) among all k-step communities 
of proteins with different k steps away from viral proteins (the horizontal axis). Statistical analysis was adopted to compare the number of control hubs (in 
green) within k-step communities against random empirical distributions (i.e., the baseline in grey). The three smaller figures on the side show random 
empirical distributions for k = 1, k = 2, and k = 3. The small figures include the values of enrichment of druggable targets (vertical green lines) by the new 
control-hub method. A z-test analysis showed that the highest increment of control hubs from the baseline occurred at k = 2. (C) The 2-step community 
was also enriched with druggable control hubs (the vertical axis). The same statistical analysis as in B) was performed. (D) Comparison of drug-target 
enrichment of the new method, the driver-node method, and the other eight node-ranking methods in the 2-step community
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Fig. 3  Potential therapeutic mechanisms of some druggable control hubs and selected drugs for treatment and/or prevention of Covid-19. (A) Network 
topologies of two SARS-Cov-2 proteins (nsp12 and nsp7 that are responsible for viral transcription and replication) and three human proteins (RIPK1, 
COMT, and CYB5R3) that directly interact with nsp12 and nsp7. (B) The binding structures of two SARS-Cov-2 proteins (nsp12 and nsp7) and three drug-
gable control hubs (RIPK1, COMT, and CYB5R3). (C) The biological-process enrichment of the 65 druggable control hubs within the 2-step community, 
revealing their collective functions during viral infection. GeneRatio is the ratio between the number of observed proteins with a specific Go term and the 
total number of proteins of interest. (D) The interactions among SARS-Cov-2 proteins, key druggable control hubs, and drugs in three categories. Drugs 
are grouped based on their functions, marked in color. The drugs in orange correspond to immune-related agents, such as antineoplastic or Immuno-
modulating agents, in green are dietary supplements, such as Vitamins and Calcium; and in blue are gonadal hormones. (E) The potential therapeutic 
mechanisms of Fostamatinib for treating Covid-19. It reduces excessive immune and autoinflammatory responses by targeting ten control hubs, 9 of 
which are protein kinases and one on the p53 pathway
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by suppressing the activity of interferon regulatory fac-
tor 3 (IRF3), which is key to interferon production [44]. 
Both CYB5R3 and COMT interact with the nsp7 protein 
of SARS-CoV-2 (Fig. 3A and B), which forms a tetramer 
with viral nsp8 [45] and functions as a cofactor of the 
viral RdRp, nsp12 [43]. Since nsp12 and nsp7 are essen-
tial for viral transcription and replication, blocking the 
interactions of RIPK1 with nsp12, CYB5R3 with nsp7, 
and COMT with nsp7 can potentially inhibit or suppress 
viral replication.

RIPK1 encodes serine/threonine-protein kinase 1, 
plays a role in necroptosis, apoptosis, and inflammatory 
response, and mediates cell death and inflammation [46]. 
SARS-CoV-2 infection promotes the expression of RIPK1 
in the lung of Covid-19 patients, and small-molecule 
inhibitors of RIPK1 can reduce the viral load of SARS-
CoV-2 and proinflammatory cytokines in human lung 
organoids, indicating that the virus hijacks RIPK1-medi-
ated immune response for its replication and propagation 
[47]. RIPK1 is targeted by Fostamatinib (Table  1, S4A; 
Fig. 3A), a drug under intense scrutiny for treating SARS-
CoV-2 infection [47–53]. Fostamatinib is an inhibitor 
of spleen tyrosine kinase originally approved for treat-
ing chronic immune thrombocytopenia. Fostamatinib is 
effective in a mouse model of acute lung injury and acute 
respiratory syndrome, symptoms observed in Covid-19 
patients [49]. A clinical trial with a small sample of hos-
pitalized Covid-19 patients (30 with fostamatinib versus 
29 with placebo) showed that Fostamatinib could lower 
mortality, shorten the length of ICU stay, and reduce the 
disease severity of critically ill patients [50].

CYB5R3 encodes NADH-cytochrome B5 reductase 3, 
a flavoprotein with oxidation functions. It is targeted by 
three drugs (Table 1, S4A), two of which (NADH and Fla-
vin adenine dinucleotide) are under clinical investigation 
for Covid-19 treatment. NADH is an energy booster for 
treating chronic fatigue syndrome and improving high 
blood pressure and jet lag, among many other symp-
toms. NADH, i.e., nicotinamide adenine dinucleotide 
(NAD) + hydrogen (H), is the central catalyst of cellular 
metabolism, a chemical naturally produced in humans 
and plays a role in ATP production. The SARS-CoV-2 
genome does not encode enzymes for ATP generation, 
and the virus needs to hijack host functions for viral syn-
thesis and assembly. Therefore, NAD is a battlefield for 
viral infection and host immunity [54]. Indeed, coronavi-
rus infection dysregulates the NAD metabolome, as indi-
cated in a preclinical study [55]. Moreover, early phases 2 
and 3 clinical trials showed that medication of NADH in 
a mixture of two metabolic activators could significantly 
shorten the time to complete recovery of SARS-CoV-2 
infection [56].

COMT encodes catechol-O-methyltransferase 
that can degrade estrogens, catecholamines, and 

neurotransmitters such as dopamine, epinephrine, and 
norepinephrine. It is targeted by 14 FDA-approved drugs, 
including Conjugated estrogens (Table  1, S4A). Conju-
gated estrogens are a mixture of estrogen hormones for 
treating hypoestrogenism-related symptoms. Estrogen 
has been indicated as a susceptibility factor of SARS-
CoV-2 infection [57], as women are less susceptible to 
Covid-19 [58, 59] and mice with weaker estrogen recep-
tor signaling due to respiratory coronavirus infection 
exhibit increased morbidity and mortality [60].

Beyond the three druggable control hubs that directly 
interact with viral proteins, 19 druggable control hubs in 
the 2-step community engage more than one viral pro-
tein via another protein, and four of them (SLC10A1, 
SLC10A6, MUC1, and TTPA) are targeted by more than 
one drug (Table  1, S4A; Fig. S2). The potential of these 
four druggable control hubs for Covid-19 treatment is 
discussed in Supplemental Result S1.

In short, the 65 druggable control hubs within the 
2-step community were enriched with biological func-
tions related to cell (particularly leukocyte) proliferation, 
cellular response to (chemical) stress, regulation of apop-
totic signaling, and response to nutrient levels (Fig. 3C). 
All these results combined revealed the essential roles 
these control hubs might play in prohibiting the replica-
tion and proliferation of SARS-CoV-2. The results also 
revealed the essential immune-related signaling pathways 
induced by the virus and paved the way for understand-
ing and explaining the therapeutic mechanisms of the 
drugs for Covid-19 treatment.

Drugs for the treatment of SARS-CoV-2 infection
The 65 druggable control hubs within the 2-step com-
munity were targeted by 185 existing drugs (Table  2, 
S5; Fig. 3D). As of June 2022, 38 were under clinical tri-
als (https://clinicaltrials.gov/ct2/home). It is desirable to 
use drugs with multiple targets to gain treatment efficacy; 
the potency of a drug can be estimated by the number of 
control hubs it targets. Remarkably, 15 drugs target more 
than one control hub, and seven target more than two 
druggable control hubs (Table 2, S5).

Among the seven drugs targeting more than two con-
trol hubs were Fostamatinib, NADH, and three dietary 
calcium supplements (Table  2, S5). Fostamatinib is in 
phase 3 clinical trial after a promising phase 2 trial for 
Covid-19 treatment [61]. Experimental and clinical data 
showed that Fostamatinib inhibits neutrophil extracel-
lular traps (NETs), which entrap and eliminate patho-
gens during viral and bacterial infections and may cause 
adverse injury to surrounding tissues by themselves or 
by increasing proinflammatory responses [62] (Fig.  3E). 
Activation and overreaction of innate and adaptive 
inflammatory responses during SARS-Cov-2 infection 
induce NETs, contributing to immunothrombosis in 

https://clinicaltrials.gov/ct2/home
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acute respiratory distress syndrome (ARDS) com-
monly seen in Covid-19 patients [48, 62–65]. Moreover, 
coherent antiviral therapeutic functions of Fostama-
tinib emerged after examining the functions of the con-
trol hubs that the drug targets (Fig.  3D and E; Table 
S5). Among the ten control hubs that Fostamatinib tar-
gets, 7 (RIPK1, CLK2, CLK3, PAK5, STK3, PKN1, and 
CDK4) are serine/threonine type protein kinases, and 
two (BLK and YES1) encode Src family tyrosine kinases, 
all of which play essential roles in cell proliferation, cell 
differentiation, and programmed cell death [66]. CLK2 
and CLK3 encode members of the serine/threonine 
type protein kinase family, and PAK5, STK3, PKN1, and 
CDK4 encode, respectively, one of the three members 
of the group II PAK family of serine/threonine kinases, 
serine/threonine-protein kinase 3, serine/threonine pro-
tein kinase N, and cyclin-dependent serine/threonine 
kinase. Plus, RIPK1 encodes receptor-interacting serine/
threonine-protein kinase 1 and directly interacts with 
the viral RdRp nsp12, as discussed earlier. Interestingly, 
while not being a kinase, the remaining target COQ8A 
encodes a mitochondrial protein functioning in an elec-
tron-transferring membrane protein complex in the 
respiratory chain. Its expression is induced by the tumor 
suppressor p53 in response to DNA damage, and inhibi-
tion of its expression suppresses p53-induced apoptosis. 
Combined, the inhibitory function on NETs and kinase 
functions of 9 of the ten control hubs targeted by Fosta-
matinib suggested it to be potent for Covid-19 treatment 
by acting broadly on components of autoimmune, tumor 

repression, and inflammatory viral response pathways 
(Fig. 3E).

NADH targets five control hubs, including CYB5R3, 
NDUFB7, IMPDH1, EHHADH, and HIBADH. CYB5R3, 
encoding NADH-cytochrome B5 reductase 3, directly 
interacts with nsp7, a cofactor of the viral RdRp. Block-
ing the interactions of CYB5R3 with nsp7 could be a 
mechanism to suppress viral replication, as previously 
discussed. NDUFB7, a component of the mitochondrial 
respiratory chain, connects to virus-induced mitochon-
drial dysfunction and may be targeted to inhibit this path-
way [67]. IMPDH1, associated with guanine nucleotide 
synthesis, also presents another possible drug target, as 
its inhibition could reduce the guanine nucleotide pool, 
potentially decreasing SARS-CoV-2 synthesis efficiency 
[68, 69]. The roles of EHHADH and HIBADH in SARS-
CoV-2, both implicated in metabolic processes, are yet 
to be elucidated and warrant further study. On the other 
hand, recent findings that highlight a decrease in NADH 
levels in Covid-19 patients [54], along with the observed 
alterations in the NAD metabolome [55], further under-
score the prospective therapeutic implications of NADH 
in attenuating the consequences of viral infection.

Three dietary calcium supplements, Calcium Citrate, 
Calcium Phosphate, and Calcium phosphate dihydrate, 
target control hubs S100A13, PEF1, and CATSPER1. 
These calcium-binding proteins are essential in various 
cellular functions, possibly associated with viral infec-
tions, including SARS-CoV-2. However, existing litera-
ture does not substantiate a direct connection between 
these proteins and SARS-CoV-2 infection mechanisms. 

Table 2  Drugs for the treatment and/or prevention of Covid-19. Fifteen candidate drugs target more than one druggable control 
hub, among which two belong to immune-related agents (in orange), nine are dietary supplements (in green), and two are gonadal 
hormones (in blue). The drugs with “*” are under clinical trial for treating Covid-19. Detailed information is available in Table S5
Drug Control hub 

Number
Control hub

Fostamatinib* 10 COQ8A, CLK3, CLK2, YES1, 
BLK, PAK5, STK3, RIPK1, 
PKN1, CDK4

NADH* 5 CYB5R3, EHHADH, 
HIBADH, NDUFB7, IMPDH1

Calcium phosphate dihydrate 3 S100A13, PEF1, CATSPER1
Calcium Citrate 3 S100A13, PEF1, CATSPER1
Calcium Phosphate 3 S100A13, PEF1, CATSPER1
Conjugated estrogens* 2 SLC10A1, COMT
Progesterone* 2 SLC10A1, SULT2B1
Phenethyl Isothiocyanate 5 HNRNPF, TPM1,
Ademetionine 3 COMT, GNMT, MAT2A
Copper 2 AHCY, CYB5R3
Aspartic acid 2 ASPH, ACY3
Methionine 2 GLUL, MAT2A
Citric acid 2 HGS, GNMT
Liothyronine 2 PCNA, SLC10A1
Liotrix 2 SLC10A1, SLC16A2
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Conversely, several clinical studies have identified low 
serum calcium levels as significant prognostic factors 
influencing the mortality, severity, and comorbidity of 
SARS-CoV-2 infections [69–72]. As of a note, six phar-
maceutical agents related to vitamin E target the control 
hub TTPA (encoding a soluble protein that is a form of 
vitamin E) and are now in clinical trials for Covid-19 
treatment (Table 1, S5). The precise relationship between 
TTPA and SARS-CoV-2 infection remains unclear. These 
results indicated that calcium, vitamin E, and many other 
micronutrients should be adopted as adjuvant therapy 
against viral infection.

In summary, the repurposed drugs fall into four major 
categories (Table S5), (1) antiviral and anti-inflammatory 
agents that are subscribed for virus infection and can-
cer treatment, (2) dietary supplements including NADH 
and Calcium that boost human immunity, (3) hormones, 
including conjugated estrogens, and (4) drugs acting on 
central nerve systems. Combined, the medicines in the 
first three categories help boost immunity to overcome 
viral infections’ adverse stress and influence.

Discussion
Network medicine for drug repurposing has gained pop-
ularity and momentum since the Covid-19 pandemic 
[10–16]. Most of these network-biology methods hinge 
upon the idea that important proteins can be surrogates 
for identifying medicines. However, these methods oper-
ate under different notions of what constitutes important 
proteins in biological networks. For example, proteins 
with high degrees of connectivity may be considered 
essential since they supposedly affect many neighboring 
proteins.

Network structural controllability [17, 18] has been 
adopted as an approach to network medicine. Using 
driver nodes as drug targets is particularly appealing 
for Covid-19 drug repurposing [15, 16]. However, while 
theoretically sound, this approach is impractical for 
drug repurposing, as discussed earlier. Our drug-target 
enrichment analysis showed that such a direct applica-
tion of structural controllability was no better than ran-
dom selection (Fig. 2D).

Our most important contributions are the extension 
of structural controllability to total controllability and 
the new perspective of protecting rather than control-
ling cells. In particular, we were motivated to protect the 
cell from any exogenous stimulus, particularly viral infec-
tions, because this is relatively easier and more effective 
than controlling the cell. Methodologically, by extending 
structural controllability to total controllability, we intro-
duced control hubs to identify the critical spots in the 
cell that were important for the controllability of the cell. 
We used targeting drugs as external influences to make 
the cell uncontrollable by any viral infection. Therefore, 

control hubs are an effective vehicle for drug repurpos-
ing, as demonstrated in the current study. It is not coinci-
dental that many control hubs are also targets of existing 
drugs, as shown in our drug-target enrichment analy-
sis (Fig.  2D). Instead, the result revealed that proteins 
with biological importance, particularly those related to 
immunity, resided in critical positions in the human PPI 
network.

To treat or prevent viral infections, control hubs in the 
human PPI network should be protected by blocking 
their interactions with viral proteins or interactions with 
one another, which can prevent or curtail the spread of 
viral influence. Control hubs are thus excellent candidate 
drug targets for treating and preventing Covid-19. Identi-
fying such drug targets was entirely data-driven and used 
no information on gene functions. The information on 
drug targets from DrugBank was brought to the analysis 
at a late stage of drug repurposing. We used highly con-
fident homogenous human and SARS-CoV-2 PPI data 
from HEK293T cells under well-controlled conditions 
[26–29] to avoid possible false-positive results from het-
erogeneous data.

Most viral proteins interacting with human proteins 
are nonstructural, and many of them are responsible for 
viral transcription and replication as well as suppression 
of the innate and adaptive immune responses of the host 
(Table S4, S7). Many druggable control hubs have immu-
nity and antiviral functions such as regulating apoptotic 
signaling, cellular response to stress, leukocyte prolifera-
tion, and cell population proliferation (Fig.  3C; Table  1, 
S4). Nutrient levels are another key factor these control 
hubs responded to (Fig.  3C; Table  1, S4). Identifying 
these druggable control hubs has shed light on potential 
therapeutic mechanisms for Covid-19 treatment (Fig. 3E; 
Table  2, S5), thereby enhancing our novel, explainable 
method for drug repurposing [12]. For example, RIPK1 
interacts with viral RdRp nsp12, and CYB5R3 and COMT 
interact with nsp7, a cofactor of viral RdRp (Fig. 3A and 
B). RIPK1 is targeted by Fostamatinib, CYB5R3 by three 
drugs, including NADH, and COMT by 15 drugs includ-
ing Conjugated estrogens (Table  2, S4A, S5). Although 
the precise connection between control hub proteins and 
SARS-CoV-2 infection is yet to be examined, the exist-
ing experimental and clinical data support the efficacy 
of these drugs in blocking or suppressing SARS-CoV-
2’s transcription or replication, thereby bolstering host 
immunity.

An interesting result is identifying Fostamatinib as 
a Covid-19 drug, particularly suitable for hospitalized 
patients (Fig.  3E; Table  2, S5). This drug is currently in 
clinical trials for Covid-19. Identifying Fostamatinib 
and other drugs for Covid-19 treatment proves the con-
cept of control hubs as drug targets and firmly validates 
our novel control hub-based approach. Moreover, the 
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functions of the ten control hubs targeted by Fostama-
tinib explain well the mechanistic mode of action that 
the medicine may perform and its biological functions in 
treating severely ill Covid-19 patients. It is encouraging 
that this data-driven result was supported by the experi-
mental results on a mouse model of acute lung injury and 
acute respiratory syndrome [49] and the data of a prelim-
inary clinical trial of critically ill patients [61]. Altogether, 
the biological functions and experimental data suggested 
that the drug prevents exaggerated autoinflammatory 
immune responses68,69 and alleviates the burden of 
cytokine storms [73, 74] in severe Covid-19 cases.

A substantial number of control hubs in the 2-step 
community of the human PPI network are not targets of 
any existing drug. These control hubs, particularly the 
membrane proteins that function on the NF-κB pathway 
(Fig. S4), can be used to propose testable hypotheses for 
new drug development for Covid-19 therapy.

The novel approach presented here can be extended 
to repurpose drugs for various other diseases, which we 
will pursue in future research. It is also worth mention-
ing that we exploited and deployed the novel concepts of 
total controllability and control hubs to develop a new 
concept of cancer-keeper genes as therapeutic targets for 
cancer treatment [75]. Some cancer-keeper genes were 
experimentally validated in vitro in cancer cell lines and 
in vivo in a mouse bladder cancer model [75].

Conclusions
Our study presents a novel approach to drug repurposing 
with significant implications for COVID-19 treatment 
and beyond. Focusing on control hubs as drug targets 
can potentially unlock a new strategy for combating cur-
rent and future viral threats. Furthermore, many con-
trol hubs we identified not yet targeted by existing drugs 
present exciting avenues for developing new antiviral 
medications.

Methods
An overview of the novel control-hub-based method for 
drug repurposing
The new method consists of the following four major 
steps discussed in the subsequent subsections.

1.	 Construction of a biological network. In the current 
study, an integrated network of human PPI, virus 
PPI, drug targets, and drugs;

2.	 Identification of control hubs [26]; the algorithmic 
details are in Supplemental Method S3.

3.	 Determination of the k-step network community 
with nodes k steps away from the viral proteins and 
enriched with drug targets;

4.	 Assessment and validation of the new method 
by comparison with nine existing gene selection 

methods, including the structural-controllability-
based driver-node method.

Construction of a triple-layer interaction network from 
viruses to humans to drugs
The central layer of the network contained the human 
protein-protein interaction (PPI) network that was con-
structed using the human Huri-Union binary protein 
interaction dataset [27]. This is the largest homogenous 
human protein interactome with data collected primarily 
from HEK923T cells and validated in multiple orthogo-
nal assays. The network consists of 9,092 nodes or pro-
teins and 64,006 interactions (Table S1).

The SARS-CoV-2 AP-MS data26 from HEK293T cells 
was added to include the layer of viral proteins. The 
dataset contains 332 high-confidence virus-host interac-
tions between 27 SARS-CoV-2 proteins and 332 human 
proteins, which were used to link the human and virus 
PPI subnetworks. Since the human PPI network contains 
only 9,092 proteins, the final triple-layer network con-
tains 169 interactions between 22 viral and 169 human 
proteins (Table S2). The 3D Structural Interactome 
between SARS-CoV-2 and host proteins was retrieved 
from SARS-CoV-2-Human Interactome Browser [76].

The network was further expanded to include the layer 
of drugs and their human protein targets using the data 
from DrugBank [30]. The links between drugs and their 
protein targets were used to link the human PPI sub-
network and drug subnetwork. We only included drugs 
approved by FDA and under investigation. The drug-
target interactome contains 17,780 interactions between 
2,981 drugs and 2,914 target proteins (Table S3). The 
information on drug categories in DrugBank was used to 
group drugs (Table S5).

Identification of control hubs
A network can be controlled by exerting control signals 
on driver nodes [17, 29] (Fig. 1A). To analyze the control-
lability of a network, maximum matching from graph 
theory was adopted to find the minimum set of driver 
nodes [18, 77]. A maximum matching is the maximum 
set of edges that do not share nodes in common [32]. The 
edges of maximum matching form paths of the network, 
which start from head nodes and along the matching 
edges, reach tail nodes. The head nodes of a maximum 
matching are taken as driver nodes, and the paths are 
control paths [78] (Fig. 1A), constituting a control scheme. 
The maximum matching is not unique for most net-
works, and neither is the control scheme (Fig. 1A).

A node may occupy distinct positions – a driver, a tail, 
or a middle node – in control paths of different con-
trol schemes. Some nodes may always remain as mid-
dle nodes in all control schemes, and such nodes are 
defined as control hubs (Fig. 1B). All control hubs can be 
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identified in polynomial time without computing all con-
trol schemes [26]; the algorithmic details are available in 
our previous work [26, 79, 80].

Identification of druggable control hubs within k-step from 
viral proteins and candidate drugs
A breadth-first traversal of the triple-layer PPI network 
was carried out to find the reachable control hubs within 
no more than k steps from some viral proteins. The tra-
versal started from the viral proteins and ignored edge 
directions. The process terminated after all nodes at k 
steps from the beginning were visited.

All control hubs encountered in the process of the 
breadth-first traversal were reported. These control hubs 
were further checked against DrugBank [30] to identify 
druggable control hubs.

The best value of k for the k-step community was deter-
mined by two z-tests, as described in the main text, along 
with the statistical significance of the two-tailed p-value. 
The z-tests were done using the following formulas:

	

DF −mean (SF )

SDofSF

where DF  is the number of nodes in the k-step commu-
nity overlapping with druggable control hubs or control 
hubs, mean (SF ) is the average number of druggable 
control hubs or control hubs overlapping with a random 
set of nodes of the same size as the k-step community, 
and SDofSF  is the standard deviation of SF  from 1,000 
randomly chosen sets of nodes in the community. The 
details are in Supplemental Method S2.

Node ranking methods
Nine popular node ranking methods were used to com-
pare with the new control-hub-based method. These 
include two methods related to node degree (degree 
centrality [33] and average neighbor degree [34]), three 
related to network shortest paths (betweenness central-
ity [35], load centrality [36, 37], and closeness centrality 
[38]), three related to network structures (eigenvector 
centrality [39, 40], clustering coefficient [81], and K-core 
[42]), and a classical web ranking algorithm (page rank 
[82, 83]). A detailed description of these ranking algo-
rithms is in network [84] and Supplemental Method S1.

Feature enrichment analysis
See Supplemental Method S2 for details.

Gene enrichment analysis
To explore the biological processes in which the 65 drug-
gable control hubs were involved, functional annotation 
analyses with Kyoto Encyclopedia of Genes and Genomes 
(KEGG) pathway annotation and Gene Ontology (GO) 

annotation were performed using Metascape [85]. The 
Go biological process terms and KEGG pathways with 
FDR-corrected p-value < 0.05 were reported.
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