This is the Pre-Published Version.

© 2023 Optica Publishing Group. One print or electronic copy may be made for personal use only. Systematic reproduction and distribution, duplication

of any material in this paper for a fee or for commercial purposes, or modifications of the content of this paper are prohibited.

The following publication Yonggui Cao, Yin Xiao, and Wen Chen, "Securing 2D information carriers over dynamic and turbulent media in a free-space

optical channel,” Opt. Lett. 48, 3491-3494 (2023) is available at https://doi.org/10.1364/OL.496096.

Securing 2D information carriers over dynamic and
turbulent media in a free-space optical channel

YONGGUI CAO,! YIN XiA0, Ano WEN CHEN "

*Department of Electronic and Information Engineering, The Hong Kong Polytechnic University, Hong Kong, China
2photonics Research Institute, The Hong Kong Polytechnic University, Hong Kong, China

*owen.chen@polyu.edu.hk

In this Letter, a new scheme is proposed to realize high-
fidelity secured free-space optical information
transmission through dynamic and turbulent media by
encoding 2D information carriers. The data is
transformed into a series of 2D patterns as information
carriers. A novel differential method is developed to
suppress noise, and a series of random keys are also
generated. A different number of absorptive filters are
arbitrarily combined to be placed in the optical channel
to generate ciphertext with high randomness. It is
experimentally demonstrated that the plaintext can be
retrieved only when correct security keys are applied.
Experimental results demonstrate that the proposed
method is feasible and effective. The proposed method
could open an avenue for securing high-fidelity optical
information transmission over dynamic and turbulent
media in a free-space optical channel.

Ghost diffraction originated from quantum [1], and is promising
for imaging. Object information can be retrieved with a correlation
between 2D illumination patterns and a series of collected single-
pixel intensities [1-4]. Recently, ghost diffraction is developed to
realize optical data transmission in free space [5,6]. Security of
free-space optical data transmission has also attracted much
attention, since optical signals could be easily intercepted and
monitored by unauthorized parties. To solve the problem, some
methods were proposed to realize a secured transmission [7-11],
e.g, transform-based [8] and chaos [10,11]. These methods can
isolate the signal from potential eavesdropping, and possess
remarkable advantages, e.g, provable and quantifiable secrecy.
However, the methods could be complicated and difficult to be
realized in free space through complex scattering media [12,13]. In
recent years, ghost diffraction could provide a promising
alternative to realize a secured free-space optical transmission.
However, secured ghost transmission is implemented in free space

through static media, and is not applicable in dynamic and
turbulent media [2-4,14-16]. Real-time transmission errors are
generated, when the environment keeps changing due to dynamic
and turbulent media [17]. To realize the secured optical
transmission in dynamic and turbulent scattering environments,
transmission errors induced need to be temporally corrected and
the received data needs to be decrypted at the same time. It is
desirable to design an optical approach to realizing secured free-
space optical data transmission through dynamic and turbulent
media.

In this Letter, a new scheme is proposed by encoding 2D
information carriers to realize high-fidelity secured free-space
optical information transmission through dynamic and turbulent
media. The transmitted data is transformed into a series of 2D
patterns as information carriers. The noise is suppressed using a
novel differential method, and a series of random keys are also
generated. A different number of absorptive filters are arbitrarily
combined to be placed in the optical channel to generate ciphertext
with high randomness. The plaintext can be retrieved only when
correct keys are used. Feasibility and effectiveness of the proposed
method are verified by optical experiments. Practical
implementation of the proposed scheme is simple and convenient,
and no complex operations are used, e.g, system calibration or
post-processing to eliminate noise. The proposed method realizes
high-fidelity, high-reliability and high-security optical information
transmission over dynamic and turbulent media in a free-space
optical channel.

An algorithm is developed to first convert each pixel of an
analog signal (i.e, plaintext) into a 2D pattern, and the proposed
algorithm is as follows: i) A pixel value is enlarged with a given
magnification factor M to be an intermediate value b. The integral
part of b is denoted as ¢, and the fractional part of b is denoted as d.
ii) A sequence T with a length of 2c is generated. Half of the values
in T are randomly generated between 0 and 1, and the remaining
half of T'is computed by subtracting the corresponding value in the
first half from 1. iii) A 2D pattern can be obtained by arbitrarily
placing fractional part d and each value of the sequence T into a
Zero matrix.
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Fig. 1. A flow chart of the proposed secured optical transmission through dynamic and turbulent media in free space.

As shown in Fig. 1, Alice wants to optically transmit information
(e.g, an image or an analog signal) to Bob in free space. Each pixel
Si (i=1,2,..,N) of the analog signal is first described by separate
values ¢; and f3, ie, §; =¢; — 3. Then, each value ¢ or f; is
transformed into a 2D pattern (ie, A or P;) using the
aforementioned algorithm. This differential method is developed
to fully suppress noise, and a series of random security keys
(a,1=12,..,N) are simultaneously generated. The generated

2D patterns, ie, A and P, are sequentially and alternately
embedded into a spatial light modulator (SLM) to modulate the
optical wave. The modulated wave propagates through dynamic
and turbulent media in free space, and is collected by a single-pixel
detector at the receiving end. A different number of absorptive
filters are arbitrarily combined to be placed in the optical channel
to modulate light intensities. The collected light intensity Iout could
have a relationship with incident wave, i.e, denoted by a scaling
factor k. When scaling factors linearly vary, the designed secured
optical transmission system could be attacked. Here, a strategy is
further developed to generate ciphertext with high randomness. A
different number of absorptive filters (e.g, 1,2,...) are placed in the
free-space optical channel at the transmitter, and then the scaling
factors can possess dynamic and nonlinear properties. Moreover,
scaling factors corresponding to two adjacent 2D patterns (ie., Ai
and P;) can be assumed to be the same in dynamic and turbulent
environments. At the receiving end, collected light intensities by,

and b, to serve as the ciphertext are respectively described by
b =k [ A ()b, @
b, zkin'J.F’u(X, y)dxdy, )

where ki and k- respectively denote a scaling factor corresponding
to 2D patterns A; and P;, and ki = k.

Fig. 2. A schematic experimental setup for the proposed secured
free-space optical data transmission through dynamic and
turbulent media. OL: Objective lens; M: Mirror; SLM: Amplitude-
only spatial light modulator; AF: Absorptive filter(s); SC: Smoke
chamber; SG: Smoke generator; BD: Single-pixel (bucket) detector.

After Bob receives the ciphertext b, and I,, he needs to use a
series of random keys (¢;,i=12,...,N) to retrieve the plaintext.
The decryption can be described by

Si=0; [kﬁ} 3)
b

Therefore, Bob can obtain ciphertext with high randomness and
nonlinearity owing to the designed system, and random and
nonlinear security keys can be provided by Alice. Only when
correctkeys ¢ are used, the plaintext can be retrieved.
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Fig. 3. (a) A variation of scaling factors corresponding to dynamic
and turbulent media in free space, and (b) a nonlinear variation of
scaling factors in dynamic and turbulent media. A combination
case denotes a different number of absroptive filters to be placed
in the free-space optical transmission channel.

A schematic experimental setup is shown in Fig. 2 to verify the
proposed method. A green laser (CrystaLaser, CL532-025-S) is
used as light source. Wavelength and power of the laser are 532.0
nm and 25.0 mW, respectively. The laser is expanded by an
objective lens and collimated with a lens followed by the reflection
with a mirror. The reflected wave is modulated by an amplitude-
only SLM (Holoeye, LC-R720) and propagates through dynamic
and turbulent media. The optical wave is modulated, when the
series of 2D patterns is sequentially and alternately embedded into
SLM. The free-space optical channel also consists of a different
number of absorptive filters, a transparent acrylic smoke chamber
[size of 30 (L) x 30 (W) x 40 (H) cm?] and a single-pixel detector
(Newport, 918D-UV-OD3R). The smoke is produced by a
generator (HALFSun) with power of 3000W and pumping rate of
973.0cm?/s. Smoke is pumped into the chamber with pumping
time of 15 s. Axial distance between the SLM and absorptive filter
is 10.0 cm, and axial distance between absorptive filter and front
side of smoke chamber is 20.0 cm. The axial distance between back
side of smoke chamber and single-pixel detector is 5.0 cm.

The dynamic property of turbulent media is shown in Fig. 3(a).
The scaling factors increase with sampling time due to smoke
liquefaction and sedimentation. When a different number of
absorptive filters are arbitrarily combined (e.g, 1,2,3,...) to be
placed in the free-space optical channel, a nonlinear and dynamic
change of scaling factors can be obtained as shown in Fig. 3(b).
Therefore, ciphertexts collected at the receiving end have high
randomness and nonlinearity in the developed free-space optical
data transmission system.
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Fig. 4. (a) and (c) A comparison between original analog signal and
the ciphertexts, and (b) and (d) the decrypted signals obtained
when correct keys are used. MSE and PSNR values corresponding
to bi1 and bz in (@) are 7.78x10%2,11.09 dB, 9.64x102 and 10.16 dB,
respectively. MSE and PSNR values corresponding to bi and bz in
(c) are 5.60x102, 12.52 dB, 3.83x102 and 14.17 dB, respectively.
MSE values corresponding to (b) and (d) are 2.14x10* and
2.83x104 respectively. PSNR values corresponding to (b) and (d)
are 36.71 dB and 35.48 dB, respectively.



Two irregular analog signals are experimentally tested as a
typical example to show the proposed secured free-space optical
transmission in dynamic and turbulent media. As shown in Figs.
4(a) and 4(c), original analog signals, ie, plaintexts, are fully
encrypted into random intensities at the receiving end. The analog
signals can be precisely decrypted and obtained as shown in Figs.
4(b) and 4(d), when correct security keys are applied. Mean
squared error (MSE) and peak signal-to-noise ratio (PSNR) are
calculated to evaluate quality of the encrypted and decrypted
signals, as given in Fig. 4.
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Fig. 5. (a) and (b) Ciphertexts (i.e, ba and bp) corresponding to a
grayscale image experimentally encoded in the channel through
dynamic and turbulent media, (d) and (€) ciphertexts (i.e, bz and
bz) corresponding to another grayscale image experimentally
encoded in the channel through dynamic and turbulent media, and
(c) and (f) the decrypted images obtained when a series of correct
keys are applied. MSE values corresponding to (a)-(f) are 0.15,
0.16,4.05x10#, 0.10, 0.09 and 4.36x10* respectively. PSNR values
corresponding to (a)-(f) are 8.20 dB, 7.82 dB, 33.92 dB, 9.99 dB,
10.36 dB and 33.60 dB, respectively.

Fig. 6. (a) and (b) The decrypted images obtained when wrong
security keys are used respectively corresponding to those in Figs.
5(c) and 5(f). MSE values corresponding to (a) and (b) are
1.33x107, and 1.22x10%, respectively. PSNR values corresponding
to (a) and (b) are 8.75 dB and 9.13 dB, respectively.

2D grayscale images are also tested, and are experimentally
encrypted into random noise as shown in Figs. 5(a), 5(b), 5(d) and
5(e). When security keys are correctly applied, the retrieved
images are shown in Figs. 5(c) and 5(f). It is demonstrated that the
proposed method is feasible and effective to realize high-fidelity
secured free-space optical data transmission through dynamic and
turbulent media. Security of the proposed free-space optical
transmission through dynamic and turbulent media is further
analyzed. When security keys are wrong during the decryption, the
plaintexts cannot be retrieved as shown in Figs. 6(a) and 6(b). Only

noise-like images can be obtained. It is experimentally illustrated
that the proposed method can realize high-security and high-
fidelity free-space optical data transmission in dynamic and
turbulent scattering environment. System security and the large
key space are guaranteed to withstand the attacks [18], eg,
chosen-plaintext attacks, since a nonlinear and random mode is
designed and applied here. Since different types of data (e.g, colour)
can also be represented by analog or binary format, it is feasible to
effectively apply the proposed method. It can be expected that the
proposed scheme can be further used with other transmission
methods in practice.

In conclusion, a new scheme has been proposed to realize high-
fidelity secured free-space optical data transmission through
dynamic and turbulent media by encoding information carriers.
An encoding algorithm is designed to transform the data into a
series of 2D patterns as information carriers. A novel differential
method is developed to suppress noise, and a series of random
security keys are also generated. The ciphertexts with high
randomness are collected at the receiving end, when a different
number of absorptive filters are arbitrarily applied in the free-
space optical channel. Feasibility and effectiveness of the proposed
method are fully verified by optical experiments. The proposed
approach provides a promising way to realize high-fidelity secured
optical data transmission over dynamic and turbulent media in a
free-space optical channel.
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