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Abstract

As for the multi-agent systems (MASs) with time-varying switching subject to deception attacks, the leader-
following consensus problem is studied in this article. The one-sided Lipschitz (OSL) condition is utilized
for the nonlinear functions, which makes the results more general and relaxed than those obtained by Lip-
schitz condition. The nonidentical double event-triggering mechanisms (ETMs) are adopted for only a
fraction of agents, and each agent transmits the data according to its own necessity. Semi-Markov process
modeling with time-varying switching probability is adopted for switching topology and deception attacks
occurring in transmission channel are considered. By using the cumulative distribution function (CDF) and
the linear matrix inequality (LMI) technology, sufficient conditions for MASs to achieve consensus in mean
square are obtained. An effective algorithm is presented to obtain the event-based control gains. The merits
of the proposed control scheme are demonstrated via a simulation example.

Keywords: Deception attack, Nonidentical double event-triggering mechanisms, One-sided Lipschitz,
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1. Introduction

Consensus control for nonlinear MASs has been widely investigated for a long time since its broad ap-
plications in transportation networks, smart grid, distributed sensor networks, and the formation of vehicles,
robots, satellites [1-6]. The leader-following consensus agreement requires all followers to trace the trajec-
tory of the leader by using information exchange between leader and followers. Meanwhile, several control
schemes have been utilized for the consensus of MASs, such as impulsive control [7], adaptive control [8],
state feedback control[9, 10], output feedback control [11] and event-triggered control [12—15].

Nonlinearity is an indispensable part in many control systems. Note that the Lipschitz condition is used
for nonlinearity and usually applies to small Lipschitz constant, which are conservative and not generous.
[16-18]. The OSL condition was presented to solve the problem, which incorporates the Lipschitz condition
as one of its special case. In [19, 20], the consensus control for OSL nonlinear MASs was considered,
and H, consensus for OSL nonlinear systems with fixed topology was studied in [21]. However, the
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authors in them do not consider the effects of attacks and the time-varying topologies generated by external
disturbances. Signals are generally subject to deception attacks on transmission channels, which makes it
difficult to detect and seriously affects the integrity of data. Recently, numerous results about the consensus
or synchronization of nonlinear systems under deception attacks have been presented [22-25]. Especially,
the synchronization of the Lipschitz MASs subject to deception attacks had been studied in [23], and the
authors in [25] considered the consensus problem of MASs with actuator faults and malicious deception
attacks. Nevertheless, deception attacks, as the current hot topic, are rarely considered for applications
in OSL nonlinear systems with time-varying switching. Hence, the OSL nonlinear MASs with switching
topology under attacks require further investigate, this is the first motivation of this paper.

There are a lot of studies on MASs have focused on fixed topology [26—28]. Nevertheless, random
effects in the environment often cause the change of communication topology among agents. The phe-
nomena of time-varying switching in MASs are generally modeled as Markov or semi-Markov processes,
which have been extensively studied in [29-31]. Compared with the conventional Markov process that the
dwell time distribution function (DTDF) is an exponential distribution, the DTDF of semi-Markov process
is extended to more general probability distribution, like the Wei-Bull distribution [32] or phase-type dis-
tribution [33]. For instance, the exponential synchronization of nonlinear semi-Markov switched system
was considered in [34, 35]. The impulsive control for the OSL nonlinear semi-Markov switched MASs was
studied in [36]. The main difficulty in dealing with the semi-Markov switching of MASs is the time-varying
transition rate, which makes it difficult to obtain the control gains.

For reducing unnecessary data transmission, event-triggering mechanisms (ETMs) , as one of the most
convincing control strategies, have been widely utilized in consensus of MASs [15, 37]. ETMs only transmit
information when triggering error exceed the prescribed threshold, which reduces the cost of communica-
tion. Nowadays, growing number of researchers are concerned with designing ETMs from the sensor-
controller (S-C) channel [38, 39]. Nevertheless, the cost of transmission in controller-actuator (C-A) chan-
nel should not be overlooked. The double ETMs in both S-C and C-A channels were designed to investigate
the synchronization of nonlinear system in [40, 41]. The essence of the double ETMs is to transmit the trig-
gering instants of the ETM in S-C channel to the ETM in C-A channel, then transmit the control signals
to the actuator at the triggering instants of the ETM in C-A channel, that is, the ETM for C-A channel
is designed on the basis of that for S-C channel. A natural question is: Can we design double ETMs for
MAS:s to achieve consensus with each double ETMs nonidentical for different node? This is an interesting
problem.

As far as we know, the ETMs for each agent are identical in most existing results on transmission
mechanism of MASs [22, 42, 43]. However, the communication information is generally transmitted asyn-
chronously according to the agent’s actual requirement, hence it is more practical to consider the noniden-
tical triggering instants for different agents in MASs. An effective way is to design nonidentical double
ETMs for MASs to lighten communication resource consumption, which will be solved in this paper.

In practice, owing to the overwhelming number of the agents in leader-follower MASs, it is not practical
to control the MASs by adding feedback from leader to all followers. For a variety of reasons, including
communication constraints and physical limitations, the so-called partial-nodes-based control (PNBC) is
critic for only partial followers to obtain feedback from the leader. Obviously, if PNBC can be designed
with nonidentical double ETMs for controlled nodes, the control scheme is not only practical but also
effective. This challenging problem will be solve in the current paper.

To sum up, this article employs PNBC with nonidentical double ETMs for the cosnensus of the OSL
nonlinear semi-Markov switched MASs under deception attacks. The notable contributions are threefold:

(1) The considered model is general with relaxed restrictions. The nonlinear term is only required to
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satisfy OSL condition and the signals subject to deception attacks in the process of transmission.

(2) Novel nonidentical double ETMs are designed, where the set of the triggering instants generated by
ETM for C-A channel is a subset of the triggering instants generated by ETM for S-C channel and
each agent samples and transmits information according to its own necessity, and hence the designed
ETMs can save communication resources as much as possible. Moreover, event-triggered controller
(ETC) with semi-Markov switching is designed with only fractional node connected with the leader
for the reason of reduce control cost.

(3) Sufficient conditions for expression by LMI are obtained for the MASs with OSL nonlinearity. The
exclusion of Zeno behavior is proved and a design algorithm of event-based control gains is given.

The organization of this work is arranged as below. Section 2 presents the concept of the switched
MASs and some preliminaries. Section 3 establishes the consensus criteria in mean square of MASs by
strict mathematical proof. A numerical simulation is presented in Section 4 to verify the feasibility of the
theoretical results. Finally, the thesis is summarized in Section 5.

Notation. IN" is the set of nonnegative integers, IR” represents the Euclidean space, R denotes the nxm-
dimension matrices. I, indicates the n-dimension unit matrix, 0 means the number zero or a zero matrix
of appropriate dimension. I[E(-) refers to the mathematical expectation, and ® stands for the Kronecker
product. The Euclidean norm in IR" is represented as || - ||, diag{. .. } denotes a block diagonal matrix, A =
(aij)mxm stands for a m X m-dimension real matrix, col{...} represents a column vector. A real symmetric
matrix has its minimum and maximum eigenvalues represented by Amin(-) and Amax(-), respectively. A <
0(A > 0) means that A is real symmetric negative (positive) definite. The symbol * is used to indicate the
corresponding transposed block matrix, and the symbol T indicates matrix transposition.

2. Preliminaries

2.1. Graph theory

The exchange of information among agents are represented by a directed graph G = (V,E). The ele-
ments of V = {1,2,..., N} symbolizes the nodes set, and the elements of & C V X V represents the edge set.
Agents are symbolized by nodes in the digraph, and the adjacency matrix is represented as Ag = [4;i]nxN>
where a;; > 0if (j,7) € & and a; = 0. L = [l;j]nxn indicates the Laplacian matrix of the digraph, where
li = Z;\L 1, i and li]- = —a;j for i # j. The communication graph between a leader and N followers is de-

noted by a directed graph G, where G consists of a leader node, directed edges from leader to followers and
a graph G. The diagonal matrix D = diag{dy,d>, ..., dn} represents the information interaction between
leader and followers, where d; > 0 means that the leader can send information to the follower i.

2.2. System description
Consider a nonlinear MAS with N nodes as below:

%(t) = Axi(t) + Bf (xi(H) + 7, (¢), (1)

where x;(t), f(xi(t)) € R" represent the state vector and the nonlinear function of the ith follower, respec-
tively, i = 1,...,N. ﬂ‘;( )(t) is a switched control input with 3(¢) being the switching signal to be defined
later and A, B € R"™™" are known constant matrices.

Consider the N agents in (1) as followers. The system model of the leader is depicted as

Xo(t) = Axo(f) + Bf (xo(t)), 2)
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where xo(t) € R” represents the state of leader.

The interaction topology among agents i = 0,1,..., N is assumed to comply with semi-Markov switch-
ing and is denoted by G(5(t)). Let {3(t),t > 0} be a continuum time semi-Markov process with right con-
tinuous trajectory taking values in a finite state space S = {1, 2, ..., s} with generator I1(h) := [A,,(h)]nxN
matrix given by

AWl + o(h),a # b,
Pr{s(t + h) = bl5(t) = a} = {1 j(A)b(Z)Z(+)OL(1h;)t a=>b v

o(h)
where i > 0, limy,_,q - = 0, Ag(h) is the time-varying transition rate from mode a to mode b, and
Ag(h) = — Zzzllbm Aap(h). The transition rate Ag(h) is limited by constants Agp and Ay 1€ Ay <

Ag(h) < Agp for any h > 0. Notice that the transition rate matrices [Aas]nsv and [A,,Inxn have zero row
sum.

Our goal is to achieve the consensus between the followers (1) and leader (2) by designing event-based
controller. However, the control signal may be intercepted by deception attacks during transmission. In the
case of successful attack, the control signal will be replaced by the attack signal. Hence, the control signal
of the ith node that may be affected by the attack signal is denoted as

1 0() = 0,0&(1) + (1 - 0:1)u; (1), @)

where &;(t) indicates the attack signal. The probability of successful attack 6;(f) can be modeled as a
Bernoulli distribution, defined as below:

{Pr{@i(t) =1=0, 5
Pr{0i(t) = 0} = 1 - §,

where 0 is a constant that refers to the mathematical expectation of success of the attack.

This paper takes a nonidentical double event-triggered strategy, where the ETM of S-C channel is de-
fined as event triggering mechanism 1 (ETM1) and the ETM of C-A channel is denoted by event triggering
mechanism 2 (ETM2). Let t;{ and f;{ denote the triggering instants of the ith agent of the ETM1 and ETM2,

t;{ ,, and f;( . are the next triggering instants of the ETM1 and ETM2, respectively. The triggering sequences

{t;{} and {f;'(} satisfy {f;{} C {t;{}. The event-triggering conditions for the ith agent of the ETM1 and ETM?2 are
devised as

k., =inf{t > £ | 5] (1)©;0,(H)
> eie] (HOei(t)), (©6)

F., =inf{t > £ | 5] (1)©;5,(H)
> Eie?(t;c)@iei(t;{)}, (7)

where té = ff) =0,k e N4, 6;(t) = ei(t;;) —ei(t), e;(t) = xi(t) — xo(t), Si(t) =~€i(f;<) - ei(t;;), i=1,2,...,N.
&; and &; are tunable parameters satisfying ¢; € (0,1) and & € (0,1), ®; and ©; are known matrices.



Remark 1. Since the ETM2 in (7) is defined on the basis of the ETM1 in (6), the ETMs (6) and (7) are
called double ETMs. The double ETMs can save communication resources as much as possible since
they include the ETMs in both C-A and S-C channels. Additionally, the triggering instants of each node
are determined by the conditions (6) and (7), so each agent has different triggering instants and transmits
information according to the actual situations of the agent. However, the model in [15, 37] does not consider
the ETM from C-A channel, and the triggering weight matrix is identical, which may lead to conservative
results. This paper considers consensus of MASs (1) and (2) by designing nonidentical double ETMs, which
is practical and has lower conservativeness. Note that the triggering instants of ETM?2 (7) is based on ETM 1
(6), therefore only the Zeno behavior of ETM1 requires to exclude.

Remark 2. Note that it is difficult to get accurate switching information of semi-Markov process, hence
only mode-independent ETMs (6) and (7) are designed. Mode-independent control method has the advan-
tage that all modes require only one controller. This control method is effective when switching information
is inaccessible, while the mode-dependent ETMs presented in [44, 45] require the controller always gets
accurate switching information and only applicable to switchings with obvious dwell time.

Considering the nonidentical double ETMs (6) and (7), the event-based controller of the ith agent is
represented by

N
w0 = K1Y EOFe () + d e )], ®)
j=1

where Fy;) € R™" is the coupling matrix and Kf(t) € R™" is the control gain matrix.
Considering the attacked controller (4) and the event-triggered control (8), when 3(t) = a € S, the error
system of MASs suffering from attacks with semi-Markov switching can be written as

éi(t) =Aei(t) + Bd(ei(t)) + 0;(1)Ei(t)

N
-(1- 9i(t))K?Fa[Z I5(6(8) + 0;(b) + (D) + df (5i(t) + 6i(t) + ex())], ©)
j=1
where p(ei(t) = flei(t) + xo(h) — f(xo(t)) € R™. o )
Denote e(t) = [elT(t), eg(t),...,elfj(t)]T, A=IN®A, B=Iy®B, ot = [6{(15), 62T(t),...,6§](t)]T,
o) = [67(8), (1), ..., 0N, E(B) = [E[(), & (1), ..., EGDI. c(t) = diag(01(t), O2(t), ..., On(D)),
D, = diag{d],d;,...,d\}, Ho = Lo + Do, Ky = diag{K{, K3, ..., K{ L C(t) = c(t) ® Iy, Hy = Hy ® I,
Fa = IN ® Fa, ©(e(t)) = [0T(e1 (1), T (ex(t)), - .., P (en(t))]T. Then the leader-follower error system (9)
can be rewritten in the form of Kronecker product as below:

é(t) =Ae(t) + Bd(e(t)) + C(H)E(E)
— (Inn — COY K H Fale(t) + O(t) + 8(1)). (10)

Before studying the asymptotic consensus, the subsequent lemmas, definitions, and assumptions are
introduced.

Assumption 1. The nonlinear function f(x;(t)) satisfy the OSL and quadratically inner-bounded (QIB)
conditions, i.e., there are scalars 1), a, § such that, for ¥x,, x, € R", there hold

(f(xu(t)) - f(xv(t))/ Xy — Xo) < 1y — xv”z/ (11
(f(xu(t)) - f(xv(t)))T(f(xu(t)) - f(xv(t))) < ﬁ(xu — Xo, f(xu(t)) - f(xv(t))> + alx, — xv||2-
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Assumption 2. The unknown attack &;(f) is bounded with ||&;(£)|] < ||Giei(D)Il,i = 1,..., N, where G; is a
known matrix with Gl.TGi > 0.

Assumption 3. All topologies of MASs (1)—(2) have a spanning tree with (2) as the root.

Lemma 1. For matrix M = ( ﬁi A]\f[;i ) with M1, = MlTl,Mzz = Mgz, the statements below are
equivalent:

1) M<0Q,

2) My < 0,Mq1 — MuMEle{z <0,

3) Mi1 <0, Mz — M],M;[Mi; <0.

Lemma 2. [22]. For any given a,b € R", matrices W > 0, H and K of appropriate dimensions, there holds

2a"HSb < a"HWH a + b"KTW™1KD. (12)

3. Main results

Several sufficient conditions on the consensus of MASs (1)-(2) with semi-Markov switching are given
in this section. We first consider the influence of deception attacks (4) and the event-based controller (8),
then the PNBC with only fractional node connected with the leader is also studied. Meanwhile, the control
gains K, a € S are obtained.

Denote G = diag{GlTGl, Gng, ..l G{]GN}, ¢ = diagleq, €2,...,ent ® Iy, € = diagl&y,&,...,En1®
I, ©® = diag{®1,0,,...,0n}, O = diag{@)l,@z, ..., Oy} Following is our first result.

Theorem 1. Suppose that Assumptions 1-3 are satisfied. For given positive scalars €1, €2, €3, €4, €5, if there
exist matrix P, > 0, matrix K, a € S, scalars n, a, B such that

H Clu CZa C3a Pa

* (g 0 0 0

+ 0 —e50 0 0 <0, (13)
* * * —exINg 0

* * % * —639_111\],7

then, under controllers (4) and (8), the MASs (1)—(2) achieve consensus in mean-square sense, where
II= Zzzl Aap(R)Py + fa,

['(a) = PaA+ AP, — (1 = )P K, H, Fo — (1 = O)F) " (H)T(K) TP, + €46O + €580

+ e1nlny + €2alNy + €30G,

Cia = —(1 = OV PG H, Fo + €580,

CZa = _(1 - é)Paq(aﬂaﬁ,

(30 = PyB — 0.5¢1Iny, + 0-5€2ﬁINn’

(4 = —€4,0 + €5§®.

PROOF. When §(t) = a € S, choose the following Lyapunov function
Vie(t), 8(t), 1) = " (H)Pae(t). (14)
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The weak infinitesimal operator is represented by the symbol I, then

LV(e(t),3(t),t) = ll_i)r}rqo %[{V(e(t +1),8(t+ 1), t + De(t),5(t) = a} — V(e(t),5(t), )] (15)

For 3(t) = a € S, employing the law of conditional probability and the cumulative distribution function
(CDF), there holds

E{LLV(e(t),5(t), t)}

1 S
= lim ~[E{ Z Pr{&(t +1) = bIA(t) = alel (t + DPpel(t + I)
1—»+0 [ b1 b

+Pr{8(t + 1) = als(t) = ale” (t + I)Pae(t + 1)} — e’ (t)Pae(t)]
1 - qab(]a(h + l) - ]a(h))

— |1 _ ,,T
= lim Z[E{b;‘ia Ty DR D
1-J,(h+1]) T .
+—1 —7.0) e' (t+ DPye(t + 1)} — e’ (H)Pye(t)], (16)

where J,(h) denotes the CDF that depends on step size i when the topology of MASs switches to mode a,
and g, stands the probability intensity of the mode from a to b.
Consider that [ is an infinitesimal positive number, the Taylor expansion of e(t + ) is approximately

e(t +1) = e(t) + é(t)] + o(l), (17)

o(l)

where o(]) is an infinitesimal component of / and lim;_, , - = 0.

Consider the characteristics of the CDEF, one derives

Qoo Jallt + 1) = Jo(1) L= Jali+ D) k) = Julh)

o —a oy e i = = L im g = O (18)
As can be deduced from (16)—(18) that
E{ILV(e(t), 5(1), t)}
o1 & qab(]a(h +1) = Ja(h))
= lim, T[E{bzlzb‘;ta 1= .00
£) + e + o() TPy (e(t) + et + o(l +L(h+l)
(e(t) + e() + o(l)) Py(e(t) + é(H)l + o(l)) T=7.00
(e(t) + e + o(1)) T P,(e(t) + é(H)] + o(1)) — e” () Pae(t)]
= }: Aap()e” (£)Ppe(t) + 267 (H)Pae(t) — Aa(h)e” (£)Pae(t)
b=1,b#a
= Z Aap(W)eT (D) Ppe(t) + 26T (H)P,Ae(t) + 2¢T ()P, BD(e(t))
b=1
+20e” (HPLE(E) — 2(1 — B)eT (NP, I H Fale(t) + 6() + 5(1)). (19)
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For any constants €1 > 0, €2 > 0, one has from the QIB and OSL conditions in Assumption 1 that
eine’ (De(t) zere’ (HD(e(t)), (20)
exael (t)e(t) + expe” (HD(e(t)) 2e2®T (e(t))D(e(t)). (21)
For €3 > 0, from Lemma 2, one has
2e” (H)Pa&(F) <e3'e” (H)PaPae(t) + €38 (HE(E)
<e; el (H)PaPae(t) + eze” (£)Ge(t). (22)
Besides, for €4 > 0 and €5 > 0, the event-trigger conditions in (6) and (7) imply that
ese’ (NeBe(t) — €407 (HO(t) >0, (23)
es(e(t) + 0(1)TeB(e(t) + 6(1)) — es6T (HO(t) >0. (24)
Therefore, one has from (19)-(24) that

E{LV(e(t),5(t), t)}

S
SeT[Z Ap(W)Py + PoA + AP, — (1 — O)Po K, Ho Fo + €260 + €520
b=1

—(1 = 0)(Fa) (Ho) () P + €1n)Inn + 201Ny + €30G + €5 OP, Py le(t)

+el (1)[P,B — 0.5¢1Iny, + 0.5€2BIny ] D(e(t)) + DT (e(t)[BT P, — 0.5¢1Iny

+0.5€28Inn]e(t) — 2T (e(t))D(e(t)) — et (H)[(1 — O)P, K, H, Fr — €58O]5(t)

=T (OI(1 = O)(Fa) (Ha) ()T Po — €58Oe(t) — 67 (1)(€20 — €580)5(t)

—e"(O)[(1 = O)P K, HFal5(t) = 5T ([(1 = O)(Fa) (Ha) " (Fa) " Pale(t)

5T (HesO(t)

=ZT(HQ.Z(), (25)

where Z(t) = colle(t), 5(t), 5(t), D(e(t))},

2221 Aab(h)Pb + ra Cla CZa CSa

B * G 0 0
Q, = * 0 —e50 0 ’
* * +  —elnn

T, = PyA+ATP,—(1-0)P, I H, Fo—(1-0)(Fo) T (H) T (K;,) T Py +€4@+e580+€1 1y +€xatIn, +€30G+
eglépupm Cla=-(1- Q)Paq(aq’{aﬁ +€5§®, Cog = —(1- é)Pa«aq’{aﬂ, C3q = P,B-0.5¢1Inn +0~5€2,81Nn9
(4 = —€4,0+ 655@).

From Lemma 1, we can infer that the inequality (13) is equivalent to (Q, < 0. Reminding the inequality
(25), a positive scalar c; exists such that

E{ILV (e(t), a, 1)} < =1 E{IZ(B)IP) < —c1E{lle(t)IIP). (26)



From It0s formula, there holds

t
E{V(e(t),a,t)} — E{V(e(0),5(0),0)} = IE{‘f0 LV (e(s), a, s)ds}. 27

From the inequalities (25)—(27), there is a positive scalar cp such that

o E{lle(®)I’} <E{V(e(t), a,t)}
t

=IE{V(e(0), 5(0), 0)} + IE{ f LV (e(s), a, s)ds}
0
t
<E(V(e(0),5(0), 0)} - c1 fo E(lle(s)P)ds, 28)

from which one obtains lim;_,« [E{|le(t)||?} = 0. Hence the MASs (1)—(2) achieve asymptotic consensus in
mean square.

Next, the exclusion of Zeno phenomenon has been proved, i.e., the lower bound of the event-triggering
intervals determined by (6) and (7) are greater than a known positive number.

Consider the inequality (6), for t;{ <t< tf(H, when §(t) = a € S, there holds

bi(t) = — Aei(t) — Bd(ei(t)) — 0i(HEi(H) + (1 — O4(t))
KO [T BS1(5) + 6,(8) + (1) + d2(5i(t) + 0i(t) + ei())]. (29)

It follows from the Theorem 1 that e;(t), 5;(t), 5;(t) are upper bounded, i.e., there are nonnegative scalars
enmt, O, Om such that [le;(B)| < e, 10:(0I] < 0w, [16:(t)]] < dpm.i=1,2,...,N. From Assumption 2, one has
€ DI < IGiei(D)ll < NIGillenm.
In view of the OSL and QIB conditions, there holds [[¢(e;(t)Il < | + Bllle:(®| < |a + Brlen.
Therefore, it is obtained from above analysis that

16:()l <lAllem + IIBlllex + Brleas + I|Gillem
N
+||I<?||||Fa||[z i1 (em + Onm + Sum) + A2 (IS0 + enr + )]
j:l
=0"16;()ll + ", (30)

where ¢ = [IKIlIFlld, 0 = (ANl + IBllle + Bnl + 1IGill)em + IKANIFAIIE R, [El(em + On + om) +

IKEIIIFalldS (ear + Om)-
Consider two cases: d? # 0 and d7 = 0.
Case I: When d’f # 0, it means the ith agent is interacting with the leader. Due to ||6i(t§()|| = 0, one has

a

W .
6Bl < E[eXp(@”(t —t) - 11.

Solving the above inequality yields that
t= b > In(1+ P01l /) /- (31)

9



In view of the ETM1 (6), the next event of the ith agent will be triggered when
Oilt) @0ty ) = ereilty, ) Oreilty, ), (32)

where 6;(t. ) = lim

1 0i(t). Thus

-
t_>tk+1

16:(tL, DIl > willes(t:, DNl a €S, (33)

where w; = \/Ei/\min(@i)//\max(@i)~
Combining (29)—(33), one has
i i 1 a i a
A Eln(l + o"wille;(t Il /@) > 0. (34)
Case II: When d7 = 0, it means the follower i has no connection to the leader. Hence, ¢ = 0 and
16:(#)]| < @”. There is a small scalar L(t;{) > 0 such that [|6;(f)|] < &*(t — t;{) - L(t;{). Therefore,
t o — B> @ille(tL, Il + (t) /@ > 0. (35)

One can easily derive from (34) and (35) that the event-triggering intervals determined by ETM1 (6) is
lower bounded by a positive number. The proof is completed.

Remark 3. One of the main difficulties is how to design the event-based consensus agreement. The purpose
of this protocol is to capture the time-varying switching dynamics of MASs while reducing unnecessary data
transmission. In comparison with conventional control method in MASs which only depends on the current
coupling states [23, 46], the proposed consensus protocol (8) consider time-varying switching and state
feedback at the event-triggering instants, which can obtain better performance.

Note that the result of Theorem 1 is related to the transition rate, which is depends on the step size
h. Unlike semi-Markov process, the transition rate of Markov process is a constant. For this reason, one
obtains the following corollary from Theorem 1.

Corollary 1. Suppose that Assumptions 1-3 are satisfied. For given positive scalars €1,€3,€3,€4, €5, if
there exist matrix P, > 0, matrix K, a € S, scalars n, o, B such that

H1 Cla CZa C3a P a
R @ 0 0 0
+ 0 —es0 0 0 <0, (36)
* * * —€rINy 0
* * * * —€3 é_lan

then, under controllers (4) and (8), the MASs (1)—(2) with Markov switching topologies achieve consensus
in mean-square sense, where T, C1a, Coa, C34, Ca have same definitions in Theorem I and [ [ = 22:1 AapPp+
f‘a-

PROOF. The proof procedure is the same as Theorem 1 for Ay, (k) = A,. The detailed proof is elided.
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As the sufficient conditions (13) in Theorem 1 contains the nonlinear term A, (h), it is difficult to verify
the validity of the model by solving inequality (13). Therefore the following corollary is presented to
overcome this difficulty.

Corollary 2. Suppose that Assumptions [1-3 are satisfied. For given positive scalars €1,€3,€3,€4, €5, if
there exist matrix P, = diag{P‘;,P’é, . ..,P?\]} > 0, matrix Y, = diag{Y?, YS,..., Yy L a €S, scalars n,a, B
such that

H Cla CZa C3a Pa

* (g 0 0 0

+ 0 -0 0 0 <0, (37)
* * * —e2INn 0

* * * * _€39_1IN11
H Clu CZ{Z C3a Pa

* (g 0 0 0

+ 0 -e© 0 0 <0, (38)
* * * —exINg 0

* * * * _639_11Nn

then, under controllers (4) and (8), MASs (1)—(2) achieve consensus in mean-square sense. Meanwhile, the
control gains are given by K, = P;'Y,, where

H = Zzzl AapPp + far H = 22:1 Aahpb + fa,

[, =P, A+ AP, — (1= 0)Y, H,Fo— (1= O)F)T(H)TYT + €40 + €580 + e1nIny, + €2alny, + €306,
Cla = _(1 - é)yaﬂaﬂ + 655(:3, Con = _(1 - é)Yaq'{afca,

C3a = P,ZB - 0-5€1INn + 0.562‘311\[”,

(4 = —€40 + €580.

PROOF. When the conditions of Theorem 1 holds, the MASs with transition rate A4 (h) achieve consensus
in mean-square sense. For a particular /1 , A, (h) can be written as the linear combination Ag,(h) = w1Ag +
C"Z&ab’ where @ + w2 = 1, w1, wz > 0. Multiplying (37) by w1 and (38) by w, one has

le + a)ZE Cla Con CSa P,
* (4 0 0 0
* 0 -e0 0 0 <0, (39)
* * * —€2INy, 0
* * * * —eSé_lan

by tuning w; and wj, all possible A, (h) € [A

Za

b,Xab]. So the proof is completed.

When a MAS has a great number of agents, it is unrealistic to control a MAS by adding feedback from
leader to all followers. The PNBC is one of the most effective synchronization strategies for MASs, where
the control feedback from leader are only applicable to partial followers.

In general, reordering of the followers in MASs (1), and let the first p agents be controlled by the leader.
Then the follower systems can be represented as

%i(t) = Axi(t) + Bf (1)) + 1 0(1), i = 1,2,...,p, 10
%i(t) = Axi(t) + Bf (a(h) + (1), i =p+1,p+2,...,N, (

11



where L'tls.(t)(t) =0;(t)Ei(H) — (1 - Gi(t))Kf(t) Zi\il lf;t)F§(t)ej(f£), the control input ﬁf(t)(t) has been defined by
(4) and (8).
Subtracting (2) from (40) obtains that

éi(t) = Aei(t) + Bo(eit) + 1.0(H),i = 1,2,...,p, an
¢i(t) = Aei(t) + Bo(ei() + (1), i =p+1,p+2,...,N.
When 3(t) = a, the error system (41) is written in Kronecker product form as below:
é(t) =Ae(t) + BO(e(t)) + C(t)E(t)
= (Inn = CONKHaFale(t) + 6(t) + 5(1)), (42)

where A = IN® A, B8 = Iy ® B, D, = diag{d;,d3,...,d;,0,...,0) € RN, H, = (D, + Lg) ® L,
K, = diag{K], K3, ..., K}

The following theorem states the sufficient conditions for the consensus in mean-square sense of the
MASSs (2) and (40) under PNBC.

Theorem 2. Suppose that Assumptions 1-3 are satisfied. For given positive scalars €1, €2, €3, €4, €5, if there
exist matrix Qg > 0, matrix K,, a € S, scalars 1, a, p such that

E Cla C~2a CSa Qa

* (4 0 0 0

+ 0 —es0O 0 0 <0, (43)
* % +  —e2lnn 0

* * % * —€3 6-17 Nn

then, under controllers (4) and (8) with PNBC, the MASs (2) and (40) achieve consensus in mean-square
sense, where

E= ZZ:l /\ab(h)Qb + 1y,

I, = Quﬂ"‘ﬂTQa_(l_é)Qa«aHaﬂ_(l_é)(ﬂ)T(Ha)T(Wu)TQa+€45®+€5§®+61U1Nn+€2aINn+€3éG/
Cla =-(1- Q)Qu(](aHu?Ta + '555@,

C~2a =—(1- Q)Qaq(aHa%,

C3a = P,ZB - 0-5€1[Nn + 0.562[3[1\[”,

(4 = —€40 + 655@.

PROOF. When 35(t) = a € S, consider the Lyapunov function candidate

Ve(t), 3(t), ) = e’ (H)Qae(t). (44)

Following the same steps (14)—(19) as those given in the proof of Theorem 1, there holds
S
V(e(t),5),8) < Y Aa()Qy + 26T (HQue(t). (45)
b=1

Combining (20)—(24), one obtains
E{ILV(e(t), §(t), )} < ZT(HQZ(t). (46)
12



In order to obtain the asymptotic consensus of MASs with PNBC, one requires

Zzzl /\ab(h)Qb + f(a) zla CZa C~3a

. . G0 0
Q, = . 0 -e® o |9
. Y

where [y = QuA + A'Q, — (1 -~ 0)Q K, HoF o — (1 - é)(ﬁ)TgHa)T((KH)TQa + €460 + €580 + ey, +
exaln, +€30G + 651 0QaQu, C1a = —(1 = O)QKH,F 4 + €580,
Con = —(1 = 0)QuKoHoF 4, Cza = PaB — 0.5€1INy + 0.5€2BInn, C4 = —€4O + e:r,e"@.

From the Lemma 1, it is easy to infer that the inequality (43) is equal to €); < 0. This completes the
proof.

Remark 4. In Theorem 2, it is more realistic to assumed that only fractional followers can directly track
the leader. In addition, if there is no follower that can get feedback from the leader, the consensus of MASs
(2) and (40) with PNBC cannot be achieved. Therefore, there exists at least a directed path from the leader
to the all followers. The consensus between two multi-agent networks with PNBC was proposed in [9], but
the author assume that the number of leaders is the same as the number of followers, which is not suitable
for the actual situation. In fact, there are usually only a few leaders and a large number of followers, and
only a few followers connected with the leader.

From Corollaries 1, 2 and Theorems 1, 2, the following corollary can be easily deduced. The proof is
omitted.

Corollary 3. Suppose that Assumptions 1-3 are satisfied. For given positive scalars €1,€3,€3,€4, €5, if
there exist matrix Qg > 0, matrix K,, a € S, scalars 1, a, p such that

E1 G Co Caa Qu
(4 0 0 0
+ 0 -0 0 0 <0, 47
* * * —e2Inn 0
* * * * —€3 é_lan

then, under controllers (4) and (8) with PNBC, the MASs (2) and (40) with Markov switching topologies
achieve consensus in mean-square sense, where 21 = Zzzl AawQp + To, T4, Cia, Coa, Caa, Co4 have same
definitions in Theorem 2.

Corollary 4. Suppose that Assumptions 1-3 are satisfied. For given positive scalars €1,€;,€3,€4, €5, if
there exist matrix Q, = diag{Q],Q,...,Qy} > 0, matrix R, = diag{R},R7,...,R}}, a € S, scalars
1n,a, B such that

= Clu 6241 C~3a Qa

* C4 0 0 0

+ 0 -e® 0 0 <0, (48)
¢« o+ —alw 0

* * % * —€3 6-11 N
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Cla CZa CBa Qa

* |[1

Cq 0 0 0
+ 0 —es0 0 0 <0, (49)
o +  —€lnn 0
* * * * —€3 é_lan

then, under controllers (4) and (8), the control gains are given by K, = Q;lRa and the MASs (2) and (40)
Eith PNBC; achieve consensus in mean-square sense, where

== Zb 1 abe +ra;

Zb 1 _abe +T,,

I=QA+A™Q,—(1- Q)RaHaﬂ — (1= 0)(Fa)T(Hy) R + €460 + €580 + 11Ny, + 20Ny + €306,
Cia = —(1 = ORH, T + €580,

éZa = _(1 - é)RaHa?—a;

C3a = QaB - 0.5611]\[” + O-SGZﬁINn;

C4 = —64@ + €55®.

I [I]

4. Numerical examples

This section gives a numerical example to illustrates the validity of the proposed scheme in Theorem 2,
and demonstrate the advantage of the nonidentical double ETMs.
The leader of MASs is depicted as

Xo(t) = Axo(t) + Bf (xo(h)), (50)

where xo(t) = (x01(t), x02(£))7,

([ —xa (B0, () + 22, (1) 1 -1\ . (10
s = oot sy )= (1 3 ) =0 1)

Consider the follower systems with semi-Markov switching based on PNBC under deception attacks as

follows.

{xi(t) = Axi(t) + Bf(xi(t) + (), i = 1, -

%i(t) = Axi(t) + Bf (xi(t) + 1, 0(1),i = 2,3,4,

{ﬁf(t)(t)ZQi(t)éi(t)_(l_ OOKDIEL, e ) + diFrei )

00 = 0,(0E(t) — (1 = 0K TN 1 Faoe (E),

cfi(t) = tanh(Giei(t)),i =1,2,3,4,

where

_ [ xa(t) P e NG EAGESAG))
xilt) = ( a0 )'f (i(t) = ( —xa()0E (1) + (1)

14



Let F, = I,a =1,2,3. The communication links of MASs in three modes are illustrated in Fig. 1. The
Laplacian and leader adjacency matrices L1, Ly, L3 and D4, D5, D3 are assumed to be

0 0 0 0 0 0 0 0 0 0 0 0
-11 0 0 0 1 -10 -1 1 00
Li=l 101 025121 0 1 o™=l 0o 110/
0 0 -1 1 0 -1 0 1 -1 0 01
1000 1000 1000
0000 0000 0000
Di=1v000]P=loo0ooo0|P=|0o0o0o0
0000 0000 0000

Fig. 1. Switching topologies for the MASs.

Let the uniform discretionary step size is & = 0.01, the transition rate of the semi-Markov jumping
parameters are given as below

A11(h) € (=90, —80), A12(h) € (50,55), A13(h) € (30, 35),
Ao1(h) € (20,25), Ay (h) € (=90, —-80), Ax3(h) € (60, 65),
As1(h) € (40,42), A3y (h) € (40,50), As3(h) € (92, —80).

Hence the lower and upper bounds of the transition rate matrices are obtained as

-80 50 30 ) -90 55 35
A= 20 -80 60 [,A=] 25 -90 65
40 40 -80 42 50 -92

The MASs have OSL nonlinearities, the choice of constants 77, & and § determines the range of opera-
tions, and can be arbitrarily large. Same as those obtained in [47], taking 1 = 0, & = =99, f = —100, the
nonlinear functions satisfy Assumption 1 in the operational region D = {x; € R? : ||x;|| < 5}.

Lete; = 0.001,e; = 0.0015,e3 = 0.1,€4 = €5 = 1, O = 0.3. By solving LMIs (48) and (49), Theorem
2 has feasible solutions and control gains shown in APPENDIX.

The initial values are given as xo(0) = (2,-1)T,x1(0) = (1.2,-2.4)T,x,(0) = (=2.7,2.3)T, x3(0) =
(2.8, -2.3)T, x4(0) = (2.6, —1.5)T. Taking the time-step & = 0.01 and $(0) = 1, we have the switching signal
generated by the semi-Markov switching presented in Fig. 2.

Fig. 3 are the trajectories of the consensus errors between (50) and (51) with #(t) = @!(t) = 0,
a =1,2,3, from which one can see that the consensus cannot be realized without control. The time response
of the consensus error with control is represented in Fig. 3. As seen in Fig. 4, all follower agents track the
leader agent by the event-based state feedback control. Fig. 5 shows the double event-triggering instants for
all agents. Comparing (a) and (b) in Fig. 5, the number of triggering instants of each agent in ETM2 is much
less than the number of triggering instants in ETM1, which greatly reduce the number of data transmission.
In addition, the triggering instants of each agent in ETM1 and ETM?2 are different, which indicates that the
designed ETMs are nonidentical and less conservative results can be obtained.
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——— switching signal

0 0.2 0.4 0.6 0.8 1 12 14
t

Fig. 2. Trajectory of the semi-Markov switching with 1 = 0.01 and (0) = 1.

5 4
2
e %—
< &
:: 611(‘) ‘:
E eq(t) L
9; e (t) g
o eq(t) 'y
5
10 L L -12 L L
0 0.5 1 15 0 0.5 1 15
t t
(a) (b)
Fig. 3. Time evolutions of the consensus errors ¢;(f) = (e;1(t), en(t)) without control input.
1 . . 35
0 en(t)
822(5)
u;{;(t)
< -1 < en(t)
g, en(t) &
@ ex(t) ¢
N exi(t)
6’41(”
-4
5 - 15 - - - - - - -
0 0.5 1 15 0.2 0.4 0.6 08 1 12 14
t t
(a) (b)

Fig. 4. Time evolutions of the consensus errors ¢;(t) = (ex(t), en(t)).

5. Conclusions

The PNBC with nonidentical double ETMs for the consensus of switched MASs subject to deception
attack is investigated in this article. A switching rule based on semi-Makrov process has been presented
and the influence of deception attacks in transmission channel have been considered. To reduce the cost
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Fig. 5. (a) Triggering instants and intervals of each agent in ETM1, (b) Triggering instants and intervals of each agent in ETM2.

of communication, nonidentical double ETMs in S-C and C-A channels have been presented, in which
the transmission conditions of each agent are nonidentical in order to satisfy different agent necessity.
Moreover, for nonlinear function in MASs, OSL condition is considered to obtain less conservative results.
Meanwhile, the PNBC that partial followers to obtain feedback from the leader has been presented. A
numerical simulation has verified the viability of the proposed approach.

Appendix
Kl = 22.8285 4.5201 Kl 4.3978 0.3856
17\ 44630 22.8951 0.3871 4.3648 |’
Kl = 7.8723 0.9992 Kl 29326 -0.0302
37109909 79174 -0.0244 2.8932 |’
K2 = 21.3246 4.8153 Kz 5.2754 0.4598
17\ 47513 21.4087 0.4558 5.2258 |’
K2 = 9.1741 1.0046 K2 = 24177 0.0466
3 1.0023 9.2196 )’ 4 0.0476 2.3873 |’
K3 = 22.1040 2.9861 K3 = 7.3204 1.9604
17\ 29589 219990 )’ 72\ 1.9271 7.3304 |’
K3 = 3.8718 1.0421 K 3.6992 0.1207
371 1.0338 3.9097 |’ 0.1202 3.6656
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