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The Relationship between Online Political Participation and Privacy
Protection: Evidence from 10 Asian Societies of Different Levels of
Cybersecurity

Information disclosure during online political activities can place participants under the
threat of personal data leakage and misuse, but privacy protection in the context of
online political participation has rarely been studied. This study examined how online
political participation is related to privacy protection behaviors. Using survey data of
internet users from 10 Asian societies, our study suggests two important findings. First,
online political participation was found to be positively related to privacy protection
behaviors. Second, we examined whether such a positive association can be explained
by two mediators: perceived privacy risk and internet efficacy, in countries of different
cybersecurity capacity. Our data suggest that internet efficacy mediates the relationship
between online political participation and privacy protection behaviors across countries
with different levels of cybersecurity capacity, while perceived privacy risk only
mediates the effects of online political participation on privacy protection behaviors in
countries of low cybersecurity capacity.
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1.0. Introduction

Political participation helps express individual and community preferences,
democratizes public decision-making, and facilitates efficient governance (Krishna, 2002;
Przeworski, 1991). The proliferation of the internet lowers the cost of political participation
(Bimber, 1999; Polat, 2005). Nowadays, the internet provides convenient access to a large
variety of political activities, including but not limited to voting, petitions signing, and
opinion expression (Bimber, 1999; Polat, 2005; Tolbert & McNeal, 2003).

However, at the same time, online political participation invites potential threats to
personal privacy. People have to leave their personal information such as name, addresses,
identity number, social security number, and credit card number on websites when they
express opinions, vote, sign a petition, or make donations. The leak of these private
information can constitute threats to one’s personal, identity, and financial safety. Evidence
shows that the confidentiality of these online data is questionable. Recently, U.S. voter
information was exposed by a voter contact and canvassing app “Campaign Sidekick.” An
unprotected copy of the app’s code was found mistakenly left publicly available online
(Coker, 2020). In addition, quite a few countries around the world, the U.S. and the U.K. for
example, run mass surveillance programs to collect a massive amount of citizen data from the
internet (Ball et al., 2013), not to mention China’s internet censorship and monitoring system.

The assurance of privacy is essential to motivating political participation. Privacy
provides freedom of political expression and criticism, political choice, and avoiding
unreasonable police interference (Akdeniz, 2002; Westin, 1968). If citizens face punishment
when expressing their opinions or when voting for a preferred policy, they may hide their real
thoughts or make involuntary political choices (Gavison, 1980; Heywood, 1997). Also,
privacy concerns affect intention to participate. In 1990, residents in the U.S. were too afraid
of privacy disclosure to respond to census survey mail (Singer et al., 1993). Today, as we are
living in the “surveillance society” where government and corporates can easily access and
analyze large personal information databases (Lyon, 2001), protecting one’s privacy becomes
more difficult and public demand for privacy protection grows rapidly (Burrus, 2015).
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Therefore, privacy protection in online political participation is an important topic that
deserves attention from scholars, human-right organizations, and policymakers.

Nevertheless, the protection of information privacy in the context of online political
participation has rarely been studied. Most existing research on information privacy focuses
on online commerce and social networking. In these contexts, privacy is conceptualized as a
commodity as many studies found that individuals volunteer to exchange their privacy for
benefits, such as sales discounts and attention from other social media users (Ellison et al.,
2011; Xu et al., 2011; Youn, 2005). However, Knijnenburg et al. (2013) found that privacy
disclosure behaviors are multidimensional, and thus scholars should not adopt a one-size-fits-
all approach to it and should study privacy disclosure in different contexts. Privacy in online
political participation is different from that in online commerce and social networking in
terms of its importance and nature. First, privacy in online political participation motivates
citizen self-governance and democratic policymaking (Akdeniz, 2002), while privacy in
online commercial and social networking activities does not have the same social functions.
Second, defining privacy as a commodity does not apply to the political context, since
participants act to fulfill their political right, instead of obtaining material rewards or attention
from social media. In online political participation, the definition of privacy is more close to
the definition of general privacy: a basic human right (Smith et al., 2011).

This study aimed to explore how privacy protection behaviors are related to online
political participation and the mechanisms behind it. We chose to contextualize our study in
Asian societies for three reasons. First, internet use is rapidly developing in Asia. Internet
penetration rate in Asia is growing rapidly from 21.5% in 2010 to 38.8% in 2015 and 55.1%
in 2020 (Moore, 2020). By 2020, half of the world’s internet population was in Asia (Internet
World Stats, 2020). At the same time, the problem of online privacy violation becomes more
salient and the need for privacy protection is increasing continuously(Privacy International,
2012). Second, Asian citizens face different levels of political freedom and governmental
surveillance across countries since Asia has diverse types of political systems, including
democracy (e.g., Japan), authoritarian regime (e.g., Singapore), and hybrid models (e.g.,
Hong Kong). Examining the effects of online political on privacy protection in a context with
mixed political systems can lead to more comprehensive findings. Third, unlike European
Union countries, Asian countries lack a comprehensive set of laws governing data privacy;
instead, each country has its own privacy laws (Greenleaf, 2014; Marvin & Bowden, 2015),
and the level of cybersecurity capacity varies (International Telecommunication Union,
2015). This study aims to examine the privacy protection and political participation across
countries with different levels of cybersecurity capacity, and thus Asia’s diversity of
cybersecurity at the national level is a good fit for our purpose.

2.0. Literature Review

2.1. Online privacy protection behaviors

The discussion about online privacy is mostly referring to information privacy, which means
the right to prevent the disclosure of personal information to others (Westin, 2003). Online
privacy protection behaviors are individual actions for protecting one’s online information
from others, such as restricted use of location data, hiding profile information from other
internet users, and giving false information to websites (Buchanan et al., 2007; Saeri et al.,
2014).

Previous studies have mostly examined privacy protection behaviors within the
contexts of online commerce and social networking. Those studies found a phenomenon
called privacy paradox (Brown, 2001; Norberg et al., 2007), suggesting that people are
worried about privacy infringement make little effort to protect their privacy. To explain why
consumers voluntarily provide information online, many scholars recognize the economic
component of privacy and conceptualize privacy as a commodity that can be traded
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(Campbell & Carlson, 2002; Davies, 1997). Such a conceptualization is supported by
empirical studies finding that consumers are willing to exchange privacy for material rewards
or increasing influence in the social network (Acquisti, 2004; Ellison et al., 2011; Xu et al.,
2011; Youn, 2005).

However, aside from being a commodity, privacy is also a basic human right in one’s
political and social life (Smith et al., 2011). Personal information disclosure not only happens
to individuals as consumers but also to citizens in public deliberation. In Thailand, people
concern about police intrusion and voting privacy more than consumer privacy (Privacy
International, 2012). As the functions of the internet become more diverse, scholars suggest
that we should not expect individuals to demonstrate the same behaviors in different contexts
and thus more different online experiences should be explored in privacy research
(Kokolakis, 2017; Xu et al., 2011). In other words, the patterns of online privacy protection
should be examined in diverse contexts. In the past decade, an increasing number of studies
examined online privacy protection in new contexts such as online healthcare services and
location services (Acquisti & Gross, 2006; Al Ameen et al., 2012; Shokri et al., 2011). But to
our best knowledge, no studies of privacy protection have been conducted in the context of
political participation.

2.2. Online political participation and information disclosure

The proliferation of the internet increased the types and scale of political participation. E-
participation tools such as e-panels, e-petitioning, and e-deliberative polling allow the public
to express their opinions and engage in the process of policymaking (Aichholzer & Allhutter,
2011). In Asia, the young generations have shown a great passion for participating in online
political activities (Center for Youth Studies, 2020; Chunly, 2019; Wike & Castillo, 2018).

Unfortunately, increased online political participation could lead to the disclosure of
personal data. Individuals disclose personal data to websites when they vote, sign a petition,
or make donations online, but websites can be compromised. For example, in 2013, a petition
website Change.org, which had 35 million users in 196 countries at that time, was hacked
(Almasy, 2013). Although the website claimed that the hacker only modified a petition and
did not steal any personal information, the incident showed the vulnerability of third-party
websites that collect sensitive user data. Later, a hacker stole more than 10,000 donors’ data
from a non-profit organization’s website, including donors’ names, addresses, contacts, and
credit card information (McKellar, 2015).

Internet platforms with a large volume of user data can also compromise user privacy.
The infamous Facebook-Cambridge Analytica scandal exposed in 2018 boosted public
attention toward the privacy protection of social media. The incident involved Facebook data
of 87 million people being used for election advertising (Tuttle, 2018). Regulators from
different countries (e.g., U.S., Australia) sued Facebook for failing to protect individuals’
data from unauthorized disclosure (BBC News, 2020; Youn, 2019).

Last but not least, governments could monitor user information for those who
participate in politics. In authoritarian countries such as China, internet companies have to
hand over user data to the government if they are required to do so (Kharpal, 2019).
Information-based political manipulations happen in democratic societies as well. In 2013,
Edward Snowden’s exposure of mass surveillance by the U.S. National Security Agency
triggered a heated discussion about online data and government surveillance (Lyon, 2014).

In conclusion, user privacy data generated through online political participation can
be misused and abused by individuals, companies, and governments. Previous studies suggest
that, in general, risky internet use is correlated with more privacy protection behaviors.
Miline et al. (2004) found in an online survey that people who have bought from the web,
provided email addresses to a website, and registered with a website in the recent past were
more likely to take action to protect their online privacy. Chen et al. (2017) found that people
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who have more experience in online shopping and opening emails from unknown sources are
more likely to be victims of internet scam, and thus increase privacy protection actions. Some
studies found that the use of social networking sites increased privacy concerns and
motivated individuals to enhance privacy-setting strategies (Feng & Xie, 2014; Quinn, 2016).
Based on the above evidence, it is reasonable to infer that online political participation, which
can cause personal information disclosure, is positively associated with privacy protection
behaviors. Therefore, we proposed the following hypothesis.

H1: Online political participation is positively related to privacy protection

behaviors.
2.3. The role of perceived privacy risk
A more important question is: What drives people to take privacy protection measures in
online political participation? To understand the mechanisms behind, we aim to explore the
factors that connect online political participation with privacy protection.

A possible mediator is perceived privacy risk. According to Maslow’s theory of
motivation, humans act on safety needs in coping with external risks (Maslow, 1981). In
other words, if people perceive privacy risk from online activities, they should act to protect
themselves. Privacy risk includes the misuse of personal information due to insider disclosure
or unauthorized access (Rindfleisch, 1997). Perceived privacy risk is the expectation of loss
associated with the disclosure of personal data online (Xu et al., 2008), although some argue
that people can get used to giving out private information to service providers and perceive
less privacy risk as their online experience increases (Dai, 2007; Miyazaki & Fernandez,
2001).

When people engage in online political activities (e.g., online petitioning,
voting), they have to provide personal information such as name, address, or even social
security number. As a result, people who have more online political participation experiences
should perceive more privacy risk. Researchers found that as people spend more time on the
internet, they perceive higher risk of data leak and surveillance (Auxier et al., 2019;
Consultancy.uk, 2018). Internet users are aware of the possible risk of online information
disclosure, although they may not be able to link online activities with specific types of
privacy risk (Gerber et al., 2019; Harbach et al., 2014; Karwatzki et al., 2017). Harbach, Fahl,
and Smith’s surveys (2014) in the U.S. and Germany found that most respondents can sense
the risk of identity theft and abuse of information in online activities. A six-year longitudinal
study of Facebook users found that perceived privacy risk increases rapidly among heavy
users with time (Tsay-Vogel et al., 2016). Studies on the relationship between perceived
privacy risk and privacy protection have shown different results. Some studies find evidence
supporting the theory of privacy paradox, that perceived risk does not necessarily lead to
more privacy protection (Debatin et al., 2009; Lee et al., 2013). However, more studies find
that perceived risk is related to privacy protection behaviors. Norberge et al.’s study showed a
positive correlation between risk perception and actual disclosure behaviors (2007). Using
Facebook users data, Saeri et al. (2014) found that perceived privacy risk predicts intention to
protect online privacy. Similarly, a study found that privacy risk perception lowers the
intention of online disclosure and encourages protection behaviors (Keith et al., 2013).

Therefore, we hypothesized that in online activities, people should be able to identify
privacy risks, which in turn motivates people to protect their privacy.

H2: Perceived privacy risk mediates the relationship between online political

participation and privacy protection behaviors.
2.4. The role of internet efficacy
Another perception variable that could potentially mediate the relationship between online
behaviors and privacy protection behaviors is internet efficacy. Self-efficacy is a crucial
factor in social cognition (Bandura, 1998, 2010; Bandura & Adams, 1977). Eastin and
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LaRose define internet efficacy as “the belief in one’s capabilities to organize and execute
courses of Internet actions required to produce given attainments, as a potentially important
factor in efforts to close the digital divide that separates experienced Internet users from
novices” (Eastin & LaRose, 2000, p. 1).

Bandura (1986) suggested that prior experiences can increase self-efficacy regarding
the behaviors since people attribute their successful performances to personal abilities. For
example, the experience of smoking cessation helps to improve people’s self-efficacy of
quitting smoking (Pardavila-Belio et al., 2019). Similarly, the experience of internet use
increases internet efficacy. Eastin and LaRose (2000) found efficacy is positively correlated
with internet use. Another study found that students who had more internet experience tend
to have better self-perceptions about their abilities in using the internet for both exploration
and communication (Tsai & Tsai, 2010). Later studies confirmed the positive effect of
internet use experience on internet efficacy (Chuang et al., 2015; Kaya & Durmus, 2010).
Participating in online political activities involves internet experiences such as information
searching, online communication, and using different websites. And thus, online political
participation should also increase internet efficacy.

Meanwhile, people who possess high self-efficacy should exhibit more privacy
protection behavior since efficacy motivates people to perform challenging tasks (Bandura &
Adams, 1977). Also, protection motivation theory suggests that besides threat appraisal, self-
efficacy as part of coping appraisal matters in motivating protection behaviors (Brouwers &
Sorrentino, 1993; Maddux & Rogers, 1983). Empirical evidence showed that internet self-
efficacy increases the technical protection of privacy via higher privacy concerns (Lee et al.,
2017). Therefore, we hypothesize the following:

H3: Internet efficacy mediates the relationship between online political

participation and privacy protection behaviors.
2.5. The role of cybersecurity capacity
Privacy perception and protection behavior show different patterns across societies. One
study found that American respondents were less likely to restrict the visibility of their social
network information than Chinese and Indians (Wang et al., 2011). Another study compared
the specific privacy concerns in different countries, finding out that people from Europe are
more concerned about data breaches than people from North America, and people from Asia
and Europe believe that content and metadata are more critical than Americans do (Sheth et
al., 2014).

Behavioral psychologists posited that behaviors are learned through interaction with
the environment (Skinner, 1965). People learn new behaviors and adjust their current
behaviors based on external conditions (Skinner, 1965). Internet use pattern varies across
countries due to internet environmental factors, such as the levels of accessibility, privacy
laws, and measures for internet governance (Greenleaf, 2014; Oderkirk et al., 2013; Wright et
al., 2013). An analysis of Twitter users from more than 100 societies found that internet
penetration is a significant predictor of privacy setting adoption and geolocation self-
disclosure (Liang et al., 2016). Another study found that people from countries with
government regulation of information privacy even desired more regulation than people from
countries with no government regulation (Bellman et al., 2004; Milberg et al., 2000). A meta-
analysis also suggested that the results of privacy studies varied across cultural orientation,
and national legal systems (Baruh et al., 2017).

The current study aims to explore the influence of cybersecurity capacity at the
national level on privacy protection behavior. Following the International
Telecommunication Union (ITU), cybersecurity capacity in the current study is defined as
“the collection of tools, policies, security concepts, security safeguards, guidelines, risk
management approaches, actions, training, best practices, assurance and technologies that can
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be used to protect the cyber environment and organization and users’ assets” (International
Telecommunication Union, 2009, p. 2). In other words, countries with more advanced
cybersecurity capacity can better protect user data from being stolen. A study comparing
England and South Africa found that, although these two countries differ in cybersecurity
capacity, people from the two countries both have high expectations for privacy protection
(Da Veiga & Ophoff, 2020). But other cross-national studies found differences in privacy
perceptions and behaviors in countries with different cybersecurity capacity. A study shows
that students in the U.S., a country with a high level of cybersecurity capacity, are more
cautious about presenting private information on social media, compared to students from
India (Marshall et al., 2008). Also, the perception of risk is not independent of context
(Reuter et al., 2019). Chen and Zahedi (2016) found a stronger association between perceived
threat and privacy protection strategies in the U.S. than in China. They believed that the
abuse of pirated software and the restricted knowledge of internet technologies in China
made internet users more vulnerable to Internet security threats, and less confident in solving
privacy problems on their own (Chen & Zahedi, 2016). In other words, a lack of
cybersecurity capacity may provoke higher perceived privacy risk, lower internet efficacy,
and less protection among internet users. Their conclusion can be explained by regression, a
defense mechanism in psychology (Freud, 1937). Regression describes the phenomenon
when people face great difficulties from the external environment, they give up coping with
the situation with the skills they have; instead, they revert to an earlier stage of development
(Freud, 1937). Based on these findings, we hypothesize that internet users will adjust their
perceptions and privacy protection behaviors in response to the external cybersecurity
environment.

H4: The mediation effects of perceived privacy risk vary across societies of
different national cybersecurity.

HS: The mediation effects of internet efficacy vary across societies of different
national cybersecurity.

3.0. Methods
3.1. Data
The fieldwork was contracted out to YouGov, an international polling company with a
proprietary panel that covers Europe, the U.S., the Middle East, and Asia-Pacific. The data
are from a multinational survey of internet users in Asia conducted between August 1 and
August 24 in 2015, and the average response rate was 12.72%. In total, 6,691 respondents
finished the survey and passed the quality check. The survey finally collected data from 10
Asian societies: Hong Kong (n = 631), India (n = 1,000), Indonesia (n = 600), Japan (n =
600), Malaysia (n = 779), Pakistan (n = 600), Singapore (n = 600), South Korea (n = 600),
Thailand (n = 633), and Vietnam (n = 648). The choice of these countries was based on three
considerations. The first consideration was the cultural and economic representativeness of
Asia. The selected countries represent Confucianism, Buddhism, Muslim, Hinduism, and
other Asian cultures. Also, the selected countries cover both developed (i.e., Hong Kong,
Japan, Singapore, and South Korea) and developing areas (i.e., India, Indonesia, Malaysia,
Pakistan, Thailand, and Vietnam). Second, since this study investigates the effects of online
political participation, the levels of internet freedom should be considered. Based on the
world internet freedom index developed by Free House (Freedom House, 2015), we planned
a balanced distribution among free (i.e., Hong Kong, Japan, and South Korea), partly free
(i.e., India, Indonesia, and Malaysia), and not free (i.e., Pakistan, Singapore, Thailand, and
Vietnam) countries. Last but not least, we considered the diversity of cybersecurity capacity.
Based on the Global Cybersecurity Index that adopts a 0-1 scale (International
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Telecommunication Union, 2015), the selected countries range from 0.18 (i.e., Pakistan) to
0.77 (i.e., Malaysia) on cyber cybersecurity capacity. In the same year, the country that
ranked first on the cybersecurity scale was the U.S., scoring 0.82.

Since this study focuses on internet users rather than the general population, quota
sampling based on gender, age, education, and income distribution of the internet user
population in each country was used. The statistics of internet user profiles were mostly
collected from the government statistical bureau in 2015. For countries that do not provide
statistics on internet users, we relied on overall demographic feature statistics.

3.2. Measures

Privacy protection behaviors. Some studies operationalize information disclosure as a
reversed measure of privacy protection (Saeri et al., 2014; Young & Quan-Haase, 2013).
However, a study found that Twitter users who have more privacy protection settings show
more self-disclosure (Liang et al., 2016). It seems that these two concepts should not be
treated as the opposite of each other. Hence, we asked whether respondents have taken the
given nine strategies to protect their online privacy in the past 12 months. The sum of these
nine dummy variables (1= yes, no =0) formed the index of privacy protection behaviors (M =
4.52,SD =2.32, a=.72). We listed the 9 protection behaviors and the number of respondents
who have taken them in the past 12 months as follows: “used a separate password for
sensitive data” (n = 5349, 72.7%), ““set sharing permission for friends and family only” (n =
4799, 65.2%), “read the privacy policies of websites or services that you share personal
information with” (n = 4782, 65.0%), “restricted use of location data by websites or apps” (n
= 4686, 63.7 “downloaded a web browser plug-in”(n = 3879, 52.7%), “reused throw-away
password for low-value accounts”(n = 3536, 48.1%), %), “provided incorrect data (e.g., fake
name, date of birth) when creating a new account” (n = 2413, 32.8%), “tried to make sure
your identity was protected online using anonymization tools (for example, TOR, etc.)”(n =
1963, 37.2%), and “tried to secure your email and instant messaging communication using
encryption tools (e.g., Chatsecure, ProtonMail.)”(n = 1836, 25.0%). These protection
behavioral indicators were chosen based on previous studies (Chen et al., 2017; Park et al.,
2012; Youn & Hall, 2008; Young & Quan-Haase, 2013).

Perceived privacy risk. The items for measuring perceived privacy risk were adapted
from previous literature (Dinev & Hart, 2004). The index was created by taking the average
scores of the following two items: “personal information I submit online could be made
available to third parties without my knowledge.” and “personal information I submit online
could be inappropriately used.” Respondents were asked to rate these items on a 5-point
Likert scale, from 1 “strongly disagree” to 5 “strongly agree” (M = 3.27, SD =1.19, a = .84).

Online political participation. Online political participation measured the number of
political activities respondents performed in the past 12 months. The items were adapted from
the World Value Survey (Inglehart et al., 2014), which include “sign a petition online,”
“contacted a national, state, or local government official online,” “contributed money online
for political or social causes,” “send a ‘letter to the editor’ to a newspaper or magazine
online.” The average of the four items formulates an index (M = 1.04, SD = 1.26, o. = .69).

Internet efficacy. Internet self-efficacy was measured by two items adapted from
previous studies (Eastin & LaRose, 2000). Respondents are asked to rate the extent to which
they agree with the statements on a 5-point scale (1= “strongly disagree” and 5 = “strongly
agree”): “I feel confident finding the information I want on the internet.” and “I feel confident
troubleshooting internet problems.” The average of the two items formulates an index (M =
3.47,8D = .77, o. = .66).

Cybersecurity capacity. We used the 2015 Global Cybersecurity Index (GCI) to
operationalize cybersecurity (Global Cybersecurity Index & Cyberwellness Profiles, 2015).
The ITU leads the research of GCI to raise awareness of the importance of cybersecurity



ONLINE POLITICAL PARTICIPATION AND PRIVACY PROTECTION 9

globally. GCI assesses 193 nation’s cybersecurity in terms of legal, technical, organizational,
capacity building, and cooperation perspectives. The legal measures include criminal
legislation as well as regulation and compliance. The technical measures include computer
incident response team, standards, and certification. The organizational measures include
policy, roadmap for governance, responsible agency, and national benchmarking. Capacity
building includes standardization development, manpower development, professional
certification, and agency certification. Cooperation measures include intra-state cooperation,
intra-agency cooperation, public-private partnerships, and international cooperation. Nations
were rated on a continuous scale from 0 to 1, where 1 indicates high security. Societies rated
lower than 0.5 on GCI were categorized as societies with low cybersecurity capacity,
including Thailand, Vietnam, Indonesia, and Pakistan. Societies rated higher than 0.5 on GCI
were classified as societies with high cybersecurity capacity, including Hong Kong,
Singapore, Korea, Japan, India, and Malaysia.

Control variables. Previous studies suggest that an individual’s demographic profiles
(i.e., gender, age, income, and education) affect one’s privacy perceptions and behaviors, and
thus they enter the model as control variables (Hoffmann et al., 2015; Kokolakis, 2017;
Marwick et al., 2017; Youn & Hall, 2008). Gender is a dummy variable where females were
coded as 0 and males as 1. The sample includes 50.8% males and 49.2% females. Age is an
ordinal variable with six categories ranging from “below 20 to “60 and above” (M = 2.96,
SD = 1.13). The school system varies across different societies, but we created a uniform 4-
level education indicator: secondary school or below (35.3%), vocational college education
(40.6%), college or university (19.3%), and post-graduate degree (7.8%). Income brackets
also differ in different countries. Therefore, standardized income scores were calculated
within each country and then used for analysis.

3.3. Data analysis

We tested the multiple mediation model using PROCESS, Model 4 (Hayes, 2012), with age,
gender, education, and income as control variables. Assessment of the multiple mediation
models involved an analysis of the total and specific indirect effects (Preacher & Hayes,
2008). In our analysis, the parameter estimates and confidence intervals of the total and
specific indirect effects were based on 5,000 random samples. To examine how much
variance in the dependent variable was explained by each predictor, we report the results of
regression analyses predicting privacy protection behaviors, perceived privacy risk, and
internet efficacy, respectively.

In addition, we aim to test the same model for societies with different levels of
cybersecurity. With the data collected from different societies, the ideal is to conduct
multilevel modeling, which is used for analyzing data with a cluster structure. However,
some scholars argue that when the number of units at the second level is small, using MLM
can cause biased estimates of the second-level standard errors. Snikders and Bosker (2012)
suggest a minimum of 20 clusters for multilevel modeling. Based on a simulation study,
Maas and Hox pointed out that executing multilevel modeling with 50 or fewer units at a
higher level is inappropriate (Maas & Hox, 2005). This study only collected data from 10
societies, which did not meet the ideal qualification for multilevel modeling. Alternatively,
we categorized the 10 countries into two groups, high and low cybersecurity capacity, and
examined the model separately.

4.0. Results

The means and standard deviations of privacy protection behaviors, online political
participation, perceived privacy risk, and internet efficacy are listed by countries in the
Appendix.The regression results predicting privacy protection behaviors, perceived privacy
risk, and internet efficacy at the individual level using data from all countries are shown in
Table 1. Before formal hypotheses testing, we report the effects of control variables on
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privacy protection behaviors. Based on findings from Model 1 in Table 1, males (beta =.03, p
<.001) were more likely to take privacy protection actions than females. Individuals that
were younger (beta =-.22, p <.001), had higher levels of education (beta =.11, p <.001), and
had higher income (beta =.06, p <.001) reported more privacy protection behaviors.

Table 1. Predicting privacy protection behaviors, perceived privacy risk, and internet efficacy
in all countries and areas (N = 6691).

Privacy protection behaviors Perceived privacy risk Internet efficacy

Model 1 Model2 Model3 Model4 Model 5 Model 6 Model 7 Model 8
Gender 05%** .02 .02 .01 .01 .00 09F*E Q7HE
Age SVl SN B Sololo B ¢ Kalob N 01 okl O 1 Lk DAk [ ook
Income 06%*F*  (3*** 3% .02 S09FFE L JOFFE - JOFFE 9FH*
Education .11***  (Q8*** 8H** Q7% 06%F* - 0p***  Q8**F*  (T7***
OpPp? 35Hk* 35Hk* 33wk 5H** Jd6***
PPR® 03
Efficacy 3R
R* (%) 6.2%** 8. 3¥Fk*  [8.4¥*kx ]9 9¥kx [ 4k ] orHkk F Rk 5 gHE*

Note: OPP?refers to “online political participation”, and °PPR refers to “perceived privacy

risk.
We reported the standardized coefficient in OLS regression results.
*E p <01, *** p <001.

Also, before we formally tesed our hypotheses with data at individual level, we
performed the correlations between the examined variables at the national level (see Figure 1)
for robustness checking. There was a positive correlation between online political
participation, privacy protection behaviors, and internet efficacy. But online political
participation showed a negative association with perceived privacy risk.

[Figure 1 about here]

Next, we tested our hypotheses. Hypothesis 1 posited a positive relationship between
online political participation and privacy protection behaviors. The hypothesis was supported
by statistics (beta =.35, p <.001). Online political participation explained about 12.1% of the
variance in privacy protection (see Model 2 in Table 1).

[Figure 2 about here]

Then we proceeded to mediation analysis. Results of Model 3 and 6 in Table 1
showed that online political participation was positively related to perceived privacy risk
(beta =.05, p <.01), but perceived privacy risk was not significantly related to privacy
protection behaviors (beta =.02, p = .12). The results suggest that the mediation effect of
perceived privacy risk on the relationship between online political participation and privacy
protection behaviors were not statistically significant (standardized effect = .001, 95%CI/
[-.000, .001]). In other words, Hypothesis 2 was not supported.

In contrast, internet efficacy (standardized effect = .020, 95%CI [.016, .025]) was a
significant mediator of the relationship between online political participation and privacy
protection behaviors, which supported Hypothesis 3. Results of Model 4 and 8 showed that
online political participation was positively related to internet efficacy (beta =.16, p <.001),
and internet efficacy was positively related to privacy protection behaviors (beta =.13, p
<.001, increased R? =1.6%). The effects of online political participation on privacy
protection behaviors remained significant after internet efficacy was introduced to the model
(see Model 4 in Table 1). Hence, the coefficient of the mediation effect by internet efficacy
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was significant. Figure 2 visualized the path and results of the mediation effects tested in the
full dataset.

Last, we examined H4 and HS5, that the mediation effects vary across societies with
different levels of cybersecurity. We first examined the mediation models in countries with a
high level of cybersecurity, and the results of regression models are shown in Table 2. Online
political participation was positively related to privacy protection behaviors (beta =.38, p
<.001), according to the results of Model 10. The coefficient of online political participation
predicting privacy protection bahaviors decreased after introducing the mediators into the
model (beta =.35, p <.001). Thus we continue to test if the mediation effects were
statistically significant. It turns out that the mediation effects of perceived privacy risk were
not significant (standardized effect = .001, 95%CI [-.000, .002]). But the mediation effects of
internet efficacy were significant (standardized effect = .029, 95%CI [.022, .036]). The
effects of the mediation models for countries with a high level of cybersecurity are visualized
in Figure 3.

Table 2. Predicting privacy protection behaviors, perceived privacy risk, and internet efficacy
in countries with high cybersecurity (N =4210).

Privacy protection behaviors Perceived privacy risk Internet efficacy

Model 9 Model 10 Model 11 Model 12 Model 13 Model 14 Model 15 Model 16

Gender 04% .00 .00 -.01 -.00 -.01 O8%k*  (@kkk
Age SQ3HEE L @kEEk [ Qkkk | gEEkE () .03 S R L
Income J0%Hx 5k 5% 03 -.02 -.02 DS AL
Education .09%%*  (5%* 04%%% (4% 04 04% O7%%%  (5%*
OPP? 8%k 3@k ke 043 2%
PPR" .02

Efficacy S 5RE

R* (%) T2¥EE D] (kkEk D [Hkk D) Qkkk D (ka4 (kkk 5§ Qkkk Q Gckok

Note: Countries and areas with high cybersecurity include Hong Kong, Singapore, Korea,
Japan, India, and Malaysia.
OPP? refers to “online political participation”, and °PPR refers to “perceived privacy
risk.
We reported the standardized coefficients in OLS regression results.
*p <.05, ** p <.01, *** p <001.

For countries with a low level of cybersecurity, the regression results predicting
privacy protection behaviors, perceived privacy risk, and internet efficacy are shown in Table
3. Again, online political participation had a significant and positive relationship with privacy
protection behaviors (beta =.26, p < .001), based on the results of Model 17. The coefficient
of online political participation predicting privacy protection behaviors decreased after
introducing the mediators into the model (beta =.25, p <.001). Thus we continue to test if the
mediation effects were significant in countries with a low level of cybersecurity. Perceived
privacy risk (standardized effect = .005, 95%CI [.002, .010]) was found to be a significant
mediator. Besides, internet efficacy (standardized effect = .004, 95%CI [.001, .009]) partially
mediated the relationship between online political participation and privacy protection
behaviors. The mediation effects of perceived privacy risk and internet efficacy were not
significantly different, 95%CI [-.007, .009]. The effects of the mediation models for countries
with a low level of cybersecurity are visualized in Figure 4.

[Figure 4 about here]
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Table 3. Predicting privacy protection behaviors, perceived privacy risk, and internet efficacy
in countries with low cybersecurity (N = 2481).

Privacy protection behaviors Perceived privacy risk  Internet efficacy
Model 17 Model 18 Model 19 Model 20 Model 21 Model 22 Model 23 Model 24

Gender 05%* .03 .03 .03 .03 .02 8H** 8H**
Age S Pl kO Sl 7 ool B 1Akl 1ok -.01 -.01
Income 06%* .04 06%* 4% S20%FE L QTHEE (5% 05%*
Education .12%**  ]2%%* J2%H* A2 05%* .05%* .04 .04
OPP? 26%** 26%** 26%%* 9H* 06%*
PPR" Q7%
Efficacy QA
RA(%) 3.0%%*  11.3%*k* J1.8**k*  12.0%**  T.oFFE 4w 1.0*** 1.4%**

Note: Countries with low cybersecurity include Thailand, Vietnam, Indonesia, and Pakistan.
OPP? refers to “online political participation”, and °PPR refers to “perceived privacy
risk.
We reported the standardized coefficient in OLS regression results.
*p <.05, ** p <.01, *** p <001.

The results showed that the effects mediated by perceived privacy risk was significant
in countries with low levels of cybersecurity but not significant in countries with high levels
of cybersecurity. Therefore, H4 was supported. Furthermore, we compared the mean scores
of perceived privacy risk in countries with high and low levels of. Results showed that people
from countries with high cybersecurity capacity (M = 3.35, SD = 1.15) perceived more
privacy risk than people from countries with low cybersecurity capacity (M =2.97, SD =
1.32), and the difference was significant (t =-12.09, p <.001).

Internet efficacy mediated the relationship between online political participation and
privacy protection behaviors in countries with both high and low levels of cybersecurity. For
a formal test, we performed a Fisher’s Z test across two datasets following Cohen et al.
(2013). Results showed that the difference was not significant, Z= .10, p =.32. Thus, H5
was not supported by our data.

5.0. Discussion and Conclusion

This study tackles three main questions by analyzing survey data from 10 Asian
countries. First, we investigated to what extent Asian people adopt privacy protection
behaviors in the context of online political participation. Second, we explored the mediators
linking online political participation to privacy protection behaviors, examining the
phenomenon of privacy paradox. And third, we examined how the factor of the external
environment — cybersecurity, affects the mediation effects. The findings of this study not only
shed light on online privacy research, but also provide suggestions for government, political
parties, and NGOs in terms of guiding citizens to protect their privacy rights.

First, this study found that online political participation was an important predictor of
online privacy protection, which explained about 12.1% percent of the variance in privacy
protection behaviors. Also, online political participation was positively correlated with
perceived privacy risk. In other words, people who are active in online political participation
are aware of the potential risk of privacy disclosure and will take more privacy protection
actions. While existing studies that mostly focus on privacy protection in online commerce
and conceptualize privacy as a commodity, this study argues that internet use in the political
context also motivates privacy protection behaviors. Moreover, the conceptualization of
online privacy should be reconsidered. In a political context, online privacy is not a
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commodity but a basic human right, and thus privacy protection in online political
participation can be considered as behaviors protecting personal rights. Governments,
political parties, and NGOs should be more careful about privacy protection in online
political activities if they want to motivate citizen engagement in democratic policymaking.

Second, we examined the mediation effects of perceived privacy risk between online
political participation and privacy protection behaviors. Analyzing data from all countries,
online political participation was positively related to perceived privacy risk, but perceived
privacy risk did not have a significant effect on privacy protection behaviors, which is
consistent with the phenomenon of privacy paradox (Brown, 2001; Norberg et al., 2007).

However, the correlation between perceived privacy risk and privacy protection
behaviors showed different patterns in countries with high and low levels of cybersecurity
separately. Only in countries with less cybersecurity capacity, perceived privacy risk had a
significant impact on privacy protection, and the impact was positive. In other words,
perceived privacy risk lead to privacy protection behaviors in countries with a low level of
cybersecurity, but not in countries with a safer internet environment. Is this because people
from countries with higher levels of cybersecurity perceive less privacy risk? Figure 1
suggests the opposite: countries with a higher level of cybersecurity generally show a higher
level of perceived privacy risk. Comparing the mean value of perceived privacy risk between
countries with high and low level of cybersecurity also suggest that a higher level of
cybersecurity does not necessarily ease people’s perception of online privacy risk. But only a
riskier cyber environment can turn perceived privacy risk into actual protection behaviors.
Our findings did not support Chen and Zahedi’s assumption that people in a more risky
internet environment feel overwhelmed to deal with the threats (Chen and Zahedi, 2016).
Instead, for internet users from countries with less cybersecurity capacity, risk perception is
more likely to lead to actual privacy protection.

The results provide a plausible explanation for the inconsistent findings of the privacy
paradox in previous studies. That is, the phenomenon of privacy paradox might only appear
in societies with a higher level of cybersecurity. People from countries with high
cybersecurity capacity may rely more on solutions at the societal/national level to ease their
risk perception, while those from countries with low cybersecurity capacity tend to rely on
themselves to protect their online privacy. Existing studies are mostly conducted in
developed countries (e.g., the U.S.), therefore, it is important to study privacy protection in
regions with low cybersecurity capacities, such as South America, Africa, and the
underdeveloped countries in Asia based on the latest ITU assessment (International
Telecommunication Union, 2018).

Third, compared to perceived privacy risk, internet efficacy is a more robust and
stable mediator linking online political participation to privacy protection. No matter in
countries with a more secure or riskier cyber environment, online political participation was
associated with internet efficacy, which led to more privacy protection behaviors. However, it
should be noted that the magnitude of the effects differs across countries with high and low
levels of cybersecurity capacity. The correlation between online political participation and
perceived privacy risk, and that between perceived privacy risk and privacy protection
behaviors are higher in countries with securer cyber environments. We speculate that in a
country with well-developed policies and technologies for online privacy protection, citizens
can better obtain skills and literacy from their online activities. In addition, people from high-
security environments are usually better educated about privacy protection and their
knowledge motivates them to prevent themselves from potential risks, while people living in
countries with low cybersecurity capacity are more likely to act in response to perceived
risks.
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The findings of the mediation effects offer some practical implications as to how to
increase peoples’ privacy protection behaviors. First, fear appeal seems to be useful in
countries with a lower level of cybersecurity. Second, it is always important to increase
people’s internet efficacy. Previous studies found knowledge as an important predictor of
internet efficacy (Rimal, 2000). Hence, educating people on privacy protection strategies
should be useful in motivating them to take privacy protection actions.

It is important to point out the limitations of this study. First, it should be noted that
both perceived privacy risk or internet efficacy only partially mediated the effects of online
political participation on privacy protection behaviors, and the mediation effects were
moderate. Hence, the mechanisms connecting online political participation and privacy
protection behaviors require further examination. Second, we examined 10 Asian societies in
this study and these societies might not be representative of all Asian countries. In particular,
China as an important Asian country is not included in this study due to the difficulty of
collecting survey data on political participation and circumvention tool use in China. It is
highly possible that as a country with severe internet censorship, the relationships between
the variables we examined could be different. Third, with cross-sectional survey data, we are
not able to ascertain the causal directions of the relationships we examined. The arguments
we made about causality are purely based on theoretical speculations. Besides, survey data
can only investigate self-reported instead of actual behaviors. Studies examining actual
behaviors of privacy protection in experimental settings should be more valuable.
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Appendix. Descriptive data of privacy protection behaviors, online political participation, perceived
privacy risk, and internet efficacy by countries.

M SD
Privacy protection behaviors
Hong Kong 4.82 2.04
Singapore 3.93 2.34
Korea 3.86 2.44
Japan 2.38 2.14
India 5.13 2.31
Malaysia 1.70 2.30
Thailand 4.82 2.29
Vietnam 5.13 2.03
Indonesia 1.02 1.25
Pakistan 4.22 1.55
Online political participation
Hong Kong 0.97 1.23
Singapore 0.68 1.04
Korea 0.68 1.08
Japan 0.19 0.59
India 1.65 1.42
Malaysia 0.99 1.23
Thailand 0.86 1.29
Vietnam 1.04 1.21
Indonesia 1.02 1.25
Pakistan 2.02 0.92
Perceived privacy risk 3.67 0.76
Hong Kong
Singapore 0.68 1.04
Korea 3.55 1.14
Japan 3.79 0.74
India 3.16 1.25
Malaysia 3.17 1.18
Thailand 3.85 0.76
Vietnam 2.75 1.38
Indonesia 2.21 1.24
Pakistan 3.03 1.24
Internet efficacy 3.45 0.65
Hong Kong
Singapore 3.40 0.70
Korea 3.26 0.75
Japan 2.96 0.82
India 3.80 0.78
Malaysia 3.49 0.72
Thailand 3.55 0.72
Vietnam 3.59 0.84
Indonesia 3.62 0.63

Pakistan 343 0.83
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