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Abstract-Computer-generated hologram (CGH) has attracted
much attention over the past decades, and has been widely
applied in many areas, such as display, security and optical
tweezer. In this paper, CGH-based authentication approach is
presented by using optical correlation. After the original image
is sparsified, phase-only mask is iteratively extracted as
ciphertext based on CGH system. It is illustrated that the
decoded information can be effectively and correctly
authenticated by using optical correlation.

. INTRODUCTION

In recent years, optical security technologies [1]-[9] have
been widely studied, since optical means possesses some
remarkable advantages, such as parallel processing and
multiple-dimensional. Since double random phase encoding
[1] was proposed, a number of infrastructures and algorithms
[5],[10]-[15] have been developed and integrated into optical
security systems. Although some optical security systems are
vulnerable to the attacks [16] due to the inherent linearity
property, the designed attack algorithms are usually
developed and applied by using strong assumptions, such as
the same keys for encoding different plaintexts. Hence, when
the keys can be easily updated, system security would be
dramatically enhanced.

In optical encoding field, computer-generated hologram
(CGH) [17]-[24] provides a promising tool for securing
information. In CGH system, an object or input data/image
can be iteratively or non-iteratively encoded into phase-only
or amplitude-only masks. Since the extracted mask
information can be embedded into spatial light modulator for
optical decoding, it can facilitate practical applications, such
as ID and packaging checking. The CGH encoding is usually
conducted by using an iterative approach between real and
reciprocal spaces. For instance, Gerchberg-Saxton algorithm
[25] is one of the most popular phase extraction algorithms,
which has been applied for optical security. Hwang and
Chang et al. [20] proposed a modified Gerchberg-Saxton
algorithm and phase modulation approach for optical
encoding. Xiao et al. [21] proposed an improved encoding
approach for optical encryption based on cascaded phase
retrieval approach. Zhang and Wang [22] further developed a
novel method by using non-iterative interference to extract
two phase-only masks as ciphertexts.

Recently, authentication with photon-counting imaging
[26] has been developed as an alternative for security

enhancement, and a combination of photon-counting optical
encryption [26] and decoded-information authentication
[51,[27]-[32] can be considered as a new approach for optical
security. However, sparse complex-valued wavefront in the
CCD plane [26] should be extracted and applied for the
decoding and authentication, which may enhance the
difficulty to optically implement.

In this paper, CGH-based authentication is presented by
using optical correlation. The original image is sparsified
before the encoding, and phase-only mask is iteratively
extracted as ciphertext based on CGH system. It is found that
there is a potential to implement the decoding process by
using a fully-optical means, and the decoded image can be
effectively authenticated by using optical correlation
approach.

1. THEORETICAL ANALYSIS

During the encoding, the collimated plane wave is
generated for the illumination, and light wavelength is
632.8nm. Here, two separated and different cases are studied:

(1) only one extracted phase-only mask M1 as shown in Fig.
1(a), and (2) one fixed phase-only mask M1 and one
extracted phase-only mask M2 as shown in Fig. 1(b).

In the first case, the input image is sparsified before the
encoding, and the sparsified input image is denoted as P(u,v).
A CGH-based approach, i.e., an iterative phase retrieval
algorithm, is applied to iteratively encode the sparsified input
image into phase-only mask M1. Objective of input-image
encoding is to find the approximate phase-only mask M1
under the given constraints [27], such as the sparsified input
image and setup parameters. In the initial iteration, phase-
only mask M1 is initialized to be randomly distributed in a
range of [0, 27], and M{™(&,n) is used to denote phase-only

mask M1 at the nth iteration (n=1,2,3,...... ). Complex-valued
wavefront 0™ (,v) in the input image plane is described by

0O (V) =FrT, 4 [MP (&) ], (1)

where A is light wavelength, d, denotes axial distance

between phase-only mask (M1) plane and the input image
plane, and Fr'T denotes free-space wave propagation [33].

After complex-valued wavefront is obtained in the input
image plane, a constraint [5],[27] is applied as follows:
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O (uv) =[P [ 07 ()0 (V)] (2)

where O™ (,v) denotes the updated complex-valued wavefront
in the input image plane, and | | denotes modulus operation.
Finally, the updated phase-only mask M1 [ie, M{"(n)]| can

be obtained by [5],[27]

MO (E )= (0]

FIT, s [ 07 v)]

where FrT; _y denotes wave back-propagation [33].

In this case, correlation coefficient [5],[27] is calculated
between the intermediately decoded image and the sparse
input image P(x,v) to monitor the iterative process. If the
calculated correlation coefficient is smaller than a preset
threshold (i.e., 0.996), the updated phase-only mask
MM (&) is further used for the next iteration (i.e., n=n+1).
Otherwise, phase-only mask M1 can be determined and
denoted as M,(&7).
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Fig. 1. Schematic setup for CGH-based encoding and decoding with (a)
only one phase-only mask (i.e., the first case) and (b) two phase-only
masks (i.e., the second case): M, phase-only mask; P, the sparse input
image. The plane wave can be generated by combining a pinhole and a
lens. During the encoding, the sparse image location is considered as
input plane, and phase-only mask locations are the output planes. During
the decoding, the sparse image can be replaced by a detector as output
plane, and phase-only mask locations are considered as input planes.

In the second case, the input image is also sparsified before
the encoding, and the sparsified input image is denoted as
P(,v). A CGH-based approach, i.e., an iterative phase
retrieval algorithm, is applied to iteratively encode the
sparsified input image into phase-only mask M2, and one
additional phase-only mask M1 is pre-defined and randomly
distributed in a range of [0, 27]. Objective of input-image
encoding is to find an approximate phase-only mask M2
under some given constraints, such as the fixed phase-only
mask M1, the sparsified input image and setup parameters. In
the initial iteration, the phase-only mask M2 is initialized to
be randomly distributed in a range of [0, 2z], and M{(xy) is

used to denote phase-only mask M2 at the nth iteration

(n=1,2,3,......). Complex-valued wavefront 0™ () in the
input image plane is described by [5],[27]

O () =R, ({FT.o, [MO 00 ) M), @

where d, denotes axial distance between phase-only mask

(M2) plane and phase-only mask (M1) plane, and M,(&n)
denotes the pre-defined and fixed phase-only mask M1 used
in the second case.

After complex-valued wavefront is obtained in the input
image plane, a constraint is applied as follows [5],[27]:

O () =[ Puv) | O (u1)/|0" (). (5)

Finally, the updated phase-only mask M2 [i.e., M{(xy)]can
be obtained by [27]

AT, ({FrTﬂ,fdl (09 Jjmue, ’7)]*)

‘FrTL,dz ({FrTHl eI V)]}[Ml(f ] )‘ |
(6)

and

M® (x,y) =

where  asterisk  denotes complex  conjugate,
FrT;,-q, denotes wave back-propagation [33].

In this case, correlation coefficient is also calculated to
monitor the iterative process. If the calculated correlation
coefficient is smaller than a preset threshold (i.e., 0.996), the
updated phase-only mask M (x,y) is further used for the next
iteration (i.e., n=n+1). Otherwise, phase-only mask M2 can
be determined and denoted as M,(x y). Here, it has been
further analyzed that additional phase-only masks, such as
M1, can be placed in the designed CGH-based system to
enhance system security, and these additional phase-only
masks may act as security keys rather than ciphertexts. It is
worth noting that the first and second cases are independent.

In the first case, the decoding process can be conducted by
using optical means, and is described by

B'(u) =|FT, [MEDT )

where P'(x,v) denotes a decoded input image.
In the second case, the decoding process can also be
conducted by using optical means, and is described by

B () = [T,y (R Mo MED) - ©

Since only few data of the original image P(xv) are used
as the input, the decoded image just renders noisy
information. Here, optical correlation [5],[26],[27],[31] is
applied to authenticate the decoded image as follows:

cu i prrene ] e |
©)

where w denotes strength of applied nonlinearity
[51,[26],[27],[31], C(wv) denotes the generated correlation




map, and FT and IFT denote Fourier transform and inverse
Fourier transform, respectively. For the sake of brevity, only
a flow chart for the second case is further illustrated in Fig. 2.
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Fig. 2. Flow chart for illustrating the encoding process in the second case.

I1. RESULTS AND DISCUSSION

The setups shown in Figs. 1(a) and 1(b) are numerically
conducted to show the feasibility and effectiveness of CGH-
based authentication method. The plane wave is generated to
illustrate phase-only mask M1 in Fig. 1(a) or phase-only
mask M2 in Fig. 1(b), and the light wavelength is 632.8 nm.
The axial distances d, and d, are 20.0 mm and 30.0 mm,
respectively. The original image as shown in Fig. 3(a) is
sparsified, and 98.0% of the pixels in the original image
P(x,v) are set as zero. The generated sparse input image
P(u,v) is shown in Fig. 3(b). During the decoding, a CCD
camera (512x512 pixels and pixel size of 4.65pm) can be
used to record the decoded image.
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Fig. 3. (@) The original image P(«v), (b) the sparse input image
P(uv), (c) the extracted phase-only mask M1, and (d) a relationship
between the iteration number and correlation coefficients during the
encoding.

In the first case, the iterative phase retrieval algorithm is
applied to extract phase-only mask M1 under the given
parameters, such as wavelength, distance and the sparse input
image. The extracted phase-only mask M1 is shown in Fig.
3(c). It can be seen in Fig. 3(c) that the sparse input image is

fully encoded, and the obtained phase-only mask is noisy.
This extracted phase-only mask can be considered as
ciphertext, which is stored or transmitted to the receiver. To
show the iterative process, a relationship between the
iteration number and correlation coefficients is shown in Fig.
3(d). Only 41 iterations are requested, and a rapid
convergence rate is achieved during the encoding.

In the first case, when all parameters and mask are
correctly applied during the decoding, a decoded image is
obtained in Fig. 4(a). Since only few data of the original
image P(uv) have been used during the encoding, only
noise-like image can be obtained during the decoding. Here,
the decoded image is further authenticated, and the generated
correlation output is shown in Fig. 4(d). It can be seen in Fig.
4(d) that only one remarkable peak is obtained, which means
the decoded image being correctly verified. In other words, it
can also be verified that the receiver is an authorized one.
Performance of some parameters is further analyzed. Figure
4(b) shows a decoded image, when only axial distance d, is
incorrectly applied (with an error of 2.0 mm) during the
decoding. Figure 4(e) shows a generated correlation output
corresponding to Fig. 4(b). Figure 4(c) shows a decoded
image, when only light wavelength is incorrectly applied
(with an error of 15.0 nm) during the decoding. Figure 4(f)
shows a generated correlation output corresponding to Fig.
4(c). It can be seen in Figs. 4(e) and 4(f) that when setup
parameters are wrongly used during the decoding, the
generated authentication outputs are noisy.
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Fig. 4. (a) A decoded image obtained when all parameters and mask are
correctly applied, (b) a decoded image obtained when only axial distance
d; is wrong during the decoding, (c) a decoded image obtained when
only light wavelength is wrong during the decoding, and (d)—(f) the
generated authentication outputs respectively corresponding to (a)—(c).



In the second case, the iterative phase retrieval algorithm is
applied to extract phase-only mask M2 under the given
parameters, such as wavelength, distance, fixed phase-only
mask M1 and sparse input image. The fixed phase-only mask
M1 is shown in Fig. 5(a), and the extracted phase-only mask
M2 is shown in Fig. 5(b). It can be seen in Fig. 5(b) that the
sparse input image P(u,v) is fully encoded, and the extracted
phase-only mask is noisy. To show the iterative process, a
relationship between the iteration number and correlation
coefficients is shown in Fig. 5(c). Only 34 iterations are
requested, and a rapid convergence rate is achieved during the
encoding.
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Fig. 5. (@) The fixed phase-only mask M1, (b) the extracted phase-only
mask M2, and (c) a relationship between the iteration number and
correlation coefficients during the encoding.

In the second case, when all parameters and masks are
correctly applied during the decoding, a decoded image is
obtained in Fig. 6(a). Since only few data of the original
image P(xv) have been used during the encoding, only
noise-like image can be obtained during the decoding. Here,
the decoded image is further authenticated, and the generated
correlation output is shown in Fig. 6(e). It can be seen in Fig.
6(e) that only one remarkable peak is obtained, which means
the decoded image being correctly verified. Performance of
some parameters and masks is further analyzed. Figure 6(b)
shows a decoded image, when only axial distance d, is
incorrectly applied (with an error of 2.0 mm) during the
decoding. Figure 6(f) shows a generated correlation output
corresponding to Fig. 6(b). Figure 6(c) shows a decoded
image, when only phase-only mask M1 is incorrectly
employed during the decoding. Figure 6(g) shows a generated
correlation output corresponding to Fig. 6(c). Figure 6(d)
shows a decoded image, when only phase-only mask M2 is
incorrectly used during the decoding. Figure 6(h) shows a
generated correlation output corresponding to Fig. 6(d). It can
be seen in Figs. 6(f)-6(h) that when setup parameters or

masks are wrongly used during the decoding, the generated
authentication outputs are noisy.
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Fig. 6. (a) A decoded image obtained when all parameters and masks are
correctly applied, (b) a decoded image obtained when only axial distance
d, is wrong during the decoding, (c) a decoded image obtained when
only phase-only mask M1 is wrong during the decoding, (d) a decoded
image obtained when only phase-only mask M2 is wrong during the
decoding, and (e)—(h) the generated authentication outputs respectively
corresponding to (a)—(d).

V. CONCLUSIONS

The CGH-based authentication has been presented by using
optical correlation. The original image is sparsified before the
encoding, and phase-only mask is iteratively extracted as
ciphertext based on CGH system. The decoding process can
be optically implemented, since spatial light modulator can be
applied. The simulation results demonstrate that the decoded
image can be effectively and accurately authenticated by
using optical correlation algorithm. In addition, performance
of system parameters and masks has also been illustrated, and
the authentication method presented here generates an
additional security protection scheme over conventional
CGH-based encoding approach.
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