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Abstract—The 2D optical decoded-image correlation is Qin and Peng [20] studied an asymmetric approach based on

presented by using simultaneous compression of input image and
the phase in the recording plane. The compressed input image is
encrypted via double random phase encoding. In the recording
plane, complex-valued wavefront is extracted, and only phase
part is retained and compressed as ciphertext. During the
decoding, either digital or optical approach can be applied, and
due to the designed strategy the decoded image cannot visually
render information related to input image. The decoded-image
correlation is conducted to verify whether the receiver possesses
correct keys or is an authorized person. The method using
simultaneous compression of input image and the phase in the
recording plane can be used as a complementary alternative for
optical information correlation.

Keywords—optical decoded-image correlation; compressed
image; compressed phase pattern; 2D information verification.

I. INTRODUCTION

Optical encryption [1]-[12] has attracted much current
attention, since it possesses several remarkable characteristics,
such as parallel processing. The input image can be converted
into stationary white noise, and various domains [1]-[12],
such as gyrator transform [7] and fractional Fourier transform
[8], have been applied. In addition, some optical
infrastructures, such as holography and ghost imaging, have
been studied, and system robustness and security are also
investigated [1]-[12].

Since double random phase encoding [1] was developed,
its vulnerability has also been studied [13]-[15]. For instance,
Carnicer et al. [13] used chosen-cyphertext attack to extract
phase-only patterns in the optical security system. Peng et al.
[14],[15] applied known-plaintext attack and chosen-plaintext
attack algorithms to estimate phase keys.

To enhance security of optical encryption systems,
researchers [16]-[20] have developed some methods. For
instance, Hennelly and Sheridan [17] introduced pixel
scrambling algorithm to enhance the security, and the work in
Ref. [18] illustrated that phase retrieval algorithm can be
applied as an effective alternative to enhance system security.
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phase truncation to generate decryption keys which are
different from the encryption keys.

In recent years, optical correlation [21]-[32] has been
developed based on optical image encryption setup. For
instance, Pérez-Cabré et al. [21] applied sparse wavefront in
the CCD plane for the decoding and authentication. Other
methods [23]-[32], such as phase hologram and ghost
imaging, have also been explored, and optical encoding and
correlation are simultaneously conducted.

Here, 2D optical decoded-image correlation is presented
by using simultaneous compression of input image and phase
in the recording plane. The compressed input image is
encrypted via double random phase encoding. In the recording
plane, complex-valued wavefront is extracted, and only phase
part is retained and compressed as ciphertext [23],[28]. During
the decoding, either digital or optical approach can be applied,
and due to the designed strategy the decoded image cannot
visually render information related to input image. The
decoded-image correlation is conducted to verify whether the
receiver possesses correct keys or is an authorized person
[21]-[32]. The method using simultaneous compression of
input image and the phase in the CCD plane is extended and
presented based on previous works in Refs. [23],[28], and can
be employed as a complementary alternative for the 2D
encryption-based optical information correlation [21]-[32].

II. THEORETICAL ANALYSES

Figure 1 shows a schematic setup for double random phase
encoding in fractional Fourier domain [8]. In this setup, a
random phase-only mask M1 is placed just behind the
compressed input image, which can make the input image
white but nonstationary [1]-[12]. A random phase-only mask
M2 will maintain the whiteness but makes it stationary [1]-
[12]. Let M1 and M2 denote random phase-only patterns
respectively located in the input image plane and spatial
frequency domain, and phase values are randomly distributed
in the range of [0, 27]. Here, (x,y), (&n) and (wv) are
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employed to denote coordinates of the input image plane,
spatial frequency plane and CCD plane, respectively. It is
straightforward to describe complex-valued wavefront in the
recording plane [4],[23],[28] as follows:

O(,u,v):FrFTﬁ({FrFTa[f;(x,y)Ml(x,y)]}MZ(f,n)), (1)

where A (x,y) denotes a compressed input image, O(uv)
denotes complex-valued wavefront extracted in the recording
plane, ¢ and g denote function orders, and FrFT denotes
fractional Fourier transform [4],[8] described by

FIFT, [ P, (x)MI(x)] =J‘MPS(x)M1(x) T,(&,.x)dx, (2)
where
U exp{jﬂ[fﬁcot(aﬁ/2)+x2 cot(aﬂ/Z)—2§axcsc(aﬂ/2)]} if a#2w
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U=.J1-jcot(er/2), j=~-1, and w denotes an integer. For the
sake of brevity only 1D form is described, and it is
straightforward to describe the 2D FrFT [4],[8].

Some methods, such as digital holography [4],[33],[34]
and phase retrieval [35]-[37], can be applied to extract
complex-valued wavefront O(x,v) in the recording plane. In
this study, only phase part of the extracted complex-valued
wavefront is retained [23],[28], and is denoted as P(u,v). To
achieve the decoded-image correlation without information
visualization, the extracted phase map is also compressed (i.e.,
unselected pixels are directly set as zero), i.e., P (u&v) as
ciphertext.

if a=4w ,
if a=4w+2
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Fig. 1. A schematic setup [4],[23],[28],[38] for the optical decoded-image
correlation method using the compressed input image and the compressed
phase in the recording plane. Random phase-only pattern M1 is placed
just behind the compressed input image. Symbols ¢ and £ denote the
FrFT function orders. The plane wave is generated for the illumination.

For the decoding, the compressed phase pattern A, (uv) is
used as ciphertext, and the FrFT function orders and random
phase-only pattern M2 are used as security keys. When
ciphertext and security keys are available, a decoded image
can be described by [4],[23],[28]

P(xy)= FrFT_a( FiFT_4[ P, (ﬂ,v)]}[Mz(f,n)T)r, 3)

where FFT, and FFT, denote inverse fractional Fourier
transform [4],[8], | | denotes the modulus operation, asterisk
denotes complex conjugate, and P(xy) denotes a decoded

image. Since the compressed input image A (x,y) and the
compressed phase P, (4v) are simultaneously used, the
decoded image P(xy) does not visually render information
related to the input image. Similarly to previous works in
Refs. [21]-[32],[38],[39], nonlinear correlation is conducted
between the decoded image and the originally whole input
image (such as stored in a remote database) to verify whether
the receiver possesses correct keys or is an authorized person
[31],[32]. To show the whole process, a flow chart is given in
Fig. 2.
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Fig. 2. Flow chart for illustrating the whole process.

III. SIMULATION RESULTS AND DISCUSSION

The setup in Fig. 1 is numerically conducted to show the
validity. In Fig. 1, double random phase encoding is applied,
and random phase-only pattern M1 is placed just behind the
compressed input image. The FrFT function orders o and S
are 0.3 and 0.7, respectively. An input image, i.e., “Lena” with
512x512 pixels (http://sipi.usc.edu/database), is compressed,
and is encoded by using the setup in Fig. 1. Only phase part in
the CCD plane is retained, and is further compressed as
ciphertext 2 (u,v).

The random phase-only patterns M1 and M2 are shown in
Figs. 3(a) and 3(b), respectively. The compressed image
P,(x,y) 1s shown in Fig. 3(c), and only 35.0% of the original
image are randomly selected and retained (unselected pixels
are directly set as zero). The phase ciphertext, i.e., P («,v), is
shown in Fig. 3(d), and only 45.0% of the original phase map
P(u,v) are randomly selected and retained (others are directly
set as zero).

(2) (b)

(c) )

Fig. 3. Phase pattern (a) M1 and (b) M2, (c) the compressed input image
P (x»), and (d) the compressed phase 2, (u.v).



Figure 4(a) shows a decoded image, when all keys are
correctly used. The peak signal-to-noise ratio (PSNR) for Fig.
4(a) is 9.91 dB. It can be seen in Fig. 4(a) that the decoded
image does not visually render the information. Figure 4(b)
shows a correlation distribution generated between that in Fig.
4(a) and the originally whole input image. It can be seen in
Fig. 4(b) that only one remarkable peak is observed to verify
the receiver, i.e., an authorized person or has correct keys.
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Fig. 4. (a) A decoded image obtained when all keys are correctly used,
and (b) the correspondingly generated correlation distribution.

When only phase pattern M2 is incorrectly applied during
the decoding, a decoded image is obtained in Fig. 5(a). The
PSNR for Fig. 5(a) is 9.893 dB. The correspondingly
generated correlation map is shown in Fig. 5(b). When only
FrFT function order S has an error of 0.01 during the
decoding, a decoded image is obtained in Fig. 5(c). The PSNR
for Fig. 5(c) is 9.894 dB. The correspondingly generated
correlation map is shown in Fig. 5(d). It can be seen in Figs.
5(b) and 5(d) that only noisy correlation maps are generated,
when wrong keys are applied for the decoding.
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Fig. 5. (a) A decoded image obtained when only phase pattern M2 is
incorrectly applied during the decoding, and (b) the correspondingly
generated correlation map; (c) a decoded image obtained when only FrFT
function order 4 has an error of 0.01 during the decoding, and (d) the
correspondingly generated correlation map.

IV. CONCLUSIONS

The 2D optical decoded-image correlation is presented by
using simultaneous compression of input image and the phase
in the recording plane. The numerical results illustrate that the
decoded image cannot visually render information related to
input image due to the designed strategy. The decoded-image

correlation can be effectively and correctly conducted to
verify whether the receiver possesses correct keys or is an
authorized person. The method wusing simultaneous
compression of the plaintext and the phase in the CCD plane is
extended and presented based on previous works in Refs.
[23],[28],[38],[39], and can be used as a complementary
alternative for optical correlation [21]-[32],[38],[39].
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