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Abstract—In recent years, optical information security has 
become an important research topic. In this paper, two-layer 
optical information authentication method is studied by using 
hybrid optical encoding structures. Digital holographic setup 
and computer-generated hologram principle are applied 
respectively for the first-layer and second-layer optical 
information authentication. The analyses and numerical 
results demonstrate that the method is promising.  
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I. INTRODUCTION

Optical security [1] has attracted much current attention. 
Some optical setups [2]–[6], such as digital holography and 
diffractive imaging, have been developed to improve 
security and robustness of optical systems. It has been found 
recently that optical information authentication [7]–[15] can 
be implemented based on optical encoding structures, and 
additional layers can be generated for security enhancement. 
For instance, Pérez-Cabré et al. [7] applied photon-counting 
approach to generate the compressed complex-valued 
wavefront in CCD plane, and the decoded image is noisy 
without disclosure of original information. Chen et al. [8] 
proposed to apply the compressed phase-only hologram for 
optical information authentication. Various methods and 
structures [9]–[15] have been further developed for optical 
information authentication to improve the flexibility and 
performance. However, it is always desirable that advanced 
structures and strategies can be continuously developed to 
enrich this research area.  

In this paper, hybrid optical encoding structures are 
developed for two-layer optical information authentication. 
In the first layer, double random phase encoding is combined 
with digital holographic principle to generate a phase-only 
pattern in CCD plane. In the second layer, multiple input 
images are individually encoded by using computer-
generated hologram principle, and the generated phase-only 
holograms are further multiplied (synthesized) and 
compressed. Subsequently, the synthetic phase-only 

hologram is embedded into the previous phase-only pattern 
(i.e., generated by double random phase encoding) to 
produce the ciphertext (a noisy phase-only pattern). The 
computational results illustrate that two-layer optical 
information authentication method is effective and 
promising. 

II. THEORETICAL ANALYSIS

In the first layer, double random phase encoding and 
digital holography are applied to extract a phase-only pattern 
in CCD plane, and a schematic setup is shown in Fig. 1. The 
first random phase-only mask is placed just behind the sparse 
input image, and the second phase-only mask is placed in 
spatial frequency domain. In this paper, fractional Fourier 
transform (FrFT) [2] is applied. Complex-valued wavefront 
in CCD plane is extracted by using digital holographic 
principle (such as off-axis or in-line) [1],[6],[15], and then 
only its phase part is maintained. 

Figure 1. A schematic for optical encoding using double random 
phase encoding and digital holography in the FrFT domain. The 
input image is “Baboon” (http://sipi.usc.edu/database), and is 
sparse. 

The encoding process at object wave path can be 
described by 

 ( ) ( ){ } ( )( ), ,( , ) FrFT FrFT , M1 , M2 , ,O I x y x yβ β α αξ η µ ν=     (1) 
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where α  and β  denote FrFT function orders [2], ( )M1 ,x y  

and ( )M 2 ,µ ν  denote random phase-only masks, and ( ),I x y  

denotes a compressed input image. Here, only 2.0% pixels 
of the original image are randomly selected and maintained 
to be used as the input image ( ), .I x y  Optical methods, such 

as digital holography [1],[6],[15], can be applied to record 
intensity patterns, and complex-valued wavefront ( , )O ξ η  in 
CCD plane is correspondingly extracted. Only phase part of 
the extracted complex-valued wavefront ( , )O ξ η  is 
maintained, i.e., denoted as ( , ).P ξ η  
      In the second layer, three input images (without 
compression) are independently encoded by using 
computer-generated hologram principle, and a schematic 
setup is shown in Fig. 2. An iterative method based on the 
modified Gerchberg-Saxton algorithm [8],[15] is applied to 
generate a phase hologram for each input image. 
Subsequently, the phase holograms are multiplied and 
compressed to generate a synthetic phase hologram ( , ).H ξ η  
Finally, non-zero pixels of ( , )H ξ η  replace the 
corresponding pixels of ( , )P ξ η  to generate the ciphertext 

( , ).C ξ η  In practice, the advanced hiding methods [16]–[20] 
may be applied instead of the direct replacement operation.  

 

 
Figure 2. A schematic for optical encoding using computer-
generated hologram principle in FrFT domain. The input images are 
“Barbara”, “Airplane”, and “Goldhill”. During the decoding, the 
image plane is replaced by using a CCD camera. N=3. 
 
 

 
During the decoding, the ciphertext ( , )C ξ η  is directly 

applied for decoding the input image based on double 
random phase encoding system in the first layer. In the 
second layer, synthetic phase hologram ( , )H ξ η  should be 
extracted from ( , )C ξ η  by using the preset security keys 
(such as random position map), and then a compressed 
phase hologram corresponding to each input image is 
individually extracted for the decoding, such as using phase-
hologram key. Since compressed input image or compressed 
phase hologram has been used, the decoded images are 
noisy and optical correlation approach [7]–[15] is 
implemented for information authentication.  

 

III.  RESULTS AND DISCUSSION 

In the first layer, FrFT function orders α  and β  are 0.35 
and 0.65, respectively. 2.0% pixels of original image 
( 512 512×  pixels) are randomly selected and maintained to be 
used as the input image ( ), .I x y  Plane wave is generated for 
the illumination, and two phase-only masks are randomly 
distributed in the range of [0, 2pi]. In the second layer, three 
input images (without compression) are individually encoded 
by using computer-generated hologram principle, and FrFT 
function orders (1 2 3, ,γ γ γ ) are respectively set as 0.25, 0.55 
and 0.80. A typically iterative process using computer-
generated hologram is shown in Fig. 3(a). Only 25.0% pixels 
of each generated phase-only hologram (i.e., corresponding 
to each input image in Fig. 2) are randomly selected and 
maintained, and for simplicity the same random-position 
map is used. In practice, different compression percentages 
can be flexibly applied to process phase-only holograms for 
effective authentications. The generated ciphertext ( , )C ξ η  
(phase-only pattern) is shown in Fig. 3(b). It is seen in Fig. 
3(b) that only one noisy phase-only pattern is generated as 
ciphertext. Some decoding and authentication results are 
shown in Figs. 4(a)–4(h), when correct security keys are 
used. It is illustrated that the decoded images are effectively 
authenticated in the two layers without information 
disclosure.  

                               
Figure 3. (a) A typically iterative process (threshold: correlation 
coefficient of 0.95), and (b) the ciphertext( , ).C ξ η  



  

Figure 4. Decoding and authentication results: (a) an image 
decoded based on the setup in Fig. 1, and (b) authentication result. 
Three images decoded based on the setup in Fig. 2: (c), (e), (g) 
decoded images, and (d), (f), (h) the corresponding authentication 
results. 

 

IV.  CONCLUSIONS 
 

      Two-layer optical information authentication method 
has been presented by using hybrid optical encoding 
structures. Digital holographic structure (with double 
random phase encoding) and computer-generated hologram 
principle are used for the first-layer and second-layer optical 
information authentication, respectively. The numerical 
results demonstrate that the method is feasible and effective, 
and can provide an alternative for optical information 
authentication and optical security [1],[21]–[46].  
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