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Abstract—In this paper, three-dimensional (3D) optical

correlation is presented based on binary computer-generated
hologram. The 2D input image is divided into some squared
blocks, which are placed in 3D space. These blocks are encoded
into a phase-only pattern, and the generated phase pattern is
further binarized. It is numerically illustrated that high security
can be achieved in the system, and decryption result using only
one axial position does not contain sufficient information for
correct correlation. It is also demonstrated that the binary phase-
only pattern can be flexibly generated for the decoding. The 3D
optical correlation based on binary computer-generated
hologram can effectively enrich 3D optical security area.
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I. INTRODUCTION

Optical security [1]-[13] has attracted much attention in
recent years, since optics possesses some remarkable
characteristics (such as parallel processing). Since Refregier
and Javidi [1] proposed double random phase encoding
technique, optical encryption has been widely studied. Various
transform domains [2]-[11] have been used, and various
infrastructures [2]-[13], such as asymmetric structure
[12],[13], have been designed and applied in optical security
systems. Although attack algorithms [14],[15] can be applied
to extract phase keys in double random phase encoding, some
corresponding approaches [3],[5],[16] are also applicable for
security enhancement. For instance, it is illustrated in Ref. [16]
that phase key in spatial frequency domain can be continuously
updated to make it against the attacks.

Pérez-Cabré et al. [17] developed a method using photon-
counting approach to compress complex-valued wavefront in
double random phase encoding system. It is demonstrated that
the decoded image can be correctly verified without
information visualization [17]. It was also found that phase
retrieval and ghost imaging [18]-[27] can be applied for optical
information authentication. Recently, 3D optical correlation
[28] has been further proposed, and it was demonstrated that
system security could be enhanced (i.e., compared with
previous works). However, it is desirable that more alternatives
can be developed to enhance the flexibility.

In this paper, 3D optical correlation is presented based on
binary computer-generated hologram. The 2D input image is
divided into some squared blocks, which are placed in 3D
space. These blocks are encoded into a phase-only pattern, and

the generated phase pattern is further binarized. It is illustrated
that high security can be achieved in the system, and
decryption result using only one axial position does not contain
sufficient information for a correct correlation. It is also
demonstrated that the binary phase-only pattern can be flexibly
generated for the decoding. The 3D optical correlation based
on binary computer-generated hologram can effectively enrich
3D optical security area.

II. PRINCIPLES

Figure 1 shows a schematic setup for 3D optical correlation
based on binary computer-generated hologram. The collimated
plane wave is generated for the illumination, and the encoding
process is conducted based on an iterative approach between
spatial space and reciprocal space. Here, the 2D input image is
divided into some squared blocks which are placed in 3D space
[23],[28]-[31]. Each block contains some neighboring pixels of
the input image. During the iterative retrieval, some data, such
as the input image placed in 3D space and a series of axial
distances, are applied as known parameters, and the encoding
objective is to generate an approximated phase-only pattern.
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Fig. 1. A schematic setup for 3D optical correlation based on binary
computer-generated hologram: PP, phase-only pattern; 7, block index
(1,2,3,...... ,K); d, axial distance.

The iterative encoding process is described as follows:

(i) Symbol 7 (1,2,3,...... ,K) is used to denote the series of
squared blocks, and each block contains 16x16 neighboring
pixels of the input image. Each block is placed at a random
axial position. In the initial stage, a random phase-only pattern
(in a range of [0, 2pi]) is used as a guess, i.e., denoted as

(i

M (uy). Symbol n denotes the iteration number, and ()
denotes coordinate for the phase-only pattern plane.

(i) Wave propagation is conducted between the phase
pattern plane and the image plane.
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where WP denotes free-space wave propagation [32], 4©
denotes the axial distance, and o(£,7) denotes complex-valued
wavefront in the image plane. The symbol (&,7) denotes
coordinate for the input image plane.

(iii) A constraint [28],[30] is applied in the image plane for
updating the complex-valued wavefront o(&,7) using a specific
block (i.e., within the block 7) to generate an updated complex-
valued wavefront o'¢,n).

(iv) Subsequently, back propagation process is conducted
by:

0([\:1) (V)= WP,dU) [0'(5,77)]’ (2)
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where 0"’ (uv) denotes the wavefront in phase-only pattern

plane. Hence, an updated phase-only pattern can be generated
by using a constraint [33]-[35].
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where | | denotes a modulus operation, and »#""(x,v) denotes
the updated phase-only pattern.

(v) The updated phase-only pattern is further used, and the
steps (ii)—(iv) are repeatedly applied. After all blocks (i.e., i=K)
are processed, a preset threshold is used to judge whether the
iterative process can be stopped. If the threshold cannot be
satisfied, the updated phase-only pattern is further used for the
next iteration, i.e., n=n+1. When a new iteration starts, the
block symbol i should be reset as 1. If the threshold can be
satisfied, the finally generated phase-only pattern is denoted as
M(u,v).

(vi) Finally, an average value of angle[M(u,v)] (Where
angle denotes phase extraction) can be calculated and used as a
threshold for the binarization, hence a binary phase distribution
can be correspondingly generated as ciphertext, i.e., M,(u,v).
In practice, a coefficient or factor can be multiplied by the
calculated average value to be employed as a threshold for the
binarization operation.

For the decoding, binary phase-only pattern and setup
parameters are applied. A decoded image I can be
obtained by [28],[30],[31]

. 2
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where ® denotes selection operation in transverse domain
[28], and 3 denotes incorporation operation in transverse
domain [28]. When the series of axial distances @ is
available, a CCD camera can be axially translated to
sequentially record a series of intensity patterns during the
decoding. Here, nonlinear correlation algorithm [17]-[28] is
applied to verify the decoded image i) by correlating with
the original input image 1(¢,7) which is stored in a separated
database [18].

III. RESULTS AND DISCUSSION

The schematic setup in Fig. 1 is computationally conducted
to verify the validity. The plane wave with wavelength of
630.0 nm is applied for the illumination, and a recording
device with 512x512 pixels and 4.65um pixel size can be used.
During the encoding, a binary phase-only pattern is generated
as ciphertext, and an average value of angle[M(u,v)] is
calculated and used as a threshold. The series of axial distances
d" is randomly distributed in a range of [6.0 cm, 15.0 cm].
Here, grayscale image “Baboon” (http://sipi.usc.edu/database/)
is used as an input image.

Figure 2(a) shows a relationship between the number of
iterations and the calculated difference (logarithm scale) during
the encoding. The threshold is set as 0.000005. It can be seen
that only 29 iterations are needed, and a rapid convergence rate
can be achieved in the iterative process. Figure 2(b) shows a
generated binary phase-only pattern which is used as
ciphertext. When an authorized receiver uses correct ciphertext
and security keys, a decoded image is obtained in Fig. 3(a).
Due to the designed strategy no information can be visually
observed, and a correlation distribution is generated in Fig.
3(b). It is illustrated that the decoded image in Fig. 3(a) can be
effectively verified.
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Fig. 2. (a) A relationship between the number of iterations and the
calculated difference (logarithm scale) during the encoding, and (b) the
generated binary phase-only pattern. A small area has been enlarged to
clearly show some information in the ciphertext.
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Fig. 3. (a) A decoded image obtained when correct ciphertext and security
keys are used, and (b) the corresponding correlation distribution. The
correlation coefficient (CC) for (a) is 0.0354.

Performance of system parameters is further analyzed.
When only the binary phase-only pattern is wrongly used
during the decoding, a decoded image is shown in Fig. 4(a).
The corresponding correlation distribution is generated in Fig.
4(b). When only the wavelength contains an error of 2.0 nm
during the decoding, a decoded image is shown in Fig. 4(c).
The corresponding correlation distribution is generated in Fig.



4(d). When only the series of axial distances is wrong during
the decoding, a decoded image is shown in Fig. 4(e). The
corresponding correlation distribution is generated in Fig. 4(f).
When the decoding process is conducted by using only an axial
position (i.e., 10.0 cm) during the decoding, a decoded image is
shown in Fig. 4(g). The corresponding correlation distribution
is generated in Fig. 4(h). The CC values for Figs. 4(a), 4(c),
4(e) and 4(g) are -0.0021, 0.0056, -0.0004 and 0.0012,
respectively. It is illustrated in Figs. 4(b), 4(d), 4(f) and 4(h)
that when security keys or ciphertext are not correctly applied,
only noisy nonlinear correlation maps can be generated.
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Fig. 4. (a) A decoded image obtained when only the binary phase-only
pattern is wrongly used, and (b) the corresponding correlation distribution.
(c) A decoded image obtained when only the wavelength is wrong (error
of 2.0 nm) during the decoding, and (d) the corresponding correlation
distribution. (¢) A decoded image obtained when only the series of axial
distances is wrong during the decoding, and (f) the corresponding
correlation distribution. (g) A decoded image obtained when the decoding
process is conducted by using only one axial position (i.e., 10.0 cm), and
(h) the corresponding correlation distribution.
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In this study, the binarization operation can be flexibly
implemented. The average value of angle[M(u,v)] can be
further multiplied by a factor, such as 1.5, 1.9 and 0.5. The
multiplication result can be used as a threshold for the
binarization operation to generate binary phase. When correct
ciphertext and security keys are used, a decoded image is
obtained in Fig. 5(a). In this case, a factor of 1.5 is used to be
multiplied by the calculated average value to generate a
threshold for the binarization operation, and other parameters
are set as the same as those used for Figs. 3(a) and 3(b). The
corresponding correlation distribution is generated as shown in
Fig. 5(b). When the multiplication factor is respectively set as
1.9 and 0.5, the decryption results and correlation distributions
are correspondingly obtained in Figs. 5(c)-5(f). It can be seen
in Figs. 5(b), 5(d) and 5(f) that the decoded images can also be
correctly verified.
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Fig. 5. Multiplication factor of 1.5: (a) a decoded image obtained when
correct ciphertext and security keys are used, and (b) the corresponding
correlation distribution. Multiplication factor of 1.9: (c) a decoded image
obtained when correct ciphertext and security keys are used, and (d) the
corresponding correlation distribution. Multiplication factor of 0.5: (e) a
decoded image obtained when correct ciphertext and security keys are
used, and (f) the corresponding correlation distribution.
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IV. CONCLUSIONS

The 3D optical correlation has been presented based on
binary computer-generated hologram. It is numerically
illustrated that high security can be achieved in the system, and
the sectional decryption does not generate sufficient



information for a correct correlation. It is also demonstrated
that the binary phase-only pattern can be flexibly generated for
the decoding and correlation. The 3D optical correlation based
on binary computer-generated hologram can effectively enrich
3D optical security area.
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