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A digital holography-secured scheme is presented by using binary phase or amplitude. The input image is 
encrypted based on double random phase encoding (DRPE), and complex-valued wavefront in the CCD plane is 
extracted by using digital holography. Subsequently, only phase component of the extracted complex-valued 
wavefront is maintained, and is further binarized. Different from conventional methods, an interesting finding in 
this paper is that in addition to binary phase, binary amplitude originating from the binarized phase pattern can 
also be applied as ciphertext. During optical decoding, the decrypted image cannot visually render clear 
information about the input, and the authentication is further conducted. Binary phase or amplitude pattern can be 
flexibly applied as ciphertext, and the fully optical approach can be implemented for the decoding. The ciphertext 
is effectively compressed, which can facilitate the storage and transmission in practical applications. © 2016 
Optical Society of America 
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1. INTRODUCTION
Since double random phase encoding (DRPE) [1] was proposed by Refregier 
and Javidi, optical encryption technologies have attracted more and more 
attention. In DRPE, two statistically-independent random phase-only masks 
are respectively placed in input plane and spatial frequency plane, and 
stationary white noise can be generated as ciphertext [1]. Until now, a 
number of optical principles and configurations [2–8], such as holography 
[2] and ghost imaging [8], have been developed for optical security. 

In recent years, some optical encryption systems are proven vulnerably 
to attack algorithms [9,10] due to the inherent linearity property, and 
attack algorithms, such as known-plaintext attack [9] and chosen-
ciphertext attack [10], can be applied to approximately extract phase-only 
masks. To eliminate the vulnerability, security enhancement approaches 
[11–15] are further developed. Qin and Peng [11] proposed to integrate 
nonlinear structure into DRPE using phase truncation scheme, and the 
generated decryption keys are related to the input image. Frauel et al. [12] 
proposed effective methods to enhance system security, such as updating 
the encoding keys. Pérez-Cabré et al. [14] combined DRPE and photon-
counting imaging for optical encoding and authentication. In Ref. [14], the 
decoded image can be verified, and complex-valued wavefront in the CCD 
plane is still requested. It is desirable that ciphertext can be further 
compressed, and phase or amplitude component of complex-valued 
wavefront in the CCD plane is applied as ciphertext for the fully optical 
decoding.    
      In this paper, a digital holography-secured scheme is presented by using 
binary phase or amplitude. The input image is encrypted by using DRPE, 
and complex-valued wavefront in the CCD plane is extracted by using 
digital holography. Subsequently, only phase component of the extracted 
complex-valued wavefront is maintained, and is further binarized to be 

applied as ciphertext. Different from conventional methods, an interesting 
finding in this study is that in addition to binary phase, binary amplitude 
originating from the binarized phase pattern can also be applied as 
ciphertext. During optical decoding, the decrypted image cannot visually 
render clear information related to the input, and the authentication can 
be further conducted. An additional security layer may be established in 
the proposed optical security system, and ciphertext is effectively 
compressed. 

2. THEORETICAL ANALYSIS
Figure 1 shows a schematic setup for the proposed digital holography-
secured scheme. The laser, with wavelength of 630.0 nm, is collimated by 
combination of a pinhole and a lens, and is divided into two separated 
beams, i.e., object beam and reference beam. Statistically-independent 
random phase-only masks M1 and M2 with complex transmittances 

1exp[ ( , )]j M   and 2exp[ ( , )]j M    (where 1j   ) are placed at object 

wave path, and piezoelectric transducer (PZT) can be used to modulate 

phase shifts at reference wave path. Symbols  ,   and  ,   

respectively denote coordinates of input image plane and phase-only mask 
(M2) plane, and random phase-only mask M1 is placed just behind the 
input image ( , ).I   

       Object wave in the CCD plane can be described by 

              2 1, , 1 2' , FrT FrT , exp , exp , ,d dO x y I jM jM               (1)

where  ,x y  denotes coordinate of CCD plane,  ' ,O x y  denotes object 

wavefront in the CCD plane, 1d  and 2d  denote axial distances,   denotes 
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light wavelength, and FrT  denotes free-space wave propagation [16]. To 
describe free-space wave propagation process, paraxial or small-angle 
approximation can be applied, and convolution method [2,16] can also be 
carried out. Here, object wavefront in the CCD plane is described by  

           1 1 2 2' , , exp , ( , ; ) exp , ( , ; ),O x y I jM d jM d                   

                                                                                                                                  (2) 

where   stands for convolution, and 1( , ; )d  and 2( , ; )d   are point 

pulse functions respectively described by 
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Fig. 1. A schematic setup for the digital holography-secured scheme using binary 

phase or amplitude: BSC, beam splitter cube; CCD, charge-coupled device; PZT, 

piezoelectric transducer for phase shifting; M, random phase-only mask; 1d  and 

2 ,d axial distances. Random phase-only mask M1 is placed just behind the input 

image. Here, all input images are normalized before the encoding. 

 

      In-line digital holography [2,17] is applied here, and three digital 
holograms ( , )iH x y  can be obtained by using a CCD camera via the 

interference between object wave '( , )O x y  and phase-shifted reference 

wave ( , ).iR x y  

                     ( , ) '( , ) ( , ) '( , ) ( , ) ,i i iH x y O x y R x y O x y R x y


                 (5) 

where integer 1, 2 and 3,i   and asterisk denotes complex conjugate. The 

in-line digital holograms are sequentially obtained, when phase shift of the 

reference wave is respectively set as 0, 2  and .  Object wavefront in 

the CCD plane can be extracted by [17,18] 

                  1 2 2 3

1
( , ) ( , ) ( , ) ( , ) ( , ) ,

4

j
O x y H x y H x y j H x y H x y


            (6) 

where ( , )O x y  denotes object wavefront extracted in the CCD plane. In this 

study, the plane wave is applied at reference path, and amplitude of 
reference wave is considered as one. The extracted complex-valued object 

wavefront ( , )O x y  is further described by  ( , )exp ( , ) ,A x y jP x y  where ( , )A x y  

denotes amplitude component and  exp ( , )jP x y denotes phase component.    

      Here, the extracted object wavefront  ( , )exp ( , )A x y jP x y  is compressed, 

and only phase component  exp ( , )jP x y  is maintained. Subsequently, the 

phase component is binarized, and binarization process can be described 
by 
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b
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where ( , )bP x y  denotes a binary map, and Ave denotes an average value. 

Finally, the binary phase pattern  exp ( , )bjP x y [here the phase values are 

of 0 and 1] is applied as ciphertext and transmitted to the receiver. It will 
also be illustrated that binary amplitude, i.e., ( , ),bP x y  can be applied as 

ciphertext. This finding can enhance application flexibility of the proposed 
optical security scheme.   
      For the decoding, the fully optical approach can be implemented, since 
binary phase or amplitude pattern can be employed as ciphertext. When 
the ciphertext, i.e., binary phase or amplitude pattern, is available, the 
decoding process can be respectively implemented by 

              1 2, , 2
ˆ , FrT FrT exp ( , ) exp , ,d d bI jP x y jM   



        (8) 

                      1 2, , 2
ˆ , FrT FrT ( , ) exp , ,d d bI P x y jM   



           (9) 

where  ˆ ,I   denotes a decoded image, symbol || denotes modulus 

operation, and 
1,FrT d   and 

2,FrT d   denote back propagation [16]. Since 

binary phase or amplitude is applied as ciphertext, the decoded image will 
not visually render clear information related to the input and information 
authentication is further conducted for establishing an additional security 
layer for the proposed optical security scheme. The decoded image is 
verified by using nonlinear correlation [2,14,19–30]:  

               
2

1
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                                                                                                                               (10) 

where ( , )C   denotes the generated nonlinear correlation distribution, w 

denotes strength of applied nonlinearity [2,14,19–30], and FT and IFT 
denote Fourier transform and inverse Fourier transform, respectively. 
Original input images can be stored in a separated database [2,20,21], and 
only an interface is accessible to the receiver for conducting the 
authentication operation without observation of the complete input 
images [2,14,20–30]. Various parameters in standard correlation outputs 
can be defined and stored in the database to further enhance the security, 
such as via the comparison in the authentication step. To further illustrate 
the proposed method aforementioned, a flow chart is given in Fig. 2.    
 

 

 

 

 

 

 

 

 

Fig. 2. Flow chart for illustrating optical encryption, decryption and authentication 

process. 
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3. RESULTS AND DISCUSSION 
Figure 1 shows a schematic setup for the proposed digital holography-
secured scheme using binary phase or amplitude pattern, and numerical 
simulations are conducted. The collimated plane wave with wavelength of 
630.0 nm is applied for the illumination. Statistically-independent random 
phase-only masks M1 and M2, with 512 512 pixels, are placed at object 

wave path, and phase values are randomly distributed in the range of 

[0, 2 ].  Axial distances 1d  and 2d  are 5.0 cm and 8.0 cm, respectively. At 

reference wave path, phase shift is sequentially set as 0, 2  and .  

Three digital holograms can be obtained by using a CCD camera 
( 512 512 pixels and pixel size of 4.65 microns) as shown in Figs. 3(a)–3(c). 

An input image called "Baboon" ( 512 512 pixels, 

http://sipi.usc.edu/database) is used and shown in Fig. 1. When the wave 
propagation conditions [16] are satisfied, different sizes (such as 

256 256 pixels) of input images can also be applied and encoded by using 

the proposed scheme. In practice, the input image with small size can be 
enlarged by numerical methods before the encoding. The proposed 
scheme is more suitable for optically authenticating grayscale image (such 
as also with a normalization operation) rather than binary image. Here, the 
input images are normalized before the encoding. Object wavefront 

 ( , )exp ( , )A x y jP x y  is extracted in the CCD plane, and amplitude component 

( , )A x y  and phase component  exp ( , )jP x y  are shown in Figs. 3(d) and 3(e), 

respectively. In the proposed optical security system, phase component is 
maintained, and its binarized form is further generated as ciphertext and 
shown in Fig. 3(f). To clearly show the binarization operation, an inset has 
been given to illustrate an enlarged part of Fig. 3(f). In this study, it is found 

that either binary phase pattern  exp ( , )bjP x y  or binary amplitude ( , )bP x y  

can be applied as ciphertext.  
 

               
 
 

                
 
 

Fig. 3. (a)–(c) Three holograms obtained when phase shift at reference wave path is (a) 

0, (b) 2  and (c) ,  (d) amplitude component ( , ),A x y (e) phase component 

 exp ( , ) ,jP x y and (f) binary phase as ciphertext. An inset is given to clearly illustrate 

binarization operation. 
 

 

      When binary phase pattern  exp ( , )bjP x y  [here the phase values are 

binary] is applied as ciphertext, a decoded image as shown in Fig. 4(a) is 
obtained by using correct keys. Correlation coefficient (CC) and mean 
squared error (MSE) [2,5,22] for Fig. 4(a) are 0.0384 and 0.3471, 
respectively. It can be seen in Fig. 4(a) that since only binary phase pattern 
is employed as ciphertext, information related to the input image cannot 
be visually rendered. Here, optical information authentication [2,14,20–29] 
is further conducted, and nonlinear authentication distribution 
corresponding to Fig. 4(a) is shown in Fig. 4(e). It can be seen in Fig. 4(e) 
that only one remarkable peak can be observed at the center of the 
generated nonlinear authentication output, which means the decoded 
image being authentic. In the proposed optical security system, setup 
parameters, such as phase-only mask M2, wavelength and distances, are 
considered as keys. Performance of system keys is further analyzed. Figure 
4(b) shows a decoded image, when only the random phase-only mask M2 
is incorrectly used for the decoding. CC and MSE values for Fig. 4(b) are -

0.0040 and 0.3545, respectively. Figure 4(f) shows a nonlinear 
authentication distribution corresponding to Fig. 4(b).  Figure 4(c) shows a 
decoded image, when only the wavelength contains an error of 1.0 nm 
during the decoding. CC and MSE values for Fig. 4(c) are 0.0059 and 0.3528, 
respectively. Figure 4(g) shows nonlinear authentication distribution 
corresponding to Fig. 4(c). It can be seen in Figs. 4(f) and 4(g) that only 
noisy background is generated. It is also indicated that the receiver does 
not have correct keys, and the receiver is not an authorized person. For the 
sake of brevity, performance of other keys, such as distances, is not 
presented here. Since ciphertext should be stored or transmitted to the 
receiver, it may be contaminated, such as by noise. Figure 4(d) shows a 
decoded image, when the ciphertext is contaminated by additive white 
Gaussian noise (zero mean noise with 0.06 variance). In this case, noisy 

ciphertext  exp ' ( , )bjP x y  is applied for the decoding, where ' ( , )bP x y  denotes 

the values after noise contamination. In Fig. 4(d), all keys are correctly 
applied, and CC and MSE values for Fig. 4(d) are 0.0361 and 0.3475, 
respectively. Figure 4(h) shows nonlinear authentication distribution 
corresponding to Fig. 4(d). It can be seen in Fig. 4(h) that high robustness 
against contamination is achieved in the proposed optical security scheme.  

                                

 

                                
                        

 
 

  
 

Fig. 4. Binary phase pattern  exp ( , )bjP x y  as ciphertext: (a) a decoded image obtained 

by using correct security keys, (b) a decoded image obtained when only the random 
phase-only mask M2 is incorrectly used for the decoding, (c) a decoded image 
obtained when only the wavelength contains an error of 1.0 nm during the decoding, 
(d) a decoded image obtained when the ciphertext is contaminated by additive white 
Gaussian noise (zero mean noise with 0.06 variance), and (e)–(h) nonlinear 
authentication distributions respectively corresponding to (a)–(d).  

 
 

      When binary amplitude ( , )bP x y  is applied as ciphertext, the proposed 

optical security scheme is also feasible. A decoded image is obtained as 
shown in Fig. 5(a), when all security keys are correctly applied (such as by 
authorized receiver). CC and MSE values for Fig. 5(a) are 0.0888 and 0.1340, 
respectively. It can be seen in Fig. 5(a) that since only binary amplitude is 
employed as ciphertext, information related to the input image cannot be 

(a) (b) (c) 

(d) (e) (f) 

(a) (b) 

(c) (d) 

(e) (f) 

(g) (h) 



visually rendered. Nonlinear authentication distribution corresponding to 
Fig. 5(a) is shown in Fig. 5(e). It can be seen in Fig. 5(e) that only one 
remarkable peak is observed, and the proposed method is effective by 
using binary amplitude ( , )bP x y  as ciphertext. In practice, the input image 

can be compressed (i.e., some pixels set as zeros) without loss of major 
information before the encoding to further enhance invisibility of the 
decoded images, when binary amplitude ( , )bP x y  is applied as ciphertext. 

Performance of security keys is further analyzed. Figure 5(b) shows a 
decoded image, when only random phase-only mask M2 is incorrectly used 
for the decoding. CC and MSE values for Fig. 5(b) are -0.0018 and 0.1460, 
respectively. Figure 5(f) shows a nonlinear authentication distribution 
corresponding to Fig. 5(b).  Figure 5(c) shows a decoded image, when only 
the wavelength contains an error of 1.0 nm during the decoding. CC and 
MSE values for Fig. 5(c) are 0.0164 and 0.1438, respectively. Figure 5(g) 
shows nonlinear authentication distribution corresponding to Fig. 5(c). It 
can be seen in Figs. 5(f) and 5(g) that noisy background is also generated, 
when security keys are wrong for the decoding. Figure 5(d) shows a 
decoded image, when the ciphertext ( , )bP x y  is contaminated by additive 

white Gaussian noise (zero mean noise with 0.06 variance). In Fig. 5(d), all 
security keys are correctly applied, and CC and MSE values for Fig. 5(d) are 
0.0791 and 0.1539, respectively. Figure 5(h) shows a nonlinear 
authentication distribution corresponding to Fig. 5(d). It can be seen in Fig. 
5(h) that high robustness against contamination can also be achieved, 
when amplitude ( , )bP x y  is applied as ciphertext. It has been illustrated that 

either binary phase or binary amplitude can be applied as ciphertext for 
optical decoding and authentication. This finding can enhance system 
flexibility in practical applications.  

  

 

  

 

 
 

Fig. 5. Binary amplitude ( , )bP x y  as ciphertext: (a) a decoded image obtained by using 

correct keys, (b) a decoded image obtained when only random phase-only mask M2 is 
wrongly used for the decoding, (c) a decoded image obtained when only the 
wavelength contains an error of 1.0 nm during the decoding, (d) a decoded image 

obtained when ciphertext ( , )bP x y  is contaminated by additive white Gaussian noise 

(zero mean noise with 0.06 variance), and (e)–(h) nonlinear authentication 
distributions respectively corresponding to (a)–(d).  

      It is worth noting that when amplitude component ( , )A x y  [see Eq. (6)] 

of the extracted object wavefront  ( , )exp ( , )A x y jP x y  is binarized as ( , )bA x y  

to be applied as ciphertext, the decoded image cannot be correctly 
authenticated by using the proposed method. In this case, it is not possible 
to apply the proposed decoding and authentication process for producing 
correct verification outputs. When all keys are correctly applied and binary 
amplitude ( , )bA x y  is applied as ciphertext, a decoded image is obtained as 

shown in Fig. 6(a). The CC and MSE values for Fig. 6(a) are -0.002 and 
0.1334, respectively. Nonlinear authentication distribution corresponding 
to Fig. 6(a) is shown in Fig. 6(b). It can be seen in Fig. 6(b) that only noisy 
background is obtained in the generated authentication distribution, when 

( , )bA x y  is applied as ciphertext. In this case, although the proposed 

method here cannot be applied to produce the correct verification output, 
an iterative phase retrieval algorithm [23] might be studied and applied to 
extract a decode image for the authentication. Various parameters 
generated from the standard correlation outputs may be pre-defined and 
stored in the database to further enhance system security. However, as 

seen in Figs. 4 and 5, either binary phase-only pattern  exp ( , )bjP x y or binary 

amplitude ( , )bP x y  can be applied as ciphertext for the proposed method, 

hence it is indicated that the phase  exp ( , )jP x y  plays a more important 

role than the amplitude ( , )A x y  in this application (i.e., using the proposed 

method via direct back-propagation for optical decryption 
implementation). This phenomenon is consistent with those observed in 
other studies [31–33]. 
 

        
 
 

Fig. 6. Binary amplitude ( , )bA x y  as ciphertext: (a) a decoded image obtained by using 

correct keys, and (b) nonlinear authentication distribution corresponding to (a).  

 

 
       Discrimination capability of the proposed optical security system is 
further analyzed, when different images are also encoded by using the 
optical setup in Fig. 1. Another input image (i.e., "Barbara" with 
512 512 pixels, from http://sipi.usc.edu/database) is encoded. Figure 7(a) 

shows a decoded image, when all security keys are correctly applied for 
the decoding. In this case, the parameters are the same as those used for 

Fig. 4(a). The phase pattern  exp ( , )bjP x y  is applied as ciphertext. Figure 7(b) 

shows a nonlinear authentication distribution obtained between the 
original input image (i.e., "Baboon") and the decoded image in Fig. 7(a). It 
can be seen in Fig. 7(b) that only noisy authentication distribution is 
obtained, and discrimination capability of the proposed method is 
guaranteed. Figure 7(c) shows a decoded image, when all keys are 
correctly applied for the decoding and binary amplitude ( , )bP x y  is applied 

as ciphertext. In this case, the input image "Barbara" is encoded, and all 
other parameters are the same as those used for Fig. 5(a). Figure 7(d) 
shows nonlinear authentication distribution obtained between the original 
input image (i.e., "Baboon") and the decoded image in Fig. 7(c). It is 
demonstrated that discrimination capability can also be guaranteed, when 
binary amplitude ( , )bP x y  is applied as ciphertext. A number of tests have 

been done by using a series of different input images for analyzing 
discrimination capability, and the proposed optical scheme can always 
work well. To clearly show the evaluation results for the decoded images, 
the CC and MSE values are further shown in Table 1.  
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Fig. 7. Discrimination capability test: when binary phase pattern  exp ( , )bjP x y  is used 

as ciphertext, (a) a decoded image obtained by using correct keys and (b) nonlinear 
authentication distribution obtained between the original input image (i.e., "Baboon") 

and that in (a). When binary amplitude pattern ( , )bP x y  is used as ciphertext, (c) a 

decoded image obtained by using correct keys and (d) nonlinear authentication 
distribution obtained between the original input image (i.e., "Baboon") and that in (c).  

 

Table 1. The CC and MSE values for the decrypted images 

 CC value MSE value  CC value MSE value 

Fig. 4(a) 0.0384 0.3471 Fig. 5(c) 0.0164 0.1438 

Fig. 4(b) -0.0040 0.3545 Fig. 5(d) 0.0791 0.1539 

Fig. 4(c) 0.0059 0.3528 Fig. 6(a) -0.0020 0.1334 

Fig. 4(d) 0.0361 0.3475 Fig. 7(a) 0.0528 0.4152 

Fig. 5(a) 0.0888 0.1340 Fig. 7(c) 0.1137 0.1551 

Fig. 5(b) -0.0018 0.1460    

 

     Performance of the proposed method and comparison to previous work 
are briefly described as follows: 
     (1) The main objective and the developed method in this study are 
different from those in Ref. [4]. The work in Ref. [4] focuses on high-quality 
image decoding, and our study focuses on optical decoded-image 
authentication. Binary pattern is generated by using real and imaginary 
parts of CCD-plane complex data in Ref. [4], hence the original input image 
can be largely recovered. Different from that in Ref. [4], phase information 
of complex data in CCD plane is maintained and binarized in this study. 
Hence, the decoded images are generated without the disclosure of large 
original information, and do not visually render clear information about the 
input image.  
     (2) When original information is visually rendered during the decoding, 
the input image can be first compressed before the encoding. When the 
decoded image does not contain sufficient information for the verification, 

the modified ciphertext, such as  ( , )exp ( , ) ,bA x y jP x y  can be applied for the 

decoding and verification. For instance, when the image "Lena" (with 
512 512 pixels, from http://sipi.usc.edu/database) is used as an input and 

binary amplitude ( , )bP x y is applied as ciphertext, the decoded images and 

authentication distributions are obtained in Figs. 8(a)–8(d). The results in 
Figs. 8(a) and 8(b) are obtained when the input image is not compressed 
before the encoding, and the results in Figs. 8(c) and 8(d) are obtained 
when only 5.0% pixels of the input image are randomly selected and 
maintained (others are set as zero) before the encoding. It can be seen that 
a little silhouette about the input image might be observed in Fig. 8(a), and 
no useful information about the input image can be visually rendered in Fig. 

8(c). The decoded image in Fig. 8(c) can still be effectively verified as 
illustrated in Fig. 8(d).  
 

 
 
                                          

 
 
 

Fig. 8. The image "Lena" is used as an input and binary amplitude ( , )bP x y  is applied 

as ciphertext. No compression of the input image before the encoding: (a) a decoded 
image using correct keys, and (b) the corresponding authentication distribution. 
Compression of the input image (only 5.0% pixels are maintained) before the 
encoding: (c) a decoded image using correct keys, and (d) the corresponding 
authentication distribution. 

 

4. CONCLUSIONS 
A digital holography-secured scheme has been presented by using binary 
phase or amplitude. The numerical results demonstrate that during optical 
decoding, the decrypted image cannot visually render clear information 
related to the input, and the effective authentication can be further 
conducted. Binary phase or binary amplitude pattern can be flexibly 
applied as ciphertext, and the fully optical implementation becomes 
possible for the decoding and authentication. Different from previous 
works [14,20–30], an interesting finding in this study is that in addition to 
binary phase, binary amplitude originating from the binarized phase 
pattern can also be applied as ciphertext. The ciphertext is effectively 
compressed, which can facilitate the storage or transmission in practical 
applications.  
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