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Abstract. Vehicular ad hoc networks (VANETS) are fundamental components
of building a safe and intelligent transportation system. However, due to its wire-
less nature, VANETSs have serious security and privacy issues that need to be
addressed. The conditional privacy-preserving authentication protocol is one im-
portant tool to satisfy the security and privacy requirements. Many such schemes
employ the certificateless signature, which not only avoids the key management
issue of the PKI-based scheme but also solves the key escrow problem of the
ID-based signature scheme. However, many schemes have the drawback that the
computational expensive bilinear pairing operation or map-to-point hash function
are used. In order to enhance the efficiency, certificateless signature schemes for
VANETS are usually constructed to support signature aggregation or online/offline
computation. In this paper, we propose an efficient conditional privacy-preserving
authentication scheme using an online/offline certificateless aggregate signature,
which does not require bilinear pairing or map-to-point hash function, to address
the security and privacy issues of VANETS. Our proposed scheme is proven to be
secure with a rigorous security proof, and it satisfies all the security and privacy
requirements with a better performance compared with other related schemes.

1 Introduction

Thanks to the rapid advancement of wireless technologies, the vehicular ad-hoc net-
work (VANET) is introduced to build a safe and intelligent transportation system in
metropolitan cities. In VANET, drivers can get a better awareness of their driving en-
vironment and can take early action to respond to an emergent situation to avoid any
possible damage or to follow a better route by circumventing traffic bottleneck. How-
ever, the transmitted message, which may include sensitive data concerning the drivers’
privacy, in DSRC wireless protocol could be easily monitored, altered and forged. For
example, a malicious vehicle may broadcast a fake message to cause a traffic accident.
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For message security, the receiver should verify the legitimacy and integrity of the re-
ceived message before taking further action. In terms of the privacy issue, anonymity
must be provided to prevent the adversaries from extracting private information, such
as the real identity, from the transmitted messages. However, privacy protection should
be conditional, as traceability should also be guaranteed, which indicates that the TA
should be able to reveal the real identity of a malicious vehicle when it is necessary.

Many privacy-preserving authentication schemes based on traditional public key
infrastructure (PKI) [12, 19] have been proposed to address the security and privacy
issues. However, in PKI-based authentication scheme, a certificate is required for every
public key of the vehicle and the RSU, which means that a certificate authority needs
ma to manage all the certificates and vehicles may have to preload a large number of
public/private key pairs together with the corresponding certificates in the local storage.
This causes huge storage burden and also makes it difficult for the authority. Due to this
drawback, PKI-based scheme is not practical and still infeasible for use in VANETS.
In order to remove the burden of certificates, papers such as [3, 11], proposed ID-
based authentication scheme to enhance the computation and communication efficiency.
However, these mechanisms are considered suitable only for private networks, because
of the key escrow problem [10]. To solve the key escrow problem of ID-based signature
scheme, the concept of certificaletess signature was firstly introduced by Al-Riyami and
Paterson [1].Since then, many authentication schemes using certificateless signatures
have been proposed to tackle the security and privacy problems in VANET [5,14,16,27].

Since the OBU only has limited computation capacity and the communication win-
dow of VANET is very short, participants in VANETSs need to handle a large flow of
messages. Hence, aggregate signature is proposed to improve message authentication
efficiency in vanet. Signature aggregation means that given n signatures on n distinct
messages from n distinct users, it is possible to aggregate all these signatures into a
single short signature [4]. This is very useful in the scenario, where RSUs aid the com-
munications in VANET by collecting and aggregating a large set of individual signa-
tures of each vehicle into one signature and broadcasting this aggregated signature to
the vehicles, which greatly enhances the efficiency of verification and reduces the com-
munication overhead. Apart from the aggregated signature, an online/offline signature
is another approach to further decrease the computation cost. In the offline phase, some
heavy computations are executed and the intermediate results are stored in resource-
constrained devices. Then in the online phase, on receiving a message, the device can
very efficiently compute a signature using the intermediate result from the offline phase.

In this paper, we propose an efficient pairing-free online/offline aggregated cer-
tificateless signature scheme with conditional privacy-preserving for VANETs. Our
scheme satisfies all the security and privacy requirements for VANETs with a rigor-
ous security proof. In order to further enhance authentication efficiency, our scheme
supports online/offline signing, signature aggregation, and batch verification. Moreover,
we analyse its computation efficiency, specifically the signing, verifying and aggregated
verifying cost and make comparisons with some other similar schemes to demonstrate
that the efficiency of our scheme is better than most of other related schemes.



1.1 Related Works

The introduction of the first certificateless signature (CL-PKS) by Al-Riyami and Pater-
son [1] has inspired a large body of research work on improving the CL-PKS scheme.
Yum and Lee [25] described a general method to construct a CL-PKS scheme from any
ID-based signature scheme. Later, Li et al. [15] proposed the first CL-PKS scheme us-
ing bilinear pairings. Au et al. [2] presented a new security model for CL-PKS schemes,
in which a malicious KGC attack is considered. He et al. [7] developed the first CL-PKS
without using bilinear pairings. However, in [22], the scheme in [7] is found to be inse-
cure against a strong type II attack. More recently, Yeh et al.[24] proposed a CL-PKS
scheme for IoT deployment. However, Jia et al. [13] pointed out that it has security
flaws, as any malicious KGC can impersonate the KGC and it cannot resist a public key
replacement attack.

The first online/offline signature scheme was introduced by Even, Goldreich and
Micali [6]. But, the method is impractical since the size of the signature increases by a
quadratic factor [17]. Liu et al. [17] proposed an efficient identity based online/offline
signature scheme, but it has the key escrow problem. Recently, Cui et al.[5] proposed
an efficient certificateless aggregated signature scheme without pairing for VANETS.
However, Kamil et al. [14] found a security flaw in [5].

2 Preliminaries and Background

2.1 Elliptic Curve Cryptosystem and Assumptions

Let F, be a finite field, which is determined by a A-bit prime number p. Let a set of
elliptic curve points E over F, be defined by the curve form: y* = x* + ax + b, where
p >3,a,b € Fp, and (4a® + 27b*) mod p+# 0, and the point at infinity be O. All the
points on E including O form an additive group G with order ¢ and generator P. The
point addition ’+’ of element in cyclic group G is defined as follows: Let P, Q € G,
! be the line containing P, Q (tangent line to E if P = @), and R is the third point of
the intersection of / and E. Let I’ be the line connecting R and O. Then P '+ Q is
defined as the third point such that /' intersects with E at R and O, which is -R. Scalar
multiplication over E/F, can be defined as follows:

mP=P+P+P+...+P (m times), where m € Z;

The following complexity assumptions are used in security proof of the proposed
scheme. We will use the Discrete Logarithm (DL) assumption and the Computational
Diffie-Hellman (CDH) assumption over the additive cyclic group G, which can be de-
fined as follows.

Definition 1 (The DL Assumption).

Discrete Logarithm (DL) Assumption: Given a random point Q € G on E, it is hard
to compute an integer x € Z, in polynomial time such that Q = xP with non-negligible
probability.

Definition 2 (The CDH Assumption).

Computational Diffie-Hellman (CDH) Assumption: Given two random point Q, R €
G on E, where Q = xP, R = yP, x,y € Z, it is hard to compute xyP in polynomial time
with non-negligible probability.



2.2 System Model

Typically, a two-layer vehicular ad hoc network model is suitable for VANETs. Fig.
1 shows the typical architecture of VANETSs. The lower layer composed of vehicles
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Fig. 1 A typical architecture of VANETS

and roadside units (RSUs) located at the critical points along the road. Each vehi-
cle is equipped with an onboard unit (OBU), which enables vehicles to communi-
cate with other vehicles or RSUs. The communication of Vehicle-to-Everything(V2X),
mainly the Vehicle-to-Vehicle(V2V) and Vehicle-to-Infrastructure (V2I), is realized by
the dedicated short-range communications (DSRC) protocol, which is identified as
IEEE 802.11p. The upper layer of VANET consists of an application server(such as
traffic control and analysis center), and key generation center (KGC) and trace authority
(TRA). The TRA is responsible for RSU and vehicle registration by generating pseudo
identities for them and can reveal the real identity of a vehicle from its signed message.
The KGC is in charge of generating public and private keys for RSU and vehicles. Be-
sides, we assume that the KGC and TRA are always trusted and cannot be comprised,
which is usually assumed in VANET scheme as in [18,26]. The KGC and TRA have
sufficient computation power and storage capacity. KGC and TRA are two separate au-
thorities, which can communicate with each other securely using wired networks and
secure protocols, such as Transport Layer Security(TLS) protocol. We also assume that
each vehicle is equipped with a tamper-proof device, which can prevent the adversary
from extracting data from the device. The OBU only has limited computation power,
and RSU has greater computation power than OBU. The OBU and RSU are not trusted,
and the message sent by them should be authenticated.

3 The Proposed Authentication Scheme

In this section, we present our proposed authentication scheme in detail. First, we define
some notations that will be used in the scheme as listed in Tablel.
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Table 1: Notations and Descriptions

Notation Description

Vi The i-th vehicle

psk; A partial private key of vehicle V;
Xip; A secret key of vehicle V;

vpkip, A public key of vehicle V;

(Ppup, @) The public/private key pair of KGC
(Tpuv-B) The public/private key pair of TRA
RID; The real identity of a vehicle V;
PID; The pseudo identity of a vehicle V;
H,,H,, H; Secure hash functions

T; A valid period of the pseudo identity
t A current timestamp

m; A traffic-related message

® The exclusive OR operation

I The message concatenation operation

3.1 System Parameter Setup

In this phase, the TRA and KGC will generate the system parameters, such as a finite
field, an elliptic curve, public keys, etc.

— Given a security parameter 7, the TAs will generate two large primes p and g,
and will choose a non-singular elliptic curve E, which is defined by the equation
y? =x* +ax+b, where p >3, a,b € F), and (4a® + 27b*) mod p# 0.

— The TAs will choose a generator P of the additive group G with the order of g.
And it will also choose three secure hash functions which are H;: G x {0, 1}* x {0,
1y = Z;, H>: {0, 1} X G = Z, H3: {0, 1}* X {0, 1}' X G X G x {0, 1} — Z,.

— The TRA will randomly choose number 5 € Z; as its master private key for trace-
ability, and compute 7', = B - P as its public key.

— The KGC will randomly choose number @ € Z; as its master private key for partial
private key extraction, and compute P,,;, = « - P as its public key.

— Then, the public parameters are params={P, p,q, E,G, Hy, Hy, H3, Ppup, T pup}. Fi-
nally,each vehicle pre-loads the public parameters into its temper-proof device and
RSU stores params into its local storage.

3.2 Pseudo-Identity-Generation and Partial-Private-Key-Extraction

In this phase, vehicles register with the TRA and KGC to obtain its pseudo identity and
partial private key.

— The vehicle choose a random value k; € Z;, and calucate PID;;=k;P.Then the
vehicle sends its real identity RID; and PID;; to the TRA in a secure way.

— Once the TRA receives (RID;, PID; ) from the vehicle, it first check whether RID;
is valid or not. If RID; exist in its local database, then TRA computes PID;, =



RID;® H (8- PID; )IIT||T pu») and send the PID;, to the vehicle. Then, the pseudo
identity of the vehicle is PID;=(PID;,, PID;,, T;) where T; is the valid period of
the pseudo identity.

— A vehicle will use its pseudo identity PID; to communicate with other participants
in the VANET. Since only TRA know its master private key f3, it has the abil-
ity to reveal the real identity of a vehicle by cumputing RID; = PID;>» ® H;((§ -
PID; DIT|IT pup) in some situation. Then, the TRA will also send the pseudo iden-
tity PID; to KGC in a secure way.

— After the KGC receives the pseudo identity, it choose a random number d; € Z;
and compute Q;p,=d;P. Then it calculates the partial private key as psk;p, = d; +
Hy(PID{||Qip,) - @ (mod g).

— Then the KGC transmits (Q;p,, pskip,) to the vehicle via a secure channel. Finally
the vehicle obtains its pseudo identity PID; and partial private key psk;p,. And the
vehicle can check the validity of the partial private key using the public parameters
by verifying whether the equation psk;p, - P=Q;p, + H»(PID{||Q;p,) - P, holds or
not. If it holds, then the vehicle will store the pseudo identity (PID;) and partial
private key(psk;p,) in its temper-proof device for further use. Note that the value
Qip, should be public.

3.3 Vehicle-Key-Generation

In this phase, the vehicle choose a random number x;p, € Z;; as its secret key and
compute vpk;p, = xp, - P as its public key.

3.4 Offline-Sign

In order to maintain the message authentication and integrity, the traffic-related mes-
sage should be signed before transmitted. Since the computation power of the OBU is
limited, we propose to use online-offline signature technique, which allows the vehicles
to offline compute some part of the signature when OBU is idle or the traffic density
is not high, to enhance the efficiency of generating signatures. The offline signature is
generated as follows:

— V; randomly selects a number r; € Z;
— Vicomputes R; = r; - P
— V; stores the offline ¢; = (7;, R;) locally

Generating the offline signature does not require the message, thus a large set of these
offline signature pairs could be pre-generated and stored locally for future use.

3.5 Online-Sign

Firstly, it randomly picks a pseudo identity PID; from its storage and selects the latest
timestamp #;, which is used to prevent the replay message attacks. On input a traffic-
related message my;, it signs the message as the followings steps.

— V; obtains a fresh offline signature tuple ¢; = (r;, R;) from its storage.
— V; computes the full private key sk; = x;p, + pskip,



— Vi computes h3; = H3(myl|PID;||vpkip,|IRil%;).

— Vi computes s; = hs; - r; + sk; (modq)

— The output signature is o; = (R;, s;). Finally, the vehicle V; broadcasts {m;, PID;,
o, ti, vpkip,, Qip,} to nearby RSUs and vehicles for verification.

3.6 Individual-Verify

In this phase, RSUs or vehicles verify the validity of an individual received message.
Once it receives the message {m;, PID;, o, t;, vpkip,, Qip,} , it checks the validity of the
signature as follows.

— Firstly, the verifier will check the freshness of the timestamp #;. If it is not fresh,
then the verifier reject the message and stop the verifying process.

— Then, calculate hs; = H3(m;||PID;|lvpkip,|IRillt;) and hy; = Ha(PID||Qyp,)

— Then,check whether the equation s; - P = h3; - R; + vpkip, + Qip, + ha; - Py, holds or
not. If this equation holds, then the verifier acepts this message, otherwise reject.

Proof of Correctness: Since h3; = H3(m;||PID;|lvpkip,|IRillt), hai = Ho(PID;||Q1p,),
Sk,' = Xip, + pSkIDis ri- P= R,’, XIp; * P = VkaDp and pSkIDi -P= QIDi + hz,‘ . Ppub, if the
signature is generated correctly, then the following equation will hold
si~P:h3i-r,--P+x10, 'P+pSk1D,. -P
=hs; - R; + vpkip, + Oip, + hoi - Ppup

3.7 Aggregate

In some scenarios where the density of transmitted messages is very high, RSUs need to
aid the communication by aggregating a collection of certificateless signatures into one.
Signature aggregation is the process that on receiving a set of messages {m;, PID;, 0, t;,
vpkip,, Orp,} from n vehicles {V;, V, ..., V,,}, where i = 1,2,3, ...n, the RSU aggregate
the signature by calculating S = 7, s;. Then RSUs output o = (R;, Rz, R3...R,, ) as
the aggregated signature.

3.8 Aggregate-Verify

This algorithm is assumed to be performed by RSUs or the application centers, such as
a traffic control center. Once receiving the aggregated signature o = (Ry, Ry, R3...R,;, S)
from a set of vehicles {Vi, V3, V3, ..., V,,}, with the corresponding parameters {m;, PID;,
ti, vpkip,, Orp,}, where i = 1,2, 3, ...n,the RSUs or application centers check the validity
of the aggregated signature by performing the following steps.

— Firstly, the verifier will check the freshness of the timestamp #;, fori = 1,2, 3, ...n.
If it is not fresh, then the verifier reject the message and stop the verifying process.

— Caculate ]’l3,' = H3(m,-||PID,-||vpk1DI.||R,-||t,<) and hz,‘ = HQ(PID,'”Q[D,.), fori = 1, 2, 3,

— Check whether the following equation holds or not: S - P=3" , (h3;-R)+ X7 Qip, +
2y vPkip, + (X hai) - Ppup,. If this equation holds, the verifier will accept the
aggregated signature.



Proof of Correctness:

Since we have hs; = H3(ml|PID;l|vpkip |IRi|l%;), hoi = Hy(PIDi||Qip,), ski = xip, +
pskip,, ri- P =R;, xip,- P = vpkip,, and pskip, - P = Qip, + hy; - P,.p, then we can check
the correctness as follows:

S'P=Z?:1Si'P

=Y (h3i - ri - P+ xip, - P+ pskip, - P)
=X (i - R+, Op, + Xy vpkip, + (i) hoi) - Ppup

3.9 Batch Verification

Sometimes, a participant in VANETs needs to verify multiple signatures in a single
instance instead of aggregating them. In this scenario, we need to use the batch verifica-
tion technique, which allows multiple signatures to be verified at a time. To ensure the
non-repudiation of signatures using batch verification, we use the small exponent test
technology [11]. On receiving multiple messages {m;, PID;, o, t;, vpkip,, Qip,} Where
i = 1,2,3,...n, the verifier checks the signature validity using public parameters. The
verification process is presented as follows.

— Firstly, the verifier will check the freshness of the timestamp ¢;, fori = 1,2, 3, ...n.
If it is not fresh, then the verifier reject the message and stop the verifying process.

— The verifier randomly choose a vector v={vy, v5, vs, ..., v,;},, Where v; is a small ran-
dom integer in [1,2'] and ¢ is a small integer that incurs very little computation
head.

— The verifier checks whether the following equation hols, if it holds, it accepts the
messages, otherwise rejects the messsages.
Oy siov)-P=X (hsi-Ri-vi) + X (pkpp, - vi) + 2 (Qip, - vi) + (X hi - vi) Ppus

Proof of Correctness: The process is similar to that in the aggregated verify. We have
hs; = H3(mi||PID;||[vpkip,||Rllt;), hoi = Hy(PIDi||Qip,), ski = xip, + pskip,, ri - P = R;,
XIp; * P= VkaDi» and pSkID‘. -P= Q[D,. + hy - Ppub' ‘We obtain that:

(i si-vi)- P

=21 ((hs; - ri + xip, + pskip,) - vi) - P

=2 (h3i-vi-ri - P+ 20 (vi- xip, - P) + 20, (vi - pskip, - P)

=20 (hai - Ri - v+ 21 (pskip, - vi)+ X7 ((Qip, + hai + Ppup) - vi)

=2 (s - Ri-vi) + XL wpkip, - vi) + 2 (Qip, - vi) + (Xiy Boi - vi) - Ppup

4 Security Proof

In this section, we give a formal security proof on the proposed certificateless signature
scheme. We use a similar approach in [7] to prove the security of the proposed signature
scheme. The detailed security proof is shown in the appendix.

S Discussion

In this section, we first present the security and privacy analysis with respect to the
identity privacy-preserving, message authentication, and integrity, traceability, unlink-
ability and resistance to various attacks. Then we will analyze the performance of the
proposed online/offline certificateless signature scheme and compare with some other
similar schemes.



5.1 Security Analysis

1. Identity Privacy Preserving: Each participant in VANET needs to register with the
TRA to obtain a pseudo identity, which is generated by the TRA using its master
private key . The only way for an adversary to reveal the real identity is to compute
RID; = PID;, & H((8 - PID; )I|T||T pup), which means that the adversary has to
know the master private key S to calculate 8 - PID; ;. However, it is infeasible for
the adversary to obtain 8 from T, = 8- P, as this contradicts the DL assumption.
Therefore, our scheme meets the requirement of identity privacy preserving.

2. Message Authentication and Integrity: Each transmitted message is signed by
a legitimate user before broadcasting in VANET. According to Theorem 1, and
Theorem 2, there is no polynomial-time adversary can forge a valid signature based
on the DL assumption. Hence the verifier can check the validity and integrity of the
signature, which guarantees that the message comes from a legitimate user and it is
not modified during transmission, by verifying the equation s;- P = h3;-R;+vpkip, +
Oip, + hai - Ppu,. Hence, the proposed scheme ensures the message authentication
and integrity.

3. Traceability: The pseudo identity is generated using the master private key of
the TRA. From the pseudo identity PID;=(PID;, PID;,,T;), where PID;=k;P,
PID;» = RID; ® H((B - PID; )|ITillT pus), the TRA can extract the real identity by
computing RID; = PID;» ® H,((8- PID; )||IT||T pus). Hence, the traceability is also
provided by our scheme.

4. Unlinkability: During the pseudo identity generation phase, the OBU choose a ran-
dom value k; € Z; to calculate PID;=k;P and PID;, = RID;®H((B-PID; )T\ T pus)
which compose the pseudo identity. As for the signature generation, a random value
ri € Z; is also selected by the vehicle and used to compute the signature. Due to
the randomness of k; and r;, it is infeasible for the adversary to link two anonymous
identities or signatures generated by the same vehicle. Hence, the requirement of
unlinkability is also guaranteed by our scheme.

5. Resistance to Various Attacks: In this part, we show that our scheme can resist
various attacks, including reply attack, modification attack, impersonation attack
and stolen verifier table attack.

— Reply Attack: The timestamp #; inside the message {m;, PID;, o, t;, vpkip,,
Oip,} is used to resist the reply attack. Before verifying the validity of the
signature, the verifier will check the freshness of the timestamp #;. If it is not
a fresh timestamp, the message will be rejected. Hence, the reply attack is
avoided in our scheme by using the timestamp.

— Message Modification Attact: Since each message is signed by the sender,
any modification of the message will lead to the result that equation s; - P =
hsi - R; + vpkip, + Qip, + ha; - Ppyp does not hold when the verifier checks
the validity of the signature. Then the modified message will be disregarded.
Hence, our scheme can resist modification attack.

— Impersonation Attack: In order to launch a successful impersonation attack,
the adversary should be able to output a message {m;, PID;, o, t;, vpkip,, Qip,}
that can pass the verification of the receiver. This means that the adversary
should be able to forge a valid signature. However, this is infeasible according



to the Theorem 1 and Theorem 2. Hence the impersonation attack is impossible
for our scheme.

— Stolen Verifier Table Attack: In our scheme, OBU and RSU does not main-
tain a verifier table for message authentication. Therefore, stolen verifier table
attack is also impossible for our scheme.

5.2 Performance Evaluation

We adopt a similar approach in [9] to analyze the performance. Below we define the
benchmark and security level for comparisons.

For bilinear pairing-based authentication schemes, we use a bilinear pairing e :
G XG; — G, with the security level of 80-bits, where G| is an additive group generated
by a point P with the order of g on the super singular elliptic curve E : y* = x3+x mod p
with the embedding group degree 2, p is a 512-bit prime number, g is a 160-bit Solinas
prime number and the equation p + 1 = 12gr holds. For ECC-based identity-based
authentication scheme, we achieve the security level of 80-bits by using an additive
group G generated by a point P with the order ¢ on a non-singular elliptic curve E,
which is defined by the equation y> = x> + ax + b, where p > 3, a,b € F,, p,q are
160-bit prime number, and (44> + 27b%) mod p# 0.

5.3 Computation Cost Analysis

We first define some notations about the execution time of the cryptographic operations.
The execution time is evaluated using the famous MIRACL cryptographic library. We
use the cryptographic operation time directly from [9] to evaluate the performance. Note
that some very light operations, such as addition operation in Z; and multiplication
operation in Z; are ignored, as the execution time is relatively small.

oT},: The operation time of a bilinear pairing operation &(P, Q), where P, Q € Gy,
4.2110 milliseconds;

o7}, The operation time of a scalar multiplication x - P related to a bilinear
pairing, where P € G, x € Z7, 1.7090 milliseconds;

oT},,_,: The operation time of a point addition P + Q related to a bilinear pairing,
where P, O € Gy, 0.0071 milliseconds;

oT..c—m: The operation time of a scalar multiplication x- P related to the ECC, where
PeGandxe Z;, 0.4420 milliseconds;

oT.cc—q: The operation time of a point addition P + Q related to the ECC, where
P, O € G, 0.0018 milliseconds;

oT'y: The execution time of a map-to-point hash function operation, 4.406 millisec-
onds;

oT),: The execution time of an ordinary one-way hash function operation, 0.0001
milliseconds.

We make comparisons with the recent authentication schemes in VANET [5, 10,
14,16,20,27]. The comparisons of computation cost of signing, verifying one message
and aggregated verify are given in Table 2 and Table 3. From Table 2 and Table 3, it
is obvious to see that schemes[10, 16,20, 27] with pairing operation and map-to-point
hash functions are much more computationally expensive than schemes based on ECC

10



Table 2: Computation cost comparisons of the proposed scheme with others

Schemes Sign(ms) Individual Verify(ms) Total(ms)

[20] 4Ty +2Tppa + T ~ 6.8503  3Tpp + 3Ty + Tppa + 2T ~ 17.7673 24,6176
[10] 2Tppm + Topa+ Tn ~ 34252 3Ty, + Typo + Topa + Ty + Ty ~ 18.7552 22.1804

[16] 3Ty ~ 5.127 3Ty, + 2Ty + 2Ty ~ 24.863 29.99
[27] 3Ty ~ 5.127 3Ty, + Tiy +2Tpp ~ 20457 25.584
[5] Toeem + Th + Toce_a ~ 0.4439 3T veeom + 2Tocea + 2T ~ 1.3298 1.7737
[14]  3Toueom + 3T + 2Toeea ~ 1.3299 2T vcem + Tocewa + T ~ 0.8859 22158
Our scheme Toeem + Tp ~ 0.4421 3T veem + 3Tocoa + 2T, ~ 13316 1.7737

Table 3: Computation cost comparisons of the proposed scheme with others

Schemes Aggregated Verify(ms)
[20] 3pr + 3}1pr_m + }’lpr_a +2nTy,
[10] 3T],1,, + nT;,p,m + npr,a +nTy +nTy
[16] 3Ty, + (n+ DTy + 2nTpp
[27] 3Ty +nTy + 20Ty
[5] n+ DT peem + 21T poe_q + 20T},
[14] 2T vecm + NT poe—y + 0T},

Our scheme  (n + 2)Toceem + 30T pee_y + 20T,

cryptographic primitives and simple one-way hash functions. Then, comparing to simi-
lar schemes [5, 14], which also does not require pairing and map-to-point hash function,
our scheme also has some advantages. Even through [5] almost has the same compu-
tation efficiency as our scheme, it is shown to be insecure under the existing security
model in [14]. Kamil et al. [14] proposed an improved scheme after its cryptanalysis of
Cui’s scheme [5]. Although, the individual verifying phase of our scheme is more ex-
pensive than that in [14], the signing cost of our scheme is much lower than that in [14].
And note that, the total cost of signing and verifying a single message is also small than
that in [14]. More importantly, our scheme supports online/offline sign, which means
that some cryptographic operations can be pre-computed and used directly when sign-
ing a message. Hence in our scheme, the signing cost could be lower and only be T}, as
the operation of the relatively expensive scalar multiplication corresponding to Tece—p
can be pre-computed and does not incur computation overhead.

In Fig.2, we further investigate the aggregated verification time with respect to the
number of signatures. Fig.1 indicates that the aggregated verification time with regards
to number of signatures of the schemes, which require bilinear pairings and map-to-
point hash functions, increases much faster than that of the schemes without pairings
or map-to-point hash functions. The aggregated verification time with regards to the
number of signatures of our scheme grows a little faster than that of [14]. However,
we argue that typically a RSU is assumed to have much more computation power than
the OBU. Hence, in many scenarios, the need to enhance the signing efficiency is more
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significant than the need to improve the aggregated verfication efficiency, which means
that the advantage of an efficient sign phase outweight the advantage of an efficient
aggregated verification phase. Therefore, our scheme has a slight edge comparing to
the scheme [14] in the sense that the signing efficiency is higher than that in [14].

6 Conclusions

In this paper, we propose an efficient conditional privacy-preserving authentication
scheme using online/offline certificateless aggregate signature to address the security
and privacy issues of VANETSs. Our proposed scheme is proven to be secure with a
rigorous security proof, and it satisfies all the security and privacy requirements of
VANET. The online/offline signature allows some computational expensive operations
to be pre-computed offline, thus reducing the computation overhead when signing a
message online. Moreover, the proposed scheme does not require the computational
expensive bilinear pairing operation and map-to-point hash function, and it supports sig-
nature aggregation and batch verification, which are very useful for VANETS scenario.
As a result of using these techniques, the proposed scheme has a better computation
efficiency compared with many other related schemes.
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A Security Proof

Typically, for a certificateless signature scheme, we define two types of security, namely
Type-I security and Type-II security, which cooresponds to two types of adversaries A,
and ﬂg.

— Type-I Adversary: A; can launch a public key replacement attack by replacing the
public key of any vehicle with a value of its choice. A; does not know the master
secret key or the partial private key.

— Type-1I Adversary: A, acts as a malicious-but-passive KGC, which knows the
master key and the partial private key, but cannot replace any user’s public key.

Theorem 1. The proposed scheme is (&,t, q., qs,qn)- Secure against the adversary A,
in the random oracle model, assuming that DL assumption hold in G, where q., qp,
qs are the numbers of Create,Hash and Sign queries that the adversary is allowed to
make.

Proof. Assume there is a probabilistic polynomial-time forger A;, we construct
an algorithm ¥ that make use of A; to solve the discrete logarithm problem(DLP).
Suppose ¥ is given the DLP instance (P, Q) to compute x € Z; such that Q = xP.
¥ chooses a random identity /D* as the challenged ID and answers the oracle queries
from A; as follows:

- Setup(/D) query: ¥ sets P,,;, = Q and sends the parameters {P, p,q, E, G, H», H3,
Ppub} to ﬂl .

— Create(/D) query: ¥ maintains a hash list L. of tuple (ID, Q;p, vpkip, pskip, Xip,
hy). When A; makes a query on ID, if ID is in L., ¥ responds with (ID, Qp,
vpkip, pskip, Xip, hy). Otherwise, ¥ will simulate the oracle as follows. It randomly
selects three value a,b,c € Z;, and sets Q;p = a- Ppy +b - P, vpkip = ¢ - P,
pskip = b,x;p = ¢, hy = Hy(ID||Qp) < —a(modq). Then it responds with (ID,
Oip,vpkip, pskip, Xip, hp), and inserts (ID, Qp, hy) to Ly,. Note that the equation
pskip - P = Qip + hy - Py, holds, which means that the partial secret key is valid.

— H, query:When adversary makes a H, query with (ID, Q;p), if ID is already in the
hash list Ly,, ¥ just returns the corresponding /. Otherwise, # runs Create(/D) to
get hy, and send &, to A .
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— Partial-Private-Key-Extract(/D) query: If /D = ID*, ¥ stops the simulation.
Otherwise, ¥ checks the hash list L., if ID in the list, then ¥ response with psk;p.
If IDisnotin L., ¥ queries Create(ID) to get the psk;p, and sends it to A;.

— Public-Key(/D) query: On receiving the query on ID, if ID is already in L., ¥
response with pk;p=(Q;p, vpkp). Otherwise, ¥ queries Create(I/D) to get the (Q;p,
vpkrp), and sends it to Aj.

— Public-Key-Replacement(/D, pk}D) query: ¥ maintains a hash list Lg of tuple
(ID d;, Qip, Xip, vpk,D) When A queries with (ID pk}D) where Q}D —d' P vpk’m
xID P and kaD —(QID,vkaD) F sets Qip = QID, vkaD = vpk,D, pskID =1, and
Xip = x,D Then ¥ updates the list Lg to be (ID, d,, Q,D, vkaD, x,D)

— H; query: ¥ maintains a hash list Ly, of tuple (m, ID, R, vpkip, t, h3). If the queries
ID is in this list, ¥ just responds with /3. Otherwise it chooses a random /3, sets
h3 = H3(m||IDI||lvpk;plIR||f), add it into Ly, and responds with A3.

— Sign(I/D, m) query: When A; makes a sign query on (ID, m), if ID is in Lg, ¥ gen-
erates random numbers a, b, ¢ € Z;, sets s = a, R = P, h3 = H3(m||I D|lvpkipl|RI||t) —
(a — b — c)mod(q), inserts (m, ID, R, vpk;p,t, h3) into Ly,. The output signature is
(R, s). If ID is not in Lg, F acts like the description of the scheme.

Finally, A; outputs a forged signature o=(R, sy1;) on (/D, m), which satisfies the ver-

ification process of the verifier. If ID # ID*,F fails and aborts. From the forking

lemma in [21], ¥ rewinds A; to the point where it queries H3, and use a different

value. A; will output another valid signatures (R, s(»)) with the same R.Then we have:
sy - P=hs, - R +vpkip+ Qip+ hy - Ppyp, where i = 1,2

From these two linear equations, we can derive the value r by h;SZ:ZL . Another
120

rewind on H, will allow computation on x.

Probability Analysis:The simulation of Create(/D) oracle fails when the random
oracle assignment H,(ID||Q;p) causes inconsistency, which happens with the proba-
bility at most g;,/q. The probability of successful simulation of g, times is at least (1-
(gn/ ) z1-(qnq./q). Also, the simulation is successful g, times with the probability
at least (1-(qn/ q))q"gl-(qi/ q). And ID = ID* with the probability 1/q.. Therefore, the
overall successful simulation probability is (1-g;q. /q)(l-(qi l)(1/qc)e.

The time complexity of the algorithm ¥ is dominated by the exponentiations per-
formed in the Create and Sign queries, which is equal to # + O(g. + ¢s)S, where S is the
time of a scalar multiplication operation.

Theorem 2. The proposed scheme is (&,t,q., qs, qn)- Secure against the adversary A,
in the random oracle model, assuming that DL assumption hold in G, where q.,qp,
qs are the numbers of Create,Hash and Sign queries that the adversary is allowed to
make.

Proof. Assume there is a probabilistic polynomial-time forger A,, we construct
an algorithm ¥ that make use of A, to solve the discrete logarithm problem(DLP).
Suppose ¥ is given the DLP instance (P, Q) to compute y € Z; such that Q = yP.
¥ chooses a random identity /D* as the challenged ID and answers the oracle queries
from A, as follows:

— Setup(/D) query: ¥ sets P, = x - P,x € Z; and sends the parameters {P, p, g, E,
G’ H2’ H3’ Ppub} to ﬂZ'
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— Create(/D) query: ¥ maintains a hash list L. of tuple (ID, Qp, vpkip, pskip, Xip,
hy). When A; makes a query on ID, if ID is in L., ¥ responds with (ID, Qp,
vpkip, pskip, xip, hp). If ID = ID*, F choose a,b € Z; randomly, sets Q;p = aP,
vpkip = Q,hy = Hy(ID||Qjp) < b, pskip = a+x-hy, x;p =L. If ID # ID*, ¥ select
three random number a, b, ¢, and sets Q;p = aP,vpk;p = bP,h, = H,(ID||Qip) «
¢, pskip = a + x - hp, x;p = b. Finally, ¥ response the query with ID, Q;p, vpk;p,
pskm, XID, h2 and add ID, Q]D, /’12 into the hash list LH2

— H, query:When adversary makes a H, query with (ID, Q;p), if ID is already in the
hash list Ly,, # just returns the corresponding /. Otherwise, F runs Create(/D) to
get hy, and send h, to A;.

— Partial-Private-Key-Extract(/D) query: On receiving the query on ID, ¥ checks
the hash list L, if ID in the list, then ¥ response with psk;p. If ID is notin L., ¥
queries Create(ID) to get the psk;p, and sends it to A;.

— Public-Key(/D) query: On receiving the query on /D, if ID is already in L., 7
response with pk;p=(Qjp, vpkip). Otherwise,  queries Create(/D) to get the (Q;p,
vpkip), and sends it to Aj.

— Secrety-Key-Extract(/D) query: If /D = ID*,¥ aborts the simulation. Other-
wise, if ID is already in L., ¥ response with x;p.If ID is not alreary in L., ¥ runs
Create(ID) to get ID, Qip, vpkip, pSkip, Xip, ha, and sends x;pto the adversary.

— H; query: ¥ maintains a hash list Ly, of tuple (m, ID, R, vpk;p, t, h3). If the quries
ID is in this list, ¥ just responds with s3. Otherwise it chooses a random #3, sets
hs = H3;(m||IDI||lvpk;plIR||t), add it into Ly, and responds with A3.

— Sign(ID, m) query: If ID # ID*, F acts like the description of the scheme.Otherwise,
F generates random numbers a, b, f € Z7, sets s = a, hs = Hz(m||ID|[vpkp||R||¢) <
SR =h3 L. (bP,u» — Q), and response eith the signature as (R, s). This signature is
valid as the euqation s - P = h3 - R+ Qyp + vpkip + hy - Ppyp holds.

Finally, A, outputs a forged signature o=(R, s(1;) on (D, m), which satisfies the veri-
fication process of the verifier. From the forking lemma in [21], ¥ rewinds A, to the
point where it queries H3, and use a different value. A, will output another valid signa-
ture (R, s(2)) with the same R.Then we have:
Stiy P=h3m -R +Vpk[D+ Q1D+ /’l2 . Ppubv where i = 1, 2
S[i}:h3m s r+y+ di+ hyx,i=1,2

Only y, r are unknown. Hence, from these two linear equations, we can derive the
two unknown value r, y, and output y as the solution of the DL problem.

Probability Analysis:The simulation of Create(/D) oracle fails when the random
oracle assignment H,(ID||Q;p) causes inconsistency, which happens with the proba-
bility at most g;,/q. The probability of successful simulation of g, times is at least (1-
(gn/@)¥z1-(gnq./q)- Also, the simulation is successful g;, times with the probability
at least (1-(gy, /q))‘f’*gl—(qfl /q). And ID = ID* with the probability 1/g.. Therefore, the
overall successful simulation probabiloity is (1-g,q. /q)(l—(qi l)(1/qc)e.

The time complexity of the algorithm ¥ is dominated by the exponentiations per-
formed in the Create and Sign queries, which is equal to # + O(g. + gs)S, where S is the
time of a scalar multiplication operation.
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