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ABSTRACT 

This paper proposes a black box extraction attack model on pre-trained image classifiers to rebuild a functionally 

equivalent model with high similarity. Common model extraction attacks use a large number of training samples to feed 

the target classifier which is time-consuming with redundancy. The attack results have a high dependency on the selected 

training samples and the target model. The extracted model may only get part of crucial features because of inappropriate 

sample selection. To eliminate these uncertainties, we proposed the VAE-kdtree attack model which eliminates the high 

dependency between selected training samples and the target model. It can not only save redundant computation, but also 

extract critical boundaries more accurately in image classification. This VAE-kdtree model has shown to achieve around 

90% similarity on MNIST and around 80% similarity on MNIST-Fashion with a target Convolutional Network Model and 

a target Support Vector Machine Model. The performance of this VAE-kdtree model could be further improved by 

adopting higher dimension space of the kdtree. 
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1. INTRODUCTION

Model extraction is one of the adversarial machine learning attacks that aims to extract meaningful information from 

models including training data, machine learning algorithms, hyperparameters which violate its privacy. Exploratory 

attacks [1] are launched using a large number of samples to feed the target classifier which could obtain the corresponding 

labels and rebuild a functional equivalent classifier. The major limitation of extraction attacks is the requirement of a large 

number of appropriately selected samples that makes this extraction attack difficult to be implemented in practice. 

Meanwhile, this data-driven attack is accompanied by a high degree of uncertainty. The limited samples may only cover 

part of decision boundaries in the target classifier with high redundancy. Even with unlimited samples, the result of an 

extraction attack is still unknown without training and validation datasets which are unavailable for the adversaries and 

the extraction result can only be inferred through continuous testing. To mitigate the impact of limited real training samples, 

adversarial attacks with GAN-based data augmentation [2] and Jacobian-based data augmentation [3] used synthetic samples 

to improve the performance. However, randomly generated samples can only extract partial features used in the target 

classifier, which results in a classifier that behaves differently from the target classifier. 

2. METHODOLOGY

2.1 Variational Autoencoder [4] and kdtree [5] 

Variational Autoencoder [4] is a self-supervised image generative model that contains an encoder, latent space, and a 

decoder. Encoder maps high-dimension data into latent distributions persevering features to the utmost extent which 

severed as a feature extractor. The decoder reconstructs input images from latent space.  
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As a data augmentation method, VAE [4] generates a large number of synthetic samples which solves the problem of 

insufficient samples in data-driven attacks. Unlike Generative Adversarial Networks [6] using random noise to generate 

simulated images, VAE [4] uses Gaussian Mixture Models to fit k-dimension latent space. By adjusting the parameters of 

different dimensions in the latent variable, we can get the transition pictures between different classes, and test the critical 

boundary of the target classifier in the extract attack. VAE [4] not only greatly reduces the data dimension in kdtree, but 

also reduces the memory occupied. And in the process of reducing the dimension, it separates high-dimensional dependent 

data, making it easier to test critical boundary. 

kdtree [5], a k-dimensional binary tree, is a data structure to manage high-dimensional data. kdtree [5] takes advantage of the 

characteristics of binary search tree and divides the data of points in a certain dimension at different levels, which greatly 

reduces the time complexity of KNN [7] search used in the VAE-kdtree prediction and classification process. 

2.2 VAE-kdtree Model 

Our VAE-kdtree Model comprises a VAE [4] encoder and a kdtree [5]. Our VAE-kdtree model compresses a testing image 

into a k-dimension vector using the VAE [4] encoder and calculates its KNN [7] label as the classification result. 

2.3 VAE-kdtree Model Extraction Process 

A VAE [4] model is trained using testing images served as a reversible dimension reducing model that could link images 

with k-dimension vectors before the attack and a data augmentation method to generate synthetic samples. Considering 

the value of the mean vector and standard deviation vector of the VAE [4] model after training, a set of low dimension 

vectors are selected and fed into the decoder to generate corresponding images. Compared to using a large number of 

random images to test the response of the target classifier, the VAE-kdtree model selects generated images which located 

close to the decision boundaries based on the target classifier feedback. Both k-dimension vectors and feedback labels 

from the target classifier are stored in kdtree [5]. The vectors that located on decision boundaries would be further queried 

to improve the performance of the adversarial functional equivalent classifier. 

Figure 2: VAE-kdtree Model 

Figure 3: VAE-kdtree Model Extraction Process 

Figure 1: Variational Autoencoder [4] 



 

 
 

 

3. EXPERIMENTAL RESULTS 

3.1 Target Classifiers Preparation 

VAE-kdtree is a general black-box extraction attack method. To eliminate the influence of classifier type and dataset on 

the results, this experiment uses both deep learning classifier and machine learning classifier on MNIST and MNIST-

Fashion dataset. A CNN and an SVM classifier have been trained on MNIST and MNIST-fashion dataset as the target 

classifier respectively.  

3.2 VAE-kdtree Model Attack 

VAE [4] models adopting different compressed dimensions are trained for the data augmentation and dimension reduction 

as the first stage of VAE-kdtree attack. Using the VAE [4] model, we performed a reversible dimension reduction, 

compressing the 28*28*1 picture to d (d=2,3,4), which extracts the main feature from the high-dimensional dependent 

images. In the low dimension space, we can calculate the distance and correlation between different images, and use limited 

queries and results to find critical images located on decision boundaries to approach the target classifier step by step.  

4. DISCUSSION 

As shown in Table 1, VAE-kdtree achieves around 90% similarity on both CNN and SVM target classifier on MNIST and 

around 80% similarity on MNIST-Fashion. As a black box extraction attack, it achieves similar performance when 

adopting different target classifiers on the same dataset. The complexity of the dataset itself has a great impact on the 

VAE-kdtree model. Besides the complexity of the dataset, the d parameter of VAE-kdtree model would also influence the 

performance of the extraction attack. As the dimension of latent space increases, the extraction result of the VAE-kdtree 

model is better. High dimension vectors retain more image information and details, and the original images can be better 

restored which helps improve the performance of VAE-kdtree model.  

While there is still a gap between the extracted substitution and the target model. Two main factors may limit the 

performance of extraction in the VAE-kdtree model. Firstly, as a reversible dimension reduction method, the encoding and 

decoding process of VAE have losses which would make a difference between the target classifier and substitution model. 

In the VAE-kdtree Model extraction process, the decoder is used to generate the corresponding images according to the 

specific low dimension vectors. For the classification, the encoder compresses the images and output the KNN [7] labels of 

the low dimension vectors. In actual experiments, both compression and decompression have losses. The original images 

and the image after VAE is slightly different. The loss makes the low dimension vectors stored in kdtree [5] and generated 

 CNN_MNIST SVM_MNIST CNN_FASHION SVM_FASHION 

D=2 79.93% 81.54% 72.96% 77.34% 

D=3 85.78% 87.89% 75.19% 79.32% 

D=4 89.3% 90.16% 75.74% 79.15% 

Table 1: The similarity between VAE-kdtree model and target classifier adopting different dimension latent spaces 

Figure 4: VAE-kdtree Point Map of CNN target classifier when d=2 on MNIST dataset 



 

 
 

 

images could not perfectly match which limits the performance of the VAE-kdtree model. Secondly, when VAE [4] faces 

a more complex database, the generated images blur the critical details in the target classifier and limit the extraction 

performance of the VAE-kdtree model. 
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