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1 Introduction 

Compared with the primary task regarding the use of mobile technologies, security is a 
secondary priority (Karat et al., 2005). However, security is a critical issue in the adoption 
and development of mobile payments (de Kerviler et al., 2016; Johnson et al., 2018; 
Oliveira et al., 2016; Zhang et al., 2019). Even though mobile payments have been 
considered to be a securer way of processing payments compared to traditional 
payment methods (Huh et al., 2017; Johnson et al., 2018), many users still require better 
security designs in mobile payment transactions (Beutin and Schadbach, 2017; Huh et 
al., 2017; Shao et al., 2019; Zhang and Luximon, 2020). For instance, 55% of German 
respondents claimed that security and data protection is the primary concern for 
mobile payment adoption in 2017 (Beutin and Schadbach, 2017); more than 50% of 
interviewees thought that security and privacy problems were the number one reason 
for not adopting Apple Pay in the United States (Huh et al., 2017); specifically, 77.8% of 
users asked for improved security features, such as better feedback warnings (79.2%), 
authentication processes (52.3%), and account management capabilities (38.7%), in 
mobile payment services, according to the survey result provided by the Payment and 
Clearing Association of China (PCAC, 2019). Security design should support users with 
appropriate functions and information to access the system securely (Yee, 2003). 
Currently, people can manage the security of their mobile transactions using a variety of 
settings and with the help of system information. However, mobile payments can be 
applied in various situations, which require different levels of security protections (Ion et 
al., 2010). Even though designers and practitioners allow various security functions in 
terms of these services, it can be a burden managing them according to different 
payment situations. Users may apply the undesired security functions during such 
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transactions, and then complain about security design which not match with the 
payment tasks in use contexts (Shao et al., 2019; Zhang and Luximon, 2020). 

     Scholars have applied use contexts to refer to any situational information related 
to interactions (Dey, 2001; Liang et al., 2013) and the critical role of use context in 
mobile payments has been recognized by many researchers (Khalilzadeh et al., 2017; 
Kim et al., 2010; Mallat, 2007; Mallat et al., 2009; Zhang and Luximon, 2020). It is 
reasonable to consider the effect of use contexts since mobile services are ubiquitous 
(Botha et al., 2009). In mobile technologies research, studies have suggested contextual 
factors that describe the use context of mobile technologies, such as task, personal, 
social, spatial, temporal, infrastructural, device, service, and access network (Korhonen 
et al., 2010; Wigelius and Väätäjä, 2009). Among them, social context, which highlights 
relationships and interactions between payers and payees (Lu and Yang, 2014), could 
play a critical role in security design of mobile payments. This is because mobile 
payment services are considered to be technically sound in security (Johnson et al., 
2018), users’ preferences for security design could lie in who they interact with and how 
they interact with those people. So far, there is insufficient knowledge about the fit 
between security design and payment tasks in different social contexts. 

The task-technology fit (TTF) theory explains the influences of fit on technology 
use, and indicates that service providers should design functionality that matches with 
users’ requirements of performing tasks in the situated context (Tam and Oliveira, 2015; 
Gebauer et al., 2010; Goodhue and Thompson, 1995). Specifically, the “fit” not only 
refers to the good match between situated task and users’ preferences for functionality, 
but also indicates a positive perception and attitude toward the technology (Tam and 
Oliveira, 2015; Chang, 2010).  

With the above rationale, there is a gap in understanding the fit between 
security design and social context in mobile payments. We attempt to close this gap by 
investigating users’ preferences for security design according to social contexts and 
perceptions of security and usability contextually, and to, therefore, provide implications 
for security design, which could help assign security design based on social contexts. 
We seek to close the research gap by addressing the following research question: how 
do social contexts influence users’ preferences and perceptions for security design in 
mobile payments?  

This study focuses on two types of security design: security settings (e.g. 
authentication settings, payment settings, privacy settings) and feedback design (e.g. 
providing feedback on status information, identify information, and risk information) in 
mobile payments. Therefore, the research question can be divided into three sub-
questions: 

Sub-RQ1: What are the preferences regarding security settings in different 
social contexts? 



Sub-RQ2: Does feedback design influence the preferences regarding security 
settings in different social contexts? 

Sub-RQ3: How should security settings and feedback design be assigned in 
different social contexts according to perceptions of security and usability? 

To address these research questions, we executed a full factorial design 
experiment to control the conditions of feedback design and social contexts when using 
mobile payment services and to explain the variances in behaviors in relation to security 
settings and perceptions of security and usability in different conditions. Following a 
design science research approach, we created prototypes and payment scenarios to 
achieve our research goal of understanding the fit between security design and social 
contexts. To be specific, we developed customizable interfaces to investigate security 
setting preferences by observing behaviors in relation to security settings and 
manipulated feedback design in these customizable interfaces to measure how 
feedback information affects security setting preferences and perceptions of security 
and usability according to various social contexts. Our findings provide insights into the 
fit between security design and social contexts and discuss the fit by considering users’ 
preferences and the perceptions of security and usability. 

2 Literature Review 

2.1 Theoretical Background 

Task-technology fit (TTF) theory has been widely used to explain how the fit between 
task characteristics (e.g. the complexity of the task; routine or non-routine tasks), 
technology (e.g. functions or tools provided by the system), and individual 
characteristics (e.g. ability, demographic features) affects performance and utilization 
(Goodhue and Thompson, 1995; Kim et al., 2010; Zigurs and Buckland, 1998). In recent 
years, researchers have applied TTF to explain users’ performance in terms of mobile 
technology use, such as mobile banking (Yuan et al., 2016; Zhou et al., 2010), mobile 
commerce (Kim et al., 2015; Liang et al., 2013), and mobile locatable information 
systems (Junglas et al., 2008). However, the ubiquitous nature of mobile technologies 
also suggests the necessity of considering the influences of use context in TTF (Gebauer 
et al., 2010) as mobile interactions can be influenced by changing situations. Use 
context involves personal and environmental situations that are related to interactions 
(Kim et al., 2015). Mobile technologies can fit with a task in one circumstance but be 
unsuitable for another situation. Researchers have applied TTF to explain situational 
needs and fits by employing use context and its contextual factors. For example, 
Junglas, Abraham, and Watson (2008) used TTF to explain task performance in mobile 
locatable information systems. Gebauer, Shaw, and Gribbins (2010) included three 
factors of use context (distraction, connectivity, and mobility) to understand the fit 
between technology and use context in a mobile information system; Kim et al. (2015) 
studied the fit between use context and mobile services by studying the contextual 



factors of time saving and mobility. However, use context is complex as its contextual 
factors highly depend on relevant services and specific needs in terms of technologies 
(Dey, 2001; Jarvenpaa and Lang, 2005).  

On the other hand, research has applied TTF to predict technology adoption 
and continuous adoption use in mobile technologies, with a combination of the 
technology acceptance model (TAM), the theory of planned behavior, and the unified 
theory of acceptance and usage of technology (Gebauer et al., 2010; Kim et al., 2010; 
Liang et al., 2013; Zhou et al., 2010). The rationale behind integrating adoption theory 
with TTF is that technology adoption not only depends on users’ perceptions and 
attitudes, but also on a match between tasks and technologies (Zhou et al., 2010). The 
“fit” between task and technology can influence users’ perceptions (i.e. perceived ease 
of use, perceived usefulness) toward mobile technologies (Kim et al., 2015; Kim et al., 
2010; Mathieson and Keil, 1998). To be specific, the TAM emphasizes the importance of 
users’ appraisal of the perceived ease of use and perceived usefulness (Davis, 1989). 
Although the relationship between perceived usefulness and usability is still under 
debated, the perceived ease of use is confirmed to be strongly related to perceived 
usability (Lah et al., 2020; Lewis et al., 2015). Additionally, research has indicated that 
perceived security, which refers to the subjective beliefs concerning the information 
security in transition, is an extended construct in the TAM (Hartono et al., 2014; 
Salisbury et al., 2001). Therefore, it provides justification for understanding the fit 
through discussing perceptions of security and usability by applying the construct 
derived from the TAM. 

2.2 The Social Context and Its Contextual Factors 

The widespread adoption of contextual mobile technologies has increased the interest 
in studying the use context. In general, research in the human-computer interaction 
(HCI) field has described the use context as “any information that can be used to 
characterize the situation of an entity”, such as “a person, place, or object that relevant 
to the interaction between a user and an application, including the user and the 
application themselves” (Dey, 2001, p.5). Similarly, other researchers also defined the 
use context as factors in relation to personal and environmental conditions that 
influence the use of mobile technologies (Kim et al., 2015; Lee et al., 2005). In this study, 
we define the use context as a set of personal and environmental conditions that can 
affect interactions in terms of using mobile payment services. Based on this definition, 
the use context can be categorized into two types: the personal context and the 
environmental context (Lee et al., 2005). To be specific, the personal context refers to 
the emotional or physical states of an individual (Lee et al., 2005). Regarding the 
environmental context, it reflects the external conditions of a user, such as the physical 
and social context (Lee et al., 2005). Various factors from the personal context (i.e. 
mobility, time saving), physical context (i.e. distraction, connectivity, location), and social 
context (strong/weak ties of the people in the interaction) that influence task fit have 
been identified (Gebauer et al., 2010; Kim et al., 2015; Lu and Yang, 2014).  



Although various use contexts exist with regard to mobile technologies, the 
social context has been highlighted as a vital context that influences security behaviors 
and perceptions of security and usability (Coursaris and Kim, 2011; Dourish, 2004; 
Dourish and Anderson, 2006). So far, there is insufficient knowledge about the influence 
of the social context on perceptions of security and usability in mobile transactions. The 
social context refers to the environmental factors that influence users during an 
interaction (Cavdar et al., 2020; Lee et al., 2005), and these specific factors depend on 
the research field. For example, Lu and Yang (2014) used strong/weak ties and 
interactions to characterize the social context in social network services, and Lee et al. 
(2005) utilized interaction and privacy to study the social context in mobile Internet. 
Mobile payment services provide users with opportunities to settle payments with 
various kinds of payees in interpersonal or impersonal situations. As the technologies 
are considered to be technically sound (Johnson et al., 2018), the risk perception could 
lie in the relationships and interactions between payers and payees. Therefore, the 
social context in mobile payment transactions should emphasize the social relationships 
between users and payees and the ways in which users reach payees during 
interactions.  

To describe the social context, this study applies trust to represent the social 
relationships between users and payees in the interactions. Although other factors, such 
as power dynamics, reputation, frequency of social interactions (Kabanda, 2011; Sutcliffe 
et al., 2015; Shao, et al., 2019), could influence social relationships, being able to trust 
others is fundamental in social exchange relationships among nonkin (Sutcliffe et al., 
2015). Trust between payers and payees is an interpersonal relationship that can be 
broken or repaired through some payees’ reactions to security incidents (Choi and 
Nazareth, 2014). Trust and security are highly relevant in mobile payments (Khalilzadeh 
et al., 2017; Mallat, 2007). Therefore, this study focuses on the influence of trust on the 
relationships between payers and payees. A certain level of trustworthiness indicates a 
willingness to rely on payees, as well as a degree of vulnerability, in payment situations 
(Gefen and Straub, 2004). Therefore, this study defined trust as a dimension in the social 
context of mobile payment services and as the extent of the user’s trust in the payees in 
mobile payment transactions. 

On the other hand, mobile payments involve both offline and online payment 
scenarios, meaning that payment transactions are settled in both interpersonal and 
impersonal situations. Therefore, social presence could be a contextual factor of the 
social context that describes how users reach payees. Social presence refers to “the 
degree of salience of the other in a mediated communication and the consequent 
salience of their interpersonal interactions” (Short, Williams, & Christie, 1976, p.65). It 
has been used to measure the “inherent quality of a communication medium” (Lu et al., 
2016, p.226). A high level of social presence is found in direct human contact, such as 
face-to-face communication and interactions, while a low level of social presence is 
found in indirect human contact, such as online communication and e-commerce 
(Gefen and Straub, 2004). In terms of mobile payment services, a high social presence 



can be found in a face-to-face mobile transaction or direct human-contact mobile 
transaction, and a low social presence can be found in an online mobile transaction or 
indirect human-contact mobile transaction. Therefore, this study applied social 
presence to describe the attributes of interactions with other people in terms of physical 
closeness during payment interactions.  

In summary, this study applied trust and social presence to characterize the 
social context in mobile payment transactions. To our knowledge, little research has 
discussed the fit between security design and social contexts or investigated the effects 
of the social context on behaviors and perceptions of security and usability in mobile 
transactions. This study attempted to understand how to provide a security design 
based on social contexts. 

2. 3 Existing Security Design Functions in Mobile Payment Transactions 

Security design can refer to the appropriate functions and information that help users 
to access the system and perform the task securely (Yee, 2003). In mobile payment 
applications, users can manage their account security through receiving feedback 
information and customizing various security settings, such as authentication settings, 
payment settings, privacy settings, and account management settings (Li and Yeh, 2010; 
Shao et al., 2019; Tossell et al., 2012; Zhang et al., 2019; Zhang and Yan, 2020). 
Therefore, this study focuses on two types of security design: security settings and 
feedback design.  

Security settings refer to the settings (e.g. authentication settings, payment 
settings, and privacy settings) related to security functions that are provided by the 
interface. Users require various security settings in mobile payment services. For 
example, the design of authentication settings has been widely discussed in formation 
security (Gunson et al., 2011; Still et al., 2017; Zimmermann and Gerber, 2017). Still et al. 
(2017) developed six principles for designing usable authentication methods. Gunson et 
al. (2011) examined the effects of single-factor and two-factor authentication methods 
on the perception of security and usability. The results indicated that two-factor 
authentication is perceived as being more secure, but it is less usable and convenient. 
Besides, privacy settings, which help to manage and protect personal information 
(Lankton et al., 2017), are vital to information security and are regarded as one aspect 
of security settings in this study (Karat et al., 2005; Lewis et al., 2008). Some studies on 
contextual preferences for privacy settings were found. For example, research has 
mentioned that privacy settings should be based on the characteristics of the audience 
in the social network (Watson et al., 2015); other research has found that users’ 
willingness with regard to information disclosure for online behavioral advertising is 
affected by various online activities (Wang et al., 2016). 

Providing feedback design is one way to help users understand the system’s 
security status (Johnston et al., 2003). Feedback design can refer to “any form of 



communication from a system toward the user” (Muñoz-Arteaga et al., 2009). 
Communication is not only important for security design in information systems, but it 
is also a critical element in interface design for improving security perceptions in e-
commerce (Kamoun and Halaweh, 2012). In the mobile payment services provided by 
Alipay and WeChat Pay, the feedback design conveys to users the payment status using 
three kinds of information: status information, identity information, and risk information. 
The status information informs users about system and payment statuses, such as the 
progress of the payments and the network situation of the application; identity 
information provides information about the identity of the payees, such as names, 
images, or account numbers; and risk information warns users of any security risks that 
appear in the payment transactions, such as those concerning privacy leakages and 
disreputable payee accounts.  

In general, previous research on security design has mainly focused on 
improving usability problems in security and developing usable interface design 
features for desktop computer security rather than for mobile technologies (Göktürk 
and Şişaneci, 2014; Johnston et al., 2003; Nurse et al., 2011). Although some research 
has suggested that the goals of usability and security are conflicting (Dhillon et al., 
2016; Gunson et al., 2011), other researchers have claimed that the gap between 
usability and security can be bridged by creating design functions based on an 
understanding of users’ mental models (Mohamed et al., 2017). It allows justification for 
investigating users’ perceptions of security and usability in security design. On the other 
hand, the ubiquitous nature of mobile technologies requires knowledge about the fit 
between security design and use context, which has not been investigated sufficiently in 
previous research. It can be deduced that users have various preferences for security 
settings and feedback design according to the social context. For example, users have a 
high demand for security settings when they settle payments with an unknown payee, 
and users prefer having feedback information when the payees are absent in order to 
keep track of the payment status. The limited research investigating the fit between 
security design in use context and discussing this fit by understanding the perception of 
security and usability suggests the necessity of conducting more work in this area.  

2.4 The Development of Research Process and Hypotheses 

Given the theoretical background on TTF and the TAM and the related work on the 
social context and security design, we can deduce that security design should be 
considered in relation to the use context and that the social context is vital to the fit of 
security design in terms of mobile transactions. Besides, many studies implied the 
important role of the social context in perceptions of security and usability (Coursaris 
and Kim, 2011; Dourish et al., 2004; Dourish and Anderson, 2006). So far, few efforts 
have been made to investigate the fit between security design and the social context, 
and to discuss the influence of security design and the social context on behaviors and 
perceptions of security and usability. 



Therefore, with the aim of providing design implications for security design 
according to social contexts, this study attempted to use TTF and the TAM as a 
theoretical basis to examine the fit between security design and the social context, and 
to investigate behaviors and perceptions of security and usability in different social 
contexts. To be specific, this research focuses on the security design of security settings 
and feedback design and characterizes social contexts using social presence and trust. 

However, the technologies and functions examined in previous TTF and TAM 
research were usually designed by researchers or service providers (Chang, 2010; Kim et 
al., 2010; Wu and Chen, 2017). Although this could help to evaluate the fit of existing 
technologies, it limits the possibility of exploring the best “fit” and the most desired 
functions requested by the users. Unlike behavioral science studies, which use research 
models to investigate the determinants for describing, explaining, and predicting the 
“fit”, the purpose of our work was to find out the fit between security design and social 
contexts and develop solutions for the fit problem. This goal would be fulfilled by 
constructing artefacts, which allowed participants to express their preferences for 
security design in social contexts through exhibiting behaviors and perceptions. 
Therefore, it requires a switch of the paradigm from behavioral science to design 
science in this study (Hevner et al., 2004; van Aken, 2004). In line with a design science 
research (DSR) approach, which emphasizes creating artefacts to solve the identified 
problem and develops knowledge that can be used to provide solutions (Choi and 
Nazareth, 2014; Dincelli and Chengalur-smith, 2020; Geerts, 2011; Van Aken, 2004), we 
would be able to design prototypes and payment scenarios to investigate the fit 
between security design and social contexts. In addition, DSR also considers the impact 
of social aspects on the creation, design, and evaluation of artefacts (De Leoz and 
Petter, 2018). It further justifies using a DSR process to help develop creations and 
achieve socially related knowledge. 

We proposed five hypotheses to evaluate the effectiveness of the artefacts on 
identifying the fit problem and address our research question. Specifically, the 
ubiquitous nature of mobile technologies makes it difficult to assign the matched 
security settings according to the social contexts in a controlled manner. Therefore, 
rather than measuring the fit based on the given security settings, we investigated the 
fit between security settings and social contexts by allowing users to create the “task-
technology fit” of security settings in social contexts by themselves. In other words, this 
study developed customizable interfaces, and participants tailored their security settings 
based on their social contexts. Then, we were able to understand the fit between 
security settings and social contexts by observing the variance in terms of behaviors in 
relation to the security settings. Therefore, we proposed a hypothesis: 

H1. Behaviors in relation to security settings vary according to social contexts. 

With regard to the fit between feedback design and the social context, we 
manipulated feedback design with two prototypes and examined the effects of 



feedback design on behaviors in relation to security settings and perceptions of security 
and usability. We suspected that feedback design can influence users’ preferences in 
terms of security settings according to social contexts, as previous research stated that 
feedback information can encourage users to undertake security measures (Furnell et 
al., 2018; van Bavel et al., 2019). Thus, we hypothesized: 

H2. Feedback design can affect behaviors in relation to security settings in 
different social contexts. 

Since the feedback design was manipulated by the researchers in this study, we 
further evaluated the fit between feedback design and social contexts by discussing the 
perception of security and usability and continuous use intention. The literature review 
indicated that the match between security design and use contexts can positively affect 
perceptions, attitudes, and continuous use intention with regard to mobile payment 
services (Kim et al., 2015, 2010; Mathieson and Keil, 1998). Therefore, we applied five 
constructs from the TAM (Davis, 1989) and the extended TAM (Hartono et al., 2014; 
Salisbury et al., 2001) concerning information security to explain the fit by discussing 
variances in the perceptions of security and usability and post-adoption use intention. 
These constructs are perceived security (PS), perceived usefulness (PU), perceived ease 
of use (PEOU), satisfaction (SA), and continuous use intention (CU).  

PS is a vital extended determinant in the TAM for predicting technology 
adoption (Hartono et al., 2014; Salisbury et al., 2001). It can reflect users’ psychological 
need for security in mobile transactions, which can be affected by both security design 
and the social context (Dourish et al., 2004; Dourish and Anderson, 2006; Zhang et al., 
2019; Zhang and Luximon, 2020). In this study, we applied PS to measure participants’ 
attitudes toward the transaction security of the prototypes in different social contexts 
and defined it as the extent to which an individual believes that the interface enables 
secure transactions in mobile payment services (Zhang and Luximon, 2020). Here, we 
proposed: 

H3. PS is affected by feedback design and social contexts. 

Previously, usability was measured in terms of objective performance using 
effectiveness and efficiency, and evaluated with regard to subjective attitudes using 
satisfaction (Kortum and Oswald, 2018). In this research, we focused on perceived 
usability and used PEOU, PU, and SA to evaluate users’ attitudes toward the usability of 
security design in different social contexts. PU and PEOU are not only fundamental 
predictors in the TAM, but can also be influenced by TTF (Mathieson and Keil, 1998; Wu 
and Chen, 2017). PEOU is also confirmed to have a strong relationship with subjective 
attitudes toward usability (Lah et al., 2020; Lewis et al., 2015). In this study, PU is defined 
as the extent to which users believe that the security design in mobile payments can 
help them to complete the payment effectively (Davis, 1989); in this research, PEOU 
refers to the extent to which a person perceives that the interface with the security 



design is easy to use (Davis, 1989). Besides, SA is not only a critical dimension in 
evaluating usability, but also a vital determinant of CU (Gao et al., 2015; Lu et al., 2017; 
Mohamed et al., 2017). SA reflects the extent to which the interface design can meet 
users’ expectations (Liao et al., 2007). Thus, this study suggested: 

 H4. PEOU, PU, and SA are affected by feedback design and social contexts. 

Lastly, in this research, CU reflects the extent to which users are willing to 
continuously use the interface (Gao et al., 2015). It is one of the vital behaviors in the 
post-adoption use of the technologies (Wu and Chen, 2017). This construct was used to 
explain the continuous use intention of security design in different social contexts. We 
proposed: 

H5. CU is affected by feedback design and social contexts. 

3 Method 

This study employed the design science research (DSR) approach to guide the 
design of research methodology. The DSR approach indicates how to build and 
evaluate the artefacts for problem solutions. It involves a series of actions of problem 
identification, research rigor, design of the artefacts, demonstration of the use, 
evaluation of the design, and communication (Choi and Nazareth, 2014; Geerts, 2011; 
Peffers et al., 2007; Hevner et al., 2004). As mentioned previously, this work aimed to 
understand the fit problem between security design and the social context and provide 
solutions and design guidelines. Instead of measuring the fit based on the given 
security settings, we investigated the fit by allowing users to create the “task-
technology fit” of security settings in social contexts by themselves. Therefore, the 
design goal of the artefacts in this study was to design prototypes and scenarios which 
could offer opportunities for participants to exhibited their preferences and perceptions 
for security design according to social contexts. There were two parts in the creation of 
the artefacts: first, we created a customizable interface without feedback information 
(CI) and a customizable interface with feedback intervention (CIFI). Various security 
settings and feedback design were embedded in these two interfaces (see Section 
3.3.1); second, we transferred the targeted components (social presence and trust) of 
social contexts into four payment scenarios (De Leoz and Petter, 2018) (see Section 
3.3.2).  

We evaluated the effectiveness of the artefacts in meeting the design goal and 
identifying the fit problems based on the data collection in an experiment (Dincelli et al., 
2020; Venable, Pries-Heje, and Baskerville, 2014). To be specific, participants could 
exhibit their preferred security settings by tailoring security settings and reported 
perceptions with the CI and the CIFI in four payment scenarios during the experiment. 
By measuring behaviors in relation to security settings, perceptions of security and 
usability, and continuous use intention (see Section 3.4), we were able to evaluate the 



effectiveness of artefacts in understanding the fit between security settings, feedback 
design, and social contexts and helping generate design guidelines and implications 
based on the findings.  

3.1 Recruitment 

This study recruited university students through posters. Participants accessed the link 
on the poster and reported their age, gender, usage experience, and expertise to 
register for participation. Since age, usage experience, and expertise could affect 
behaviors and perceptions (Chong et al., 2012; Liébana-Cabanillas et al., 2014; van 
Bavel et al., 2019; Zhang et al., 2019), we had three criteria for recruitment to reduce the 
potential bias: 1) we targeted users who aged at least 18; 2) to exclude novice users and 
control for the effect of cultural differences, we required that participants should have 
experienced using mobile payment applications in mainland China for longer than one 
year; and 3) we insisted that participants should not be experts in the information 
security and interface design fields. We selected the qualified users based on their 
reported information and chosen participants were offered a small reward as an 
incentive. 

3.2 Experimental Design 

To investigate the fit between security design and social contexts and provide 
guidelines for security design in mobile interactions, we employed a factorial design 
experiment to examine participants’ behaviors in relation to security settings, 
perceptions of security and usability (PS, PEOU, PU, and SA), and continuous use 
intention (CU) when applying two different prototypes in four social contexts. This study 
developed a customizable interface without feedback information (CI) and a 
customizable interface with feedback intervention (CIFI). Different kinds of security 
settings, including authentication settings, payment settings, privacy settings, and 
account management settings, were embedded in both the CI and CIFI. Participants 
exhibited behaviors in relation to security settings by tailoring the settings in the 
interfaces while using the two prototypes in different payment scenarios. In the CIFI, 
participants were not only allowed to customize the security settings, but also received 
feedback information about their security statuses. Four payment scenarios were 
developed using two contextual factors of the social context: social presence and trust. 
Therefore, the experiment used a 2 (feedback design) × 2 (social presence) × 2 (trust) 
factorial design. The independent variables were feedback design (CI and CIFI), social 
presence (low and high levels), and trust (low and high levels). Also, the independent 
factors were within-subject variables. Behaviors in relation to security settings, 
perceived security (PS), perceived ease of use (PEOU), perceived usefulness (PU), 
satisfaction (SAT), and continuous use intention (CU) were measured in each treatment 
condition. Participants’ age, usage experience, and expertise were controlled for in the 
experiment. Table 1 shows the treatment conditions in this study. 



Table 1. Treatment conditions 

  Social context 

  Social presence Trust 

Feedback design Non-feedback information Low level Low level 

 Feedback information High level Low level 

3.3 Artefacts Creation 

3.3.1 Prototypes: Two customizable interfaces with different feedback design 

This study developed two prototypes of mobile payment applications which were 
installed in two mobile devices: a Samsung phone (Galaxy C7 Pro) and a Huawei phone 
(Nova 3). Participants performed payment tasks using either of mobile devices. The first 
prototype (CI) was developed with customizable settings only (see Figure 1). 
Participants could display behaviors in relation to security settings with this prototype. 
The other prototype (CIFI) was designed with both customizable settings (see Figure 1) 
and the feedback information (see Figure 4). In CIFI, participants were not only able to 
exhibit behaviors in relation to security settings, but also be informed payment status 
with feedback information. CI includes five main pages (see Figure 2): (1) a login page, 
which allows participants to input the participation number; (2) a settings page for 
tailoring the security settings of “payment authentication,” “wallet password,” 
“additional authentication for large payments,” and “daily payment limit”; (3) a home 
page, which displays the account balance and functions of the application; (4) a 
scanning page for simulating the payment process; and (5) a payment content page for 
inputting the payment information and modifying three payment settings: “anonymous 
transfer,” “payment methods,” and “transfer date”. If participants modified “payment 
authentication,” “wallet password,” or “additional authentication for large payments” in 
the settings page, the extra authentication page appeared after the settings page or 
after the payment content page. 



 

Figure 1. Customizable security settings in both CI and CIFI 

 

Figure 2. The flow of CI 

 



 

Figure 3. The flow of CIFI 

CIFI comprises six main pages. In addition to the five pages and functions that 
embedded in CI, CIFI also has a transaction information page that appears after the 
payment content page (see Figure 3). The transaction information page aims to show 
users the payment status. Three types of feedback information (“status information,” 
“identity information,” and “risk information”) are displayed during the transaction using 
CIFI (see Figure 4). The “status information” is displayed on the home page, payment 
content page, and transaction information page to inform participants the payment 
status and network status; the “identity information”, which appears on the payment 
content page and transaction information page, aims to show the payer’s and payee’s 
identity; the “risk information”, which appears on the scanning page and payment 
content page, is used to suggest the potential risks that involved in the payment 
process.  

Both CI and CIFI have a “pause button” on the home page and a “return button” 
on the left side of each page. Participants could click the “pause button” to stop the 
task and “return button” to back to the previous page. 



 

Figure 4. Three types of feedback information in CIFI 

3.3.2 Tasks: Four payment scenarios 

Four payment tasks were created to manipulate the influences of social presence and 
trust (see Table 2). Both social presence and trust have two levels: a high and a low 
level. A high level of social presence refers to direct human contact in the payment 
interaction (e.g. transactions in stores with merchants or when paying a person face-to-
face). In the high social presence context, the payer transfers money to a 
payee/merchant in person through a mobile payment application. A context with a low 
level of social presence represents indirect human contact in the payment interaction 
(e.g. mobile purchases in applications, performing transactions with people who are not 
there in person, or paying via vending machines). In this situation, the payer settles the 
payment in a situation where the payee/merchant is absent during the mobile payment. 
The two levels of trust indicate whether the payees are trusted or not. In a high level of 
trust context, the payer believes that the payee/merchant is trustworthy (e.g. friends, 
families, or well-known merchants). In comparison, the payer perceives the 
payee/merchant is untrustworthy in a low level of trust context (e.g. unknown and 
disreputable payees).  

This experiment designed the payment scenarios, name of the payee, payee’s 
payment account, and payment amount in each payment task. The four payment 
scenarios were simulated using two levels of social presence and two levels of trust. 
Scenario 1 (S1) is a payment context with a high level of social presence and a high 
level of trust, where the transaction is settled with a friend next to the payer; Scenario 2 
(S2) is a payment context with a low social presence level and a high trust level, where 
the payer transfers money to a remote friend using the mobile payment application; 
Scenario 3 (S3) is a payment context with a high level of social presence and a low level 
of trust, where the payer transfers taxi charges to a driver (a stranger) face to face; 
Scenario 4 (S4) is a payment context with a low level of social presence and a low level 
of trust, where the charge is paid to an unknown company’s account using a remote 
transfer through the mobile payment application. To reduce the probable influence of 



the payment amount, this experiment designed a similar charge in each payment 
scenarios, ranging from 136 to 180 yuan. To control the effect of payment interaction 
methods, we required participants to scan a specific QR code for settling the payment 
in each task. In S1 and S3, the payees were acted by a researcher. The QR code was 
sent to the participant in S2, while the QR code was pasted in a simulated machine in 
S4. Each participant was also provided with an information sheet (see Table 3), which 
displayed the password, account balance, debit card balance, and credit limit. We also 
applied a manipulation test to observe if two levels of trust are successfully controlled in 
four payment scenarios. 

Table 2. The design of payment scenarios 

Scenarios Description 

S1: 

High level of social presence 
High level of trust 

• Description: Imagine that you just had have a lunch 
with your friend, Xiaofang, and she paid for the bill. 
Now you are going to scan her QR code and pay 
back money to her. Now, she is next to you. 

• Name of payee: Fu Xiaofang 

• Payment account: 13023267765 

• Payment amount: 156 yuan 

S2: 

Low level of social presence 
High level of trust 

• Description: You would like to pay back money to a 
friend (called Wen), who had helped you to buy a 
museum ticket. Because Wen is now far away from 
you, you sent a message to Wen and asked for her 
QR code. Now, you are going to scan the QR to 
transfer money to her. 

• Name of payee: Zhang Wen 

• Payment account: 13634323289 

• Payment amount: 180 yuan 



S3: 

High level of social presence 
Low level of trust 

• Description: You are in an unfamiliar city for a 
business trip, and you take a taxi to the hotel. After 
arrival, the driver allows you to scan his QR code to 
pay the fee. 

• Name of payee: Huang Ruibin 

• Payment account: 18987679007 

• Payment amount: 136 yuan 

S4: 

Low level of social presence 
Low level of trust 

• Description: Your phone battery is going to die and 
you see a charging station. Although you had never 
heard of the name of company (Power of Panzhihua 
Xiaoyou), you decide to scan the QR code pasted in 
the charging station and recharge your phone. 

• Name of payee: Power of Panzhihua Xiaoyou 

• Payment account: Power of Panzhihua Xiaoyou 

• Payment amount: 150 yuan 

Table 3. The information sheet 

Information Sheet 

Participant number No. ______ 

Account balance 1,000–1,500 yuan 

Debit card balance 1,500 yuan 

Credit card limit 1,500 yuan 



Wallet password 321456 

Payment password 789123 

3.4 Measurements 

This experimental study evaluated both objective and subjective measurements. We 
measured behaviors in relation to security settings by recording participants’ 
performance in each task, and evaluated perceptions of security and usability and 
continuous use intention using questionnaires. 

3.4.1 Manipulation of trust level 

A pre-test questionnaire was used to examine if we successfully manipulated the trust 
level by assigning different types of payees in the payment scenarios. A nine-point 
Likert scale question, “To what extent do you trust the payee?” was designed. 
Participants were required to report their trustworthiness to the payee in each payment 
scenarios by selecting from 1 (not at all trustworthy) to 9 (extremely trustworthy) 

3.4.2 Behaviors in relation to security settings 

We measured participants’ behaviors in relation to security settings by observing the 
number of security settings that they used in each task. Participants were allowed to 
display four types of behaviors in relation to security settings in both CI and CIFI. These 
four types of behaviors in relation to security settings are: behaviors in relation to 
password protection settings (three settings), enhanced control settings (two settings), 
privacy protection settings (one setting), and account management settings (one 
setting). 

• Behaviors in relation to password protection settings: Behaviors relating to 
authentication schemes were defined as behaviors in relation to password 
protection settings (Das and Khan, 2016). Participants could customize the 
security settings of “payment authentication,” “wallet password,” or “additional 
authentication for large payments” on the settings page. With these 
modification of settings, they could apply no authentication method, a one-
factor authentication scheme, a two-factor authentication scheme, or a three-
factor authentication scheme during the transaction. 

• Behaviors in relation to enhanced control settings: it refer to the security 
practices relating to acquire a higher level of the payment process control. 
Participants could display behaviors in relation to enhanced control settings by 



modifying the “daily payment limit” and “transfer date” on the settings page and 
payment content page. 

• Behaviors in relation to privacy protection settings: behaviors associating with 
protecting the personal information in the payment transaction were 
categorized into behaviors in relation to privacy protection settings . Both CI 
and CIFI allow participants to determine if they would like to disclose their 
personal information (such as name and phone number) to the payee by using 
the “anonymous transfer” function on the payment content page. 

• Behaviors in relation to account management settings: it refers to the practices 
of managing the account by altering the payment methods, including using a 
debit card, credit card, or balance to pay in the transaction. Participants could 
exhibit behaviors in relation to account management settings on the payment 
content page. 

3.4.3 Perception and attitudes 

We applied a nine-point Likert scale range from 1 (extremely disagree) to 9 (extremely 
agree) to evaluate perceptions and continuous use intention toward each task. PS was 
measured with four items adapted from Zhang et al. (2020) and Khalilzadeh et al. 
(2017); PEOU and PU were respectively measured with three items adapted from Yoon 
and Steege (2013), Liao et al. (2007), and Davis (1989); three items regarding SA were 
adapted from Chang and Chen (2008), Liao et al. (2007); CU were examined with three 
items adapted from Zhou (2011), Kim et al., (2010) (see Appendix. Table A). 

3.5 Procedure 

Participants were given an introduction about the experiment, and then they signed a 
consent form. As the experiment was the simulation task, participants needed to follow 
two preconditions during the experiment: (1) the payment context and transaction were 
true in each simulation task, and (2) CI and CIFI were reliable mobile payment 
applications. 

The experiment comprised three parts. Firstly, participants should take the 
manipulation test which aimed to ensure the successful manipulation of two trust levels 
in four payment scenarios. The researcher read the payment scenario, and the 
participants were then required to indicate their trustworthiness toward the payee in 
that payment scenario. Four payment scenarios were read in a random order. After 
finishing the manipulation test, the researcher introduced the functions and the 
payment process of CI and CIFI to participants. Participants then went through the 
functions and the payment process in both CI and CIFI, and therefore they were familiar 
with the two prototypes in the payment tasks. An information sheet (see Table 3) which 
provided the details of the account balance, debit card balance, and credit limit, wallet 
password, payment passwords was given to each participant. 



Since the experiment comprised 2 (CI and CIFI) × 2 (social presence with low 
level and high level) × 2 (trust with low level and high level) settings, each participant 
was required to complete a total of eight payment transactions. First, the researcher 
randomly assigned the participant with a prototype. Then, the researcher selected one 
of the four payment scenarios and read the description of the scenario to participants. 
The participants conducted the payment task based on the scenario and reported their 
perceptions and continuous use intention toward the task. Four payment scenarios 
were selected and read in a random order.  

During each payment task, the participants entered participation number to 
login, tailored the security settings if their needed, selected the “transfer” button, 
scanned the QR code, input the payment information, modified the payment settings, 
and settled the payment. Then, the participants were back to the home page and 
clicked the “pause” button (see Figure 5). Each participant had a 30-second break 
between each task. 

When completed eight tasks, the participants reported their age, gender, and 
usage experience of mobile payment using a questionnaire. 

 

Figure 5. The payment steps 

3.6 Manipulation Test: Validity Manipulation Checks 

A repeated measures t-test was used to examine if the manipulation of trust level was 
successful. There was a significant mean difference between the payment scenarios 
designed with two trust levels (t(112) = 20.195, p < 0.001). The trust level in S1 and S2 
(mean=7.982) was significantly higher than that in S3 and S4 (mean=4.196). The result 
suggested that the experiment had successfully manipulated the trust level. 

4. Data Analysis 

The results of the values of skewness and kurtosis indicated that the distributions of 
behaviors in relation to security settings, PS, PEOU, PU, SA, and CU were normal (Field, 
2009; George, 2011; Gravetter and Wallnau, 2014; Trochim and Donnelly, 2006). 
Therefore, we performed a repeated measures ANOVA to evaluate the effects of 
feedback design, social presence, and trust. The interaction effects between the 



variables were further examined using the repeated measures t-test as the post-hoc 
test. Additionally, a descriptive analysis was performed to examine the distributions of 
the specific behaviors in relation to security settings in different payment scenarios. 

5. Results 

5.1 Participants 

There were 60 participants, comprised of 24 males and 36 females participating in the 
experiment. The age of participants was between 18 and 30 years. Most of the 
participants (82%) used mobile payments daily; others of them used mobile payments 
weekly (18%); almost all of participants (98.3%) had used mobile payments for more than 
three years. The results of usage experience indicated that all participants had been 
familiar with mobile payment services. Therefore, the influence of usage experience was 
reduced. In addition, none of them claimed to be experts in interface design and 
information security. 

5.2 Behaviors in Relation to Security Settings 

Table 4. The mean of number of behaviors in relation to security settings in eight 
experimental conditions 

Feedback design Social presence Trust 

Behaviors in relation to 
security settings in overall 

Mean SD 

CI 

Low 

Low 3.17  1.55  

High 2.10  1.41  

High 

Low 2.82  1.37  

High 1.77  1.24  

CIFI Low Low 3.03  1.54  



High 2.20  1.31  

High 

Low 2.73  1.33  

High 2.03  1.26  

The repeated measures ANOVA revealed that there were significant main effects of 
social presence (F(1,59) = 13.703, p < 0.001) and trust (F(1,59) = 44.760, p < 0.001) on 
security behaviors. The result indicated that more security behaviors were undertaken in 
the payment contexts with a low level of social presence (mean=2.63) than those with a 
high level of social presence (mean=2.34). Also, participants displayed more security 
behaviors in the low trust contexts (mean=2.94) than the high trust contexts 
(mean=2.03). However, there was no significant difference between CI and CIFI on 
security behaviors, demonstrating that feedback information could not encourage 
participants to exhibit more security behaviors. Table 4 shows the mean values of 
behaviors in relation to security settings in different experimental conditions. Thus, the 
results supported H1 and rejected H2.  

Table 5. Descriptive analysis of specific behaviors in relation to security settings 
according to two levels of social presence and trust 

Social 

presence 
Trust 

Password 

Protection 

Account 

Management 

Enhanced 

Control 

Privacy 

Protection 

Overall 

Behaviors 

Mean SD Mean SD Mean SD Mean SD Mean SD 

Low 

Low 1.93  0.95  0.05  0.22  0.49  0.69  0.63  0.49  3.10  1.54  

High 1.72  0.94  0.03  0.16  0.24  0.49  0.17  0.37  2.15  1.36  

High 

Low 1.81  0.93  0.01  0.09  0.31  0.48  0.65  0.48  2.78  1.34  

High 1.60  0.97  0.02  0.13  0.17  0.40  0.12  0.32  1.90  1.25  



Overall 1.76 0.96 0.03 0.16 0.30 0.54 0.39 0.49 2.48 1.45 

A descriptive analysis was further examined the distribution of mean number of 
specific behaviors in relation to security settings in different payment scenarios. The 
mean number of specific behaviors in relation to security settings is illustrated in Table 
5. There were three settings for behaviors in relation to password protection settings, 
and these behaviors were displayed mostly on average (mean=1.76). We designed two 
settings for exhibiting behaviors in relation to enhanced control settings, and 
participants exhibited a mean number of 0.3 on average. There was only one setting for 
behaviors in relation to account management settings and behaviors in relation to 
privacy protection settings, respectively. Participants undertook few behaviors in 
relation to account management settings (mean=0.03), while they displayed behaviors 
in relation to privacy protection settings (mean=0.39) more often than behaviors in 
relation to account management settings. To be specific, it could be observed that 
behaviors in relation to enhanced control settings (low vs. high: 0.40 vs. 0.21) and 
behaviors in relation to privacy protection settings (low vs. high: 0.64 vs. 0.15) were 
exhibited frequently in the low trust context than in the high trust context. 

To understand participants’ preference for authentication schemes, we further 
analyzed behaviors in relation password protection settings by comparing of the 
number of different authentication schemes used in different payment contexts with 
two prototypes (CI and CIFI). Figure 6 shows the results. Participants could decide to use 
different authentication schemes by tailoring the “payment authentication,” “wallet 
password,” or “additional authentication for large payments” functions in the settings 
page. We defined four levels for different authentication schemes: very low level (no 
authentication used), low level (one-factor authentication scheme), medium level (two-
factor authentication scheme), and high level (three-factor authentication scheme). In 
general, the two-factor authentication scheme was mostly used. There were between 
22 and 26 payment tasks in each scenario using a two-factor authentication scheme. 
The three-factor authentication scheme was mostly used in S4, with a number of tasks 
between 18 and 20. In comparison with other payment scenarios, more tasks with a no 
authentication scheme and a one-factor authentication scheme were conducted in S1 
and S2. To be specific, the number of the tasks that conducting without authentication 
was the least in four scenarios. There were 10 tasks paid without using authentication in 
S1, and only between 5 and 8 tasks paid using no authentication scheme in S2, S3, and 
S4. 



 

Figure 6. Comparison of behaviors in relation to password protection settings in four 
payment contexts with CI and CIFI 

5.3 Perceptions and Attitudes 

A nine-point Likert scale was used to measure the participants’ PS, PEUO, PU, SA, and 
CU intention. The means for the perceptions and continuous use intention towards CI 
and CIFI in four payment scenarios are showed in Table 6. In general, the mean values 
of perceptions and attitudes indicated that participants had at least a medium level 
(5.52 out of 9) of PS, and considerably higher levels of PEOU, PU, and SA (at least 8.09 
out of 9, 7.74 out of 9, and 6.78 out of 9, respectively). This demonstrated that 
participants obtained an acceptable level of PS and relatively high levels of PEOU, PU, 
and SA when using the self-tailored security settings in different social contexts. The 
mean values of CU also suggested that participants showed a willingness to 
continuously adopt their preferred security settings in different social contexts. Mostly, 
participants reported higher scores of PS, PEOU, PU, SA, and CU when they were able 
to receive feedback information with the CIFI in the four social contexts. The following 
analysis will further investigate the variances in PS, PEOU, PU, SA, and CU with regard to 
the two prototypes in the four social contexts.  

Table 6. Means of participants’ perceptions and continuous use intention in eight 
experimental conditions 



Social 

Presenc

e 

Trust 
Feedback 

Design 

Perceived security (PS) 
Perceived ease of use 

(PEOU) 

Perceived usefulness 

(PU) 
Satisfaction (SA) Continuous use (CU) 

Mean SD Mean SD Mean SD Mean SD Mean SD 

Low 

Low 

CI 5.52  2.27  8.11  1.13  7.59  1.25  6.78  1.92  6.19  2.28  

CIFI 6.36  2.11  8.13  1.41  8.04  1.27  7.54  1.61  7.17  1.87  

High 

CI 6.98  1.78  8.10  1.01  7.74  1.19  6.97  1.69  6.74  1.80  

CIFI 7.81  1.17  8.34  0.97  8.03  1.12  7.69  1.39  7.54  1.56  

High 

Low 

CI 6.40  2.06  8.13  1.01  7.84  0.99  7.02  1.58  6.67  1.99  

CIFI 7.00  1.85  8.09  1.29  7.88  1.35  7.57  1.48  7.45  1.65  

High 

CI 7.67  1.48  8.20  1.02  7.95  1.00  7.32  1.36  7.23  1.48  

CIFI 8.16  1.05  8.33  0.92  7.98  1.41  7.68  1.43  7.46  1.58  

The Cronbach’s alphas of all constructs exceed 0.7, suggesting good reliability. 
A repeated measures ANOVA revealed that there were main effects of feedback design 
(F(1,59) = 26.277, p < 0.001), social presence (F(1,59) = 34.774, p < 0.001), and trust on 
PS (F(1,59) = 49.617, p < 0.001). Participants perceived a higher level of security with 
CIFI, and they also felt more secure in high social presence context or high trust context. 
Therefore, H3 was supported. 

A significant main effect of trust on PEOU (F(1,59)=4.565, p=0.037) and a 
significant interaction effect between feedback design and trust on PEOU (F(1,59) = 
4.185, p = 0.045) were found (see Figure 7). The mean difference of PEOU between CI 
and CIFI in two levels of the trust context was examined by the post-hoc test. There was 
no significant difference of PEOU between CI (mean=8.117) and CIFI (mean=8.110) in 



the low trust context (t(119) = 0.052, p = 0.958). However, there was a significant 
difference of PEOU between CI and CIFI in the high trust context (t(119) = -2.398, p = 
0.018). The findings suggest that participants believed that CIFI (mean=8.339) was 
easier to use than CI (mean=8.150) in the high trust context. 

 

Figure 7. The interaction effect between feedback design and trust on PEOU 

However, there was no significant main effect of feedback design, social 
presence, and trust on PU, while a significant interaction effect between feedback 
design and social presence on PU (F(1,59)=6.281, p=0.015) was found (see Figure 8). 
The post-hoc test revealed there was a significant difference of PU between CI and CIFI 
in the low social presence level (t(119) = -3.935, p < 0.001), while there was no 
significant difference of PU between CI (mean = 7.898) and CIFI (mean = 7.931) in the 
high social presence level. CIFI (mean = 8.036) was perceived more useful than CI 
(mean = 7.667) in the low trust context. It was notable that the mean of PU of CIFI had 
a slight decrease from 8.036 to 7.931 when the level of social presence increased. By 
contrast, the mean of PU of CI had an increase from 7.667 to 7.898 when the social 
presence had grown from low level to high level.  

 

Figure 8. The interaction effect between feedback design and social presence on PU 



There was a significant simple main effect of feedback design (F(1,59) = 18.648, 
p <0.001) and social presence (F(1, 59) = 4.480, p = 0.039) on SA. CIFI was more 
satisfactory than CI. Also, the participants were more satisfied to pay in the high social 
presence context than the low social presence context. A marginally significant 
interaction was found between feedback design and social presence on SA (F(1,57) = 
3.958, p = 0.051). Participants became more satisfied with CI (low vs. high: 6.875 vs. 
7.170) when the social presence level increased, while the score for SA in CIFI just 
changed a little between the low level and the high level of social presence context (low 
vs. high: 7.619 vs. 7.635; see Figure 9). In general, the participants were more satisfied 
with CIFI in the two levels of social presence contexts, while CI could be also acceptable 
to use in the high social presence context. Overall, H4 was supported by the results. 

 

Figure 9. The interaction effect between feedback design and social presence on SA 

We observed significant simple main effects of feedback design (F(1,59) = 
19.016, p < 0.001), social presence (F(1, 59) = 10.014, p < 0.001), and trust (F(1, 59) = 
4.906, p = 0.031) on CU, supporting H5. CIFI could enhance users’ continuous use 
intention. Social presence and trust could positively affect CU. Additionally, there was a 
significant interaction effect between feedback design and social presence (F(1,59) = 
8.476, p = 0.005) on CU (see Figure 10). For increasing continuous use intention, social 
presence has a stronger positive impact on CI than CIFI. The mean score of continuous 
intention of CI increased from 6.470 to 6.953 when the social presence level was rising 
to higher. However, there was only a small increase of continuous intention (from 7.358 
to 7.453) of CIFI when the social presence was moving higher. 



 

Figure 10. The interaction effect between feedback design and social presence on CU 

6. Discussion 

6.1 The Effect of Feedback Design on Behaviors in Relation to Security 
Settings and Perceptions 

This study developed CIFI to observe the influence of the feedback design on users’ 
behaviors and perceptions. There was no significant difference between CI and CIFI on 
behaviors in relation to security settings, suggesting that the feedback information had 
no impact on participants’ preferences for security settings. Participants displayed 
similar security strategies in both CI and CIFI. Scholars had suggested that the feedback 
information could inform users to undertake more security behaviors (Furnell et al., 
2018; van Bavel et al., 2019). This result suggested a conflicting view on the effect of the 
feedback information on behaviors in relation to security settings. There are two 
possible reasons for this result. One is that participants did not read the risk information 
and go directly to the next step, as they had developed an interface habits for a faster 
processing of their primary task when using mobile payment applications (Garaialde et 
al., 2020). Therefore, the feedback information did not take effect on increasing 
behaviors in relation to security settings. Another possible reason is that although the 
risk information could improve users’ motivation to protection the system, the status 
information and the identity information could inform users the payment status which 
could increase perceived security (Zhang et al., 2019). As a result, participants did not 
exhibit significant different behavior patterns between two prototypes. Although there 
was no statistical difference of behaviors in relation to security settings in overall 
between CI and CIFI, we noted that participants tended to apply different authentication 
schemes between CI and CIFI in the four payment contexts. The descriptive analysis 
indicated that when using CIFI, participants adopt more two- and three-factor 
authentication schemes and fewer one-factor authentication scheme for the tasks than 
using CI. Further studies are needed to investigate the effects of the feedback 
information on specific types of behaviors in relation to security settings. 



The results confirmed the effects of feedback design on participants’ perception. 
Participants had a higher level of PS with CIFI, which provided the feedback information. 
As we had discussed previously that feedback information could not motivate 
participants to exhibit more behaviors in relation to security settings, it can enhance 
participants’ feelings of security in mobile payment transactions. The positive effect of 
the feedback information on perceived security were also demonstrated by the previous 
empirical research (Zhang et al., 2019) (Kamoun and Halaweh, 2012). This study further 
validated the influence of the feedback information with an experimental method. 

We could expect that participants might perceived a greater PEOU and PU 
when using CI, because adding a feedback information might interrupt the operations 
and decrease the usability of the system (Dhillon et al., 2016). However, the results of 
this study showed that there was no simple main effect of feedback design on PEOU 
and PU. The feedback design could either decrease or increase usability of the system 
in the specific context, which would be discussed in the section 7.3. As the mean values 
of PEOU (mean=8.18) and PU (mean=7.88) were high, it was indicated that participants 
perceived both CI and CIFI are easy to use and useful. Also, the mean value of SA and 
CU of CIFI were significantly higher than CI, suggesting that participants were more 
satisfied with CIFI and more willing to adopt CIFI in all payment contexts. Compared 
with CI, CIFI provides feedback information. Therefore, it was indicated that a visible 
status of security is needed (Furnell, 2007; Nurse et al., 2011), while we should further 
discuss how to provide a security status which causes less interruption. In general, 
adding feedback information could increase perceived security, satisfaction, and 
continuous intention toward the system, and in the meanwhile, its effects on the 
usability of the system are influenced by the social context. 

6.2 The Social Context and Behaviors in Relation to Security Settings 

We found that the participants displayed various behaviors in relation to security 
settings  according to the social context. Participants exhibited more behaviors in 
relation to security settings in the contexts with a low social presence level (F(1,59) = 
13.703, p < 0.001) or a low trust level (F(1,59) = 44.760, p < 0.001), suggesting that 
these context involves more security risks. Previous research has revealed the negative 
relationship between trust and risks (Olivero and Lunt, 2004; Yang et al., 2015). This 
study indicated that the low trust contexts encouraged participants to undertake more 
security practices. Although there are few studies about social presence and risks, the 
result of this study suggested that users could perceive more risks in the low social 
presence contexts, which prompt them to undertake more behaviors in relation to 
security settings. 

The descriptive analysis indicated that participants the most frequently exhibited 
behaviors in relation to password protection settings in all payment tasks. To be 
specific, participants used two-way authentication scheme the most frequently among 
four authentication methods. This result suggested that participants would like to apply 



two-factor authentication scheme in all conditions. Although the simple authentication 
method (i.e., no authentication used and one-factor authentication scheme) is faster 
and convenient, users prefer to apply the two-way authentication scheme for 
enhancing security (Gunson et al., 2011). Therefore, designers and practitioners could 
consider allowing the two-factor authentication scheme as the default settings in 
mobile payments. While the prototypes only enabled participants to modify one privacy 
setting, participants exhibited a mean number of 0.64 behaviors in privacy protection 
settings in the low trust context. Additionally, we found that participants displayed more 
behaviors in relation to enhanced control settings in the low trust context. The specific 
behaviors in relation to security settings in the low trust context suggested that the 
security settings for privacy protection and system control were in demand in this 
situation. 

6.3 The Social Context and Perceptions 

It was found that PS, PEOU, SA, and CU were varied from the social contexts. 
Additionally, PEOU, PU, SA and CU were affected by the interaction effects of feedback 
design and social context. The participants reported that they perceived a higher level 
of security in the high social presence context and the high trust context (Nilashi et al., 
2015; Shin and Shin, 2011) , even though they undertook fewer behaviors in relation to 
security settings in these contexts . This is probably because participants perceived 
fewer risks in the high social presence context and the high trust context (Yang et al., 
2015), leading to the increase of PS (Khalilzadeh et al., 2017; Olivero and Lunt, 2004).  

There was a simple positive main effect of trust on PEOU, and there was no 
main effect of social presence and trust on PU. Nevertheless, we observed significant 
differences of participants’ PEOU and PU between CI and CIFI in particular social 
contexts. For example, in the high trust context, the PEOU of CIFI (mean = 8.339) was 
significantly greater than that of CI (mean = 8.150). This is likely because the feedback 
information could better assist participants to balance security and convenience in the 
high trust context. Since participants would display fewer behaviors in relation to 
security settings in the high trust context (mean=2.02) than in the low trust context 
(mean= 2.93, F(1,59) = 44.760, p < 0.001), they might need help to adjust their security 
strategies (van Bavel et al., 2019). When the payment status and risk status were visible, 
users were able to change to a more effective security strategies (such as a simple 
authentication scheme and fewer security settings) in the high trust context based on 
the suggestions provided by the feedback information. Therefore, users perceived CIFI 
was easier to use in the high trust context. In contrast with PEOU, the mean of PU of 
CIFI decreased slightly from 8.04 to 7.93 as the social presence level rose, while the 
mean of PU of CI significantly increased from 7.67 to 7.90 as the social presence level 
increased. Additionally, there was no significant difference of PU between CI and CIFI in 
the high social presence context. The feedback information has positive effect on 
perceived social presence (Lu et al., 2016). Therefore, participants’ demand for the 
feedback information was a compensation for the loss of presence in the low social 



presence context. However, this compensation was less needed in the high social 
presence. As a result, users considered CI was less useful than CIFI in the low social 
presence context and it was as useful as CIFI in the high social presence context. 

Although social presence has a positive effect on SA and both social presence 
and trust have positive effects on CU, the influences are different between CI and CIFI. 
When using CIFI, SA and CU varied slightly in different social contexts. However, when 
using CI, participants’ SA and CU had a distinct difference between two levels of social 
presence. As discussed above, the feedback information can increase perceived social 
presence in e-commerce (Lu et al., 2016). Additionally, social presence has a positively 
effect on continuous use intention (Hassanein and Head, 2007). Participants reported 
lower scores of SA and CU on CI in the low social presence context, because there was 
lack of a sense of social presence. Without feedback information, CI could not satisfy 
users’ needs in the low social presence context. However, CI’s SA and CU rose in the 
payment context where payees were present. It was indicated that participants’ demand 
for feedback information decreased in the high social presence context. This explains 
why participants felt more satisfied and willing to continuously use CI in the high social 
presence context. These findings implied that the feedback information might be less 
needed in the high social presence context. Practitioners and designers could think of 
embedding less feedback information in the high social presence context. 

6.4 Design Implications 

 

Figure 11. Framework for providing security settings and feedback information in 
different social contexts 

This study investigated the fit between security settings, feedback information, and 
social contexts by explaining the influences of feedback design, social presence, and 
trust on participants’ behaviors and perceptions. The findings revealed participants’ 



preferences for security measures and feedback information through discussing 
behaviors, perceptions of security and usability, and continuous use intention. 
Summarizing the results and findings, we propose the following implications for 
embedding security measures and feedback information into the four social contexts 
(see Figure 11). However, this study was conducted with university students aged 
between 18 and 30 and had experienced using mobile payments in mainland China, 
and the implications typically address the fit between security settings, feedback 
information, and social contexts in terms of mobile payments for this user type. The 
generalization of the findings and the implications for other population groups (e.g. 
non-students, older adults, or users with different cultural background) should be 
further validated.  

6.4.1 The social context with a high social presence level and a high trust level 

Based on the findings, we suggest designers and practitioners to embed simple security 
settings and brief feedback information in this social context. In this context, we 
observed that participants undertook fewer behaviors in relation to security settings, 
and also PU of CIFI decreased in the high social presence context. Although security is 
vital in mobile payment transactions (Zhang et al., 2019; Zhang and Luximon, 2020), we 
could focus on users’ preferred security functions and provide fewer security 
measurements to increase usability in the high social presence and high trust context 
(Weir et al., 2009). For example, when an individual is paying to a friend next to him/her, 
he/she can apply a one-factor authentication scheme and receive a brief feedback 
information that informs him/her that the payment is settled. 

6.4.2 The social context with a low social presence level and a high trust level 

The findings imply that it would be better to assign effective and comprehensive 
feedback information and simple security measurements in this context. Participants 
reported that the interface with a comprehensive feedback information was easier to 
use in the low social presence context. Additionally, participants exhibited fewer 
behaviors in relation to security settings in the high trust context. Therefore, the design 
of the interface could highlight users’ needs for feedback information rather than 
security measurements in this social context. For instance, users can use a simple 
authentication scheme (i.e., one-factor authentication scheme) and get feedback 
information to ascertain the payment status and the identity of the payee when they are 
transferring to a trusted payee who is not physically present in this context.  

6.4.3 The social context with a high social presence level and a low trust level 

This study implies that less feedback information and more security measurements are 
needed in this context. The results revealed that participants tended to prioritize 
security over convenience in the low trust context. Therefore, practitioners and 
designers could embed more security measurements, particularly the privacy settings 



and system control settings in this social context. However, to improve usability, we 
could provide flexible security functions which allow users to tailor the security 
measurements (Gong and Tarasewich, 2004). For example, the interface can enable 
users to undertake an anonymous method to pay (i.e., using a nickname and hiding the 
payers’ name) and allow users to customize the payment settings (i.e., modifying the 
authentication schemes, the daily limit and the transfer date) when users believe that 
the payee is untrusted. The necessary feedback information can be provided to warn 
users about the potential risks and inform them of the payment status. 

6.4.4 The social context with a low social presence level and a low trust level 

Practitioners and designers can design stronger security measurements and 
comprehensive feedback information in this social context. Participants exhibited more 
behaviors in relation to security settings and they were more satisfied with the interface 
which embedded with feedback information in this context than others. Participants 
were concerned about security and privacy risks in this context. Therefore, we can focus 
on providing a secure transaction process in this context. For example, the interface can 
provide a multiple authentication scheme, privacy settings and system control settings 
when users are paying to an untrusted online payee. Additionally, a comprehensive 
feedback information, such as providing a visible payment process and payment status, 
the identity information of the payee, and the risk information are necessary in this 
context. 

7 Conclusion 

This study investigated the fit between security settings, feedback information, and 
social contexts by observing users’ preferences and perceptions for security design in 
different social contexts. Following the DSR approach, this study developed prototypes 
and payment scenarios as artefacts that were used in the experiment to understand the 
fit problems and generate design implications. The results demonstrated that behaviors 
in relation to security settings are significantly affected by social presence and trust. 
However, feedback information does not influence participants’ preferences regarding 
security settings in different social contexts. Feedback design, social presence, and trust 
can increase PS, SA, and CU in all payment scenarios, while there are only interaction 
effects on PEOU and PU. Overall, the findings revealed that preferences concerning 
security settings vary between different social contexts. Participants tended to 
undertake more behaviors in relation to security settings in the low social presence and 
low trust context. With regard to feedback information, the findings suggested that the 
addition of feedback information can be matched with the low social presence context 
by considering the perceptions of security and usability. The design implications 
propose insights into balance security and usability based on the social contexts. 

However, this study focuses on the two contextual factors of social context. 
Since other possible contextual factors are still unexplored, future studies could further 



investigate the relationships between use contexts and security design. Additionally, this 
study embedded three types of feedback information together into the prototype CIFI. 
It is noted that different types of feedback information (Walter et al., 2015) would have 
various effects on perceptions and behaviors. A future study on discussing the effects of 
specific types of feedback information could be conducted. Additionally, the results and 
findings were mainly generated from the views of university students and the age range 
of the participants were between 18 and 30. However, young adults and students can 
merely represent a part of mobile payment users. Therefore, the findings might have a 
limitation in generalizability. The extension of these findings to different population 
groups should be further discussed and validated in future work, as the demographic 
characteristics and cultural differences might influence the results.  
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Appendix 

Table A. Measurements of Perceptions and Attitudes 

Constructs Description 

Perceived Security (PS) 

(adapted from 
Khalilzadeh et al., 2017) 

PS1 In this situation, I perceive that my transaction 
information would not go wrong.  

PS2 In this situation, I perceive that my sensitive information is 
protected. 

PS3 In this situation, I perceive that the transaction is 
financially secure. 

PS4 In this situation, I perceive that mobile payment platforms 
are secure systems to conduct a transaction. 



Perceived Ease of Use 
(PEOU) 

(adapted from Yoon and 
Steege, 2013; Liao et al., 

2007; Davis, 1989) 

PEOU1 In this situation, it is easy for me to operate this 
interface. 

PEOU2 In this situation, this interface is easy to use. 

PEOU3 In this situation, this interface is easy to operate. 

Perceived Usefulness (PU) 

(adapted from Yoon and 
Steege, 2013; Liao et al., 

2007; Davis, 1989) 

PU1 In this situation, this interface enables me to settle my 
payment quickly. 

PU2 In this situation, this interface enables me to settle my 
payment effectively. 

PU3 In this situation, this interface enables me to settle my 
payment easier. 

Satisfaction (SA) 

(adapted from Chang and 
Chen, 2008; Liao et al., 

2007) 

SA1 In this situation, I feel satisfied with this interface. 

SA2 In this situation, I like using this interface for payment. 

SA3 In this situation, using this interface makes me feel 
pleased. 

Continuous Use Intention 
(CU) 

(adapted from Zhou, 
2011; Kim et al., 2010) 

CU1 I would like to continue to use this mobile payment 
system to pay. 

CU2 I would like to frequently use this mobile payment 
system to pay. 

CU3 I would like to use this mobile payment system to pay in 
the future. 
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